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Virtualization and Cloud Computing are vast areas of study. Though there are several excellent                           

reference books on these topics, most of them tend to have a narrow focus. In this book, I have                                     

tried to compile those Virtualization and Cloud Computing topics which are necessary to gain an                             

in-depth understanding of the internals of these two important technologies. A majority of the                           

topics in this book have been taken from the content which is freely available on the Web under                                   

a permissive license. 
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Chapter 1

Virtualization

Virtualization� KP EQORWVKPI� TGHGTU VQ VJG CEV QH ETGCVKPI C XKTVWCN 
TCVJGT VJCP CEVWCN� XGTUKQP QH UQOGVJKPI� KPENWFKPI
DWV PQV NKOKVGF VQ C XKTVWCN EQORWVGT JCTFYCTG RNCVHQTO� QRGTCVKPI U[UVGO 
15�� UVQTCIG FGXKEG� QT EQORWVGT PGVYQTM
TGUQWTEGU�
8KTVWCNK\CVKQP DGICP KP ����U OCKPHTCOG EQORWVGTU CU C OGVJQF QH NQIKECNN[ FKXKFKPI VJG U[UVGO TGUQWTEGU RTQXKFGF
D[ OCKPHTCOGU DGVYGGP FKាGTGPV CRRNKECVKQPU� 5KPEG VJGP� VJG OGCPKPI QH VJG VGTO JCU DTQCFGPGF��=�?

1.1 Hardware virtualization

/CKP CTVKENG� *CTFYCTG XKTVWCNK\CVKQP
5GG CNUQ� /QDKNG XKTVWCNK\CVKQP

)BSEXBSF WJSUVBMJ[BUJPO QT QMBUGPSN WJSUVBMJ[BUJPO TGHGTU VQ VJG ETGCVKQP QH C XKTVWCN OCEJKPG VJCV CEVU NKMG C TGCN
EQORWVGT YKVJ CP QRGTCVKPI U[UVGO� 5QHVYCTG GZGEWVGF QP VJGUG XKTVWCN OCEJKPGU KU UGRCTCVGF HTQO VJG WPFGTN[KPI
JCTFYCTG TGUQWTEGU� (QT GZCORNG� C EQORWVGT VJCV KU TWPPKPI /KETQUQHV 9KPFQYU OC[ JQUV C XKTVWCN OCEJKPG VJCV
NQQMU NKMG C EQORWVGT YKVJ VJG 7DWPVW .KPWZ QRGTCVKPI U[UVGO� 7DWPVW�DCUGF UQHVYCTG ECP DG TWP QP VJG XKTVWCN
OCEJKPG��=�?�=�?
+P JCTFYCTG XKTVWCNK\CVKQP� VJG IPTU NBDIJOF KU VJG CEVWCN OCEJKPG QP YJKEJ VJG XKTVWCNK\CVKQP VCMGU RNCEG� CPF VJG
HVFTU NBDIJOF KU VJG XKTVWCN OCEJKPG� 6JG YQTFU IPTU CPF HVFTU CTG WUGF VQ FKUVKPIWKUJ VJG UQHVYCTG VJCV TWPU QP VJG
RJ[UKECN OCEJKPG HTQO VJG UQHVYCTG VJCV TWPU QP VJG XKTVWCN OCEJKPG� 6JG UQHVYCTG QT ិTOYCTG VJCV ETGCVGU C XKTVWCN
OCEJKPG QP VJG JQUV JCTFYCTG KU ECNNGF C IZQFSWJTPS QT 7JSUVBM .BDIJOF .BOBHFS�
&KាGTGPV V[RGU QH JCTFYCTG XKTVWCNK\CVKQP KPENWFG�

• (WNN XKTVWCNK\CVKQP ཊ CNOQUV EQORNGVG UKOWNCVKQP QH VJG CEVWCN JCTFYCTG VQ CNNQY UQHVYCTG� YJKEJ V[RKECNN[
EQPUKUVU QH C IWGUV QRGTCVKPI U[UVGO� VQ TWP WPOQFKិGF�

• 2CTVKCN XKTVWCNK\CVKQP ཊ UQOG DWV PQV CNN QH VJG VCTIGV GPXKTQPOGPV KU UKOWNCVGF� 5QOG IWGUV RTQITCOU� VJGTGHQTG�
OC[ PGGF OQFKិECVKQPU VQ TWP KP VJKU XKTVWCN GPXKTQPOGPV�

• 2CTCXKTVWCNK\CVKQP ཊ C JCTFYCTG GPXKTQPOGPV KU PQV UKOWNCVGF� JQYGXGT� VJG IWGUV RTQITCOU CTG GZGEWVGF KP
VJGKT QYP KUQNCVGF FQOCKPU� CU KH VJG[ CTG TWPPKPI QP C UGRCTCVG U[UVGO� )WGUV RTQITCOU PGGF VQ DG URGEKិECNN[
OQFKិGF VQ TWP KP VJKU GPXKTQPOGPV�

*CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP KU C YC[ QH KORTQXKPI QXGTCNN GឹEKGPE[ QH XKTVWCNK\CVKQP� +V KPXQNXGU %27U VJCV
RTQXKFG UWRRQTV HQT XKTVWCNK\CVKQP KP JCTFYCTG� CPF QVJGT JCTFYCTG EQORQPGPVU VJCV JGNR KORTQXG VJG RGTHQTOCPEG QH
C IWGUV GPXKTQPOGPV�
*CTFYCTG XKTVWCNK\CVKQP ECP DG XKGYGF CU RCTV QH CP QXGTCNN VTGPF KP GPVGTRTKUG +6 VJCV KPENWFGU CWVQPQOKE EQORWVKPI�
C UEGPCTKQ KP YJKEJ VJG +6 GPXKTQPOGPV YKNN DG CDNG VQ OCPCIG KVUGNH DCUGF QP RGTEGKXGF CEVKXKV[� CPF WVKNKV[ EQO�
RWVKPI� KP YJKEJ EQORWVGT RTQEGUUKPI RQYGT KU UGGP CU C WVKNKV[ VJCV ENKGPVU ECP RC[ HQT QPN[ CU PGGFGF� 6JG WUWCN
IQCN QH XKTVWCNK\CVKQP KU VQ EGPVTCNK\G CFOKPKUVTCVKXG VCUMU YJKNG KORTQXKPI UECNCDKNKV[ CPF QXGTCNN JCTFYCTG�TGUQWTEG

�
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WVKNK\CVKQP� 9KVJ XKTVWCNK\CVKQP� UGXGTCN QRGTCVKPI U[UVGOU ECP DG TWP KP RCTCNNGN QP C UKPING EGPVTCN RTQEGUUKPI WPKV

%27�� 6JKU RCTCNNGNKUO VGPFU VQ TGFWEG QXGTJGCF EQUVU CPF FKាGTU HTQO OWNVKVCUMKPI� YJKEJ KPXQNXGU TWPPKPI UGXGTCN
RTQITCOU QP VJG UCOG 15� 7UKPI XKTVWCNK\CVKQP� CP GPVGTRTKUG ECP DGVVGT OCPCIG WRFCVGU CPF TCRKF EJCPIGU VQ VJG
QRGTCVKPI U[UVGO CPF CRRNKECVKQPU YKVJQWV FKUTWRVKPI VJG WUGT�“7NVKOCVGN[� XKTVWCNK\CVKQP FTCOCVKECNN[ KORTQXGU VJG
GឹEKGPE[ CPF CXCKNCDKNKV[ QH TGUQWTEGU CPF CRRNKECVKQPU KP CP QTICPK\CVKQP� +PUVGCF QH TGN[KPI QP VJG QNF OQFGN QH
“QPG UGTXGT� QPG CRRNKECVKQP”VJCV NGCFU VQ WPFGTWVKNK\GF TGUQWTEGU� XKTVWCN TGUQWTEGU CTG F[PCOKECNN[ CRRNKGF VQ OGGV
DWUKPGUU PGGFU YKVJQWV CP[ GZEGUU HCV”
%QPUQPWU6GEJ��
*CTFYCTG XKTVWCNK\CVKQP KU PQV VJG UCOG CU JCTFYCTG GOWNCVKQP� +P JCTFYCTG GOWNCVKQP� C RKGEG QH JCTFYCTG KOKVCVGU
CPQVJGT� YJKNG KP JCTFYCTG XKTVWCNK\CVKQP� C J[RGTXKUQT 
C RKGEG QH UQHVYCTG� KOKVCVGU C RCTVKEWNCT RKGEG QH EQORWVGT
JCTFYCTG QT VJG GPVKTG EQORWVGT� (WTVJGTOQTG� C J[RGTXKUQT KU PQV VJG UCOG CU CP GOWNCVQT� DQVJ CTG EQORWVGT
RTQITCOU VJCV KOKVCVG JCTFYCTG� DWV VJGKT FQOCKP QH WUG KP NCPIWCIG FKាGTU�

1.1.1 Snapshots

/CKP CTVKENG� 5PCRUJQV 
EQORWVGT UVQTCIG�

# TOBQTIPU KU VJG UVCVG QH C XKTVWCN OCEJKPG� CPF IGPGTCNN[ KVU UVQTCIG FGXKEGU� CV CP GZCEV RQKPV KP VKOG� # UPCRUJQV
GPCDNGU VJG XKTVWCN OCEJKPG	U UVCVG CV VJG VKOG QH VJG UPCRUJQV VQ DG TGUVQTGF NCVGT� GាGEVKXGN[ WPFQKPI CP[ EJCPIGU
VJCV QEEWTTGF CHVGTYCTFU� 6JKU ECRCDKNKV[ KU WUGHWN CU C DCEMWR VGEJPKSWG� HQT GZCORNG� RTKQT VQ RGTHQTOKPI C TKUM[
QRGTCVKQP�
8KTVWCN OCEJKPGU HTGSWGPVN[ WUG XKTVWCN FKUMU HQT VJGKT UVQTCIG� KP C XGT[ UKORNG GZCORNG� C ���IKICD[VG JCTF FKUM FTKXG
KU UKOWNCVGF YKVJ C ���IKICD[VG ីCV ិNG� #P[ TGSWGUVU D[ VJG 8/ HQT C NQECVKQP QP KVU RJ[UKECN FKUM CTG VTCPURCTGPVN[
VTCPUNCVGF KPVQ CP QRGTCVKQP QP VJG EQTTGURQPFKPI ិNG� 1PEG UWEJ C VTCPUNCVKQP NC[GT KU RTGUGPV� JQYGXGT� KV KU RQUUKDNG
VQ KPVGTEGRV VJG QRGTCVKQPU CPF UGPF VJGO VQ FKាGTGPV ិNGU� FGRGPFKPI QP XCTKQWU ETKVGTKC� 'XGT[ VKOG C UPCRUJQV KU
VCMGP� C PGY ិNG KU ETGCVGF� CPF WUGF CU CP QXGTNC[ HQT KVU RTGFGEGUUQTU� 0GY FCVC CTG YTKVVGP VQ VJG VQROQUV QXGTNC[�
TGCFKPI GZKUVKPI FCVC� JQYGXGT� PGGFU VJG QXGTNC[ JKGTCTEJ[ VQ DG UECPPGF� TGUWNVKPI KP CEEGUUKPI VJG OQUV TGEGPV
XGTUKQP� 6JWU� VJG GPVKTG UVCEM QH UPCRUJQVU KU XKTVWCNN[ C UKPING EQJGTGPV FKUM� KP VJCV UGPUG� ETGCVKPI UPCRUJQVU YQTMU
UKOKNCTN[ VQ VJG KPETGOGPVCN DCEMWR VGEJPKSWG�
1VJGT EQORQPGPVU QH C XKTVWCN OCEJKPG ECP CNUQ DG KPENWFGF KP C UPCRUJQV� UWEJ CU VJG EQPVGPVU QH KVU TCPFQO�CEEGUU
OGOQT[ 
4#/�� $+15 UGVVKPIU� QT KVU EQPិIWTCVKQP UGVVKPIU� �5CXG UVCVG� HGCVWTG KP XKFGQ ICOG EQPUQNG GOWNCVQTU KU
CP GZCORNG QH UWEJ UPCRUJQVU�
4GUVQTKPI C UPCRUJQV EQPUKUVU QH FKUECTFKPI QT FKUTGICTFKPI CNN QXGTNC[ NC[GTU VJCV CTG CFFGF CHVGT VJCV UPCRUJQV� CPF
FKTGEVKPI CNN PGY EJCPIGU VQ C PGY QXGTNC[�

1.1.2 Migration

/CKP CTVKENG� /KITCVKQP 
XKTVWCNK\CVKQP�

6JG UPCRUJQVU FGUETKDGF CDQXG ECP DG OQXGF VQ CPQVJGT JQUV OCEJKPG YKVJ KVU QYP J[RGTXKUQT� YJGP VJG 8/ KU
VGORQTCTKN[ UVQRRGF� UPCRUJQVVGF� OQXGF� CPF VJGP TGUWOGF QP VJG PGY JQUV� VJKU KU MPQYP CU OKITCVKQP� +H VJG QNFGT
UPCRUJQVU CTG MGRV KP U[PE TGIWNCTN[� VJKU QRGTCVKQP ECP DG SWKVG HCUV� CPF CNNQY VJG 8/ VQ RTQXKFG WPKPVGTTWRVGF
UGTXKEG YJKNG KVU RTKQT RJ[UKECN JQUV KU� HQT GZCORNG� VCMGP FQYP HQT RJ[UKECN OCKPVGPCPEG�

1.1.3 Failover

/CKP CTVKENG� (CKNQXGT

5KOKNCT VQ VGNGRQTVCVKQP CDQXG� HCKNQXGT CNNQYU VJG 8/ VQ EQPVKPWG QRGTCVKQPU KH VJG JQUV HCKNU� *QYGXGT� KP VJKU ECUG�
VJG 8/ EQPVKPWGU QRGTCVKQP HTQO VJG MBTU�LOPXO EQJGTGPV UVCVG� TCVJGT VJCP VJG DVSSFOU UVCVG� DCUGF QP YJCVGXGT
OCVGTKCNU VJG DCEMWR UGTXGT YCU NCUV RTQXKFGF YKVJ�
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1.1.4 Video game console emulation

/CKP CTVKENG� 8KFGQ ICOG EQPUQNG GOWNCVQT

# XKFGQ ICOG EQPUQNG GOWNCVQT KU C RTQITCO VJCV CNNQYU C RGTUQPCN EQORWVGT QT XKFGQ ICOG EQPUQNG VQ GOWNCVG
C FKាGTGPV XKFGQ ICOG EQPUQNG	U DGJCXKQT� 8KFGQ ICOG EQPUQNG GOWNCVQTU CPF J[RGTXKUQTU DQVJ RGTHQTO JCTFYCTG
XKTVWCNK\CVKQP� YQTFU NKMG“XKTVWCNK\CVKQP”�“XKTVWCN OCEJKPG”�“JQUV”CPF“IWGUV”CTG PQV WUGF KP EQPLWPEVKQP
YKVJ EQPUQNG GOWNCVQTU�

1.1.5 Licensing

8KTVWCN OCEJKPGU TWPPKPI RTQRTKGVCT[ QRGTCVKPI U[UVGOU TGSWKTG NKEGPUKPI� TGICTFNGUU QH VJG JQUV OCEJKPG	U QRGTCVKPI
U[UVGO� (QT GZCORNG� KPUVCNNKPI/KETQUQHV9KPFQYU KPVQ C 8/ IWGUV TGSWKTGU KVU NKEGPUKPI TGSWKTGOGPVU VQ DG UCVKUិGF�

1.2 Desktop virtualization

/CKP CTVKENG� &GUMVQR XKTVWCNK\CVKQP

&GUMVQR XKTVWCNK\CVKQP KU VJG EQPEGRV QH UGRCTCVKPI VJG NQIKECN FGUMVQR HTQO VJG RJ[UKECN OCEJKPG�
1PG HQTO QH FGUMVQR XKTVWCNK\CVKQP� XKTVWCN FGUMVQR KPHTCUVTWEVWTG 
8&+�� ECP DG VJQWIJV QH CU C OQTG CFXCPEGF HQTO
QH JCTFYCTG XKTVWCNK\CVKQP� 4CVJGT VJCP KPVGTCEVKPI YKVJ C JQUV EQORWVGT FKTGEVN[ XKC C MG[DQCTF� OQWUG� CPF OQPKVQT�
VJG WUGT KPVGTCEVU YKVJ VJG JQUV EQORWVGT WUKPI CPQVJGT FGUMVQR EQORWVGT QT C OQDKNG FGXKEG D[ OGCPU QH C PGVYQTM
EQPPGEVKQP� UWEJ CU C .#0� 9KTGNGUU .#0 QT GXGP VJG +PVGTPGV� +P CFFKVKQP� VJG JQUV EQORWVGT KP VJKU UEGPCTKQ
DGEQOGU C UGTXGT EQORWVGT ECRCDNG QH JQUVKPI OWNVKRNG XKTVWCN OCEJKPGU CV VJG UCOG VKOG HQT OWNVKRNG WUGTU��=�?
#U QTICPK\CVKQPU EQPVKPWG VQ XKTVWCNK\G CPF EQPXGTIG VJGKT FCVC EGPVGT GPXKTQPOGPV� ENKGPV CTEJKVGEVWTGU CNUQ EQPVKPWG
VQ GXQNXG KP QTFGT VQ VCMG CFXCPVCIG QH VJG RTGFKEVCDKNKV[� EQPVKPWKV[� CPF SWCNKV[ QH UGTXKEG FGNKXGTGF D[ VJGKT EQPXGTIGF
KPHTCUVTWEVWTG� (QT GZCORNG� EQORCPKGU NKMG *2 CPF +$/ RTQXKFG C J[DTKF 8&+ OQFGN YKVJ C TCPIG QH XKTVWCNK\CVKQP
UQHVYCTG CPF FGNKXGT[ OQFGNU VQ KORTQXG WRQP VJG NKOKVCVKQPU QH FKUVTKDWVGF ENKGPV EQORWVKPI��=�? 5GNGEVGF ENKGPV
GPXKTQPOGPVU OQXG YQTMNQCFU HTQO 2%U CPF QVJGT FGXKEGU VQ FCVC EGPVGT UGTXGTU� ETGCVKPI YGNN�OCPCIGF XKTVWCN
ENKGPVU� YKVJ CRRNKECVKQPU CPF ENKGPV QRGTCVKPI GPXKTQPOGPVU JQUVGF QP UGTXGTU CPF UVQTCIG KP VJG FCVC EGPVGT� (QT
WUGTU� VJKU OGCPU VJG[ ECP CEEGUU VJGKT FGUMVQR HTQO CP[ NQECVKQP� YKVJQWV DGKPI VKGF VQ C UKPING ENKGPV FGXKEG� 5KPEG
VJG TGUQWTEGU CTG EGPVTCNK\GF� WUGTU OQXKPI DGVYGGP YQTM NQECVKQPU ECP UVKNN CEEGUU VJG UCOG ENKGPV GPXKTQPOGPV YKVJ
VJGKT CRRNKECVKQPU CPF FCVC��=�? (QT +6 CFOKPKUVTCVQTU� VJKU OGCPU C OQTG EGPVTCNK\GF� GឹEKGPV ENKGPV GPXKTQPOGPV VJCV
KU GCUKGT VQ OCKPVCKP CPF CDNG VQ OQTG SWKEMN[ TGURQPF VQ VJG EJCPIKPI PGGFU QH VJG WUGT CPF DWUKPGUU��=�?�=�?
#PQVJGT HQTO� UGUUKQP XKTVWCNK\CVKQP� CNNQYU OWNVKRNG WUGTU VQ EQPPGEV CPF NQI KPVQ C UJCTGF DWV RQYGTHWN EQORWVGT
QXGT VJG PGVYQTM CPF WUG KV UKOWNVCPGQWUN[� 'CEJ KU IKXGP C FGUMVQR CPF C RGTUQPCN HQNFGT KP YJKEJ VJG[ UVQTG VJGKT
ិNGU��=�? 9KVJ OWNVKUGCV EQPិIWTCVKQP� UGUUKQP XKTVWCNK\CVKQP ECP DG CEEQORNKUJGF WUKPI C UKPING 2% YKVJ OWNVKRNG
OQPKVQTU MG[DQCTFU CPF OKEG EQPPGEVGF�
6JKP ENKGPVU� YJKEJ CTG UGGP KP FGUMVQR XKTVWCNK\CVKQP� CTG UKORNG CPF�QT EJGCR EQORWVGTU VJCV CTG RTKOCTKN[ FGUKIPGF
VQ EQPPGEV VQ VJG PGVYQTM� 6JG[ OC[ NCEM UKIPKិECPV JCTF FKUM UVQTCIG URCEG� 4#/ QT GXGP RTQEGUUKPI RQYGT� DWV
OCP[ QTICPK\CVKQPU CTG DGIKPPKPI VQ NQQM CV VJG EQUV DGPGិVU QH GNKOKPCVKPI“VJKEM ENKGPV”FGUMVQRU VJCV CTG RCEMGF
YKVJ UQHVYCTG 
CPF TGSWKTG UQHVYCTG NKEGPUKPI HGGU� CPF OCMKPI OQTG UVTCVGIKE KPXGUVOGPVU��=�? &GUMVQR XKTVWCNK\CVKQP
UKORNKិGU UQHVYCTG XGTUKQPKPI CPF RCVEJ OCPCIGOGPV� YJGTG VJG PGY KOCIG KU UKORN[ WRFCVGF QP VJG UGTXGT� CPF VJG
FGUMVQR IGVU VJG WRFCVGF XGTUKQP YJGP KV TGDQQVU� +V CNUQ GPCDNGU EGPVTCNK\GF EQPVTQN QXGT YJCV CRRNKECVKQPU VJG WUGT
KU CNNQYGF VQ JCXG CEEGUU VQ QP VJG YQTMUVCVKQP�
/QXKPI XKTVWCNKUGF FGUMVQRU KPVQ VJG ENQWF ETGCVGU JQUVGF XKTVWCN FGUMVQRU 
*8&�� YJGTG VJG FGUMVQR KOCIGU CTG
EGPVTCNN[ OCPCIGF CPF OCKPVCKPGF D[ C URGEKCNKUV JQUVKPI ិTO� $GPGិVU KPENWFG UECNCDKNKV[ CPF VJG TGFWEVKQP QH
ECRKVCN GZRGPFKVWTG� YJKEJ KU TGRNCEGF D[ C OQPVJN[ QRGTCVKQPCN EQUV��=�?

1.3 Other types

Software

https://en.wikipedia.org/wiki/Video_game_console_emulator
https://en.wikipedia.org/wiki/Personal_computer
https://en.wikipedia.org/wiki/Video_game_console
https://en.wikipedia.org/wiki/Hypervisor
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Desktop_virtualization
https://en.wikipedia.org/wiki/Desktop_environment
https://en.wikipedia.org/wiki/LAN
https://en.wikipedia.org/wiki/Wireless_LAN
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Server_computer
https://en.wikipedia.org/wiki/Client_(computing)
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/HP
https://en.wikipedia.org/wiki/IBM
https://en.wikipedia.org/wiki/Distributed_computing
https://en.wikipedia.org/wiki/Login
https://en.wikipedia.org/wiki/Multiseat_configuration
https://en.wikipedia.org/wiki/Thin_client
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Random_access_memory
https://en.wikipedia.org/wiki/Central_processing_unit
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• 1RGTCVKPI U[UVGO�NGXGN XKTVWCNK\CVKQP� JQUVKPI QH OWNVKRNG XKTVWCNK\GF GPXKTQPOGPVU YKVJKP C UKPING 15 KPUVCPEG�

• #RRNKECVKQP XKTVWCNK\CVKQP CPFYQTMURCEG XKTVWCNK\CVKQP� VJG JQUVKPI QH KPFKXKFWCN CRRNKECVKQPU KP CP GPXKTQPOGPV
UGRCTCVGF HTQO VJG WPFGTN[KPI 15� #RRNKECVKQP XKTVWCNK\CVKQP KU ENQUGN[ CUUQEKCVGF YKVJ VJG EQPEGRV QH RQTVCDNG
CRRNKECVKQPU�

• 5GTXKEG XKTVWCNK\CVKQP� GOWNCVKPI VJG DGJCXKQT QH FGRGPFGPV 
G�I�� VJKTF�RCTV[� GXQNXKPI� QT PQV KORNGOGPVGF�
U[UVGO EQORQPGPVU VJCV CTG PGGFGF VQ GZGTEKUG CP CRRNKECVKQP WPFGT VGUV 
#76� HQT FGXGNQROGPV QT VGUVKPI
RWTRQUGU� 4CVJGT VJCP XKTVWCNK\KPI GPVKTG EQORQPGPVU� KV XKTVWCNK\GU QPN[ URGEKិE UNKEGU QH FGRGPFGPV DGJCXKQT
ETKVKECN VQ VJG GZGEWVKQP QH FGXGNQROGPV CPF VGUVKPI VCUMU�

Memory

• /GOQT[ XKTVWCNK\CVKQP� CIITGICVKPI TCPFQO�CEEGUU OGOQT[ 
4#/� TGUQWTEGU HTQO PGVYQTMGF U[UVGOU KPVQ C
UKPING OGOQT[ RQQN

• 8KTVWCN OGOQT[� IKXKPI CP CRRNKECVKQP RTQITCO VJG KORTGUUKQP VJCV KV JCU EQPVKIWQWU YQTMKPIOGOQT[� KUQNCVKPI
KV HTQO VJG WPFGTN[KPI RJ[UKECN OGOQT[ KORNGOGPVCVKQP

Storage

• 5VQTCIG XKTVWCNK\CVKQP� VJG RTQEGUU QH EQORNGVGN[ CDUVTCEVKPI NQIKECN UVQTCIG HTQO RJ[UKECN UVQTCIG

• &KUVTKDWVGF ិNG U[UVGO� CP[ ិNG U[UVGO VJCV CNNQYU CEEGUU VQ ិNGU HTQO OWNVKRNG JQUVU UJCTKPI XKC C EQORWVGT
PGVYQTM

• 8KTVWCN ិNG U[UVGO� CP CDUVTCEVKQP NC[GT QP VQR QH C OQTG EQPETGVG ិNG U[UVGO� CNNQYKPI ENKGPV CRRNKECVKQPU VQ
CEEGUU FKាGTGPV V[RGU QH EQPETGVG ិNG U[UVGOU KP C WPKHQTO YC[

• 5VQTCIG J[RGTXKUQT� VJG UQHVYCTG VJCV OCPCIGU UVQTCIG XKTVWCNK\CVKQP CPF EQODKPGU RJ[UKECN UVQTCIG TGUQWTEGU
KPVQ QPG QT OQTG ីGZKDNG RQQNU QH NQIKECN UVQTCIG�=��?

• 8KTVWCN FKUM FTKXG� C EQORWVGT RTQITCO VJCV GOWNCVGU C FKUM FTKXG UWEJ CU C JCTF FKUM FTKXG QT QRVKECN FKUM FTKXG

UGG EQORCTKUQP QH FKUE KOCIG UQHVYCTG�

Data

• &CVC XKTVWCNK\CVKQP� VJG RTGUGPVCVKQP QH FCVC CU CP CDUVTCEV NC[GT� KPFGRGPFGPV QH WPFGTN[KPI FCVCDCUG U[UVGOU�
UVTWEVWTGU CPF UVQTCIG�

• &CVCDCUG XKTVWCNK\CVKQP� VJG FGEQWRNKPI QH VJG FCVCDCUG NC[GT� YJKEJ NKGU DGVYGGP VJG UVQTCIG CPF CRRNKECVKQP
NC[GTU YKVJKP VJG CRRNKECVKQP UVCEM QXGT CNN�

Network

• 0GVYQTM XKTVWCNK\CVKQP� ETGCVKQP QH C XKTVWCNK\GF PGVYQTM CFFTGUUKPI URCEG YKVJKP QT CETQUU PGVYQTM UWDPGVU

• 8KTVWCN RTKXCVG PGVYQTM 
820�� C PGVYQTM RTQVQEQN VJCV TGRNCEGU VJG CEVWCN YKTG QT QVJGT RJ[UKECN OGFKC KP C
PGVYQTM YKVJ CP CDUVTCEV NC[GT� CNNQYKPI C PGVYQTM VQ DG ETGCVGF QXGT VJG +PVGTPGV

1.4 Nested virtualization

/FTUFE WJSUVBMJ[BUJPO TGHGTU VQ VJG CDKNKV[ QH TWPPKPI C XKTVWCN OCEJKPG YKVJKP CPQVJGT� JCXKPI VJKU IGPGTCN EQPEGRV
GZVGPFCDNG VQ CP CTDKVTCT[ FGRVJ� +P QVJGT YQTFU� PGUVGF XKTVWCNK\CVKQP TGHGTU VQ TWPPKPI QPG QT OQTG J[RGTXKUQTU
KPUKFG CPQVJGT J[RGTXKUQT� 0CVWTG QH C PGUVGF IWGUV XKTVWCN OCEJKPG FQGU PQV PGGF PQV DG JQOQIGPQWU YKVJ KVU JQUV
XKTVWCN OCEJKPG� HQT GZCORNG� CRRNKECVKQP XKTVWCNK\CVKQP ECP DG FGRNQ[GF YKVJKP C XKTVWCN OCEJKPG ETGCVGF D[ WUKPI
JCTFYCTG XKTVWCNK\CVKQP��=��?

https://en.wikipedia.org/wiki/Operating_system-level_virtualization
https://en.wikipedia.org/wiki/Application_virtualization
https://en.wikipedia.org/wiki/Workspace_virtualization
https://en.wikipedia.org/wiki/Portable_application
https://en.wikipedia.org/wiki/Portable_application
https://en.wikipedia.org/wiki/Service_virtualization
https://en.wikipedia.org/wiki/Application_under_test
https://en.wikipedia.org/wiki/Memory_virtualization
https://en.wikipedia.org/wiki/Random-access_memory
https://en.wikipedia.org/wiki/Memory_pool
https://en.wikipedia.org/wiki/Virtual_memory
https://en.wikipedia.org/wiki/Storage_virtualization
https://en.wikipedia.org/wiki/Distributed_file_system
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Virtual_file_system
https://en.wikipedia.org/wiki/Storage_hypervisor
https://en.wikipedia.org/wiki/Vdisk
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Optical_disk_drive
https://en.wikipedia.org/wiki/Comparison_of_disc_image_software
https://en.wikipedia.org/wiki/Data_virtualization
https://en.wikipedia.org/wiki/Database_virtualization
https://en.wikipedia.org/wiki/Network_virtualization
https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Network_protocol
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Hypervisor
https://en.wikipedia.org/wiki/Application_virtualization
https://en.wikipedia.org/wiki/Hardware_virtualization
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0GUVGF XKTVWCNK\CVKQP DGEQOGU OQTG PGEGUUCT[ CU YKFGURTGCF QRGTCVKPI U[UVGOU ICKP DWKNV�KP J[RGTXKUQT HWPEVKQPCNKV[�
YJKEJ KP C XKTVWCNK\GF GPXKTQPOGPV ECP DG WUGF QPN[ KH VJG UWTTQWPFKPI J[RGTXKUQT UWRRQTVU PGUVGF XKTVWCNK\CVKQP� HQT
GZCORNG� 9KPFQYU � KU ECRCDNG QH TWPPKPI 9KPFQYU :2 CRRNKECVKQPU KPUKFG C DWKNV�KP XKTVWCN OCEJKPG� (WTVJGTOQTG�
OQXKPI CNTGCF[ GZKUVKPI XKTVWCNK\GF GPXKTQPOGPVU KPVQ C ENQWF� HQNNQYKPI VJG +PHTCUVTWEVWTG CU C 5GTXKEG 
+CC5� CR�
RTQCEJ� KU OWEJ OQTG EQORNKECVGF KH VJG FGUVKPCVKQP +CC5 RNCVHQTO FQGU PQV UWRRQTV PGUVGF XKTVWCNK\CVKQP��=��?�=��?
6JG YC[ PGUVGF XKTVWCNK\CVKQP ECP DG KORNGOGPVGF QP C RCTVKEWNCT EQORWVGT CTEJKVGEVWTG FGRGPFU QP UWRRQTVGF
JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP ECRCDKNKVKGU� +P ECUG C RCTVKEWNCT CTEJKVGEVWTG FQGU PQV RTQXKFG JCTFYCTG UWRRQTV
TGSWKTGF HQT PGUVGF XKTVWCNK\CVKQP� XCTKQWU UQHVYCTG VGEJPKSWGU CTG GORNQ[GF VQ GPCDNG KV��=��? 1XGT VKOG� OQTG CT�
EJKVGEVWTGU ICKP TGSWKTGF JCTFYCTG UWRRQTV� HQT GZCORNG� UKPEG VJG *CUYGNN OKETQCTEJKVGEVWTG 
CPPQWPEGF KP ������
+PVGN UVCTVGF VQ KPENWFG 8/%5 UJCFQYKPI CU C VGEJPQNQI[ VJCV CEEGNGTCVGU PGUVGF XKTVWCNK\CVKQP��=��?

1.5 See also

• 6KOGNKPG QH XKTVWCNK\CVKQP FGXGNQROGPV

• 0GVYQTM (WPEVKQPU 8KTVWCNK\CVKQP

• 5OCTVGT %QORWVKPI

• 'OWNCVKQP 
EQORWVKPI�

• %QORWVGT UKOWNCVKQP

• 0WOGTQP[O 
GZRNCKPU VJCV“8��0”KU CP CDDTGXKCVKQP HQT“XKTVWCNK\CVKQP”�

• %QPUQNKFCVKQP TCVKQ

• +�1 XKTVWCNK\CVKQP

• #RRNKECVKQP EJGEMRQKPVKPI

1.6 References

=�? )TC\KCPQ� %JCTNGU�“# RGTHQTOCPEG CPCN[UKU QH :GP CPF -8/ J[RGTXKUQTU HQT JQUVKPI VJG :GP9QTNFU 2TQLGEV”� 4GVTKGXGF
�����������

=�? 6WTDCP� '� -KPI� &� .GG� ,� 8KGJNCPF� & 
������“%JCRVGT ��� $WKNFKPI '�%QOOGTEG #RRNKECVKQPU CPF +PHTCUVTWEVWTG”�
&MFDUSPOJD $PNNFSDF " .BOBHFSJBM 1FSTQFDUJWF� 2TGPVKEG�*CNN� R� ���

=�? “8KTVWCNK\CVKQP KP GFWECVKQP”� +$/� 1EVQDGT ����� 4GVTKGXGF � ,WN[ ����� # XKTVWCN EQORWVGT KU C NQIKECN TGRTGUGPVCVKQP
QH C EQORWVGT KP UQHVYCTG� $[ FGEQWRNKPI VJG RJ[UKECN JCTFYCTG HTQO VJG QRGTCVKPI U[UVGO� XKTVWCNK\CVKQP RTQXKFGU OQTG
QRGTCVKQPCN ីGZKDKNKV[ CPF KPETGCUGU VJG WVKNK\CVKQP TCVG QH VJG WPFGTN[KPI RJ[UKECN JCTFYCTG�

=�? “5VTCVGIKGU HQT 'ODTCEKPI %QPUWOGTK\CVKQP”� /KETQUQHV %QTRQTCVKQP� #RTKN ����� R� �� 4GVTKGXGF �� ,WN[ �����

=�? %JGTPKEQា� &CXKF�“*2 8&+ /QXGU VQ %GPVGT 5VCIG�”<&0GV� #WIWUV ��� �����

=�? $CDWTCLCP� 4CLCPK�“6JG 4KUKPI %NQWF 5VQTCIG /CTMGV 1RRQTVWPKV[ 5VTGPIVJGPU 8GPFQTU�”KPHQ6'%*� #WIWUV ��� �����
+V�VOEPGV�EQO� �����������

=�? 1GUVTGKEJ� -GP�“%QPXGTIGF +PHTCUVTWEVWTG�”%61 (QTWO� 0QXGODGT ��� ����� 6JGEVQHQTWO�EQO�

=�? “&GUMVQR 8KTVWCNK\CVKQP 6TKGU VQ (KPF +VU 2NCEG KP VJG 'PVGTRTKUG”� &GNN�EQO� 4GVTKGXGF �����������

=�? “*8&� VJG ENQWF	U UKNXGT NKPKPI”� +PVTKPUKE 6GEJPQNQI[� 4GVTKGXGF �� #WIWUV �����

=��? “'PVGTRTKUG 5[UVGOU )TQWR 9JKVG RCRGT� 2CIG �”� 'PVGTRTKUG 5VTCVGI[ )TQWR 9JKVG 2CRGT YTKVVGP CPF RWDNKUJGF QP
#WIWUV ��� ���� D[ /CTM 2GVGTU�

=��? 1TKV 9CUUGTOCP� 4GF *CV 
������“0GUVGF XKTVWCNK\CVKQP� 5JCFQY VWTVNGU” 
2&(�� -8/ HQTWO� 4GVTKGXGF �����������

=��? /WNK $GP�;GJWFC� /KEJCGN &� &C[� <XK &WDKV\M[� /KEJCGN (CEVQT� 0CFCX *CTʼ'N� #DGN )QTFQP� #PVJQP[ .KIWQTK� 1TKV
9CUUGTOCP� $GP�#OK ;CUUQWT 
������������“6JG 6WTVNGU 2TQLGEV� &GUKIP CPF +ORNGOGPVCVKQP QH 0GUVGF 8KTVWCNK\CVKQP”

2&(�� VTFOJY�PSH� 4GVTKGXGF �����������

https://en.wikipedia.org/wiki/Windows_7
https://en.wikipedia.org/wiki/Windows_XP
https://en.wikipedia.org/wiki/Infrastructure_as_a_Service
https://en.wikipedia.org/wiki/Computer_architecture
https://en.wikipedia.org/wiki/Hardware-assisted_virtualization
https://en.wikipedia.org/wiki/Haswell_(microarchitecture)
https://en.wikipedia.org/wiki/VMCS_shadowing
https://en.wikipedia.org/wiki/Timeline_of_virtualization_development
https://en.wikipedia.org/wiki/Network_Functions_Virtualization
https://en.wikipedia.org/wiki/IBM_Smarter_Computing
https://en.wikipedia.org/wiki/Emulation_(computing)
https://en.wikipedia.org/wiki/Computer_simulation
https://en.wikipedia.org/wiki/Numeronym
https://en.wikipedia.org/wiki/Consolidation_ratio
https://en.wikipedia.org/wiki/I/O_virtualization
https://en.wikipedia.org/wiki/Application_checkpointing
http://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=3243&context=etd
http://www-07.ibm.com/solutions/in/education/download/Virtualization%2520in%2520Education.pdf
https://en.wikipedia.org/wiki/IBM
http://download.microsoft.com/download/E/F/5/EF5F8B95-5E27-4CDB-860F-F982E5B714B0/Strategies%2520for%2520Embracing%2520Consumerization.pdf
http://www.zdnet.com/blog/datacenter/hp-vdi-moves-to-center-stage/978
http://it.tmcnet.com/channels/cloud-storage/articles/211183-rising-cloud-storage-market-opportunity-strengthens-vendors.htm
http://it.tmcnet.com/channels/cloud-storage/articles/211183-rising-cloud-storage-market-opportunity-strengthens-vendors.htm
http://www.thectoforum.com/content/converged-infrastructure-0
http://content.dell.com/us/en/enterprise/d/large-business/desktop-virtualization-place.aspx
http://www.intrinsictechnology.co.uk/FileUploads/HVD_Whitepaper.pdf
http://www.raido.be/frontend/files/whitepapers/20_j3ykqsmm.pdf
https://en.wikipedia.org/wiki/Red_Hat
http://www.linux-kvm.org/wiki/images/e/e9/Kvm-forum-2013-nested-virtualization-shadow-turtles.pdf
https://www.usenix.org/legacy/event/osdi10/tech/full_papers/Ben-Yehuda.pdf


� $)"15&3 �� 7*356"-*;"5*0/

=��? #NGZ (KUJOCP� /KMG 4CRQRQTV� 'XIGP[ $WFKNQXUM[� +\KM 'KFWU 
������������ “*8:� 8KTVWCNK\KPI VJG %NQWF” 
2&(��
SBDLDEO�DPN� 4GVTKGXGF �����������

=��? “�VJ�)GP +PVGN %QTG X2TQ 2TQEGUUQTU YKVJ +PVGN 8/%5 5JCFQYKPI” 
2&(�� +PVGN� ����� 4GVTKGXGF �����������

http://0b4af6cdc2f0c5998459-c0245c5c937c5dedcca3f1764ecc9b2f.r43.cf2.rackcdn.com/11552-hotcloud13-fishman.pdf
https://www-ssl.intel.com/content/dam/www/public/us/en/documents/white-papers/intel-vmcs-shadowing-paper.pdf
https://en.wikipedia.org/wiki/Intel


Chapter 2

Hardware virtualization

%QORWVGT hardware virtualization KU VJG XKTVWCNK\CVKQP QH EQORWVGTU QT QRGTCVKPI U[UVGOU� +V JKFGU VJG RJ[UKECN
EJCTCEVGTKUVKEU QH C EQORWVKPI RNCVHQTO HTQO WUGTU� KPUVGCF UJQYKPI CPQVJGT CDUVTCEV EQORWVKPI RNCVHQTO��=�?�=�? #V
KVU QTKIKPU� VJG UQHVYCTG VJCV EQPVTQNNGF XKTVWCNK\CVKQP YCU ECNNGF C“EQPVTQN RTQITCO”� DWV VJG VGTOU �J[RGTXKUQT�
QT“XKTVWCN OCEJKPG OQPKVQT”CTG PQY RTGHGTTGF��=�?

2.1 Concept

6JG VGTO“XKTVWCNK\CVKQP”YCU EQKPGF KP VJG ����U VQ TGHGT VQ C XKTVWCN OCEJKPG 
UQOGVKOGU ECNNGF“RUGWFQ OCEJKPG”
�� C VGTO YJKEJ KVUGNH FCVGU HTQO VJG GZRGTKOGPVCN +$/ /�����: U[UVGO� 6JG ETGCVKQP CPF OCPCIGOGPV QH XKTVWCN
OCEJKPGU JCU DGGP ECNNGF“RNCVHQTO XKTVWCNK\CVKQP”� QT“UGTXGT XKTVWCNK\CVKQP”� OQTG TGEGPVN[�
2NCVHQTO XKTVWCNK\CVKQP KU RGTHQTOGF QP C IKXGP JCTFYCTG RNCVHQTO D[ IPTU UQHVYCTG 
C DPOUSPM QSPHSBN�� YJKEJ ETGCVGU
C UKOWNCVGF EQORWVGT GPXKTQPOGPV� C WJSUVBM NBDIJOF 
8/�� HQT KVU HVFTU UQHVYCTG� 6JG IWGUV UQHVYCTG KU PQV NKOKVGF
VQ WUGT CRRNKECVKQPU� OCP[ JQUVU CNNQY VJG GZGEWVKQP QH EQORNGVG QRGTCVKPI U[UVGOU� 6JG IWGUV UQHVYCTG GZGEWVGU CU KH
KV YGTG TWPPKPI FKTGEVN[ QP VJG RJ[UKECN JCTFYCTG� YKVJ UGXGTCN PQVCDNG ECXGCVU� #EEGUU VQ RJ[UKECN U[UVGO TGUQWTEGU

UWEJ CU VJG PGVYQTM CEEGUU� FKURNC[� MG[DQCTF� CPF FKUM UVQTCIG� KU IGPGTCNN[ OCPCIGF CV C OQTG TGUVTKEVKXG NGXGN VJCP
VJG IPTU RTQEGUUQT CPF U[UVGO�OGOQT[� )WGUVU CTG QHVGP TGUVTKEVGF HTQO CEEGUUKPI URGEKិE RGTKRJGTCN FGXKEGU� QT OC[
DG NKOKVGF VQ C UWDUGV QH VJG FGXKEG	U PCVKXG ECRCDKNKVKGU� FGRGPFKPI QP VJG JCTFYCTG CEEGUU RQNKE[ KORNGOGPVGF D[
VJG XKTVWCNK\CVKQP JQUV�
8KTVWCNK\CVKQP QHVGP GZCEVU RGTHQTOCPEG RGPCNVKGU� DQVJ KP TGUQWTEGU TGSWKTGF VQ TWP VJG J[RGTXKUQT� CPF CU YGNN CU KP
TGFWEGF RGTHQTOCPEG QP VJG XKTVWCN OCEJKPG EQORCTGF VQ TWPPKPI PCVKXG QP VJG RJ[UKECN OCEJKPG�

2.2 Reasons for virtualization

• +P VJG ECUG QH UGTXGT EQPUQNKFCVKQP� OCP[ UOCNN RJ[UKECN UGTXGTU CTG TGRNCEGF D[ QPG NCTIGT RJ[UKECN UGTXGT VQ
KPETGCUG VJG WVKNK\CVKQP QH EQUVN[ JCTFYCTG TGUQWTEGU UWEJ CU %27� #NVJQWIJ JCTFYCTG KU EQPUQNKFCVGF� V[RKECNN[
15U CTG PQV� +PUVGCF� GCEJ 15 TWPPKPI QP C RJ[UKECN UGTXGT DGEQOGU EQPXGTVGF VQ C FKUVKPEV 15 TWPPKPI KPUKFG
C XKTVWCN OCEJKPG� 6JG NCTIG UGTXGT ECP “JQUV”OCP[ UWEJ “IWGUV”XKTVWCN OCEJKPGU� 6JKU KU MPQYP CU
2J[UKECN�VQ�8KTVWCN 
2�8� VTCPUHQTOCVKQP�

• %QPUQNKFCVKPI UGTXGTU ECP CNUQ JCXG VJG CFFGF DGPGិV QH TGFWEKPI GPGTI[ EQPUWORVKQP� # V[RKECN UGTXGT TWPU
CV ��� 9�=�? CPF 8/YCTG GUVKOCVGU CP CXGTCIG UGTXGT EQPUQNKFCVKQP TCVKQ QH ������=�?

• # XKTVWCN OCEJKPG ECP DG OQTG GCUKN[ EQPVTQNNGF CPF KPURGEVGF HTQO QWVUKFG VJCP C RJ[UKECN QPG� CPF KVU EQPិIW�
TCVKQP KU OQTG ីGZKDNG� 6JKU KU XGT[ WUGHWN KP MGTPGN FGXGNQROGPV CPF HQT VGCEJKPI QRGTCVKPI U[UVGO EQWTUGU��=�?

• # PGY XKTVWCN OCEJKPG ECP DG RTQXKUKQPGF CU PGGFGF YKVJQWV VJG PGGF HQT CP WR�HTQPV JCTFYCTG RWTEJCUG�

• # XKTVWCN OCEJKPG ECP GCUKN[ DG TGNQECVGF HTQO QPG RJ[UKECN OCEJKPG VQ CPQVJGT CU PGGFGF� (QT GZCORNG� C
UCNGURGTUQP IQKPI VQ C EWUVQOGT ECP EQR[ C XKTVWCN OCEJKPG YKVJ VJG FGOQPUVTCVKQP UQHVYCTG VQ JKU NCRVQR�

�
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YKVJQWV VJG PGGF VQ VTCPURQTV VJG RJ[UKECN EQORWVGT� .KMGYKUG� CP GTTQT KPUKFG C XKTVWCN OCEJKPG FQGU PQV JCTO
VJG JQUV U[UVGO� UQ VJGTG KU PQ TKUM QH DTGCMKPI FQYP VJG 15 QP VJG NCRVQR�

• $GECWUG QH VJG GCU[ TGNQECVKQP� XKTVWCN OCEJKPGU ECP DG WUGF KP FKUCUVGT TGEQXGT[ UEGPCTKQU�

*QYGXGT� YJGP OWNVKRNG 8/U CTG EQPEWTTGPVN[ TWPPKPI QP VJG UCOG RJ[UKECN JQUV� GCEJ 8/ OC[ GZJKDKV C XCT[KPI
CPF WPUVCDNG RGTHQTOCPEG� YJKEJ JKIJN[ FGRGPFU QP VJG YQTMNQCF KORQUGF QP VJG U[UVGO D[ QVJGT 8/U� WPNGUU RTQRGT
VGEJPKSWGU CTG WUGF HQT VGORQTCN KUQNCVKQP COQPI XKTVWCN OCEJKPGU�
6JGTG CTG UGXGTCN CRRTQCEJGU VQ RNCVHQTO XKTVWCNK\CVKQP�
'ZCORNGU QH XKTVWCNK\CVKQP UEGPCTKQU�

• 4WPPKPI QPG QT OQTG CRRNKECVKQPU VJCV CTG PQV UWRRQTVGF D[ VJG JQUV 15� # XKTVWCN OCEJKPG TWPPKPI VJG TGSWKTGF
IWGUV 15 EQWNF CNNQY VJG FGUKTGF CRRNKECVKQPU VQ DG TWP� YKVJQWV CNVGTKPI VJG JQUV 15�

• 'XCNWCVKPI CP CNVGTPCVG QRGTCVKPI U[UVGO� 6JG PGY 15 EQWNF DG TWP YKVJKP C 8/� YKVJQWV CNVGTKPI VJG JQUV 15�
• 5GTXGT XKTVWCNK\CVKQP� /WNVKRNG XKTVWCN UGTXGTU EQWNF DG TWP QP C UKPING RJ[UKECN UGTXGT� KP QTFGT VQ OQTG HWNN[
WVKNK\G VJG JCTFYCTG TGUQWTEGU QH VJG RJ[UKECN UGTXGT�

• &WRNKECVKPI URGEKិE GPXKTQPOGPVU� # XKTVWCN OCEJKPG EQWNF� FGRGPFKPI QP VJG XKTVWCNK\CVKQP UQHVYCTG WUGF� DG
FWRNKECVGF CPF KPUVCNNGF QP OWNVKRNG JQUVU� QT TGUVQTGF VQ C RTGXKQWUN[ DCEMGF�WR U[UVGO UVCVG�

• %TGCVKPI C RTQVGEVGF GPXKTQPOGPV� KH C IWGUV 15 TWPPKPI QP C 8/ DGEQOGU FCOCIGF KP C YC[ VJCV KU FKឹEWNV
VQ TGRCKT� UWEJ CU OC[ QEEWT YJGP UVWF[KPI OCNYCTG QT KPUVCNNKPI DCFN[ DGJCXGF UQHVYCTG� VJG 8/ OC[ UKORN[
DG FKUECTFGF YKVJQWV JCTO VQ VJG JQUV U[UVGO� CPF C ENGCP EQR[ WUGF PGZV VKOG�

2.3 Full virtualization

/CKP CTVKENG� (WNN XKTVWCNK\CVKQP
+P HWNN XKTVWCNK\CVKQP� VJG XKTVWCN OCEJKPG UKOWNCVGU GPQWIJ JCTFYCTG VQ CNNQY CP WPOQFKិGF “IWGUV”15 
QPG
FGUKIPGF HQT VJG UCOG KPUVTWEVKQP UGV� VQ DG TWP KP KUQNCVKQP� 6JKU CRRTQCEJ YCU RKQPGGTGF KP ���� YKVJ VJG +$/ %2�
�� CPF %2���� RTGFGEGUUQTU QH VJG 8/ HCOKN[� 'ZCORNGU QWVUKFG VJG OCKPHTCOG ិGNF KPENWFG 2CTCNNGNU 9QTMUVCVKQP�
2CTCNNGNU &GUMVQR HQT /CE� 8KTVWCN$QZ� 8KTVWCN +TQP� 1TCENG 8/� 8KTVWCN 2%� 8KTVWCN 5GTXGT� *[RGT�8� 8/YCTG
9QTMUVCVKQP� 8/YCTG 5GTXGT 
HQTOGTN[ )5: 5GTXGT�� 3'/7� #FGQU� /CE�QP�.KPWZ� 9KP�$5&� 9KP�.KP 2TQ� CPF
'IGPGTC X$NCFG VGEJPQNQI[�

2.4 Hardware-assisted virtualization

/CKP CTVKENG� *CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP

+P JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP� VJG JCTFYCTG RTQXKFGU CTEJKVGEVWTCN UWRRQTV VJCV HCEKNKVCVGU DWKNFKPI C XKTVWCN OC�
EJKPG OQPKVQT CPF CNNQYU IWGUV 15GU VQ DG TWP KP KUQNCVKQP��=�? *CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP YCU ិTUV KPVTQFWEGF
QP VJG +$/ 5[UVGO���� KP ����� HQT WUG YKVJ 8/����� VJG ិTUV XKTVWCN OCEJKPG QRGTCVKPI U[UVGO� +P ���� CPF
����� +PVGN CPF #/& RTQXKFGF CFFKVKQPCN JCTFYCTG VQ UWRRQTV XKTVWCNK\CVKQP� 5WP /KETQU[UVGOU 
PQY 1TCENG %QT�
RQTCVKQP� CFFGF UKOKNCT HGCVWTGU KP VJGKT 7NVTC52#4% 6�5GTKGU RTQEGUUQTU KP ����� 'ZCORNGU QH XKTVWCNK\CVKQP RNCV�
HQTOU CFCRVGF VQ UWEJ JCTFYCTG KPENWFG .KPWZ -8/� 8/YCTG 9QTMUVCVKQP� 8/YCTG (WUKQP� /KETQUQHV *[RGT�8�
/KETQUQHV 8KTVWCN 2%� :GP� 2CTCNNGNU &GUMVQR HQT /CE� 1TCENG 8/ 5GTXGT HQT 52#4%� 8KTVWCN$QZ CPF 2CTCNNGNU
9QTMUVCVKQP�
+P ���� ិTUV�IGPGTCVKQP ��� CPF ���DKV Z�� JCTFYCTG UWRRQTV YCU HQWPF TCTGN[ VQ QាGT RGTHQTOCPEG CFXCPVCIGU QXGT
UQHVYCTG XKTVWCNK\CVKQP��=�?

2.5 Partial virtualization

+P RCTVKCN XKTVWCNK\CVKQP� KPENWFKPI CFFTGUU URCEG XKTVWCNK\CVKQP� VJG XKTVWCN OCEJKPG UKOWNCVGU OWNVKRNG KPUVCPEGU QH
OWEJ QH CP WPFGTN[KPI JCTFYCTG GPXKTQPOGPV� RCTVKEWNCTN[ CFFTGUU URCEGU� 7UWCNN[� VJKU OGCPU VJCV GPVKTG QRGTCVKPI
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Application Application Application

Guest OS Guest OS Guest OS

Virtual Hardware Virtual Hardware Virtual Hardware

Hypervisor (Hyper-V, Xen, ESX Server)
Hardware (CPU, Memory, NIC, Disk)

-PHJDBM EJBHSBN PG GVMM WJSUVBMJ[BUJPO�

U[UVGOU ECPPQV TWP KP VJG XKTVWCN OCEJKPG̶�YJKEJ YQWNF DG VJG UKIP QH HWNN XKTVWCNK\CVKQP̶�DWV VJCV OCP[ CRRNKECVKQPU
ECP TWP� # MG[ HQTO QH RCTVKCN XKTVWCNK\CVKQP KU CFFTGUU URCEG XKTVWCNK\CVKQP� KP YJKEJ GCEJ XKTVWCN OCEJKPG EQPUKUVU
QH CP KPFGRGPFGPV CFFTGUU URCEG� 6JKU ECRCDKNKV[ TGSWKTGU CFFTGUU TGNQECVKQP JCTFYCTG� CPF JCU DGGP RTGUGPV KP OQUV
RTCEVKECN GZCORNGU QH RCTVKCN XKTVWCNK\CVKQP�
2CTVKCN XKTVWCNK\CVKQP YCU CP KORQTVCPV JKUVQTKECN OKNGUVQPG QP VJG YC[ VQ HWNN XKTVWCNK\CVKQP� +V YCU WUGF KP VJG ិTUV�
IGPGTCVKQP VKOG�UJCTKPI U[UVGO %655� KP VJG +$/ /�����: GZRGTKOGPVCN RCIKPI U[UVGO� CPF CTIWCDN[ U[UVGOU NKMG
/85 CPF VJG %QOOQFQTG �� 
C EQWRNG QH 	VCUM UYKVEJ	 RTQITCOU�� 6JG VGTO EQWNF CNUQ DG WUGF VQ FGUETKDG CP[

https://en.wikipedia.org/wiki/Full_virtualization
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https://en.wikipedia.org/wiki/Compatible_Time-Sharing_System
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QRGTCVKPI U[UVGO VJCV RTQXKFGU UGRCTCVG CFFTGUU URCEGU HQT KPFKXKFWCN WUGTU QT RTQEGUUGU� KPENWFKPI OCP[ VJCV VQFC[
YQWNF PQV DG EQPUKFGTGF XKTVWCN OCEJKPG U[UVGOU� 'ZRGTKGPEG YKVJ RCTVKCN XKTVWCNK\CVKQP� CPF KVU NKOKVCVKQPU� NGF VQ
VJG ETGCVKQP QH VJG ិTUV HWNN XKTVWCNK\CVKQP U[UVGO 
+$/	U %2���� VJG ិTUV KVGTCVKQP QH %2�%/5 YJKEJ YQWNF GXGPVWCNN[
DGEQOG +$/	U 8/ HCOKN[�� 
/CP[ OQTG TGEGPV U[UVGOU� UWEJ CU /KETQUQHV 9KPFQYU CPF .KPWZ� CU YGNN CU VJG
TGOCKPKPI ECVGIQTKGU DGNQY� CNUQ WUG VJKU DCUKE CRRTQCEJ��
2CTVKCN XKTVWCNK\CVKQP KU UKIPKិECPVN[ GCUKGT VQ KORNGOGPV VJCP HWNN XKTVWCNK\CVKQP� +V JCU QHVGP RTQXKFGF WUGHWN� TQDWUV
XKTVWCN OCEJKPGU� ECRCDNG QH UWRRQTVKPI KORQTVCPV CRRNKECVKQPU� 2CTVKCN XKTVWCNK\CVKQP JCU RTQXGP JKIJN[ UWEEGUUHWN HQT
UJCTKPI EQORWVGT TGUQWTEGU COQPI OWNVKRNG WUGTU�
*QYGXGT� KP EQORCTKUQP YKVJ HWNN XKTVWCNK\CVKQP� KVU FTCYDCEM KU KP UKVWCVKQPU TGSWKTKPI DCEMYCTF EQORCVKDKNKV[ QT
RQTVCDKNKV[� +V ECP DG JCTF VQ CPVKEKRCVG RTGEKUGN[ YJKEJ HGCVWTGU JCXG DGGP WUGF D[ C IKXGP CRRNKECVKQP� +H EGTVCKP
JCTFYCTG HGCVWTGU CTG PQV UKOWNCVGF� VJGP CP[ UQHVYCTG WUKPI VJQUG HGCVWTGU YKNN HCKN�

2.6 Paravirtualization

/CKP CTVKENG� 2CTCXKTVWCNK\CVKQP

+P RCTCXKTVWCNK\CVKQP� VJG XKTVWCN OCEJKPG FQGU PQV PGEGUUCTKN[ UKOWNCVG JCTFYCTG� DWV KPUVGCF 
QT KP CFFKVKQP� QាGTU C
URGEKCN #2+ VJCV ECP QPN[ DG WUGF D[ OQFKH[KPI VJG“IWGUV”15� (QT VJKU VQ DG RQUUKDNG� VJG“IWGUV”15	U UQWTEG
EQFG OWUV DG CXCKNCDNG� +H VJG UQWTEG EQFG KU CXCKNCDNG� KV KU UWឹEKGPV VQ TGRNCEG UGPUKVKXG KPUVTWEVKQPU YKVJ ECNNU VQ
8// #2+U 
G�I�� “ENK”YKVJ“XOAJCPFNGAENK
���� VJGP TG�EQORKNG VJG 15 CPF WUG VJG PGY DKPCTKGU� 6JKU U[UVGO
ECNN VQ VJG J[RGTXKUQT KU ECNNGF C“J[RGTECNN”KP 64#0)1 CPF :GP� KV KU KORNGOGPVGF XKC C &+#) 
“FKCIPQUG”
� JCTFYCTG KPUVTWEVKQP KP +$/	U %/5 WPFGT 8/ 
YJKEJ YCU VJG QTKIKP QH VJG VGTO IZQFSWJTPS�� 'ZCORNGU KPENWFG
+$/	U .2#4U��=�? 9KP�.KP �Z� 5WP	U .QIKECN &QOCKPU� \�8/� CPF 64#0)1�

2.7 Operating-system-level virtualization

/CKP CTVKENG� 1RGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP

+P QRGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP� C RJ[UKECN UGTXGT KU XKTVWCNK\GF CV VJG QRGTCVKPI U[UVGO NGXGN� GPCDNKPI OWNVKRNG
KUQNCVGF CPF UGEWTG XKTVWCNK\GF UGTXGTU VQ TWP QP C UKPING RJ[UKECN UGTXGT� 6JG“IWGUV”QRGTCVKPI U[UVGO GPXKTQPOGPVU
UJCTG VJG UCOG TWPPKPI KPUVCPEG QH VJG QRGTCVKPI U[UVGO CU VJG JQUV U[UVGO� 6JWU� VJG UCOG QRGTCVKPI U[UVGO MGTPGN
KU CNUQ WUGF VQ KORNGOGPV VJG “IWGUV”GPXKTQPOGPVU� CPF CRRNKECVKQPU TWPPKPI KP C IKXGP “IWGUV”GPXKTQPOGPV
XKGY KV CU C UVCPF�CNQPG U[UVGO� 6JG RKQPGGT KORNGOGPVCVKQP YCU (TGG$5& LCKNU� QVJGT GZCORNGU KPENWFG 5QNCTKU
%QPVCKPGTU� 1RGP8<� .KPWZ�85GTXGT� .:%� #+: 9QTMNQCF 2CTVKVKQPU� 2CTCNNGNU 8KTVWQ\\Q %QPVCKPGTU� CPF K%QTG
8KTVWCN #EEQWPVU�

2.8 Hardware virtualization disaster recovery

# FKUCUVGT TGEQXGT[ 
&4� RNCP KU IQQF DWUKPGUU RTCEVKEG HQT C JCTFYCTG XKTVWCNK\CVKQP RNCVHQTO UQNWVKQP� &4 QH C
XKTVWCNK\CVKQP GPXKTQPOGPV ECP GPUWTG JKIJ TCVG QH CXCKNCDKNKV[ FWTKPI C YKFG TCPIG QH UKVWCVKQPU VJCV FKUTWRV PQTOCN
DWUKPGUU QRGTCVKQPU� %QPVKPWGF QRGTCVKQPU QH 8/U KU OKUUKQP ETKVKECN CPF C &4 ECP EQORGPUCVG HQT EQPEGTPU QH
JCTFYCTG RGTHQTOCPEG CPF OCKPVGPCPEG TGSWKTGOGPVU� # JCTFYCTG XKTVWCNK\CVKQP &4 GPXKTQPOGPV KPXQNXGU JCTF�
YCTG CPF UQHVYCTG RTQVGEVKQP UQNWVKQPU DCUGF QP DWUKPGUU EQPVKPWKV[ PGGFU� YJKEJ KPENWFG VJG OGVJQFU FGUETKDGF
DGNQY��=��?�=��?

Tape backup for software data long-term archival needs 6JKU EQOOQP OGVJQF ECP DG WUGF VQ UVQTG FCVC QាUKVG
DWV ECP DG C FKឹEWNV CPF NGPIVJ[ RTQEGUU VQ TGEQXGT [QWT FCVC� 6CRG DCEMWR FCVC KU QPN[ CU IQQF CU VJG NCVGUV
EQR[ UVQTGF� 6CRG DCEMWR OGVJQFU YKNN TGSWKTG C DCEMWR FGXKEG CPF QPIQKPI UVQTCIG OCVGTKCN�

Whole-file and application replication 6JG KORNGOGPVCVKQP QH VJKU OGVJQF YKNN TGSWKTG EQPVTQN UQHVYCTG CPF UVQT�
CIG ECRCEKV[ HQT CRRNKECVKQP CPF FCVC ិNG UVQTCIG TGRNKECVKQP V[RKECNN[ QP VJG UCOG UKVG� 6JG FCVC KU TGRNKECVGF
QP C FKាGTGPV FKUM RCTVKVKQP QT UGRCTCVG FKUM FGXKEG CPF ECP DG C UEJGFWNGF CEVKXKV[ HQT OQUV UGTXGTU CPF KU
KORNGOGPVGF OQTG HQT FCVCDCUG�V[RG CRRNKECVKQPU�
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Hardware and software redundancy 'PUWTGU VJG JKIJGUV NGXGN QH FKUCUVGT TGEQXGT[ RTQVGEVKQP HQT C JCTFYCTG XKT�
VWCNK\CVKQP UQNWVKQP� D[ RTQXKFKPI FWRNKECVG JCTFYCTG CPF UQHVYCTG TGRNKECVKQP KP VYQ FKUVKPEV IGQITCRJKE CT�
GCU��=��?

2.9 See also

• 8KTVWCN CRRNKCPEG

• #RRNKECVKQP XKTVWCNK\CVKQP

• 8KTVWCNK\CVKQP HQT CIITGICVKQP

• +PUVTWEVKQP UGV UKOWNCVQT

• 9QTMURCEG XKTVWCNK\CVKQP

• &GUMVQR XKTVWCNK\CVKQP

• %QORCTKUQP QH RNCVHQTO XKTVWCN OCEJKPGU

• &[PCOKE KPHTCUVTWEVWTG

• 2QRGM CPF )QNFDGTI XKTVWCNK\CVKQP TGSWKTGOGPVU

• 2J[UKECNK\CVKQP
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2.11 External links

• #P KPVTQFWEVKQP VQ 8KTVWCNK\CVKQP

• :GP CPF VJG #TV QH 8KTVWCNK\CVKQP

• .KPWZ 8KTVWCNK\CVKQP 5QHVYCTG

• 7UKPI C J[RGTXKUQT VQ TGEQPEKNG )2. CPF RTQRTKGVCT[ GODGFFGF EQFG

• 5GTXGT XKTVWCNK\CVKQP EQPUQNKFCVKQP ECNEWNCVQT
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Chapter 3

Full virtualization

4DSFFOTIPU PG POF WJSUVBMJ[BUJPO FOWJSPONFOU

+P EQORWVGT UEKGPEG� full virtualization KU C XKTVWCNK\CVKQP VGEJPKSWG WUGF VQ RTQXKFG C EGTVCKP MKPF QH XKTVWCN OCEJKPG
GPXKTQPOGPV� PCOGN[� QPG VJCV KU C EQORNGVG UKOWNCVKQP QH VJG WPFGTN[KPI JCTFYCTG� (WNN XKTVWCNK\CVKQP TGSWKTGU VJCV
GXGT[ UCNKGPV HGCVWTG QH VJG JCTFYCTG DG TGីGEVGF KPVQ QPG QH UGXGTCN XKTVWCN OCEJKPGU ཊ KPENWFKPI VJG HWNN KPUVTWEVKQP
UGV� KPRWV�QWVRWV QRGTCVKQPU� KPVGTTWRVU� OGOQT[ CEEGUU� CPF YJCVGXGT QVJGT GNGOGPVU CTG WUGF D[ VJG UQHVYCTG VJCV
TWPU QP VJG DCTG OCEJKPG� CPF VJCV KU KPVGPFGF VQ TWP KP C XKTVWCN OCEJKPG� +P UWEJ CP GPXKTQPOGPV� CP[ UQHVYCTG
ECRCDNG QH GZGEWVKQP QP VJG TCY JCTFYCTG ECP DG TWP KP VJG XKTVWCN OCEJKPG CPF� KP RCTVKEWNCT� CP[ QRGTCVKPI U[UVGOU�
6JG QDXKQWU VGUV QH HWNN XKTVWCNK\CVKQP KU YJGVJGT CP QRGTCVKPI U[UVGO KPVGPFGF HQT UVCPF�CNQPG WUG ECP UWEEGUUHWNN[
TWP KPUKFG C XKTVWCN OCEJKPG�
1VJGT HQTOU QH RNCVHQTO XKTVWCNK\CVKQP CNNQY QPN[ EGTVCKP QT OQFKិGF UQHVYCTG VQ TWP YKVJKP C XKTVWCN OCEJKPG� 6JG
EQPEGRV QH GVMM WJSUVBMJ[BUJPO KU YGNN GUVCDNKUJGF KP VJG NKVGTCVWTG� DWV KV KU PQV CNYC[U TGHGTTGF VQ D[ VJKU URGEKិE VGTO�
UGG RNCVHQTO XKTVWCNK\CVKQP HQT VGTOKPQNQI[�
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#P KORQTVCPV GZCORNG QH HWNN XKTVWCNK\CVKQP YCU VJCV RTQXKFGF D[ VJG EQPVTQN RTQITCO QH +$/	U %2�%/5 QRGTCVKPI
U[UVGO� +V YCU ិTUV FGOQPUVTCVGF YKVJ +$/	U %2��� TGUGCTEJ U[UVGO KP ����� VJGP FKUVTKDWVGF XKC QRGP UQWTEG KP
%2�%/5 KP ���������� CPF TG�KORNGOGPVGF KP +$/	U 8/ HCOKN[ HTQO ���� VQ VJG RTGUGPV� 'CEJ %2�%/5 WUGT
YCU RTQXKFGF C UKOWNCVGF� UVCPF�CNQPG EQORWVGT� 'CEJ UWEJ XKTVWCN OCEJKPG JCF VJG EQORNGVG ECRCDKNKVKGU QH VJG
WPFGTN[KPIOCEJKPG� CPF 
HQT KVU WUGT� VJG XKTVWCN OCEJKPG YCU KPFKUVKPIWKUJCDNG HTQO C RTKXCVG U[UVGO� 6JKU UKOWNCVKQP
YCU EQORTGJGPUKXG� CPF YCU DCUGF QP VJG 1SJODJQMFT PG 0QFSBUJPO OCPWCN HQT VJG JCTFYCTG� +V VJWU KPENWFGF UWEJ
GNGOGPVU CU KPUVTWEVKQP UGV� OCKP OGOQT[� KPVGTTWRVU� GZEGRVKQPU� CPF FGXKEG CEEGUU� 6JG TGUWNV YCU C UKPING OCEJKPG
VJCV EQWNF DG OWNVKRNGZGF COQPI OCP[ WUGTU�
(WNN XKTVWCNK\CVKQP KU RQUUKDNG QPN[ YKVJ VJG TKIJV EQODKPCVKQP QH JCTFYCTG CPF UQHVYCTG GNGOGPVU� (QT GZCORNG� KV
YCU PQV RQUUKDNG YKVJ OQUV QH +$/	U 5[UVGO���� UGTKGU YKVJ VJG GZEGRVKQP DGKPI VJG +$/ 5[UVGO�������� PQT YCU KV
RQUUKDNG YKVJ +$/	U GCTN[ 5[UVGO���� U[UVGO WPVKN +$/ CFFGF XKTVWCN OGOQT[ JCTFYCTG VQ VJG 5[UVGO���� UGTKGU KP
�����
5KOKNCTN[� HWNN XKTVWCNK\CVKQP YCU PQV SWKVG RQUUKDNG YKVJ VJG Z�� RNCVHQTO WPVKN VJG ��������� CFFKVKQP QH VJG #/&�
8 CPF +PVGN 86�Z GZVGPUKQPU 
UGG Z�� XKTVWCNK\CVKQP�� /CP[ RNCVHQTO XKTVWCN OCEJKPGU HQT VJG Z�� RNCVHQTO ECOG
XGT[ ENQUG CPF ENCKOGF HWNN XKTVWCNK\CVKQP GXGP RTKQT VQ VJG #/&�8 CPF +PVGN 86�Z CFFKVKQPU� 'ZCORNGU KPENWFG
#FGQU� /CE�QP�.KPWZ� 2CTCNNGNU &GUMVQR HQT /CE� 2CTCNNGNU 9QTMUVCVKQP� 8/YCTG 9QTMUVCVKQP� 8/YCTG 5GTXGT

HQTOGTN[ )5: 5GTXGT�� 8KTVWCN$QZ� 9KP�$5&� CPF9KP�.KP 2TQ� 8/YCTG� HQT KPUVCPEG� GORNQ[U C VGEJPKSWG ECNNGF
DKPCT[ VTCPUNCVKQP VQ CWVQOCVKECNN[ OQFKH[ Z�� UQHVYCTG QP�VJG�ី[ VQ TGRNCEG KPUVTWEVKQPU VJCV “RKGTEG VJG XKTVWCN
OCEJKPG”YKVJ C FKាGTGPV� XKTVWCN OCEJKPG UCHG UGSWGPEG QH KPUVTWEVKQPU� VJKU VGEJPKSWG RTQXKFGU VJG CRRGCTCPEG QH
HWNN XKTVWCNK\CVKQP��=�?
# MG[ EJCNNGPIG HQT HWNN XKTVWCNK\CVKQP KU VJG KPVGTEGRVKQP CPF UKOWNCVKQP QH RTKXKNGIGF QRGTCVKQPU� UWEJ CU +�1 KP�
UVTWEVKQPU� 6JG GាGEVU QH GXGT[ QRGTCVKQP RGTHQTOGF YKVJKP C IKXGP XKTVWCN OCEJKPG OWUV DG MGRV YKVJKP VJCV XKTVWCN
OCEJKPG ཊ XKTVWCN QRGTCVKQPU ECPPQV DG CNNQYGF VQ CNVGT VJG UVCVG QH CP[ QVJGT XKTVWCN OCEJKPG� VJG EQPVTQN RTQITCO�
QT VJG JCTFYCTG� 5QOG OCEJKPG KPUVTWEVKQPU ECP DG GZGEWVGF FKTGEVN[ D[ VJG JCTFYCTG� UKPEG VJGKT GាGEVU CTG GPVKTGN[
EQPVCKPGF YKVJKP VJG GNGOGPVU OCPCIGF D[ VJG EQPVTQN RTQITCO� UWEJ CU OGOQT[ NQECVKQPU CPF CTKVJOGVKE TGIKUVGTU�
$WV QVJGT KPUVTWEVKQPU VJCV YQWNF “RKGTEG VJG XKTVWCN OCEJKPG”ECPPQV DG CNNQYGF VQ GZGEWVG FKTGEVN[� VJG[ OWUV
KPUVGCF DG VTCRRGF CPF UKOWNCVGF� 5WEJ KPUVTWEVKQPU GKVJGT CEEGUU QT CាGEV UVCVG KPHQTOCVKQP VJCV KU QWVUKFG VJG XKTVWCN
OCEJKPG�
(WNN XKTVWCNK\CVKQP JCU RTQXGP JKIJN[ UWEEGUUHWN HQT�

• UJCTKPI C EQORWVGT U[UVGO COQPI OWNVKRNG WUGTU�

• KUQNCVKPI WUGTU HTQO GCEJ QVJGT 
CPF HTQO VJG EQPVTQN RTQITCO��

• GOWNCVKPI PGY JCTFYCTG VQ CEJKGXG KORTQXGF TGNKCDKNKV[� UGEWTKV[ CPF RTQFWEVKXKV[�

3.1 See also

• 2NCVHQTO XKTVWCNK\CVKQP

• %2�%/5

• 2QRGM CPF )QNFDGTI 8KTVWCNK\CVKQP 4GSWKTGOGPVU

• *CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP

• 2CTVKCN XKTVWCNK\CVKQP

• 2CTCXKTVWCNK\CVKQP

• %QORCTKUQP QH RNCVHQTO XKTVWCN OCEJKPGU

• 1RGTCVKPI U[UVGO�NGXGN XKTVWCNK\CVKQP

• .2#4

• 24�5/

• *[RGTXKUQT
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• +�1 XKTVWCNK\CVKQP

• 8KTVWCN OCEJKPG
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5GG URGEKិE UQWTEGU NKUVGF WPFGT RNCVHQTO XKTVWCNK\CVKQP CPF 
HQT JKUVQTKECN UQWTEGU� %2�%/5�

3.3 External links

• %QORCVKDKNKV[ KU 0QV 6TCPURCTGPE[� 8// &GVGEVKQP /[VJU CPF 4GCNKVKGU
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Chapter 4

Paravirtualization

+P EQORWVKPI� paravirtualization KU C XKTVWCNK\CVKQP VGEJPKSWG VJCV RTGUGPVU C UQHVYCTG KPVGTHCEG VQ XKTVWCN OCEJKPGU
VJCV KU UKOKNCT� DWV PQV KFGPVKECN VQ VJCV QH VJG WPFGTN[KPI JCTFYCTG�
6JG KPVGPV QH VJG OQFKិGF KPVGTHCEG KU VQ TGFWEG VJG RQTVKQP QH VJG IWGUV	U GZGEWVKQP VKOG URGPV RGTHQTOKPI QRGTCVKQPU
YJKEJ CTG UWDUVCPVKCNN[ OQTG FKឹEWNV VQ TWP KP C XKTVWCN GPXKTQPOGPV EQORCTGF VQ C PQP�XKTVWCNK\GF GPXKTQPOGPV� 6JG
RCTCXKTVWCNK\CVKQP RTQXKFGU URGEKCNN[ FGិPGF 	JQQMU	 VQ CNNQY VJG IWGUV
U� CPF JQUV VQ TGSWGUV CPF CEMPQYNGFIG VJGUG
VCUMU� YJKEJ YQWNF QVJGTYKUG DG GZGEWVGF KP VJG XKTVWCN FQOCKP 
YJGTG GZGEWVKQP RGTHQTOCPEG KU YQTUG�� # UWEEGUUHWN
RCTCXKTVWCNK\GF RNCVHQTO OC[ CNNQY VJG XKTVWCN OCEJKPG OQPKVQT 
8//� VQ DG UKORNGT 
D[ TGNQECVKPI GZGEWVKQP QH
ETKVKECN VCUMU HTQO VJG XKTVWCN FQOCKP VQ VJG JQUV FQOCKP�� CPF�QT TGFWEG VJG QXGTCNN RGTHQTOCPEG FGITCFCVKQP QH
OCEJKPG�GZGEWVKQP KPUKFG VJG XKTVWCN�IWGUV�
2CTCXKTVWCNK\CVKQP TGSWKTGU VJG IWGUV QRGTCVKPI U[UVGO VQ DG GZRNKEKVN[ RQTVGF HQT VJG RCTC�#2+ ̶C EQPXGPVKQPCN 15
FKUVTKDWVKQP VJCV KU PQV RCTCXKTVWCNK\CVKQP�CYCTG ECPPQV DG TWP QP VQR QH C RCTCXKTVWCNK\KPI 8//� *QYGXGT� GXGP
KP ECUGU YJGTG VJG QRGTCVKPI U[UVGO ECPPQV DG OQFKិGF� EQORQPGPVU OC[ DG CXCKNCDNG VJCV GPCDNG OCP[ QH VJG
UKIPKិECPV RGTHQTOCPEG CFXCPVCIGU QH RCTCXKTVWCNK\CVKQP� (QT GZCORNG� VJG :GP 9KPFQYU )2.28 RTQLGEV RTQXKFGU C
MKV QH RCTCXKTVWCNK\CVKQP�CYCTG FGXKEG FTKXGTU� NKEGPUGF WPFGT VJG VGTOU QH VJG )2.� VJCV CTG KPVGPFGF VQ DG KPUVCNNGF
KPVQ C /KETQUQHV 9KPFQYU XKTVWCN�IWGUV TWPPKPI QP VJG :GP J[RGTXKUQT��=�?

4.1 History

2CTCXKTVWCNK\CVKQP KU C PGY VGTO HQT CP QNF KFGC� +$/	U 8/ QRGTCVKPI U[UVGO JCU QាGTGF UWEJ C HCEKNKV[ UKPEG �����=�?

CPF GCTNKGT CU %2����� +P VJG 8/ YQTNF� VJKU KU TGHGTTGF VQ CU C“&+#)015' EQFG”� DGECWUG KV WUGU CP KPUVTWEVKQP
EQFG WUGF PQTOCNN[ QPN[ D[ JCTFYCTG OCKPVGPCPEG UQHVYCTG CPF VJWU WPFGិPGF�
6JG 2CTCNNGNU 9QTMUVCVKQP QRGTCVKPI U[UVGO ECNNU KVU GSWKXCNGPV C“J[RGTECNN”� #NN CTG VJG UCOG VJKPI� C U[UVGO ECNN
VQ VJG J[RGTXKUQT DGNQY� 5WEJ ECNNU TGSWKTG UWRRQTV KP VJG“IWGUV”QRGTCVKPI U[UVGO� YJKEJ JCU VQ JCXG J[RGTXKUQT�
URGEKិE EQFG VQ OCMG UWEJ ECNNU�
6JG VGTO“RCTCXKTVWCNK\CVKQP”YCU ិTUV WUGF KP VJG TGUGCTEJ NKVGTCVWTG KP CUUQEKCVKQP YKVJ VJG &GPCNK 8KTVWCN /C�
EJKPG /CPCIGT��=�? 6JG VGTO KU CNUQ WUGF VQ FGUETKDG VJG :GP� .�� 64#0)1� 8/YCTG� 9KPF 4KXGT CPF :VTCVW/
J[RGTXKUQTU� #NN VJGUG RTQLGEVU WUG QT ECP WUG RCTCXKTVWCNK\CVKQP VGEJPKSWGU VQ UWRRQTV JKIJ RGTHQTOCPEG XKTVWCN OC�
EJKPGU QP Z�� JCTFYCTG D[ KORNGOGPVKPI C XKTVWCN OCEJKPG VJCV FQGU PQV KORNGOGPV VJG JCTF�VQ�XKTVWCNK\G RCTVU QH
VJG CEVWCN Z�� KPUVTWEVKQP UGV��=�?
# J[RGTXKUQT RTQXKFGU VJG XKTVWCNK\CVKQP CDUVTCEVKQP QH VJG WPFGTN[KPI EQORWVGT U[UVGO� +P HWNN XKTVWCNK\CVKQP� C
IWGUV QRGTCVKPI U[UVGO TWPU WPOQFKិGF QP C J[RGTXKUQT� *QYGXGT� KORTQXGF RGTHQTOCPEG CPF GឹEKGPE[ KU CEJKGXGF
D[ JCXKPI VJG IWGUV QRGTCVKPI U[UVGO EQOOWPKECVG YKVJ VJG J[RGTXKUQT� $[ CNNQYKPI VJG IWGUV QRGTCVKPI U[UVGO
VQ KPFKECVG KVU KPVGPV VQ VJG J[RGTXKUQT� GCEJ ECP EQQRGTCVG VQ QDVCKP DGVVGT RGTHQTOCPEG YJGP TWPPKPI KP C XKTVWCN
OCEJKPG� 6JKU V[RG QH EQOOWPKECVKQP KU TGHGTTGF VQ CU RCTCXKTVWCNK\CVKQP�
+P ����� 8/YCTG RTQRQUGF C RCTCXKTVWCNK\CVKQP KPVGTHCEG� VJG 8KTVWCN /CEJKPG +PVGTHCEG 
8/+�� CU C EQOOWPKECVKQP
OGEJCPKUO DGVYGGP VJG IWGUV QRGTCVKPI U[UVGO CPF VJG J[RGTXKUQT� 6JKU KPVGTHCEG GPCDNGF VTCPURCTGPV RCTCXKTVWCNK\C�
VKQP KP YJKEJ C UKPING DKPCT[ XGTUKQP QH VJG QRGTCVKPI U[UVGO ECP TWP GKVJGT QP PCVKXG JCTFYCTG QT QP C J[RGTXKUQT KP
RCTCXKTVWCNK\GF OQFG� +P 5GRVGODGT ����� 8/9CTG CPPQWPEGF VJCV 8/+ YQWNF DG TGVKTGF HTQO HWVWTG RTQFWEVU��=�?
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4.2 Linux paravirtualization support

#V VJG 75'0+: EQPHGTGPEG KP ���� KP $QUVQP� /CUUCEJWUGVVU� C PWODGT QH .KPWZ FGXGNQROGPV XGPFQTU 
KPENWFKPI
+$/� 8/YCTG� :GP� CPF 4GF *CV� EQNNCDQTCVGF QP CP CNVGTPCVKXG HQTO QH RCTCXKTVWCNK\CVKQP� KPKVKCNN[ FGXGNQRGF D[
VJG :GP ITQWR� ECNNGF“RCTCXKTV�QRU”��=�? 6JG RCTCXKTV�QRU EQFG 
QHVGP UJQTVGPGF VQ RX�QRU� YCU KPENWFGF KP VJG
OCKPNKPG .KPWZ MGTPGN CU QH VJG ������ XGTUKQP� CPF RTQXKFGU C J[RGTXKUQT�CIPQUVKE KPVGTHCEG DGVYGGP VJG J[RGTXKUQT
CPF IWGUV MGTPGNU� &KUVTKDWVKQP UWRRQTV HQT RX�QRU IWGUV MGTPGNU CRRGCTGF UVCTVKPI YKVJ 7DWPVW ���� CPF 4GF*CV ��
:GP J[RGTXKUQTU DCUGF QP CP[ ������ QT NCVGT MGTPGN UWRRQTV RX�QRU IWGUVU� CU FQGU 8/YCTG	U 9QTMUVCVKQP RTQFWEV
DGIKPPKPI YKVJ XGTUKQP ���=�?

4.3 See also

• 1RGTCVKPI U[UVGO�NGXGN XKTVWCNK\CVKQP

• 'ZQMGTPGN

• -8/

• .QIKECN &QOCKPU

• 8KTVWCN /CEJKPG +PVGTHCEG 
8/+�

• *[RGTXKUQT
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TGRQTVU� CPF VCNMU�

=�? 5VTQDN� /CTKWU 
������ 7JSUVBMJ[BUJPO GPS 3FMJBCMF &NCFEEFE 4ZTUFNT� /WPKEJ� )4+0 2WDNKUJKPI )OD*� R� ������ +5$0
������������������
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=�? JVVR���YYY�XOYCTG�EQO�EQORCP[�PGYU�TGNGCUGU�������28�JVON

4.5 External links

• #PCPFVGEJ � *CTFYCTG 8KTVWCNK\CVKQP� VJG 0WVU CPF $QNVU 6GEJPKECN CTVKENG QP RCTCXKTVWCNK\CVKQP

• 8KTVWCNK\CVKQP�PGV 8KTVWCNK\CVKQP � %NQWF %QORWVKPI
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Chapter 5

Hypervisor

# hypervisor QT virtual machine monitor 
VMM� KU C RKGEG QH EQORWVGT UQHVYCTG� ិTOYCTG QT JCTFYCTG VJCV
ETGCVGU CPF TWPU XKTVWCN OCEJKPGU�
# EQORWVGT QP YJKEJ C J[RGTXKUQT KU TWPPKPI QPG QT OQTG XKTVWCN OCEJKPGU KU FGិPGF CU C IPTU NBDIJOF� 'CEJ XKTVWCN
OCEJKPG KU ECNNGF C HVFTU NBDIJOF� 6JG J[RGTXKUQT RTGUGPVU VJG IWGUV QRGTCVKPI U[UVGOU YKVJ C XKTVWCN QRGTCVKPI
RNCVHQTO CPF OCPCIGU VJG GZGEWVKQP QH VJG IWGUV QRGTCVKPI U[UVGOU� /WNVKRNG KPUVCPEGU QH C XCTKGV[ QH QRGTCVKPI
U[UVGOU OC[ UJCTG VJG XKTVWCNK\GF JCTFYCTG TGUQWTEGU�

5.1 Classification

5ZQF�� BOE UZQF�� IZQFSWJTPST

+P VJGKT ���� CTVKENG“(QTOCN 4GSWKTGOGPVU HQT 8KTVWCNK\CDNG 6JKTF )GPGTCVKQP #TEJKVGEVWTGU”)GTCNF ,� 2QRGM CPF
4QDGTV 2� )QNFDGTI ENCUUKិGF VYQ V[RGU QH J[RGTXKUQT��=�?

Type-1: native or bare-metal hypervisors 6JGUG J[RGTXKUQTU TWP FKTGEVN[ QP VJG JQUV	U JCTFYCTG VQ EQPVTQN VJG
JCTFYCTG CPF VQ OCPCIG IWGUV QRGTCVKPI U[UVGOU� (QT VJKU TGCUQP� VJG[ CTG UQOGVKOGU ECNNGF DCTG OGVCN J[�
RGTXKUQTU� # IWGUV QRGTCVKPI U[UVGO TWPU CU C RTQEGUU QP VJG JQUV� 6JG ិTUV J[RGTXKUQTU� YJKEJ +$/ FGXGNQRGF
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KP VJG ����U� YGTG PCVKXG J[RGTXKUQTU� 6JGUG KPENWFGF VJG VGUV UQHVYCTG 5+//10 CPF VJG %2�%/5 QRGTCVKPI
U[UVGO 
VJG RTGFGEGUUQT QH +$/	U \�8/�� /QFGTP GSWKXCNGPVU KPENWFG 1TCENG 8/ 5GTXGT HQT 52#4%� 1TCENG
8/ 5GTXGT HQT Z��� VJG %KVTKZ :GP5GTXGT� 8/YCTG '5:�'5:K CPF /KETQUQHV *[RGT�8 ����������

Type-2: hosted hypervisors 6JGUG J[RGTXKUQTU TWP QP C EQPXGPVKQPCN QRGTCVKPI U[UVGO LWUV CU QVJGT EQORWVGT RTQ�
ITCOU FQ� 6[RG�� J[RGTXKUQTU CDUVTCEV IWGUV QRGTCVKPI U[UVGOU HTQO VJG JQUV QRGTCVKPI U[UVGO� 8/YCTG
9QTMUVCVKQP CPF 8KTVWCN$QZ CTG GZCORNGU QH V[RG�� J[RGTXKUQTU�

*QYGXGT� VJG FKUVKPEVKQP DGVYGGP VJGUG VYQ V[RGU KU PQV PGEGUUCTKN[ ENGCT� .KPWZ	U -GTPGN�DCUGF 8KTVWCN /CEJKPG

-8/� CPF (TGG$5&	U DJ[XG CTG MGTPGN OQFWNGU�=�? VJCV GាGEVKXGN[ EQPXGTV VJG JQUV QRGTCVKPI U[UVGO VQ C V[RG��
J[RGTXKUQT��=�? 0GXGTVJGNGUU� UKPEG .KPWZ FKUVTKDWVKQPU CPF (TGG$5& CTG UVKNN IGPGTCN�RWTRQUG QRGTCVKPI U[UVGOU� YKVJ
QVJGT CRRNKECVKQPU EQORGVKPI HQT 8/ TGUQWTEGU� -8/ CPF DJ[XG ECP CNUQ DG ECVGIQTK\GF CU V[RG�� J[RGTXKUQTU��=�?
+P ����� C 75 UQHVYCTG FGXGNQROGPV EQORCP[ ECNNGF .[PWZ9QTMU RTQRQUGF C V[RG�� 
\GTQ� J[RGTXKUQT̶�QPG YKVJ
PQ MGTPGN QT QRGTCVKPI U[UVGO YJCVUQGXGT�=�?�=�?̶�YJKEJ OKIJV PQV DG GPVKTGN[ RQUUKDNG��=�?

5.2 Mainframe origins

6JG ិTUV J[RGTXKUQTU RTQXKFKPI HWNN XKTVWCNK\CVKQP YGTG VJG VGUV VQQN 5+//10 CPF +$/	U QPG�Qា TGUGCTEJ %2���
U[UVGO� YJKEJ DGICP RTQFWEVKQP WUG KP ,CPWCT[ ����� CPF DGECOG VJG ិTUV XGTUKQP QH +$/	U %2�%/5 QRGTCVKPI
U[UVGO� %2��� TCP QP C 5������� VJCV YCU OQFKិGF CV VJG +$/ %CODTKFIG 5EKGPVKិE %GPVGT VQ UWRRQTV &[PCOKE
#FFTGUU 6TCPUNCVKQP� C MG[ HGCVWTG VJCV CNNQYGF XKTVWCNK\CVKQP� 2TKQT VQ VJKU VKOG� EQORWVGT JCTFYCTG JCF QPN[ DGGP
XKTVWCNK\GF GPQWIJ VQ CNNQY OWNVKRNG WUGT CRRNKECVKQPU VQ TWP EQPEWTTGPVN[ 
UGG %655 CPF +$//�����:�� 9KVJ %2�
��� VJG JCTFYCTG	U TVQFSWJTPS TUBUF YCU XKTVWCNK\GF CU YGNN� CNNQYKPI OWNVKRNG QRGTCVKPI U[UVGOU VQ TWP EQPEWTTGPVN[ KP
UGRCTCVG XKTVWCN OCEJKPG EQPVGZVU�
2TQITCOOGTU UQQP TG�KORNGOGPVGF %2��� 
CU %2���� HQT VJG +$/ 5[UVGO�������� VJG ិTUV RTQFWEVKQP EQORWVGT�
U[UVGO ECRCDNG QH HWNN XKTVWCNK\CVKQP� +$/ ិTUV UJKRRGF VJKU OCEJKPG KP ����� KV KPENWFGF RCIG�VTCPUNCVKQP�VCDNG
JCTFYCTG HQT XKTVWCN OGOQT[� CPF QVJGT VGEJPKSWGU VJCV CNNQYGF C HWNN XKTVWCNK\CVKQP QH CNN MGTPGN VCUMU� KPENWFKPI
+�1 CPF KPVGTTWRV JCPFNKPI� 
0QVG VJCV KVU “QឹEKCN”QRGTCVKPI U[UVGO� VJG KNN�HCVGF 655����� FKF PQV GORNQ[ HWNN
XKTVWCNK\CVKQP�� $QVJ %2��� CPF %2��� DGICP RTQFWEVKQP WUG KP ����� %2�%/5 YCU CXCKNCDNG VQ +$/ EWUVQOGTU
HTQO ���� VQ ����� KP UQWTEG EQFG HQTO YKVJQWV UWRRQTV�
%2�%/5 HQTOGF RCTV QH +$/	U CVVGORV VQ DWKNF TQDWUV VKOG�UJCTKPI U[UVGOU HQT KVU OCKPHTCOG EQORWVGTU� $[ TWP�
PKPI OWNVKRNG QRGTCVKPI U[UVGOU EQPEWTTGPVN[� VJG J[RGTXKUQT KPETGCUGF U[UVGO TQDWUVPGUU CPF UVCDKNKV[� 'XGP KH QPG
QRGTCVKPI U[UVGO ETCUJGF� VJG QVJGTU YQWNF EQPVKPWG YQTMKPI YKVJQWV KPVGTTWRVKQP� +PFGGF� VJKU GXGP CNNQYGF DGVC QT
GZRGTKOGPVCN XGTUKQPU QH QRGTCVKPI U[UVGOU ཊ QT GXGP QH PGY JCTFYCTG�=�? ཊ VQ DG FGRNQ[GF CPF FGDWIIGF� YKVJQWV
LGQRCTFK\KPI VJG UVCDNG OCKP RTQFWEVKQP U[UVGO� CPF YKVJQWV TGSWKTKPI EQUVN[ CFFKVKQPCN FGXGNQROGPV U[UVGOU�
+$/ CPPQWPEGF KVU 5[UVGO���� UGTKGU KP ���� YKVJQWV CP[ XKTVWCNK\CVKQP HGCVWTGU� DWV CFFGF VJGO KP VJG #WIWUV
���� #FXCPEGF (WPEVKQP CPPQWPEGOGPV� 8KTVWCNK\CVKQP JCU DGGP HGCVWTGF KP CNN UWEEGUUQT U[UVGOU 
CNN OQFGTP�FC[
+$/ OCKPHTCOGU� UWEJ CU VJG \5GTKGU NKPG� TGVCKP DCEMYCTFU�EQORCVKDKNKV[ YKVJ VJG ����U�GTC +$/ 5���� NKPG� 6JG
���� CPPQWPEGOGPV CNUQ KPENWFGF 8/����� C TGKORNGOGPVCVKQP QH %2�%/5 HQT VJG 5����� 7PNKMG %2�%/5� +$/
RTQXKFGF UWRRQTV HQT VJKU XGTUKQP 
VJQWIJ KV YCU UVKNN FKUVTKDWVGF KP UQWTEG EQFG HQTO HQT UGXGTCN TGNGCUGU�� 8/ UVCPFU
HQT 7JSUVBM .BDIJOF� GORJCUK\KPI VJCV CNN� CPF PQV LWUV UQOG� QH VJG JCTFYCTG KPVGTHCEGU CTG XKTVWCNK\GF� $QVJ 8/ CPF
%2�%/5 GPLQ[GF GCTN[ CEEGRVCPEG CPF TCRKF FGXGNQROGPV D[ WPKXGTUKVKGU� EQTRQTCVG WUGTU� CPF VKOG�UJCTKPI XGPFQTU�
CU YGNN CU YKVJKP +$/� 7UGTU RNC[GF CP CEVKXG TQNG KP QPIQKPI FGXGNQROGPV� CPVKEKRCVKPI VTGPFU UGGP KP OQFGTP QRGP
UQWTEG RTQLGEVU� *QYGXGT� KP C UGTKGU QH FKURWVGF CPF DKVVGT DCVVNGU� VKOG�UJCTKPI NQUV QWV VQ DCVEJ RTQEGUUKPI VJTQWIJ
+$/ RQNKVKECN KPិIJVKPI� CPF 8/ TGOCKPGF +$/	U“QVJGT”OCKPHTCOG QRGTCVKPI U[UVGO HQT FGECFGU� NQUKPI VQ /85�
+V GPLQ[GF C TGUWTIGPEG QH RQRWNCTKV[ CPF UWRRQTV HTQO ���� CU VJG \�8/ RTQFWEV� HQT GZCORNG CU VJG RNCVHQTO HQT
.KPWZ HQT \5GTKGU�
#U OGPVKQPGF CDQXG� VJG 8/ EQPVTQN RTQITCO KPENWFGU C IZQFSWJTPS�DBMM JCPFNGT VJCV KPVGTEGRVU &+#) 
“&KCIPQUG”�
KPUVTWEVKQPU WUGF YKVJKP C XKTVWCN OCEJKPG� 6JKU RTQXKFGU HCUV�RCVJ PQP�XKTVWCNK\GF GZGEWVKQP QH ិNG�U[UVGO CEEGUU CPF
QVJGT QRGTCVKQPU 
&+#) KU C OQFGN�FGRGPFGPV RTKXKNGIGF KPUVTWEVKQP� PQV WUGF KP PQTOCN RTQITCOOKPI� CPF VJWU KU
PQV XKTVWCNK\GF� +V KU VJGTGHQTG CXCKNCDNG HQT WUG CU C UKIPCN VQ VJG“JQUV”QRGTCVKPI U[UVGO�� 9JGP ិTUV KORNGOGPVGF KP
%2�%/5 TGNGCUG ���� VJKU WUG QH &+#) RTQXKFGF CP QRGTCVKPI U[UVGO KPVGTHCEG VJCV YCU CPCNQIQWU VQ VJG 5[UVGO����
5WRGTXKUQT %CNN KPUVTWEVKQP 
58%�� DWV VJCV FKF PQV TGSWKTG CNVGTKPI QT GZVGPFKPI VJG U[UVGO	U XKTVWCNK\CVKQP QH 58%�
+P ���� +$/ KPVTQFWEGF VJG 24�5/ J[RGTXKUQT VQ OCPCIG NQIKECN RCTVKVKQPU 
.2#4��
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5.3 Unix and Linux servers

5GXGTCN HCEVQTU NGF VQ C TGUWTIGPEG CTQWPF ���� KP VJG WUG QH XKTVWCNK\CVKQP VGEJPQNQI[ COQPI 7PKZ CPF .KPWZ UGTXGT
XGPFQTU��=�?

• 'ZRCPFKPI JCTFYCTG ECRCDKNKVKGU� CNNQYKPI GCEJ UKPING OCEJKPG VQ FQ OQTG UKOWNVCPGQWU YQTM

• 'ាQTVU VQ EQPVTQN EQUVU CPF VQ UKORNKH[ OCPCIGOGPV VJTQWIJ EQPUQNKFCVKQP QH UGTXGTU

• 6JG PGGF VQ EQPVTQN NCTIG OWNVKRTQEGUUQT CPF ENWUVGT KPUVCNNCVKQPU� HQT GZCORNG KP UGTXGT HCTOU CPF TGPFGT HCTOU

• 6JG KORTQXGF UGEWTKV[� TGNKCDKNKV[� CPF FGXKEG KPFGRGPFGPEG RQUUKDNG HTQO J[RGTXKUQT CTEJKVGEVWTGU

• 6JG CDKNKV[ VQ TWP EQORNGZ� 15�FGRGPFGPV CRRNKECVKQPU KP FKាGTGPV JCTFYCTG QT 15 GPXKTQPOGPVU

/CLQT 7PKZ XGPFQTU� KPENWFKPI 5WP /KETQU[UVGOU� *2� +$/� CPF 5)+� JCXG DGGP UGNNKPI XKTVWCNK\GF JCTFYCTG UKPEG
DGHQTG ����� 6JGUG JCXG IGPGTCNN[ DGGP NCTIG U[UVGOU YKVJ JGHV[� UGTXGT�ENCUU RTKEG�VCIU 
KP VJG OWNVK�OKNNKQP FQNNCT
TCPIG CV VJG JKIJ GPF�� CNVJQWIJ XKTVWCNK\CVKQP JCU CNUQ DGGP CXCKNCDNG QP UQOG NQY� CPF OKF�TCPIG U[UVGOU� UWEJ CU
+$/	U R5GTKGU UGTXGTU� 5WP�1TCENG	U 6�UGTKGU %QQN6JTGCFU UGTXGTU CPF *2 5WRGTFQOG UGTKGU OCEJKPGU�
#NVJQWIJ 5QNCTKU JCU CNYC[U DGGP VJG QPN[ IWGUV FQOCKP 15 QឹEKCNN[ UWRRQTVGF D[ 5WP�1TCENG QP VJGKT .QIKECN
&QOCKPU J[RGTXKUQT� CU QH NCVG ����� .KPWZ 
7DWPVW CPF )GPVQQ�� CPF (TGG$5& JCXG DGGP RQTVGF VQ TWP QP VQR QH
VJG J[RGTXKUQT 
CPF ECP CNN TWP UKOWNVCPGQWUN[ QP VJG UCOG RTQEGUUQT� CU HWNN[ XKTVWCNK\GF KPFGRGPFGPV IWGUV 15GU��
9KPF 4KXGT �%CTTKGT )TCFG .KPWZ� CNUQ TWPU QP 5WP	U *[RGTXKUQT��=��? (WNN XKTVWCNK\CVKQP QP 52#4% RTQEGUUQTU
RTQXGF UVTCKIJVHQTYCTF� UKPEG KVU KPEGRVKQP KP VJG OKF�����U 5WP FGNKDGTCVGN[ MGRV VJG 52#4% CTEJKVGEVWTG ENGCP QH
CTVKHCEVU VJCV YQWNF JCXG KORGFGF XKTVWCNK\CVKQP� 
%QORCTG YKVJ XKTVWCNK\CVKQP QP Z�� RTQEGUUQTU DGNQY���=��?
*2 ECNNU KVU VGEJPQNQI[ VQ JQUV OWNVKRNG 15 VGEJPQNQI[ QP KVU +VCPKWO RQYGTGF U[UVGOU“+PVGITKV[ 8KTVWCN /CEJKPGU”

+PVGITKV[ 8/�� +VCPKWO ECP TWP *2�7:� .KPWZ� 9KPFQYU CPF 1RGP8/5� 'ZEGRV HQT 1RGP8/5� VQ DG UWRRQTVGF KP
C NCVGT TGNGCUG� VJGUG GPXKTQPOGPVU CTG CNUQ UWRRQTVGF CU XKTVWCN UGTXGTU QP *2	U +PVGITKV[ 8/ RNCVHQTO� 6JG *2�7:
QRGTCVKPI U[UVGO JQUVU VJG +PVGITKV[ 8/ J[RGTXKUQT NC[GT VJCV CNNQYU HQT OCP[ KORQTVCPV HGCVWTGU QH *2�7: VQ DG
VCMGP CFXCPVCIG QH CPF RTQXKFGU OCLQT FKាGTGPVKCVKQP DGVYGGP VJKU RNCVHQTO CPF QVJGT EQOOQFKV[ RNCVHQTOU � UWEJ CU
RTQEGUUQT JQVUYCR� OGOQT[ JQVUYCR� CPF F[PCOKE MGTPGN WRFCVGU YKVJQWV U[UVGO TGDQQV� 9JKNG KV JGCXKN[ NGXGTCIGU
*2�7:� VJG +PVGITKV[ 8/ J[RGTXKUQT KU TGCNN[ C J[DTKF VJCV TWPU QP DCTG�OGVCN YJKNG IWGUVU CTG GZGEWVKPI� 4WPPKPI
PQTOCN *2�7: CRRNKECVKQPU QP CP +PVGITKV[ 8/ JQUV KU JGCXKN[ FKUEQWTCIGF� DGECWUG +PVGITKV[ 8/ KORNGOGPVU KVU
QYP OGOQT[ OCPCIGOGPV� UEJGFWNKPI CPF +�1 RQNKEKGU VJCV CTG VWPGF HQT XKTVWCN OCEJKPGU CPF CTG PQV CU GាGEVKXG
HQT PQTOCN CRRNKECVKQPU� *2 CNUQ RTQXKFGU OQTG TKIKF RCTVKVKQPKPI QH VJGKT +PVGITKV[ CPF *2���� U[UVGOU D[ YC[ QH
82#4 CPF P2CT VGEJPQNQI[� VJG HQTOGT QាGTKPI UJCTGF TGUQWTEG RCTVKVKQPKPI CPF VJG NCVVGT QាGTKPI EQORNGVG +�1 CPF
RTQEGUUKPI KUQNCVKQP� 6JG ីGZKDKNKV[ QH XKTVWCN UGTXGT GPXKTQPOGPV 
85'� JCU IKXGP YC[ VQ KVU WUG OQTG HTGSWGPVN[ KP
PGYGT FGRNQ[OGPVU�
+$/ RTQXKFGU XKTVWCNK\CVKQP RCTVKVKQP VGEJPQNQI[ MPQYP CU NQIKECN RCTVKVKQPKPI 
.2#4� QP 5[UVGO����� \5GTKGU�
R5GTKGU CPF K5GTKGU U[UVGOU� (QT +$/	U 2QYGT 5[UVGOU� VJG 2QYGT *[RGTXKUQT 
2QYGT8/� HWPEVKQPU CU C PCVKXG

DCTG�OGVCN� J[RGTXKUQT KP ិTOYCTG CPF RTQXKFGU KUQNCVKQP DGVYGGP .2#4U� 2TQEGUUQT ECRCEKV[ KU RTQXKFGF VQ .2#4U
KP GKVJGT C FGFKECVGF HCUJKQP QT QP CP GPVKVNGOGPV DCUKU YJGTG WPWUGF ECRCEKV[ KU JCTXGUVGF CPF ECP DG TG�CNNQECVGF
VQ DWU[ YQTMNQCFU� )TQWRU QH .2#4U ECP JCXG VJGKT RTQEGUUQT ECRCEKV[ OCPCIGF CU KH VJG[ YGTG KP C“RQQN”� +$/
TGHGTU VQ VJKU ECRCDKNKV[ CU /WNVKRNG 5JCTGF�2TQEGUUQT 2QQNU 
/522U� CPF KORNGOGPVU KV KP UGTXGTU YKVJ VJG 219'4�
RTQEGUUQT� .2#4 CPF /522 ECRCEKV[ CNNQECVKQPU ECP DG F[PCOKECNN[ EJCPIGF� /GOQT[ KU CNNQECVGF VQ GCEJ .2#4

CV .2#4 KPKVKCVKQP QT F[PCOKECNN[� CPF KU CFFTGUU�EQPVTQNNGF D[ VJG 219'4 *[RGTXKUQT� (QT TGCN�OQFG CFFTGUUKPI
D[ QRGTCVKPI U[UVGOU 
#+:� .KPWZ� +$/ K�� VJG 219'4 RTQEGUUQTU 
219'4� QPYCTFU� JCXG FGUKIPGF XKTVWCNK\CVKQP
ECRCDKNKVKGU YJGTG C JCTFYCTG CFFTGUU�QាUGV KU GXCNWCVGF YKVJ VJG 15 CFFTGUU�QាUGV VQ CTTKXG CV VJG RJ[UKECN OGOQT[
CFFTGUU� +PRWV�1WVRWV 
+�1� CFCRVGTU ECP DG GZENWUKXGN[“QYPGF”D[ .2#4U QT UJCTGF D[ .2#4U VJTQWIJ CP CRRNK�
CPEG RCTVKVKQP MPQYP CU VJG 8KTVWCN +�1 5GTXGT 
8+15�� 6JG 2QYGT *[RGTXKUQT RTQXKFGU HQT JKIJ NGXGNU QH TGNKCDKNKV[�
CXCKNCDKNKV[ CPF UGTXKEGCDKNKV[ 
4#5� D[ HCEKNKVCVKPI JQV CFF�TGRNCEG QH OCP[ RCTVU 
OQFGN FGRGPFGPV� RTQEGUUQTU�
OGOQT[� +�1 CFCRVGTU� DNQYGTU� RQYGT WPKVU� FKUMU� U[UVGO EQPVTQNNGTU� GVE�� +V KU KPVGTGUVKPI VQ PQVG VJCV DGECWUG VJKU
2QYGT8/ J[RGTXKUQT KU KPVGITCN CPF RCTV QH GXGT[ UKPING 219'4 U[UVGO +$/ JCU OCFG UKPEG VJG 219'4� U[UVGOU�
VJCV GXGT[ DGPEJOCTM GXGT TWP QP VJQUG U[UVGOU KU VGEJPKECNN[ XKTVWCNK\GF CPF CU VJG DGPEJOCTM TGUWNVU KPFKECVG VJKU
XKTVWCNK\CVKQP YQTMU GZVTGOGN[ YGNN� (WTVJGTOQTG KV KU GZVTGOGN[ UGEWTG CPF KP HCEV VQ FCVG VJGTG JCU PGXGT DGGP C
UKPING TGRQTVGF UGEWTKV[ ីCY TGRQTVGF KP VJG 2QYGT8/ J[RGTXKUQT KVUGNH�
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5KOKNCT VTGPFU JCXG QEEWTTGF YKVJ Z���Z��A�� UGTXGT RNCVHQTOU� YJGTG QRGP�UQWTEG RTQLGEVU UWEJ CU :GP JCXG NGF
XKTVWCNK\CVKQP GាQTVU� 6JGUG KPENWFG J[RGTXKUQTU DWKNV QP .KPWZ CPF 5QNCTKU MGTPGNU CU YGNN CU EWUVQO MGTPGNU� 5KPEG
VJGUG VGEJPQNQIKGU URCP HTQO NCTIG U[UVGOU FQYP VQ FGUMVQRU� VJG[ CTG FGUETKDGF KP VJG PGZV UGEVKQP�

5.4 x86 systems

/CKP CTVKENG� Z�� XKTVWCNK\CVKQP

5VCTVKPI KP ����� %27 XGPFQTU JCXG CFFGF JCTFYCTG XKTVWCNK\CVKQP CUUKUVCPEG VQ VJGKT RTQFWEVU� HQT GZCORNG� +PVGN
86�Z 
EQFGPCOGF 8CPFGTRQQN� CPF #/&�8 
EQFGPCOGF 2CEKិEC��
#P CNVGTPCVKXG CRRTQCEJ TGSWKTGU OQFKH[KPI VJG IWGUV QRGTCVKPI�U[UVGO VQ OCMG U[UVGO ECNNU VQ VJG J[RGTXKUQT� TCVJGT
VJCP GZGEWVKPI OCEJKPG +�1 KPUVTWEVKQPU VJCV VJG J[RGTXKUQT UKOWNCVGU� 6JKU KU ECNNGF RCTCXKTVWCNK\CVKQP KP :GP� C
“J[RGTECNN”KP 2CTCNNGNU 9QTMUVCVKQP� CPF C“&+#)015' EQFG”KP +$/	U 8/� 8/YCTG UWRRNGOGPVU VJG UNQYGUV
TQWIJ EQTPGTU QH XKTVWCNK\CVKQP YKVJ FGXKEG FTKXGTU HQT VJG IWGUV� #NN CTG TGCNN[ VJG UCOG VJKPI� C U[UVGO ECNN VQ VJG
J[RGTXKUQT DGNQY� 5QOG OKETQMGTPGNU UWEJ CU /CEJ CPF .� CTG ីGZKDNG GPQWIJ UWEJ VJCV �RCTCXKTVWCNK\CVKQP� QH IWGUV
QRGTCVKPI U[UVGOU KU RQUUKDNG�
+P ,WPG ����� /KETQUQHV FGNKXGTGF C PGY 6[RG�� J[RGTXKUQT ECNNGF *[RGT�8 
EQFGPCOGF“8KTKFKCP”CPF RTGXKQWUN[
TGHGTTGF VQ CU“9KPFQYU 5GTXGT XKTVWCNK\CVKQP”�� VJG FGUKIP HGCVWTGU 15 KPVGITCVKQP CV VJG NQYGUV NGXGN��=��? 8GTUKQPU
QH 9KPFQYU DGIKPPKPI YKVJ 9KPFQYU 8KUVC KPENWFG GZVGPUKQPU VQ DQQUV RGTHQTOCPEG YJGP TWPPKPI QP VQR QH VJG
*[RGT�8 J[RGTXKUQT�

5.5 Embedded systems

'ODGFFGF J[RGTXKUQTU� VCTIGVKPI GODGFFGF U[UVGOU CPF EGTVCKP TGCN�VKOG QRGTCVKPI U[UVGO 
4615� GPXKTQPOGPVU�
CTG FGUKIPGF YKVJ FKាGTGPV TGSWKTGOGPVU YJGP EQORCTGF VQ FGUMVQR CPF GPVGTRTKUG U[UVGOU� KPENWFKPI TQDWUVPGUU�
UGEWTKV[ CPF TGCN�VKOG ECRCDKNKVKGU� 6JG TGUQWTEG�EQPUVTCKPGF PCVWTG QH OCP[ GODGFFGF U[UVGOU� GURGEKCNN[ DCVVGT[�
RQYGTGF OQDKNG U[UVGOU� KORQUGU C HWTVJGT TGSWKTGOGPV HQT UOCNN OGOQT[�UK\G CPF NQY QXGTJGCF� (KPCNN[� KP EQPVTCUV
VQ VJG WDKSWKV[ QH VJG Z�� CTEJKVGEVWTG KP VJG 2% YQTNF� VJG GODGFFGF YQTNF WUGU C YKFGT XCTKGV[ QH CTEJKVGEVWTGU
CPF NGUU UVCPFCTFK\GF GPXKTQPOGPVU� 5WRRQTV HQT XKTVWCNK\CVKQP TGSWKTGU OGOQT[ RTQVGEVKQP 
KP VJG HQTO QH C OGOQT[
OCPCIGOGPV WPKV QT CV NGCUV C OGOQT[ RTQVGEVKQP WPKV� CPF C FKUVKPEVKQP DGVYGGP WUGT OQFG CPF RTKXKNGIGF OQFG�
YJKEJ TWNGU QWV OQUV OKETQEQPVTQNNGTU� 6JKU UVKNN NGCXGU Z��� /+25� #4/ CPF 2QYGT2% CU YKFGN[ FGRNQ[GF CTEJKVGE�
VWTGU QP OGFKWO� VQ JKIJ�GPF GODGFFGF U[UVGOU��=��?
#U OCPWHCEVWTGTU QH GODGFFGF U[UVGOU WUWCNN[ JCXG VJG UQWTEG EQFG VQ VJGKT QRGTCVKPI U[UVGOU� VJG[ JCXG NGUU PGGF
HQT HWNN XKTVWCNK\CVKQP KP VJKU URCEG� +PUVGCF� VJG RGTHQTOCPEG CFXCPVCIGU QH RCTCXKTVWCNK\CVKQP OCMG VJKU WUWCNN[ VJG
XKTVWCNK\CVKQP VGEJPQNQI[ QH EJQKEG� 0GXGTVJGNGUU� #4/ CPF /+25 JCXG TGEGPVN[ CFFGF HWNN XKTVWCNK\CVKQP UWRRQTV CU
CP +2 QRVKQP CPF JCU KPENWFGF KV KP VJGKT NCVGUV JKIJ�GPF RTQEGUUQTU CPF CTEJKVGEVWTG XGTUKQPU� UWEJ CU #4/%QTVGZ�#��
/2%QTG CPF #4/X� '.��
1VJGT FKាGTGPEGU DGVYGGP XKTVWCNK\CVKQP KP UGTXGT�FGUMVQR CPF GODGFFGF GPXKTQPOGPVU KPENWFG TGSWKTGOGPVU HQT
GឹEKGPV UJCTKPI QH TGUQWTEGU CETQUU XKTVWCN OCEJKPGU� JKIJ�DCPFYKFVJ� NQY�NCVGPE[ KPVGT�8/ EQOOWPKECVKQP� C INQDCN
XKGY QH UEJGFWNKPI CPF RQYGT OCPCIGOGPV� CPF ិPG�ITCKPGF EQPVTQN QH KPHQTOCVKQP ីQYU��=��?

5.6 Security implications

6JG WUG QH J[RGTXKUQT VGEJPQNQI[ D[ OCNYCTG CPF TQQVMKVU KPUVCNNKPI VJGOUGNXGU CU C J[RGTXKUQT DGNQY VJG QRGTCVKPI
U[UVGO ECP OCMG VJGO OQTG FKឹEWNV VQ FGVGEV DGECWUG VJG OCNYCTG EQWNF KPVGTEGRV CP[ QRGTCVKQPU QH VJG QRGTCVKPI
U[UVGO 
UWEJ CU UQOGQPG GPVGTKPI C RCUUYQTF� YKVJQWV VJG CPVK�OCNYCTG UQHVYCTG PGEGUUCTKN[ FGVGEVKPI KV 
UKPEG VJG
OCNYCTG TWPU DGNQY VJG GPVKTG QRGTCVKPI U[UVGO�� +ORNGOGPVCVKQP QH VJG EQPEGRV JCU CNNGIGFN[ QEEWTTGF KP VJG 5WD8KTV
NCDQTCVQT[ TQQVMKV 
FGXGNQRGF LQKPVN[ D[/KETQUQHV CPF 7PKXGTUKV[ QH /KEJKICP TGUGCTEJGTU�=��?� CU YGNN CU KP VJG $NWG
2KNN OCNYCTG RCEMCIG� *QYGXGT� UWEJ CUUGTVKQPU JCXG DGGP FKURWVGF D[ QVJGTU YJQ ENCKO VJCV KV YQWNF DG RQUUKDNG VQ
FGVGEV VJG RTGUGPEG QH C J[RGTXKUQT�DCUGF TQQVMKV��=��?
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+P ����� TGUGCTEJGTU HTQO/KETQUQHV CPF 0QTVJ %CTQNKPC 5VCVG 7PKXGTUKV[ FGOQPUVTCVGF C J[RGTXKUQT�NC[GT CPVK�TQQVMKV
ECNNGF *QQMUCHG VJCV ECP RTQXKFG IGPGTKE RTQVGEVKQP CICKPUV MGTPGN�OQFG TQQVMKVU��=��?

5.7 References

=�? 2QRGM� )GTCNF ,�� )QNFDGTI� 4QDGTV 2� 
������“(QTOCN 4GSWKTGOGPVU HQT 8KTVWCNK\CDNG 6JKTF )GPGTCVKQP #TEJKVGEVWTGU”
� $PNNVOJDBUJPOT PG UIF "$. 17 
��� ���ཊ���� FQK�����������������������

=�? &GZVGT� /KEJCGN� “*CPFU�QP DJ[XG”� $BMM'PS5FTUJOH�PSH� 4GVTKGXGF �����������

=�? )TC\KCPQ� %JCTNGU 
������“# RGTHQTOCPEG CPCN[UKU QH :GP CPF -8/ J[RGTXKUQTU HQT JQUVKPI VJG :GP 9QTNFU 2TQLGEV”�
(SBEVBUF 5IFTFT BOE %JTTFSUBUJPOT� +QYC 5VCVG 7PKXGTUKV[� 4GVTKGXGF �����������

=�? 2CTKUGCW� $GVJ 
�� #RTKN ������ “-8/ TGKIPKVGU 6[RG � XU� 6[RG � J[RGTXKUQT FGDCVG”� 4FBSDI4FSWFS7JSUVBMJ[BUJPO�
6GEJ6CTIGV� 4GVTKGXGF �����������

=�? -GGICP� 9KNN 
������ “6JG 4KUG QH VJG 6[RG <GTQ *[RGTXKUQT”� &NCFEEFE *OOPWBUPS� +PVGN� 4GVTKGXGF �����������
6JG 6[RG <GTQ J[RGTXKUQT KU C PGY EQPEGRV VJCV KU GXGP UOCNNGT VJCP 6[RG �� 6[RG <GTQ KU C DCTG�OGVCN CTEJKVGEVWTG VJCV
TGOQXGU VJG PGGF HQT C UWRRQTV 15� $[ UJGFFKPI VJG UWRRQTV 15� VJG 6[RG <GTQ J[RGTXKUQT FTCUVKECNN[ TGFWEGU VJG UK\G CPF
EQORWVCVKQPCN QXGTJGCF KORQUGF QP XKTVWCNK\CVKQP RNCVHQTOU�

=�? 8K\CTF� /KMG 
�� /C[ ������ “&GUMVQR 8KTVWCNK\CVKQP UCPU VJG *[RGTXKUQT”� *5 #VTJOFTT &EHF� 3WKPUVTGGV 'PVGTRTKUG�

=�? $GCXGT� 5VGXG� *CNGVM[� 'FYCTF 
�� ,WN[ ������ “6[RG � *[RGTXKUQT ཊ (CEV QT (KEVKQP”� 5IF 7JSUVBMJ[BUJPO 1SBDUJDF�

=�? 5GG *KUVQT[ QH %2�%/5 HQT XKTVWCN�JCTFYCTG UKOWNCVKQP KP VJG FGXGNQROGPV QH VJG 5[UVGO����

=�? 
XKTVWCNK\CVKQP SWKEMN[ DGEQOKPI QRGP UQWTEG 	MKNNGT CRR	�

=��? 9KPF 4KXGT 6Q 5WRRQTV 5WP	U $TGCMVJTQWIJ 7NVTC52#4% 6� /WNVKVJTGCFGF 0GZV�)GPGTCVKQP 2TQEGUUQT

=��? %QORNGOGPVCT[ CPF #NVGTPCVKXG 6GEJPQNQIKGU VQ 6TWUVGF %QORWVKPI 
6%�'TI���#��� 2CTV �� # UVWF[ QP DGJCNH QH VJG
)GTOCP (GFGTCN 1ឹEG HQT +PHQTOCVKQP 5GEWTKV[ 
$5+�� .QVJCT (TKVUEJ� 4CPK *WUUGKMK� #OOCT #NMCUUCT

=��? 2GVGT )CNNK� “/KETQUQHV 5JGFU /QTG .KIJV QP 9KPFQYU *[RGTXKUQT 6GEJPQNQI[�” #RTKN �� �����

=��? 5VTQDN� /CTKWU 
������ 7JSUVBMJ[BUJPO GPS 3FMJBCMF &NCFEEFE 4ZTUFNT� /WPKEJ� )4+0 2WDNKUJKPI )OD*� RR� �ཊ�� +5$0
������������������

=��? )GTPQV *GKUGT 
#RTKN ������ “2TQE� �UV 9QTMUJQR QP +UQNCVKQP CPF +PVGITCVKQP KP 'ODGFFGF 5[UVGOU 
++'5	����� RR�
��ཊ��� ^EJCRVGT� KIPQTGF 
JGNR�

=��? “5WD8KTV� +ORNGOGPVKPI OCNYCTG YKVJ XKTVWCN OCEJKPGU”� 7PKXGTUKV[ QH /KEJKICP� /KETQUQHV� ����������� 4GVTKGXGF
�����������

=��? “&GDWPMKPI $NWG 2KNN O[VJ”� 8KTVWCNK\CVKQP�KPHQ� 4GVTKGXGF �����������

=��? <JK 9CPI� :WZKCP ,KCPI� 9GKFQPI %WK � 2GPI 0KPI 
�� #WIWUV ������ “%QWPVGTKPI -GTPGN 4QQVMKVU YKVJ .KIJVYGKIJV
*QQM 2TQVGEVKQP”� /KETQUQHV�0QTVJ %CTQNKPC 5VCVG 7PKXGTUKV[� 4GVTKGXGF �����������

5.8 External links

• 8KTVWCN U[UVGOU QXGTXKGY &GUETKRVKQP QH *[RGTXKUQTU CV +$/	U 5[UVGOU 5QHVYCTG +PHQTOCVKQP %GPVGT

https://en.wikipedia.org/wiki/North_Carolina_State_University
https://en.wikipedia.org/wiki/Hooksafe
https://en.wikipedia.org/wiki/Rootkit
http://doi.acm.org/10.1145/361011.361073
https://en.wikipedia.org/wiki/Digital_object_identifier
https://dx.doi.org/10.1145%252F361011.361073
http://callfortesting.org/bhyve/
http://lib.dr.iastate.edu/cgi/viewcontent.cgi?article=3243&context=etd
http://searchservervirtualization.techtarget.com/news/2240034817/KVM-reignites-Type-1-vs-Type-2-hypervisor-debate
http://embeddedinnovator.com/2012/06/the-rise-of-the-type-zero-hypervisor/
http://www.itbusinessedge.com/cm/blogs/vizard/desktop-virtualization-sans-the-hypervisor/?cs=50514
http://www.virtualizationpractice.com/type-0-hypervisor-fact-or-fiction-17159/
https://en.wikipedia.org/wiki/History_of_CP/CMS
https://en.wikipedia.org/wiki/System/370
http://searchenterpriselinux.techtarget.com/news/1152219/Xen-virtualization-quickly-becoming-open-source-killer-app
http://www.windriver.com/news/press/pr.html?ID=3881
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/TC_ErgA/TC-ErgA_Part1.pdf?__blob=publicationFile
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/TC_ErgA/TC-ErgA_Part1.pdf?__blob=publicationFile
http://www.eweek.com/article2/0,1895,1946420,00.asp
http://www.grin.com/e-book/233001/
https://en.wikipedia.org/wiki/International_Standard_Book_Number
https://en.wikipedia.org/wiki/Special:BookSources/978-3-656-49071-5
https://en.wikipedia.org/wiki/Gernot_Heiser
http://ertos.nicta.com.au/publications/papers/Heiser_08.abstract
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
http://www.eecs.umich.edu/virtual/papers/king06.pdf
https://en.wikipedia.org/wiki/University_of_Michigan
https://en.wikipedia.org/wiki/Microsoft
http://www.virtualization.info/2006/08/debunking-blue-pill-myth.html
http://research.microsoft.com/en-us/um/people/wdcui/papers/hooksafe-ccs09.pdf
http://research.microsoft.com/en-us/um/people/wdcui/papers/hooksafe-ccs09.pdf
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/North_Carolina_State_University
http://publib.boulder.ibm.com/infocenter/eserver/v1r2/index.jsp?topic=%252Feicay%252Feicayvservers.htm


Chapter 6

Hardware-assisted virtualization

+P EQORWVKPI� hardware-assisted virtualization KU C RNCVHQTO XKTVWCNK\CVKQP CRRTQCEJ VJCV GPCDNGU GឹEKGPV HWNN XKT�
VWCNK\CVKQP WUKPI JGNR HTQO JCTFYCTG ECRCDKNKVKGU� RTKOCTKN[ HTQO VJG JQUV RTQEGUUQTU� (WNN XKTVWCNK\CVKQP KU WUGF VQ
UKOWNCVG C EQORNGVG JCTFYCTG GPXKTQPOGPV� QT XKTVWCN OCEJKPG� KP YJKEJ CP WPOQFKិGF IWGUV QRGTCVKPI U[UVGO 
WUKPI
VJG UCOG KPUVTWEVKQP UGV CU VJG JQUV OCEJKPG� GZGEWVGU KP EQORNGVG KUQNCVKQP� *CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP YCU
CFFGF VQ Z�� RTQEGUUQTU 
+PVGN 86�Z QT #/&�8� KP �����
*CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP KU CNUQ MPQYP CU accelerated virtualization� :GP ECNNU KV hardware virtualmachine

HVM�� CPF 8KTVWCN +TQP ECNNU KV native virtualization�

6.1 History

5GG CNUQ� 6KOGNKPG QH XKTVWCNK\CVKQP FGXGNQROGPV

*CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP ិTUV CRRGCTGF QP VJG +$/5[UVGO���� KP ����� HQT WUG YKVJ 8/����� VJG ិTUV XKTVWCN�
OCEJKPG QRGTCVKPI U[UVGO� 9KVJ VJG KPETGCUKPI FGOCPF HQT JKIJ�FGិPKVKQP EQORWVGT ITCRJKEU 
G�I� %#&�� XKTVWCN�
K\CVKQP QH OCKPHTCOGU NQUV UQOG CVVGPVKQP KP VJG NCVG ����U� YJGP VJG WREQOKPI OKPKEQORWVGTU HQUVGTGF TGUQWTEG
CNNQECVKQP VJTQWIJ FKUVTKDWVGF EQORWVKPI� GPEQORCUUKPI VJG EQOOQFKVK\CVKQP QH OKETQEQORWVGTU�
+$/ QាGT JCTFYCTG XKTVWCNK\CVKQP HQT VJGKT 219'4%27U WPFGT #+: 
G�I� 5[UVGO R� CPF HQT VJGKT +$/�/CKPHTCOGU
5[UVGO \� +$/ TGHGTU VQ VJGKT URGEKិE HQTO QH JCTFYCTG XKTVWCNK\CVKQP CU“NQIKECN RCTVKVKQP”� QT OQTG EQOOQPN[ CU
.2#4�
6JG KPETGCUG KP EQORWVG ECRCEKV[ RGT Z�� UGTXGT CPF KP RCTVKEWNCT VJG UWDUVCPVKCN KPETGCUG KP OQFGTP PGVYQTMU	 DCPF�
YKFVJU TGMKPFNGF KPVGTGUV KP FCVC�EGPVGT DCUGF EQORWVKPI YJKEJ KU DCUGF QP XKTVWCNK\CVKQP VGEJPKSWGU� 6JG RTKOCT[
FTKXGT YCU VJG RQVGPVKCN HQT UGTXGT EQPUQNKFCVKQP� XKTVWCNK\CVKQP CNNQYGF C UKPING UGTXGT VQ EQUV�GឹEKGPVN[ EQPUQNKFCVG
EQORWVG RQYGT QP OWNVKRNG WPFGTWVKNK\GF FGFKECVGF UGTXGTU� %NQWF EQORWVKPI CU VJG PGY U[PQP[O HQT VJG UCKF FCVC
EGPVGT DCUGF EQORWVKPI 
QT OCKPHTCOG�NKMG EQORWVKPI� TGURGEVKXGN[� VJTQWIJ JKIJ DCPFYKFVJ PGVYQTMU KU VJG OQUV
XKUKDNG JCNNOCTM QH C TGVWTP VQ VJG TQQVU QH EQORWVKPI� +V KU ENQUGN[ EQPPGEVGF VQ XKTVWCNK\CVKQP�
6JG KPKVKCN KORNGOGPVCVKQP Z�� CTEJKVGEVWTG FKF PQV OGGV VJG 2QRGM CPF )QNFDGTI XKTVWCNK\CVKQP TGSWKTGOGPVU VQ
CEJKGXG“ENCUUKECN XKTVWCNK\CVKQP��

• GSWKXCNGPEG� C RTQITCO TWPPKPI WPFGT VJG XKTVWCN OCEJKPGOQPKVQT 
8//� UJQWNF GZJKDKV C DGJCXKQT GUUGPVKCNN[
KFGPVKECN VQ VJCV FGOQPUVTCVGF YJGP TWPPKPI QP CP GSWKXCNGPV OCEJKPG FKTGEVN[

• TGUQWTEG EQPVTQN 
CNUQ ECNNGF UCHGV[�� VJG 8// OWUV DG KP EQORNGVG EQPVTQN QH VJG XKTVWCNK\GF TGUQWTEGU

• GឹEKGPE[� C UVCVKUVKECNN[ FQOKPCPV HTCEVKQP QH OCEJKPG KPUVTWEVKQPU OWUV DG GZGEWVGF YKVJQWV 8// KPVGTXGP�
VKQP

6JKU OCFG KV FKឹEWNV VQ KORNGOGPV C XKTVWCN OCEJKPG OQPKVQT HQT VJKU V[RG QH RTQEGUUQT� 5RGEKិE NKOKVCVKQPU KPENWFGF
VJG KPCDKNKV[ VQ VTCR QP UQOG RTKXKNGIGF KPUVTWEVKQPU��=�?
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6Q EQORGPUCVG HQT VJGUG CTEJKVGEVWTCN NKOKVCVKQPU� FGUKIPGTU JCXG CEEQORNKUJGF XKTVWCNK\CVKQP QH VJG Z�� CTEJKVGEVWTG
VJTQWIJ VYQ OGVJQFU� HWNN XKTVWCNK\CVKQP QT RCTCXKTVWCNK\CVKQP��=�? $QVJ ETGCVG VJG KNNWUKQP QH RJ[UKECN JCTFYCTG VQ
CEJKGXG VJG IQCN QH QRGTCVKPI U[UVGO KPFGRGPFGPEG HTQO VJG JCTFYCTG DWV RTGUGPV UQOG VTCFG�QាU KP RGTHQTOCPEG
CPF EQORNGZKV[�

�� 2CTCXKTVWCNK\CVKQP KU C VGEJPKSWG KP YJKEJ VJG J[RGTXKUQT RTQXKFGU CP #2+ CPF VJG 15 QH VJG IWGUV XKTVWCN
OCEJKPG ECNNU VJCV #2+� TGSWKTKPI 15 OQFKិECVKQPU�

�� (WNN XKTVWCNK\CVKQP YCU KORNGOGPVGF KP ិTUV�IGPGTCVKQP Z�� 8//U� +V TGNKGU QP DKPCT[ VTCPUNCVKQP VQ VTCR CPF
XKTVWCNK\G VJG GZGEWVKQP QH EGTVCKP UGPUKVKXG� PQP�XKTVWCNK\CDNG KPUVTWEVKQPU� 9KVJ VJKU CRRTQCEJ� ETKVKECN KP�
UVTWEVKQPU CTG FKUEQXGTGF 
UVCVKECNN[ QT F[PCOKECNN[ CV TWP�VKOG� CPF TGRNCEGF YKVJ VTCRU KPVQ VJG 8// VQ DG
GOWNCVGF KP UQHVYCTG� $KPCT[ VTCPUNCVKQP ECP KPEWT C NCTIG RGTHQTOCPEG QXGTJGCF KP EQORCTKUQP VQ C XKTVWCN
OCEJKPG TWPPKPI QP PCVKXGN[ XKTVWCNK\GF CTEJKVGEVWTGU UWEJ CU VJG +$/ 5[UVGO����� 8KTVWCN$QZ� 8/YCTG
9QTMUVCVKQP 
HQT ���DKV IWGUVU QPN[�� CPF /KETQUQHV 8KTVWCN 2%� CTG YGNN�MPQYP EQOOGTEKCN KORNGOGPVCVKQPU
QH HWNN XKTVWCNK\CVKQP�

+P ���� CPF ����� +PVGN CPF #/& 
YQTMKPI KPFGRGPFGPVN[� ETGCVGF PGY RTQEGUUQT GZVGPUKQPU VQ VJG Z�� CTEJKVGEVWTG
ECNNGF +PVGN 86�Z CPF #/&�8� TGURGEVKXGN[ 
1P VJG +VCPKWO CTEJKVGEVWTG� JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP KU MPQYP
CU 86�K�� 6JG ិTUV IGPGTCVKQP QH Z�� RTQEGUUQTU VQ UWRRQTV VJGUG GZVGPUKQPU YGTG TGNGCUGF KP NCVG ���� GCTN[ �����

• 1P 0QXGODGT ��� ����� +PVGN TGNGCUGF VYQ OQFGNU QH 2GPVKWO � 
/QFGN ��� CPF ���� CU VJG ិTUV +PVGN RTQEGU�
UQTU VQ UWRRQTV 86�Z�

• 1P/C[ ��� ����� #/& TGNGCUGF VJG #VJNQP �� 
“1TNGCPU”�� VJG #VJNQP �� :� 
“9KPFUQT”� CPF VJG #VJNQP
�� (: 
“9KPFUQT”� CU VJG ិTUV #/& RTQEGUUQTU VQ UWRRQTV VJKU VGEJPQNQI[�

9GNN�MPQYP KORNGOGPVCVKQPU QH JCTFYCTG�CUUKUVGF Z�� XKTVWCNK\CVKQP KPENWFG 8/YCTG9QTMUVCVKQP 
HQT ���DKV IWGUVU
QPN[�� :GP ��Z 
KPENWFKPI FGTKXCVKXGU NKMG 8KTVWCN +TQP�� .KPWZ -8/ CPF /KETQUQHV *[RGT�8�

6.2 Pros

*CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP TGFWEGU VJG OCKPVGPCPEG QXGTJGCF QH RCTCXKTVWCNK\CVKQP CU KV TGFWEGU 
KFGCNN[� GNKO�
KPCVGU� VJG EJCPIGU PGGFGF KP VJG IWGUV QRGTCVKPI U[UVGO� +V KU CNUQ EQPUKFGTCDN[ GCUKGT VQ QDVCKP DGVVGT RGTHQTOCPEG�
# RTCEVKECN DGPGិV QH JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP JCU DGGP EKVGF D[ 8/YCTG GPIKPGGTU�=�? CPF 8KTVWCN +TQP�

6.3 Cons

*CTFYCTG�CUUKUVGF XKTVWCNK\CVKQP TGSWKTGU GZRNKEKV UWRRQTV KP VJG JQUV %27� YJKEJ KU PQV CXCKNCDNG QP CNN Z���Z��A��
RTQEGUUQTU�
# “RWTG”JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP CRRTQCEJ� WUKPI GPVKTGN[ WPOQFKិGF IWGUV QRGTCVKPI U[UVGOU� KPXQNXGU
OCP[ 8/ VTCRU� CPF VJWU JKIJ %27 QXGTJGCFU� NKOKVKPI UECNCDKNKV[ CPF VJG GឹEKGPE[ QH UGTXGT EQPUQNKFCVKQP��=�?
6JKU RGTHQTOCPEG JKV ECP DG OKVKICVGF D[ VJG WUG QH RCTCXKTVWCNK\GF FTKXGTU� VJG EQODKPCVKQP JCU DGGP ECNNGF“J[DTKF
XKTVWCNK\CVKQP”��=�?
+P ���� ិTUV�IGPGTCVKQP ��� CPF ���DKV Z�� JCTFYCTG UWRRQTV YCU HQWPF TCTGN[ VQ QាGT RGTHQTOCPEG CFXCPVCIGU QXGT
UQHVYCTG XKTVWCNK\CVKQP��=�?

6.4 See also

• (WTVJGT TGិPGOGPVU QH JCTFYCTG�CUUKUVGF XKTVWCNK\CVKQP CTG RQUUKDNG WUKPI CP +1//7� VJKU CNNQYU PCVKXG�URGGF
CEEGUU VQ FGFKECVGF JCTFYCTG HTQO C IWGUV QRGTCVKPI U[UVGO� KPENWFKPI &/#�ECRCDNG JCTFYCTG

• 4CRKF 8KTVWCNK\CVKQP +PFGZKPI

• 'ZVGPFGF 2CIG 6CDNG
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• 1VJGT XKTVWCNK\CVKQP VGEJPKSWGU KPENWFG QRGTCVKPI U[UVGO�NGXGN XKTVWCNK\CVKQP� CU RTCEVKEGF D[ 2CTCNNGNU 8KTVWQ\\Q
%QPVCKPGTU� CPF CRRNKECVKQP XKTVWCNK\CVKQP�

• 0CPQMGTPGN

• *CTFYCTG GOWNCVKQP

• 'OWNCVQT

• ,QKPV 6GUV #EVKQP )TQWR

• $CEMITQWPF &GDWI /QFG KPVGTHCEG

• +P�EKTEWKV GOWNCVQT
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QT EQUV QH VJGUG VTCPUKVKQPU�

6.6 Further reading

• (KUJGT�1IFGP� ,QJP�“*CTFYCTG 5WRRQTV HQT 'ឹEKGPV 8KTVWCNK\CVKQP”
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Chapter 7

Emulator

6JKU CTVKENG KU CDQWV GOWNCVQTU KP EQORWVKPI� (QT C NKPG QH FKIKVCN OWUKECN KPUVTWOGPVU� UGG '�OW 'OWNCVQT� (QT
VJG 6TCPUHQTOGTU EJCTCEVGT� UGG %KTEWKV $TGCMGT 
6TCPUHQTOGTU��5JCVVGTGF )NCUU� (QT QVJGT WUGU� UGG 'OWNCVKQP

FKUCODKIWCVKQP��
+P EQORWVKPI� CP emulator KU JCTFYCTG QT UQHVYCTG QT DQVJ VJCV FWRNKECVGU 
QT FNVMBUFT� VJG HWPEVKQPU QH QPG

%04#PY FNVMBUFT UIF DPNNBOE�MJOF JOUFSGBDF PG %04�

EQORWVGT U[UVGO 
VJG HVFTU� KP CPQVJGT EQORWVGT U[UVGO 
VJG IPTU�� FKាGTGPV HTQO VJG ិTUV QPG� UQ VJCV VJG GOWNCVGF
DGJCXKQT ENQUGN[ TGUGODNGU VJG DGJCXKQT QH VJG TGCN U[UVGO 
VJG IWGUV��
6JG CDQXG FGUETKDGF HQEWU QP GZCEV TGRTQFWEVKQP QH DGJCXKQT KU KP EQPVTCUV VQ UQOG QVJGT HQTOU QH EQORWVGT UKOWNC�
VKQP� KP YJKEJ CP CDUVTCEV OQFGN QH C U[UVGO KU DGKPI UKOWNCVGF� (QT GZCORNG� C EQORWVGT UKOWNCVKQP QH C JWTTKECPG
QT C EJGOKECN TGCEVKQP KU PQV GOWNCVKQP�

7.1 Emulators in computing

Emulation TGHGTU VQ VJG CDKNKV[ QH C EQORWVGT RTQITCO KP CP GNGEVTQPKE FGXKEG VQ emulate 
KOKVCVG� CPQVJGT RTQITCO
QT FGXKEG� /CP[ RTKPVGTU� HQT GZCORNG� CTG FGUKIPGF VQ GOWNCVG *GYNGVV�2CEMCTF .CUGT,GV RTKPVGTU DGECWUG UQ OWEJ

��
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https://en.wikipedia.org/wiki/Computer_simulation
https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/Computer_printer
https://en.wikipedia.org/wiki/Hewlett-Packard
https://en.wikipedia.org/wiki/LaserJet
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UQHVYCTG KU YTKVVGP HQT *2 RTKPVGTU� +H C PQP�*2 RTKPVGT GOWNCVGU CP *2 RTKPVGT� CP[ UQHVYCTG YTKVVGP HQT C TGCN *2
RTKPVGT YKNN CNUQ TWP KP VJG PQP�*2 RTKPVGT GOWNCVKQP CPF RTQFWEG GSWKXCNGPV RTKPVKPI�
# hardware emulator KU CP GOWNCVQT YJKEJ VCMGU VJG HQTO QH C JCTFYCTG FGXKEG� 'ZCORNGU KPENWFG VJG &15�
EQORCVKDNG ECTF KPUVCNNGF KP UQOG QNF�YQTNF /CEKPVQUJGU NKMG %GPVTKU ��� QT 2GTHQTOC ��� VJCV CNNQYGF VJGO VQ TWP
2% RTQITCOU CPF (2)#�DCUGF JCTFYCTG GOWNCVQTU�
+P C VJGQTGVKECN UGPUG� VJG %JWTEJ�6WTKPI VJGUKU KORNKGU VJCV 
WPFGT VJG CUUWORVKQP VJCV GPQWIJ OGOQT[ KU CXCKNCDNG�
CP[ QRGTCVKPI GPXKTQPOGPV ECP DG GOWNCVGF YKVJKP CP[ QVJGT� *QYGXGT� KP RTCEVKEG� KV ECP DG SWKVG FKឹEWNV� RCTVKEW�
NCTN[ YJGP VJG GZCEV DGJCXKQT QH VJG U[UVGO VQ DG GOWNCVGF KU PQV FQEWOGPVGF CPF JCU VQ DG FGFWEGF VJTQWIJ TGXGTUG
GPIKPGGTKPI� +V CNUQ UC[U PQVJKPI CDQWV VKOKPI EQPUVTCKPVU� KH VJG GOWNCVQT FQGU PQV RGTHQTO CU SWKEMN[ CU VJG QTKIKPCN
JCTFYCTG� VJG GOWNCVGF UQHVYCTG OC[ TWP OWEJ OQTG UNQYN[ VJCP KV YQWNF JCXG QP VJG QTKIKPCN JCTFYCTG� RQUUKDN[
VTKIIGTKPI VKOG KPVGTTWRVU VJCV CNVGT RGTHQTOCPEG�

7.2 Emulation in preservation

'OWNCVKQP KU C UVTCVGI[ KP FKIKVCN RTGUGTXCVKQP VQ EQODCV QDUQNGUEGPEG� 'OWNCVKQP HQEWUGU QP TGETGCVKPI CP QTKIKPCN
EQORWVGT GPXKTQPOGPV� YJKEJ ECP DG VKOG�EQPUWOKPI CPF FKឹEWNV VQ CEJKGXG� DWV XCNWCDNG DGECWUG QH KVU CDKNKV[ VQ
OCKPVCKP C ENQUGT EQPPGEVKQP VQ VJG CWVJGPVKEKV[ QH VJG FKIKVCN QDLGEV��=�?
'OWNCVKQP CFFTGUUGU VJG QTKIKPCN JCTFYCTG CPF UQHVYCTG GPXKTQPOGPV QH VJG FKIKVCN QDLGEV� CPF TGETGCVGU KV QP C EWTTGPV
OCEJKPG��=�? 6JG GOWNCVQT CNNQYU VJG WUGT VQ JCXG CEEGUU VQ CP[ MKPF QH CRRNKECVKQP QT QRGTCVKPI U[UVGO QP C EWTTGPV
RNCVHQTO� YJKNG VJG UQHVYCTG TWPU CU KV FKF KP KVU QTKIKPCN GPXKTQPOGPV��=�? ,GាGT[ 4QVJGPDGTI� CP GCTN[ RTQRQPGPV QH
GOWNCVKQP CU C FKIKVCN RTGUGTXCVKQP UVTCVGI[ UVCVGU�“VJG KFGCN CRRTQCEJ YQWNF RTQXKFG C UKPING GZVGPUKDNG� NQPI�VGTO
UQNWVKQP VJCV ECP DG FGUKIPGF QPEG CPF HQT CNN CPF CRRNKGF WPKHQTON[� CWVQOCVKECNN[� CPF KP U[PEJTQP[ 
HQT GZCORNG�
CV GXGT[ TGHTGUJ E[ENG� VQ CNN V[RGU QH FQEWOGPVU CPF OGFKC”��=�? *G HWTVJGT UVCVGU VJCV VJKU UJQWNF PQV QPN[ CRRN[ VQ
QWV QH FCVG U[UVGOU� DWV CNUQ DG WRYCTFN[ OQDKNG VQ HWVWTG WPMPQYP U[UVGOU��=�? 2TCEVKECNN[ URGCMKPI� YJGP C EGTVCKP
CRRNKECVKQP KU TGNGCUGF KP C PGY XGTUKQP� TCVJGT VJCP CFFTGUU EQORCVKDKNKV[ KUUWGU CPF OKITCVKQP HQT GXGT[ FKIKVCN QDLGEV
ETGCVGF KP VJG RTGXKQWU XGTUKQP QH VJCV CRRNKECVKQP� QPG EQWNF ETGCVG CP GOWNCVQT HQT VJG CRRNKECVKQP� CNNQYKPI CEEGUU
VQ CNN QH UCKF FKIKVCN QDLGEVU�

7.2.1 Benefits

• 2QVGPVKCNN[ DGVVGT ITCRJKEU SWCNKV[ VJCP QTKIKPCN JCTFYCTG�

• 2QVGPVKCNN[ CFFKVKQPCN HGCVWTGU QTKIKPCN JCTFYCTG FKFP	V JCXG�

• 5CXG UVCVGU

• 'OWNCVQTU CNNQY WUGTU VQ RNC[ ICOGU HQT FKUEQPVKPWGF EQPUQNGU�

• 'OWNCVQTU OCKPVCKP VJG QTKIKPCN NQQM� HGGN� CPF DGJCXKQT QH VJG FKIKVCN QDLGEV� YJKEJ KU LWUV CU KORQTVCPV CU VJG
FKIKVCN FCVC KVUGNH��=�?

• &GURKVG VJG QTKIKPCN EQUV QH FGXGNQRKPI CP GOWNCVQT� KV OC[ RTQXG VQ DG VJG OQTG EQUV GឹEKGPV UQNWVKQP QXGT
VKOG��=�?

• 4GFWEGU NCDQT JQWTU� DGECWUG TCVJGT VJCP EQPVKPWKPI CP QPIQKPI VCUM QH EQPVKPWCN FCVC OKITCVKQP HQT GXGT[
FKIKVCN QDLGEV� QPEG VJG NKDTCT[ QH RCUV CPF RTGUGPV QRGTCVKPI U[UVGOU CPF CRRNKECVKQP UQHVYCTG KU GUVCDNKUJGF KP
CP GOWNCVQT� VJGUG UCOG VGEJPQNQIKGU CTG WUGF HQT GXGT[ FQEWOGPV WUKPI VJQUG RNCVHQTOU��=�?

• /CP[ GOWNCVQTU JCXG CNTGCF[ DGGP FGXGNQRGF CPF TGNGCUGF WPFGT )07 )GPGTCN 2WDNKE .KEGPUG VJTQWIJ VJG
QRGP UQWTEG GPXKTQPOGPV� CNNQYKPI HQT YKFG UECNG EQNNCDQTCVKQP��=�?

• 'OWNCVQTU CNNQY UQHVYCTG GZENWUKXG VQ QPG U[UVGO VQ DG WUGF QP CPQVJGT� (QT GZCORNG� C 2NC[5VCVKQP � GZENWUKXG
XKFGQ ICOG EQWNF DG RNC[GF QP C 2% WUKPI CP GOWNCVQT� 6JKU KU GURGEKCNN[ WUGHWN YJGP VJG QTKIKPCN U[UVGO KU
FKឹEWNV VQ QDVCKP� QT KPEQORCVKDNG YKVJ OQFGTP GSWKROGPV 
G�I� QNF XKFGQ ICOG EQPUQNGU YJKEJ EQPPGEV XKC
CPCNQI QWVRWVU OC[ DG WPCDNG VQ EQPPGEV VQ OQFGTP 68U YJKEJ OC[ QPN[ JCXG FKIKVCN KPRWVU��

https://en.wikipedia.org/wiki/Field-programmable_gate_array
https://en.wikipedia.org/wiki/Hardware_emulation
https://en.wikipedia.org/wiki/Church-Turing_thesis
https://en.wikipedia.org/wiki/Reverse_engineering
https://en.wikipedia.org/wiki/Reverse_engineering
https://en.wikipedia.org/wiki/Digital_preservation
https://en.wikipedia.org/wiki/Obsolescence
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Computer_software
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Computing_platform
https://en.wikipedia.org/wiki/Computer_software
https://en.wikipedia.org/wiki/Digital_preservation
https://en.wikipedia.org/wiki/Computer_compatibility
https://en.wikipedia.org/wiki/Data_migration
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Wage_labour
https://en.wikipedia.org/wiki/Data_migration
https://en.wikipedia.org/wiki/Operating_systems
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Computing_platform
https://en.wikipedia.org/wiki/GNU_General_Public_License
https://en.wikipedia.org/wiki/Open_source
https://en.wikipedia.org/wiki/PlayStation_2
https://en.wikipedia.org/wiki/Video_game
https://en.wikipedia.org/wiki/Personal_computer
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7.2.2 Obstacles

• +PVGNNGEVWCN RTQRGTV[ � /CP[ VGEJPQNQI[ XGPFQTU KORNGOGPVGF PQP�UVCPFCTF HGCVWTGU FWTKPI RTQITCO FGXGNQR�
OGPV KP QTFGT VQ GUVCDNKUJ VJGKT PKEJG KP VJG OCTMGV� YJKNG UKOWNVCPGQWUN[ CRRN[KPI QPIQKPI WRITCFGU VQ TGOCKP
EQORGVKVKXG� 9JKNG VJKU OC[ JCXG CFXCPEGF VJG VGEJPQNQI[ KPFWUVT[ CPF KPETGCUGF XGPFQT	U OCTMGV UJCTG� KV
JCU NGHV WUGTU NQUV KP C RTGUGTXCVKQP PKIJVOCTG YKVJ NKVVNG UWRRQTVKPI FQEWOGPVCVKQP FWG VQ VJG RTQRTKGVCT[ PCVWTG
QH VJG JCTFYCTG CPF UQHVYCTG��=��?

• %QR[TKIJV NCYU CTG PQV [GV KP GាGEV VQ CFFTGUU UCXKPI VJG FQEWOGPVCVKQP CPF URGEKិECVKQPU QH RTQRTKGVCT[
UQHVYCTG CPF JCTFYCTG KP CP GOWNCVQT OQFWNG��=��?

• 'OWNCVQTU CTG QHVGP WUGF CU C EQR[TKIJV KPHTKPIGOGPV VQQN� UKPEG VJG[ CNNQY WUGTU VQ RNC[ XKFGQ ICOGU YKVJQWV
JCXKPI VQ DW[ VJG EQPUQNG� CPF TCTGN[ OCMG CP[ CVVGORV VQ RTGXGPV VJG WUG QH KNNGICN EQRKGU� 6JKU NGCFU VQ C
PWODGT QH NGICN WPEGTVCKPVKGU TGICTFKPI GOWNCVKQP� CPF NGCFU VQ UQHVYCTG DGKPI RTQITCOOGF VQ TGHWUG VQ YQTM KH
KV ECP VGNN VJG JQUV KU CP GOWNCVQT� UQOG XKFGQ ICOGU KP RCTVKEWNCT YKNN EQPVKPWG VQ TWP� DWV PQV CNNQY VJG RNC[GT VQ
RTQITGUU DG[QPF UQOG NCVG UVCIG KP VJG ICOG� QHVGP CRRGCTKPI VQ DG HCWNV[ QT LWUV GZVTGOGN[ FKឹEWNV��=��?�=��?
6JGUG RTQVGEVKQPU OCMG KV OQTG FKឹEWNV VQ FGUKIP GOWNCVQTU� UKPEG VJG[ OWUV DG CEEWTCVG GPQWIJ VQ CXQKF
VTKIIGTKPI VJG RTQVGEVKQPU� YJQUG GាGEVU OC[ PQV DG QDXKQWU�

• 'OWNCVQTU TGSWKTG DGVVGT JCTFYCTG VJCP VJG QTKIKPCN U[UVGO JCU�

7.3 Emulators in new media art

$GECWUG QH KVU RTKOCT[ WUG QH FKIKVCN HQTOCVU� PGY OGFKC CTV TGNKGU JGCXKN[ QP GOWNCVKQP CU C RTGUGTXCVKQP UVTCVGI[�
#TVKUVU UWEJ CU %QT[ #TECPIGN URGEKCNK\G KP TGUWTTGEVKPI QDUQNGVG VGEJPQNQIKGU KP VJGKT CTVYQTM CPF TGEQIPK\G VJG
KORQTVCPEG QH C FGEGPVTCNK\GF CPF FGKPUVKVWVKQPCNK\GF RTQEGUU HQT VJG RTGUGTXCVKQP QH FKIKVCN EWNVWTG�

https://en.wikipedia.org/wiki/Basilisk_II
https://en.wikipedia.org/wiki/Intellectual_property
https://en.wikipedia.org/wiki/Market_share
https://en.wikipedia.org/wiki/Copyright
https://en.wikipedia.org/wiki/Copyright_infringement
https://en.wikipedia.org/wiki/New_media_art
https://en.wikipedia.org/wiki/Cory_Arcangel
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+POCP[ ECUGU� VJG IQCN QH GOWNCVKQP KP PGYOGFKC CTV KU VQ RTGUGTXG C FKIKVCN OGFKWO UQ VJCV KV ECP DG UCXGF KPFGិPKVGN[
CPF TGRTQFWEGF YKVJQWV GTTQT� UQ VJCV VJGTG KU PQ TGNKCPEG QP JCTFYCTG VJCV CIGU CPF DGEQOGU QDUQNGVG� 6JG RCTCFQZ
KU VJCV VJG GOWNCVKQP CPF VJG GOWNCVQT JCXG VQ DG OCFG VQ YQTM QP HWVWTG EQORWVGTU��=��?

7.4 Emulation in future systems design

/CKP CTVKENG� (WNN U[UVGO UKOWNCVKQP

'OWNCVKQP VGEJPKSWGU CTG EQOOQPN[ WUGF FWTKPI VJG FGUKIP CPF FGXGNQROGPV QH PGY U[UVGOU� +V GCUGU VJG FGXGN�
QROGPV RTQEGUU D[ RTQXKFKPI VJG CDKNKV[ VQ FGVGEV� TGETGCVG CPF TGRCKT ីCYU KP VJG FGUKIP GXGP DGHQTG VJG U[UVGO KU
CEVWCNN[ DWKNV��=��? +V KU RCTVKEWNCTN[ WUGHWN KP VJG FGUKIP QH OWNVK�EQTGU U[UVGOU� YJGTG EQPEWTTGPE[ GTTQTU ECP DG XGT[
FKឹEWNV VQ FGVGEV CPF EQTTGEV YKVJQWV VJG EQPVTQNNGF GPXKTQPOGPV RTQXKFGF D[ XKTVWCN JCTFYCTG��=��? 6JKU CNUQ CNNQYU
VJG UQHVYCTG FGXGNQROGPV VQ VCMG RNCEG DGHQTG VJG JCTFYCTG KU TGCF[��=��? VJWU JGNRKPI VQ XCNKFCVG FGUKIP FGEKUKQPU�

7.5 Types of emulators

8JOEPXT 91 SVOOJOH BO "DPSO "SDIJNFEFT FNVMBUPS
 XIJDI JT JO UVSO SVOOJOH B 4JODMBJS ;9 4QFDUSVN FNVMBUPS�

/QUV GOWNCVQTU LWUV GOWNCVG C JCTFYCTG CTEJKVGEVWTG̶KH QRGTCVKPI U[UVGO ិTOYCTG QT UQHVYCTG KU TGSWKTGF HQT VJG
FGUKTGF UQHVYCTG� KV OWUV DG RTQXKFGF CU YGNN 
CPF OC[ KVUGNH DG GOWNCVGF�� $QVJ VJG 15 CPF VJG UQHVYCTG YKNN VJGP DG
KPVGTRTGVGF D[ VJG GOWNCVQT� TCVJGT VJCP DGKPI TWP D[ PCVKXG JCTFYCTG� #RCTV HTQO VJKU KPVGTRTGVGT HQT VJG GOWNCVGF
DKPCT[ OCEJKPG	U NCPIWCIG� UQOG QVJGT JCTFYCTG 
UWEJ CU KPRWV QT QWVRWV FGXKEGU� OWUV DG RTQXKFGF KP XKTVWCN HQTO

https://en.wikipedia.org/wiki/Full_system_simulation
https://en.wikipedia.org/wiki/Acorn_Archimedes
https://en.wikipedia.org/wiki/Sinclair_ZX_Spectrum
https://en.wikipedia.org/wiki/Interpreter_(computer_software)
https://en.wikipedia.org/wiki/Machine_language
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5FUSJT SVOOJOH PO UIF 8[POLB�-BE (BNF#PZ FNVMBUPS PO "NJHB04
 JUTFMG SVOOJOH PO &�6"& PO B NPEFSO 'FEPSB -JOVY TZTUFN�

CU YGNN� HQT GZCORNG� KH YTKVKPI VQ C URGEKិE OGOQT[ NQECVKQP UJQWNF KPីWGPEG YJCV KU FKURNC[GF QP VJG UETGGP� VJGP
VJKU YQWNF PGGF VQ DG GOWNCVGF�
9JKNG GOWNCVKQP EQWNF� KH VCMGP VQ VJG GZVTGOG� IQ FQYP VQ VJG CVQOKE NGXGN� DCUKPI KVU QWVRWV QP C UKOWNCVKQP QH
VJG CEVWCN EKTEWKVT[ HTQO C XKTVWCN RQYGT UQWTEG� VJKU YQWNF DG C JKIJN[ WPWUWCN UQNWVKQP� 'OWNCVQTU V[RKECNN[ UVQR
CV C UKOWNCVKQP QH VJG FQEWOGPVGF JCTFYCTG URGEKិECVKQPU CPF FKIKVCN NQIKE� 5WឹEKGPV GOWNCVKQP QH UQOG JCTFYCTG
RNCVHQTOU TGSWKTGU GZVTGOG CEEWTCE[� FQYP VQ VJG NGXGN QH KPFKXKFWCN ENQEM E[ENGU� WPFQEWOGPVGF HGCVWTGU� WPRTG�
FKEVCDNG CPCNQI GNGOGPVU� CPF KORNGOGPVCVKQP DWIU� 6JKU KU RCTVKEWNCTN[ VJG ECUG YKVJ ENCUUKE JQOG EQORWVGTU UWEJ
CU VJG %QOOQFQTG ��� YJQUG UQHVYCTG QHVGP FGRGPFU QP JKIJN[ UQRJKUVKECVGF NQY�NGXGN RTQITCOOKPI VTKEMU KPXGPVGF
D[ ICOG RTQITCOOGTU CPF VJG FGOQUEGPG�
+P EQPVTCUV� UQOG QVJGT RNCVHQTOU JCXG JCF XGT[ NKVVNG WUG QH FKTGEV JCTFYCTG CFFTGUUKPI� +P VJGUG ECUGU� C UKORNG
EQORCVKDKNKV[ NC[GT OC[ UWឹEG� 6JKU VTCPUNCVGU U[UVGO ECNNU HQT VJG GOWNCVGF U[UVGO KPVQ U[UVGO ECNNU HQT VJG JQUV
U[UVGO G�I�� VJG .KPWZ EQORCVKDKNKV[ NC[GT WUGF QP �$5& VQ TWP ENQUGF UQWTEG .KPWZ PCVKXG UQHVYCTG QP (TGG$5&�
0GV$5& CPF 1RGP$5&� (QT GZCORNG� YJKNG VJG 0KPVGPFQ �� ITCRJKE RTQEGUUQT YCU HWNN[ RTQITCOOCDNG� OQUV ICOGU
WUGF QPG QH C HGY RTG�OCFG RTQITCOU� YJKEJ YGTG OQUVN[ UGNH�EQPVCKPGF CPF EQOOWPKECVGF YKVJ VJG ICOG XKC (+(1�
VJGTGHQTG� OCP[ GOWNCVQTU FQ PQV GOWNCVG VJG ITCRJKE RTQEGUUQT CV CNN� DWV UKORN[ KPVGTRTGV VJG EQOOCPFU TGEGKXGF
HTQO VJG %27 CU VJG QTKIKPCN RTQITCO YQWNF�
&GXGNQRGTU QH UQHVYCTG HQT GODGFFGF U[UVGOU QT XKFGQ ICOG EQPUQNGU QHVGP FGUKIP VJGKT UQHVYCTG QP GURGEKCNN[ CE�
EWTCVG GOWNCVQTU ECNNGF UKOWNCVQTU DGHQTG VT[KPI KV QP VJG TGCN JCTFYCTG� 6JKU KU UQ VJCV UQHVYCTG ECP DG RTQFWEGF
CPF VGUVGF DGHQTG VJG ិPCN JCTFYCTG GZKUVU KP NCTIG SWCPVKVKGU� UQ VJCV KV ECP DG VGUVGF YKVJQWV VCMKPI VJG VKOG VQ EQR[
VJG RTQITCO VQ DG FGDWIIGF CV C NQY NGXGN CPF YKVJQWV KPVTQFWEKPI VJG UKFG GាGEVU QH C FGDWIIGT� +P OCP[ ECUGU� VJG
UKOWNCVQT KU CEVWCNN[ RTQFWEGF D[ VJG EQORCP[ RTQXKFKPI VJG JCTFYCTG� YJKEJ VJGQTGVKECNN[ KPETGCUGU KVU CEEWTCE[�
/CVJ EQRTQEGUUQT GOWNCVQTU CNNQY RTQITCOU EQORKNGF YKVJ OCVJ KPUVTWEVKQPU VQ TWP QP OCEJKPGU VJCV FQP	V JCXG VJG
EQRTQEGUUQT KPUVCNNGF� DWV VJG GZVTC YQTM FQPG D[ VJG %27 OC[ UNQY VJG U[UVGO FQYP� +H C OCVJ EQRTQEGUUQT KUP	V
KPUVCNNGF QT RTGUGPV QP VJG %27� YJGP VJG %27 GZGEWVGU CP[ EQRTQEGUUQT KPUVTWEVKQP KV YKNN OCMG C FGVGTOKPGF KPVGT�
TWRV 
EQRTQEGUUQT PQV CXCKNCDNG�� ECNNKPI VJG OCVJ GOWNCVQT TQWVKPGU� 9JGP VJG KPUVTWEVKQP KU UWEEGUUHWNN[ GOWNCVGF�
VJG RTQITCO EQPVKPWGU GZGEWVKPI�

https://en.wikipedia.org/wiki/Tetris
https://en.wikipedia.org/wiki/Wzonka-Lad
https://en.wikipedia.org/wiki/AmigaOS
https://en.wikipedia.org/wiki/UAE_(emulator)
https://en.wikipedia.org/wiki/Fedora_(operating_system)
https://en.wikipedia.org/wiki/Commodore_64
https://en.wikipedia.org/wiki/Demoscene
https://en.wikipedia.org/wiki/Compatibility_layer
https://en.wikipedia.org/wiki/Nintendo_64
https://en.wikipedia.org/wiki/FIFO
https://en.wikipedia.org/wiki/Embedded_system
https://en.wikipedia.org/wiki/Video_game_console
https://en.wikipedia.org/wiki/Simulation#Computer_science
https://en.wikipedia.org/wiki/Debugger
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7.6 Structure of an emulator

6[RKECNN[� CP GOWNCVQT KU FKXKFGF KPVQ OQFWNGU VJCV EQTTGURQPF TQWIJN[ VQ VJG GOWNCVGF EQORWVGT	U UWDU[UVGOU� /QUV
QHVGP� CP GOWNCVQT YKNN DG EQORQUGF QH VJG HQNNQYKPI OQFWNGU�

• C %27 GOWNCVQT QT %27 UKOWNCVQT 
VJG VYQ VGTOU CTG OQUVN[ KPVGTEJCPIGCDNG KP VJKU ECUG�� WPNGUU VJG VCTIGV
DGKPI GOWNCVGF JCU VJG UCOG %27 CTEJKVGEVWTG CU VJG JQUV� KP YJKEJ ECUG C XKTVWCN OCEJKPG NC[GT OC[ DG WUGF
KPUVGCF

• C OGOQT[ UWDU[UVGO OQFWNG

• XCTKQWU +�1 FGXKEGU GOWNCVQTU

$WUGU CTG QHVGP PQV GOWNCVGF� GKVJGT HQT TGCUQPU QH RGTHQTOCPEG QT UKORNKEKV[� CPF XKTVWCN RGTKRJGTCNU EQOOWPKECVG
FKTGEVN[ YKVJ VJG %27 QT VJG OGOQT[ UWDU[UVGO�

7.6.1 Memory subsystem

+V KU RQUUKDNG HQT VJG OGOQT[ UWDU[UVGO GOWNCVKQP VQ DG TGFWEGF VQ UKORN[ CP CTTC[ QH GNGOGPVU GCEJ UK\GF NKMG CP
GOWNCVGF YQTF� JQYGXGT� VJKU OQFGN HCNNU XGT[ SWKEMN[ CU UQQP CU CP[ NQECVKQP KP VJG EQORWVGT	U NQIKECN OGOQT[ FQGU
PQV OCVEJ RJ[UKECN OGOQT[�
6JKU ENGCTN[ KU VJG ECUG YJGPGXGT VJG GOWNCVGF JCTFYCTG CNNQYU HQT CFXCPEGF OGOQT[ OCPCIGOGPV 
KP YJKEJ ECUG�
VJG //7 NQIKE ECP DG GODGFFGF KP VJG OGOQT[ GOWNCVQT� OCFG C OQFWNG QH KVU QYP� QT UQOGVKOGU KPVGITCVGF KPVQ
VJG %27 UKOWNCVQT��
'XGP KH VJG GOWNCVGF EQORWVGT FQGU PQV HGCVWTG CP //7� VJQWIJ� VJGTG CTG WUWCNN[ QVJGT HCEVQTU VJCV DTGCM VJG
GSWKXCNGPEG DGVYGGP NQIKECN CPF RJ[UKECN OGOQT[� OCP[ 
KH PQV OQUV� CTEJKVGEVWTGU QាGT OGOQT[�OCRRGF +�1� GXGP
VJQUG VJCV FQ PQV QHVGP JCXG C DNQEM QH NQIKECN OGOQT[ OCRRGF VQ 41/� YJKEJ OGCPU VJCV VJG OGOQT[�CTTC[ OQFWNG
OWUV DG FKUECTFGF KH VJG TGCF�QPN[ PCVWTG QH 41/ KU VQ DG GOWNCVGF� (GCVWTGU UWEJ CU DCPM UYKVEJKPI QT UGIOGPVCVKQP
OC[ CNUQ EQORNKECVG OGOQT[ GOWNCVKQP�
#U C TGUWNV� OQUV GOWNCVQTU KORNGOGPV CV NGCUV VYQ RTQEGFWTGU HQT YTKVKPI VQ CPF TGCFKPI HTQO NQIKECN OGOQT[� CPF
KV KU VJGUG RTQEGFWTGU	 FWV[ VQ OCR GXGT[ CEEGUU VQ VJG EQTTGEV NQECVKQP QH VJG EQTTGEV QDLGEV�
1P C DCUG�NKOKV CFFTGUUKPI U[UVGO YJGTG OGOQT[ HTQO CFFTGUU � VQ CFFTGUU 30.4*;&�� KU TGCF�QPN[ OGOQT[� YJKNG
VJG TGUV KU 4#/� UQOGVJKPI CNQPI VJG NKPG QH VJG HQNNQYKPI RTQEGFWTGU YQWNF DG V[RKECN�
XQKF 9TKVG/GOQT[
YQTF #FFTGUU� YQTF 8CNWG� ] YQTF 4GCN#FFTGUU� 4GCN#FFTGUU � #FFTGUU 
 $CUG4GIKUVGT� KH


4GCN#FFTGUU � .KOKV4GIKUVGT� �� 
4GCN#FFTGUU  41/5+<'�� ] /GOQT[=4GCN#FFTGUU? � 8CNWG� _ GNUG ] 4CK�
UG+PVGTTWRV
+06A5')(#7.6�� _ _
YQTF 4GCF/GOQT[
YQTF #FFTGUU� ] YQTF 4GCN#FFTGUU� 4GCN#FFTGUU�#FFTGUU
$CUG4GIKUVGT� KH 
4GCN#FFTGUU �
.KOKV4GIKUVGT� ] TGVWTP /GOQT[=4GCN#FFTGUU?� _ GNUG ] 4CKUG+PVGTTWRV
+06A5')(#7.6�� TGVWTP 07..� _ _

7.6.2 CPU simulator

6JG %27 UKOWNCVQT KU QHVGP VJG OQUV EQORNKECVGF RCTV QH CP GOWNCVQT� /CP[ GOWNCVQTU CTG YTKVVGP WUKPI “RTG�
RCEMCIGF”%27 UKOWNCVQTU� KP QTFGT VQ EQPEGPVTCVG QP IQQF CPF GឹEKGPV GOWNCVKQP QH C URGEKិE OCEJKPG�
6JG UKORNGUV HQTO QH C %27 UKOWNCVQT KU CP KPVGTRTGVGT� YJKEJ KU C EQORWVGT RTQITCO VJCV HQNNQYU VJG GZGEWVKQP ីQY
QH VJG GOWNCVGF RTQITCO EQFG CPF� HQT GXGT[ OCEJKPG EQFG KPUVTWEVKQP GPEQWPVGTGF� GZGEWVGU QRGTCVKQPU QP VJG JQUV
RTQEGUUQT VJCV CTG UGOCPVKECNN[ GSWKXCNGPV VQ VJG QTKIKPCN KPUVTWEVKQPU�
6JKU KU OCFG RQUUKDNG D[ CUUKIPKPI C XCTKCDNG VQ GCEJ TGIKUVGT CPF ីCI QH VJG UKOWNCVGF %27� 6JG NQIKE QH VJG UKOWNCVGF
%27 ECP VJGP OQTG QT NGUU DG FKTGEVN[ VTCPUNCVGF KPVQ UQHVYCTG CNIQTKVJOU� ETGCVKPI C UQHVYCTG TG�KORNGOGPVCVKQP VJCV
DCUKECNN[ OKTTQTU VJG QTKIKPCN JCTFYCTG KORNGOGPVCVKQP�
6JG HQNNQYKPI GZCORNG KNNWUVTCVGU JQY %27 UKOWNCVKQP ECP DG CEEQORNKUJGF D[ CP KPVGTRTGVGT� +P VJKU ECUG� KPVGTTWRVU
CTG EJGEMGF�HQT DGHQTG GXGT[ KPUVTWEVKQP GZGEWVGF� VJQWIJ VJKU DGJCXKQT KU TCTG KP TGCN GOWNCVQTU HQT RGTHQTOCPEG
TGCUQPU 
KV KU IGPGTCNN[ HCUVGT VQ WUG C UWDTQWVKPG VQ FQ VJG YQTM QH CP KPVGTTWRV��

https://en.wikipedia.org/wiki/Modular_programming
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Physical_memory
https://en.wikipedia.org/wiki/Memory_management_unit
https://en.wikipedia.org/wiki/Memory-mapped_I/O
https://en.wikipedia.org/wiki/Read-only_memory
https://en.wikipedia.org/wiki/Bank_switching
https://en.wikipedia.org/wiki/Memory_segment
https://en.wikipedia.org/wiki/Base-limit_addressing
https://en.wikipedia.org/wiki/Interpreter_(computing)
https://en.wikipedia.org/wiki/Variable_(programming)
https://en.wikipedia.org/wiki/Processor_register
https://en.wikipedia.org/wiki/Flag_(computing)
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XQKF 'ZGEWVG
XQKF� ] KH 
+PVGTTWRV �� +06A010'� ] 5WRGT7UGT � 647'� 9TKVG/GOQT[


5VCEM2QKPVGT� 2TQITCO�
%QWPVGT�� 2TQITCO%QWPVGT � +PVGTTWRV2QKPVGT� _ UYKVEJ 
4GCF/GOQT[
2TQITCO%QWPVGT

�� ] �� � *CPFNKPI QH
GXGT[ XCNKF KPUVTWEVKQP � IQGU JGTG��� �� FGHCWNV� +PVGTTWRV � +06A+..')#.� _ _

+PVGTRTGVGTU CTG XGT[ RQRWNCT CU EQORWVGT UKOWNCVQTU� CU VJG[ CTG OWEJ UKORNGT VQ KORNGOGPV VJCP OQTG VKOG�GឹEKGPV
CNVGTPCVKXG UQNWVKQPU� CPF VJGKT URGGF KU OQTG VJCP CFGSWCVG HQT GOWNCVKPI EQORWVGTU QH OQTG VJCP TQWIJN[ C FGECFG
CIQ QP OQFGTP OCEJKPGU�
*QYGXGT� VJG URGGF RGPCNV[ KPJGTGPV KP KPVGTRTGVCVKQP ECP DG C RTQDNGO YJGP GOWNCVKPI EQORWVGTU YJQUG RTQEGUUQT
URGGF KU QP VJG UCOG QTFGT QH OCIPKVWFG CU VJG JQUV OCEJKPG� 7PVKN PQV OCP[ [GCTU CIQ� GOWNCVKQP KP UWEJ UKVWCVKQPU
YCU EQPUKFGTGF EQORNGVGN[ KORTCEVKECN D[ OCP[�
9JCV CNNQYGF DTGCMKPI VJTQWIJ VJKU TGUVTKEVKQP YGTG VJG CFXCPEGU KP F[PCOKE TGEQORKNCVKQP VGEJPKSWGU� 5KORNG B
QSJPSJ VTCPUNCVKQP QH GOWNCVGF RTQITCO EQFG KPVQ EQFG TWPPCDNG QP VJG JQUV CTEJKVGEVWTG KU WUWCNN[ KORQUUKDNG DGECWUG
QH UGXGTCN TGCUQPU�

• EQFG OC[ DG OQFKិGF YJKNG KP 4#/� GXGP KH KV KU OQFKិGF QPN[ D[ VJG GOWNCVGF QRGTCVKPI U[UVGOYJGP NQCFKPI
VJG EQFG 
HQT GZCORNG HTQO FKUM�

• VJGTG OC[ PQV DG C YC[ VQ TGNKCDN[ FKUVKPIWKUJ FCVC 
YJKEJ UJQWNF PQV DG VTCPUNCVGF� HTQO GZGEWVCDNG EQFG�

8CTKQWU HQTOU QH F[PCOKE TGEQORKNCVKQP� KPENWFKPI VJG RQRWNCT ,WUV +P 6KOG EQORKNGT 
,+6� VGEJPKSWG� VT[ VQ EKT�
EWOXGPV VJGUG RTQDNGOU D[ YCKVKPI WPVKN VJG RTQEGUUQT EQPVTQN ីQY LWORU KPVQ C NQECVKQP EQPVCKPKPI WPVTCPUNCVGF
EQFG� CPF QPN[ VJGP 
“LWUV KP VKOG”� VTCPUNCVGU C DNQEM QH VJG EQFG KPVQ JQUV EQFG VJCV ECP DG GZGEWVGF� 6JG VTCPU�
NCVGF EQFG KU MGRV KP C DPEF DBDIF� CPF VJG QTKIKPCN EQFG KU PQV NQUV QT CាGEVGF� VJKU YC[� GXGP FCVC UGIOGPVU ECP DG

OGCPKPINGUUN[� VTCPUNCVGF D[ VJG TGEQORKNGT� TGUWNVKPI KP PQ OQTG VJCP C YCUVG QH VTCPUNCVKQP VKOG�
5RGGF OC[ PQV DG FGUKTCDNG CU UQOG QNFGT ICOGU YGTG PQV FGUKIPGF YKVJ VJG URGGF QH HCUVGT EQORWVGTU KP OKPF� #
ICOG FGUKIPGF HQT C �� /*\ 2% YKVJ C NGXGN VKOGT QH ��� ICOG UGEQPFU OKIJV QPN[ IKXG VJG RNC[GT �� UGEQPFU QP
C ��� /*\ 2%� 1VJGT RTQITCOU� UWEJ CU UQOG &15 RTQITCOU� OC[ PQV GXGP TWP QP HCUVGT EQORWVGTU� 2CTVKEWNCTN[
YJGP GOWNCVKPI EQORWVGTU YJKEJ YGTG“ENQUGF�DQZ”� KP YJKEJ EJCPIGU VQ VJG EQTG QH VJG U[UVGO YGTG PQV V[RKECN�
UQHVYCTG OC[ WUG VGEJPKSWGU VJCV FGRGPF QP URGEKិE EJCTCEVGTKUVKEU QH VJG EQORWVGT KV TCP QP 
K�G� KVU %27	U URGGF�
CPF VJWU RTGEKUG EQPVTQN QH VJG URGGF QH GOWNCVKQP KU KORQTVCPV HQT UWEJ CRRNKECVKQPU VQ DG RTQRGTN[ GOWNCVGF�

7.6.3 I/O

/QUV GOWNCVQTU FQ PQV� CU OGPVKQPGF GCTNKGT� GOWNCVG VJG OCKP U[UVGO DWU� GCEJ +�1 FGXKEG KU VJWU QHVGP VTGCVGF CU C
URGEKCN ECUG� CPF PQ EQPUKUVGPV KPVGTHCEG HQT XKTVWCN RGTKRJGTCNU KU RTQXKFGF�
6JKU ECP TGUWNV KP C RGTHQTOCPEG CFXCPVCIG� UKPEG GCEJ +�1OQFWNG ECP DG VCKNQTGF VQ VJG EJCTCEVGTKUVKEU QH VJG GOWNCVGF
FGXKEG� FGUKIPU DCUGF QP C UVCPFCTF� WPKិGF +�1 #2+ ECP� JQYGXGT� TKXCN UWEJ UKORNGT OQFGNU� KH YGNN VJQWIJV�QWV� CPF
VJG[ JCXG VJG CFFKVKQPCN CFXCPVCIG QH“CWVQOCVKECNN[”RTQXKFKPI C RNWI�KP UGTXKEG VJTQWIJ YJKEJ VJKTF�RCTV[ XKTVWCN
FGXKEGU ECP DG WUGF YKVJKP VJG GOWNCVQT�
# WPKិGF +�1 #2+ OC[ PQV PGEGUUCTKN[ OKTTQT VJG UVTWEVWTG QH VJG TGCN JCTFYCTG DWU� DWU FGUKIP KU NKOKVGF D[ UGX�
GTCN GNGEVTKE EQPUVTCKPVU CPF C PGGF HQT JCTFYCTG EQPEWTTGPE[ OCPCIGOGPV VJCV ECP OQUVN[ DG KIPQTGF KP C UQHVYCTG
KORNGOGPVCVKQP�
'XGP KP GOWNCVQTU VJCV VTGCV GCEJ FGXKEG CU C URGEKCN ECUG� VJGTG KU WUWCNN[ C EQOOQP DCUKE KPHTCUVTWEVWTG HQT�

• OCPCIKPI KPVGTTWRVU� D[ OGCPU QH C RTQEGFWTG VJCV UGVU ីCIU TGCFCDNG D[ VJG %27 UKOWNCVQT YJGPGXGT CP
KPVGTTWRV KU TCKUGF� CNNQYKPI VJG XKTVWCN %27 VQ“RQNN HQT 
XKTVWCN� KPVGTTWRVU”

• YTKVKPI VQ CPF TGCFKPI HTQO RJ[UKECN OGOQT[� D[ OGCPU QH VYQ RTQEGFWTGU UKOKNCT VQ VJG QPGU FGCNKPI YKVJ
NQIKECN OGOQT[ 
CNVJQWIJ� EQPVTCT[ VQ VJG NCVVGT� VJG HQTOGT DBO QHVGP DG NGHV QWV� CPF FKTGEV TGHGTGPEGU VQ VJG
OGOQT[ CTTC[ DG GORNQ[GF KPUVGCF�

https://en.wikipedia.org/wiki/Order_of_magnitude
https://en.wikipedia.org/wiki/Dynamic_recompilation
https://en.wikipedia.org/wiki/Self-modifying_code
https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Executable
https://en.wikipedia.org/wiki/Code
https://en.wikipedia.org/wiki/JIT_compiler
https://en.wikipedia.org/wiki/Cache_(computing)
https://en.wikipedia.org/wiki/System_bus
https://en.wikipedia.org/wiki/Application_programming_interface
https://en.wikipedia.org/wiki/Parallel_programming
https://en.wikipedia.org/wiki/Interrupt
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7.7 Emulation versus simulation

6JG YQTF“GOWNCVQT”YCU EQKPGF KP ���� CV +$/�=��? FWTKPI FGXGNQROGPV QH VJG 02. 
+$/ ���� RTQFWEV NKPG�
WUKPI C“PGY EQODKPCVKQP QH UQHVYCTG� OKETQEQFG� CPF JCTFYCTG”��=��? 6JG[ FKUEQXGTGF VJCV WUKPI OKETQEQFG JCTF�
YCTG KPUVGCF QH UQHVYCTG UKOWNCVKQP� VQ GZGEWVG RTQITCOU YTKVVGP HQT GCTNKGT +$/ EQORWVGTU� FTCOCVKECNN[ KPETGCUGF
UKOWNCVKQP URGGF� 'CTNKGT� +$/ RTQXKFGF UKOWNCVQTU HQT� G�I�� VJG ��� QP VJG �����=��?
+P CFFKVKQP VQ UKOWNCVQTU� +$/JCF EQORCVKDKNKV[ HGCVWTGU QP VJG ��� CPF ������=��? HQT YJKEJ KV RTQXKFGF VJG +$/���
EQORWVGT YKVJ C RTQITCO VQ TWP NGICE[ RTQITCOU YTKVVGP HQT VJG +$/ ��� QP VJG ��� CPF NCVGT QP VJG +$/ ����� 6JKU
RTQITCO WUGF VJG KPUVTWEVKQPU CFFGF D[ VJG EQORCVKDKNKV[ HGCVWTG�=��? VQ VTCR KPUVTWEVKQPU TGSWKTKPI URGEKCN JCPFNKPI�
CNN QVJGT ��� KPUVTWEVKQPU TCP VJG UCOG QP C ����� 6JG EQORCVKDKNKV[ HGCVWTG QP VJG �����=��? QPN[ TGSWKTGF UGVVKPI
C EQPUQNG VQIING UYKVEJ� PQV C UWRRQTV RTQITCO�
+P ����� YJGP OKETQEQFG YCU ិTUV WUGF VQ URGGF WR VJKU UKOWNCVKQP RTQEGUU� +$/ GPIKPGGTU EQKPGF VJG VGTO“GOW�
NCVQT”VQ FGUETKDG VJG EQPEGRV�
+V JCU TGEGPVN[ DGEQOG EQOOQP VQ WUG VJG YQTF “GOWNCVG”KP VJG EQPVGZV QH UQHVYCTG� *QYGXGT� DGHQTG �����
“GOWNCVKQP”TGHGTTGF QPN[ VQ GOWNCVKQP YKVJ C JCTFYCTG QT OKETQEQFG CUUKUV� YJKNG“UKOWNCVKQP”TGHGTTGF VQ RWTG
UQHVYCTG GOWNCVKQP��=��? (QT GZCORNG� C EQORWVGT URGEKCNN[ DWKNV HQT TWPPKPI RTQITCOU FGUKIPGF HQT CPQVJGT CTEJK�
VGEVWTG KU CP GOWNCVQT� +P EQPVTCUV� C UKOWNCVQT EQWNF DG C RTQITCO YJKEJ TWPU QP C 2%� UQ VJCV QNF #VCTK ICOGU ECP
DG UKOWNCVGF QP KV� 2WTKUVU EQPVKPWG VQ KPUKUV QP VJKU FKUVKPEVKQP� DWV EWTTGPVN[ VJG VGTO “GOWNCVKQP”QHVGP OGCPU
VJG EQORNGVG KOKVCVKQP QH C OCEJKPG GZGEWVKPI DKPCT[ EQFG YJKNG“UKOWNCVKQP”QHVGP TGHGTU VQ EQORWVGT UKOWNCVKQP�
YJGTG C EQORWVGT RTQITCO KU WUGF VQ UKOWNCVG CP CDUVTCEV OQFGN� %QORWVGT UKOWNCVKQP KU WUGF KP XKTVWCNN[ GXGT[
UEKGPVKិE CPF GPIKPGGTKPI FQOCKP CPF %QORWVGT 5EKGPEG KU PQ GZEGRVKQP� YKVJ UGXGTCN RTQLGEVU UKOWNCVKPI CDUVTCEV
OQFGNU QH EQORWVGT U[UVGOU� UWEJ CU PGVYQTM UKOWNCVKQP�

7.8 Logic simulators

/CKP CTVKENG� .QIKE UKOWNCVKQP

.QIKE UKOWNCVKQP KU VJG WUG QH C EQORWVGT RTQITCO VQ UKOWNCVG VJG QRGTCVKQP QH C FKIKVCN EKTEWKV UWEJ CU C RTQEGUUQT�
6JKU KU FQPG CHVGT C FKIKVCN EKTEWKV JCU DGGP FGUKIPGF KP NQIKE GSWCVKQPU� DWV DGHQTG VJG EKTEWKV KU HCDTKECVGF KP JCTFYCTG�

7.9 Functional simulators

/CKP CTVKENG� *KIJ NGXGN GOWNCVKQP

(WPEVKQPCN UKOWNCVKQP KU VJG WUG QH C EQORWVGT RTQITCO VQ UKOWNCVG VJG GZGEWVKQP QH C UGEQPF EQORWVGT RTQITCO
YTKVVGP KP U[ODQNKE CUUGODN[ NCPIWCIG QT EQORKNGT NCPIWCIG� TCVJGT VJCP KP DKPCT[OCEJKPG EQFG� $[ WUKPI C HWPEVKQPCN
UKOWNCVQT� RTQITCOOGTU ECP GZGEWVG CPF VTCEG UGNGEVGF UGEVKQPU QH UQWTEG EQFG VQ UGCTEJ HQT RTQITCOOKPI GTTQTU

DWIU�� YKVJQWV IGPGTCVKPI DKPCT[ EQFG� 6JKU KU FKUVKPEV HTQO UKOWNCVKPI GZGEWVKQP QH DKPCT[ EQFG� YJKEJ KU UQHVYCTG
GOWNCVKQP�
6JG ិTUV HWPEVKQPCN UKOWNCVQT YCU YTKVVGP D[ #WVQPGVKEU CDQWV ���� HQT VGUVKPI CUUGODN[ NCPIWCIG RTQITCOU HQT NCVGT
GZGEWVKQP KP OKNKVCT[ EQORWVGT &���$� 6JKU OCFG KV RQUUKDNG HQT ីKIJV RTQITCOU VQ DG YTKVVGP� GZGEWVGF� CPF VGUVGF
DGHQTG &���$ EQORWVGT JCTFYCTG JCF DGGP DWKNV� #WVQPGVKEU CNUQ RTQITCOOGF C HWPEVKQPCN UKOWNCVQT HQT VGUVKPI
ីKIJV RTQITCOU HQT NCVGT GZGEWVKQP KP VJG OKNKVCT[ EQORWVGT &���%�

7.10 Video game console emulators

/CKP CTVKENG� 8KFGQ ICOG EQPUQNG GOWNCVQT

8KFGQ ICOG EQPUQNG GOWNCVQTU CTG RTQITCOU VJCV CNNQY C RGTUQPCN EQORWVGT QT XKFGQ ICOG EQPUQNG VQ GOWNCVG CPQVJGT
XKFGQ ICOG EQPUQNG� 6JG[ CTG OQUV QHVGP WUGF VQ RNC[ QNFGT XKFGQ ICOGU QP RGTUQPCN EQORWVGTU CPF OQTG EQPVGO�
RQTCT[ XKFGQ ICOG EQPUQNGU� DWV VJG[ CTG CNUQ WUGF VQ VTCPUNCVG ICOGU KPVQ QVJGT NCPIWCIGU� VQ OQFKH[ GZKUVKPI ICOGU�

https://en.wikipedia.org/wiki/IBM_360
https://en.wikipedia.org/wiki/Microcode
https://en.wikipedia.org/wiki/Interpreter_(computing)
https://en.wikipedia.org/wiki/IBM_650
https://en.wikipedia.org/wiki/IBM_705
https://en.wikipedia.org/wiki/IBM_709
https://en.wikipedia.org/wiki/IBM_7090
https://en.wikipedia.org/wiki/IBM_704
https://en.wikipedia.org/wiki/IBM_709
https://en.wikipedia.org/wiki/IBM_1410
https://en.wikipedia.org/wiki/Computer_simulation
https://en.wikipedia.org/wiki/Network_simulation
https://en.wikipedia.org/wiki/Logic_simulation
https://en.wikipedia.org/wiki/High_level_emulation
https://en.wikipedia.org/wiki/Assembly_language
https://en.wikipedia.org/wiki/Compiler
https://en.wikipedia.org/wiki/Machine_code
https://en.wikipedia.org/wiki/Autonetics
https://en.wikipedia.org/wiki/D-17B
https://en.wikipedia.org/wiki/D-37C
https://en.wikipedia.org/wiki/Video_game_console_emulator
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CPF KP VJG FGXGNQROGPV RTQEGUU QH JQOG DTGY FGOQU CPF PGY ICOGU HQT QNFGT U[UVGOU� 6JG KPVGTPGV JCU JGNRGF KP
VJG URTGCF QH EQPUQNG GOWNCVQTU� CU OQUV � KH PQV CNN � YQWNF DG WPCXCKNCDNG HQT UCNG KP TGVCKN QWVNGVU� 'ZCORNGU QH
EQPUQNG GOWNCVQTU VJCV JCXG DGGP TGNGCUGF KP VJG NCUV � FGECFGU CTG� &QNRJKP� 2%5:�� 225522� <UPGU� -GIC (WUKQP�
&GUOWOG� 'RUZG� 2TQLGEV��� 8KUWCN $Q[ #FXCPEG� 0WNN&% CPF 0GUVQRKC�

7.11 Terminal emulators

/CKP CTVKENG� 6GTOKPCN GOWNCVQT

6GTOKPCN GOWNCVQTU CTG UQHVYCTG RTQITCOU VJCV RTQXKFG OQFGTP EQORWVGTU CPF FGXKEGU KPVGTCEVKXG CEEGUU VQ CRRNK�
ECVKQPU TWPPKPI QP OCKPHTCOG EQORWVGT QRGTCVKPI U[UVGOU QT QVJGT JQUV U[UVGOU UWEJ CU *2�7: QT 1RGP8/5�
6GTOKPCNU UWEJ CU VJG +$/ ���� QT 86��� CPF OCP[ QVJGTU� CTG PQ NQPIGT RTQFWEGF CU RJ[UKECN FGXKEGU� +PUVGCF�
UQHVYCTG TWPPKPI QP OQFGTP QRGTCVKPI U[UVGOU UKOWNCVGU C “FWOD”VGTOKPCN CPF KU CDNG VQ TGPFGT VJG ITCRJKECN
CPF VGZV GNGOGPVU QH VJG JQUV CRRNKECVKQP� UGPF MG[UVTQMGU CPF RTQEGUU EQOOCPFU WUKPI VJG CRRTQRTKCVG VGTOKPCN
RTQVQEQN� 5QOG VGTOKPCN GOWNCVKQP CRRNKECVKQPU KPENWFG #VVCEJOCVG 4GីGEVKQP� +$/ 2GTUQPCN %QOOWPKECVKQPU�
5VTQOCU[U %*#410�8#:�#:2 CPF /KETQ (QEWU 4WODC�

7.12 In literature

8GTPQT 8KPIG	U ���� PQXGN " %FFQOFTT JO UIF 4LZ FGRKEVU C JWOCP KPVGTUVGNNCT EWNVWTG VJCV TGNKGU QP UQHVYCTG YTKVVGP
QXGT ិXG VJQWUCPF [GCTU� UQOG HTQO“DGHQTG *WOCPMKPF GXGT NGHV 'CTVJ”� +VU EQORWVGTU UVKNN“ECP TWP OQUV QH
VJGO”VJTQWIJ“C OKNNKQP OKNNKQP EKTEWKVQWU VJTGCFU QH KPJGTKVCPEG ��� NC[GTU WRQP NC[GTU QH UWRRQTV”�“&QYP CV VJG
XGT[ DQVVQO”QH VJG EWNVWTG	U“KPETGFKDN[ EQORNGZ”VKOGMGGRKPI U[UVGOU� HQT GZCORNG�“YCU C NKVVNG RTQITCO VJCV TCP
C EQWPVGT =HTQO? VJG ��UGEQPF QH QPG QH *WOCPMKPF	U ិTUV EQORWVGT QRGTCVKPI U[UVGOU�� 2TQITCOOGT�CTEJCGQNQIKUVU
ិPF CPF OQFKH[ QNF UQHVYCTG YTKVVGP JWPFTGFU QH [GCTU CIQ 
QPG EJCTCEVGT UVCVGU VJCV“CNN QH VJGO CTG DWII[”� VQ
UQNXG OQFGTP RTQDNGOU��=��?

7.13 Legal controversy

4FF BSUJDMF $POTPMF FNVMBUPS̶-FHBM JTTVFT

7.14 See also

• 6JG NKUV QH GOWNCVQTU

• 6JG NKUV QH XKFGQ ICOG GOWNCVQTU

• 6JG NKUV QH EQORWVGT U[UVGO GOWNCVQTU

• %QORWVGT UKOWNCVKQP KU VJG NCTIGT ិGNF QH OQFGNKPI TGCN�YQTNF RJGPQOGPQP 
G�I� RJ[UKEU CPF GEQPQO[� WUKPI
EQORWVGTU�

• 1VJGT WUGU QH VJG VGTO“GOWNCVQT”KP VJG ិGNF QH EQORWVGT UEKGPEG�

• %QPUQNG GOWNCVQT
• (NCUJ GOWNCVQT
• +PUVTWEVKQP UGV UKOWNCVQT
• 0GVYQTM GOWNCVKQP
• 5GTXGT GOWNCVQT
• 6GTOKPCN GOWNCVQT

• 5GOWNCVKQP

https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Dolphin_(emulator)
https://en.wikipedia.org/wiki/PCSX2
https://en.wikipedia.org/wiki/PPSSPP
https://en.wikipedia.org/wiki/Zsnes
https://en.wikipedia.org/wiki/Kega_Fusion
https://en.wikipedia.org/wiki/Desmume
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Chapter 8

Snapshot (computer storage)

+P EQORWVGT U[UVGOU� C snapshot KU VJG UVCVG QH C U[UVGO CV C RCTVKEWNCT RQKPV KP VKOG� 6JG VGTO YCU EQKPGF CU CP
CPCNQI[ VQ VJCV KP RJQVQITCRJ[� +V ECP TGHGT VQ CP CEVWCN EQR[ QH VJG UVCVG QH C U[UVGO QT VQ C ECRCDKNKV[ RTQXKFGF D[
EGTVCKP U[UVGOU�

8.1 Rationale

# HWNN DCEMWR QH C NCTIG FCVC UGV OC[ VCMG C NQPI VKOG VQ EQORNGVG� 1P OWNVK�VCUMKPI QT OWNVK�WUGT U[UVGOU� VJGTG
OC[ DG YTKVGU VQ VJCV FCVC YJKNG KV KU DGKPI DCEMGF WR� 6JKU RTGXGPVU VJG DCEMWR HTQO DGKPI CVQOKE CPF KPVTQFWEGU C
XGTUKQP UMGY VJCV OC[ TGUWNV KP FCVC EQTTWRVKQP� (QT GZCORNG� KH C WUGT OQXGU C ិNG KPVQ C FKTGEVQT[ VJCV JCU CNTGCF[
DGGP DCEMGF WR� VJGP VJCV ិNG YQWNF DG EQORNGVGN[ OKUUKPI QP VJG DCEMWR OGFKC� UKPEG VJG DCEMWR QRGTCVKQP JCF
CNTGCF[ VCMGP RNCEG DGHQTG VJG CFFKVKQP QH VJG ិNG� 8GTUKQP UMGY OC[ CNUQ ECWUG EQTTWRVKQP YKVJ ិNGU YJKEJ EJCPIG
VJGKT UK\G QT EQPVGPVU WPFGTHQQV YJKNG DGKPI TGCF�
1PG CRRTQCEJ VQ UCHGN[ DCEMKPI WR NKXG FCVC KU VQ VGORQTCTKN[ FKUCDNG YTKVG CEEGUU VQ FCVC FWTKPI VJG DCEMWR� GKVJGT D[
UVQRRKPI VJG CEEGUUKPI CRRNKECVKQPU QT D[ WUKPI VJG NQEMKPI #2+ RTQXKFGF D[ VJG QRGTCVKPI U[UVGO VQ GPHQTEG GZENWUKXG
TGCF CEEGUU� 6JKU KU VQNGTCDNG HQT NQY�CXCKNCDKNKV[ U[UVGOU 
QP FGUMVQR EQORWVGTU CPF UOCNN YQTMITQWR UGTXGTU� QP
YJKEJ TGIWNCT FQYPVKOG KU CEEGRVCDNG�� *KIJ�CXCKNCDKNKV[ ���� U[UVGOU� JQYGXGT� ECPPQV DGCT UGTXKEG UVQRRCIGU�
6Q CXQKF FQYPVKOG� JKIJ�CXCKNCDKNKV[ U[UVGOU OC[ KPUVGCF RGTHQTO VJG DCEMWR QP C TOBQTIPU̶C TGCF�QPN[ EQR[
QH VJG FCVC UGV HTQ\GP CV C RQKPV KP VKOG̶CPF CNNQY CRRNKECVKQPU VQ EQPVKPWG YTKVKPI VQ VJGKT FCVC� /QUV UPCRUJQV
KORNGOGPVCVKQPU CTG GឹEKGPV CPF ECP ETGCVG UPCRUJQVU KP 0	�
� +P QVJGT YQTFU� VJG VKOG CPF +�1 PGGFGF VQ ETGCVG VJG
UPCRUJQV FQGU PQV KPETGCUG YKVJ VJG UK\G QH VJG FCVC UGV� D[ EQPVTCUV� VJG VKOG CPF +�1 TGSWKTGF HQT C FKTGEV DCEMWR KU
RTQRQTVKQPCN VQ VJG UK\G QH VJG FCVC UGV� +P UQOG U[UVGOU QPEG VJG KPKVKCN UPCRUJQV KU VCMGP QH C FCVC UGV� UWDUGSWGPV
UPCRUJQVU EQR[ VJG EJCPIGF FCVC QPN[� CPF WUG C U[UVGO QH RQKPVGTU VQ TGHGTGPEG VJG KPKVKCN UPCRUJQV� 6JKU OGVJQF QH
RQKPVGT�DCUGF UPCRUJQVU EQPUWOGU NGUU FKUM ECRCEKV[ VJCP KH VJG FCVC UGV YCU TGRGCVGFN[ ENQPGF�
4GCF�YTKVG UPCRUJQVU CTG UQOGVKOGU ECNNGF DTCPEJKPI UPCRUJQVU� DGECWUG VJG[ KORNKEKVN[ ETGCVG FKXGTIKPI XGTUKQPU
QH VJGKT FCVC� #UKFG HTQO DCEMWRU CPF FCVC TGEQXGT[� TGCF�YTKVG UPCRUJQVU CTG HTGSWGPVN[ WUGF KP XKTVWCNK\CVKQP�
UCPFDQZKPI CPF XKTVWCN JQUVKPI UGVWRU DGECWUG QH VJGKT WUGHWNPGUU KP OCPCIKPI EJCPIGU VQ NCTIG UGVU QH ិNGU�

8.2 Implementations

8.2.1 Volume managers

5QOG 7PKZ U[UVGOU JCXG UPCRUJQV�ECRCDNG NQIKECN XQNWOG OCPCIGTU� 6JGUG KORNGOGPV EQR[�QP�YTKVG QP GPVKTG DNQEM
FGXKEGU D[ EQR[KPI EJCPIGF DNQEMU̶�LWUV DGHQTG VJG[ CTG VQ DG QXGTYTKVVGP YKVJKP“RCTGPV”XQNWOGU̶�VQ QVJGT UVQTCIG�
VJWU RTGUGTXKPI C UGNH�EQPUKUVGPV RCUV KOCIG QH VJG DNQEM FGXKEG� (KNGU[UVGOU QP UWEJ UPCRUJQV KOCIGU ECP NCVGT DG
OQWPVGF CU KH VJG[ YGTG QP C TGCF�QPN[ OGFKC�
5QOG XQNWOG OCPCIGTU CNUQ CNNQY ETGCVKQP QH XSJUBCMF UPCRUJQVU� GZVGPFKPI VJG EQR[�QP�YTKVG CRRTQCEJ D[ FKUCUUQ�
EKCVKPI CP[ DNQEMU OQFKិGF YKVJKP VJG UPCRUJQV HTQO VJGKT“RCTGPV”DNQEMU KP VJG QTKIKPCN XQNWOG� 5WEJ C UEJGOG
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EQWNF DG CNUQ FGUETKDGF CU RGTHQTOKPI CFFKVKQPCN EQR[�QP�YTKVG QRGTCVKQPU VTKIIGTGF D[ VJG YTKVGU VQ UPCRUJQVU�
1P .KPWZ� .QIKECN 8QNWOG /CPCIGT 
.8/� CNNQYU ETGCVKQP QH DQVJ TGCF�QPN[ CPF TGCF�YTKVG UPCRUJQVU� 9TKVCDNG
UPCRUJQVU YGTG KPVTQFWEGF YKVJ VJG .8/ XGTUKQP � 
.8/����=�?

8.2.2 File systems

5QOG ិNG U[UVGOU� UWEJ CU 9#(.��=PQVG �? HQUUKN HQT 2NCP � HTQO $GNN .CDU� CPF 1&5��� KPVGTPCNN[ VTCEM QNF XGTUKQPU
QH ិNGU CPF OCMG UPCRUJQVU CXCKNCDNG VJTQWIJ C URGEKCN PCOGURCEG� 1VJGTU� NKMG 7(5�� RTQXKFG CP QRGTCVKPI U[UVGO
#2+ HQT CEEGUUKPI ិNG JKUVQTKGU� +P 06(5� CEEGUU VQ UPCRUJQVU KU RTQXKFGF D[ VJG 8QNWOG 5JCFQY�EQR[KPI 5GTXKEG

855� KP 9KPFQYU :2 CPF9KPFQYU 5GTXGT ���� CPF 5JCFQY %QR[ KP 9KPFQYU 8KUVC� /GNKQ (5 RTQXKFGU UPCRUJQVU
XKC VJG UCOG 855 KPVGTHCEG HQT UJCTGF UVQTCIG��=�? 5PCRUJQVU JCXG CNUQ DGGP CXCKNCDNG KP VJG 055 
0QXGNN 5VQTCIG
5GTXKEGU� ិNG U[UVGO QP 0GV9CTG UKPEG XGTUKQP ����� CPF OQTG TGEGPVN[ QP .KPWZ RNCVHQTOU KP VJG 1RGP 'PVGTRTKUG
5GTXGT RTQFWEV�
'/%	U +UKNQP 1PG(5 ENWUVGTGF UVQTCIG RNCVHQTO KORNGOGPVU C UKPING UECNCDNG ិNG U[UVGO VJCV UWRRQTVU TGCF�QPN[ UPCR�
UJQVU CV VJG ិNG QT FKTGEVQT[ NGXGN� #P[ ិNG QT FKTGEVQT[ YKVJKP VJG ិNG U[UVGO ECP DG UPCRUJQVVGF CPF VJG U[UVGO
YKNN KORNGOGPV C EQR[�QP�YTKVG QT RQKPV�KP�VKOG UPCRUJQV F[PCOKECNN[ DCUGF QP YJKEJ OGVJQF KU FGVGTOKPGF VQ DG
QRVKOCN HQT VJG U[UVGO�
1P .KPWZ� VJG $VTHU CPF 1%(5� ិNG U[UVGOU UWRRQTV ETGCVKPI UPCRUJQVU 
ENQPKPI� QH KPFKXKFWCN ិNGU� #FFKVKQPCNN[�
$VTHU CNUQ UWRRQTVU VJG ETGCVKQP QH UPCRUJQVU QH UWDXQNWOGU� 1P #+:� ,(5� CNUQ UWRRQTV UPCRUJQVU�
5WP /KETQU[UVGOU <(5 JCU C J[DTKF KORNGOGPVCVKQP YJKEJ VTCEMU TGCF�YTKVG UPCRUJQVU CV VJG DNQEM NGXGN� DWV OCMGU
DTCPEJGF ិNG UGVU PCOGCDNG VQ WUGT CRRNKECVKQPU CU“ENQPGU”�
6KOG/CEJKPG� KPENWFGF KP #RRNG	U /CE 15: X���� QRGTCVKPI U[UVGO� KU PQV C UPCRUJQVVKPI UEJGOG DWV C U[UVGO�NGXGN
KPETGOGPVCN DCEMWR UGTXKEG� KV OGTGN[ YCVEJGU OQWPVGF XQNWOGU HQT EJCPIGU CPF EQRKGU EJCPIGF ិNGU RGTKQFKECNN[ VQ
C URGEKCNN[�FGUKIPCVGF XQNWOG WUKPI JCTF NKPMU�

8.2.3 In databases

6JG 53. URGEKិECVKQP OCPFCVGU HQWT NGXGNU QH VTCPUCEVKQP KUQNCVKQP� +P VJG JKIJGUV� 4&3*"-*;"#-&� C UPCRUJQV KU
KORNKEKVN[ ETGCVGF CV VJG UVCTV QH GXGT[ VTCPUCEVKQP� 6JG DCEMWR WVKNKVKGU HQT OCP[ RQRWNCT 53. FCVCDCUGU WUG VJKU
HGCVWTG VQ IGPGTCVG UGNH�EQPUKUVGPV FWORU QH VCDNG FCVC�
# FCVCDCUG UPCRUJQV RTQXKFGU C TGCF�QPN[� UVCVKE XKGY QH C UQWTEG FCVCDCUG CU KV GZKUVGF CV UPCRUJQV ETGCVKQP� OKPWU CP[
WPEQOOKVVGF VTCPUCEVKQPU� 7PEQOOKVVGF VTCPUCEVKQPU CTG TQNNGF DCEM KP C PGYN[ ETGCVGF FCVCDCUG UPCRUJQV DGECWUG
VJG &CVCDCUG 'PIKPG TWPU TGEQXGT[ CHVGT VJG UPCRUJQV JCU DGGP ETGCVGF 
VTCPUCEVKQPU KP VJG FCVCDCUG CTG PQV CាGEVGF��
&CVCDCUG UPCRUJQVU CTG FGRGPFGPV QP VJG UQWTEG FCVCDCUG� 6JG UPCRUJQVU QH C FCVCDCUG OWUV DG QP VJG UCOG UGTXGT KP�
UVCPEG CU VJG FCVCDCUG� (WTVJGTOQTG� KH VJCV FCVCDCUG DGEQOGU WPCXCKNCDNG HQT CP[ TGCUQP� CNN QH KVU FCVCDCUG UPCRUJQVU
CNUQ DGEQOG WPCXCKNCDNG�
5PCRUJQVU ECP DG WUGF HQT TGRQTVKPI RWTRQUGU� #NUQ� KP VJG GXGPV QH C WUGT GTTQT QP C UQWTEG FCVCDCUG� [QW ECP TGXGTV
VJG UQWTEG FCVCDCUG VQ VJG UVCVG KV YCU KP YJGP VJG UPCRUJQV YCU ETGCVGF� &CVC NQUU KU EQPិPGF VQ WRFCVGU VQ VJG
FCVCDCUG UKPEG VJG UPCRUJQV	U ETGCVKQP� #NUQ� ETGCVKPI C FCVCDCUG UPCRUJQV ECP DG WUGHWN KOOGFKCVGN[ DGHQTG OCMKPI
C OCLQT EJCPIG VQ C FCVCDCUG� UWEJ CU EJCPIKPI VJG UEJGOC QT VJG UVTWEVWTG QH C VCDNG� (QT OQTG KPHQTOCVKQP QP VJG
WUGU QH UPCRUJQVU� UGG 6[RKECN 7UGU QH &CVCDCUG 5PCRUJQVU�
7PFGTUVCPFKPI JQY UPCRUJQVU YQTM KU JGNRHWN VJQWIJ PQV GUUGPVKCN VQ WUKPI VJGO� &CVCDCUG UPCRUJQVU QRGTCVG CV VJG
FCVC�RCIG NGXGN� $GHQTG C RCIG QH VJG UQWTEG FCVCDCUG KU OQFKិGF HQT VJG ិTUV VKOG� VJG QTKIKPCN RCIG KU EQRKGF HTQO
VJG UQWTEG FCVCDCUG VQ VJG UPCRUJQV� 6JKU RTQEGUU KU ECNNGF C EQR[�QP�YTKVG QRGTCVKQP� 6JG UPCRUJQV UVQTGU VJG QTKIKPCN
RCIG� RTGUGTXKPI VJG FCVC TGEQTFU CU VJG[ GZKUVGF YJGP VJG UPCRUJQV YCU ETGCVGF� 5WDUGSWGPV WRFCVGU VQ TGEQTFU KP C
OQFKិGF RCIG FQ PQV CាGEV VJG EQPVGPVU QH VJG UPCRUJQV� 6JG UCOG RTQEGUU KU TGRGCVGF HQT GXGT[ RCIG VJCV KU DGKPI
OQFKិGF HQT VJG ិTUV VKOG� +P VJKU YC[� VJG UPCRUJQV RTGUGTXGU VJG QTKIKPCN RCIGU HQT CNN FCVC TGEQTFU VJCV JCXG GXGT
DGGP OQFKិGF UKPEG VJG UPCRUJQV YCU VCMGP�
6Q UVQTG VJG EQRKGF QTKIKPCN RCIGU� VJG UPCRUJQV WUGU QPG QT OQTG URCTUG ិNGU� +PKVKCNN[� C URCTUG ិNG KU CP GUUGPVKCNN[
GORV[ ិNG VJCV EQPVCKPU PQ WUGT FCVC CPF JCU PQV [GV DGGP CNNQECVGF FKUM URCEG HQT WUGT FCVC� #U OQTG CPF OQTG RCIGU
CTG WRFCVGF KP VJG UQWTEG FCVCDCUG� VJG UK\G QH VJG ិNG ITQYU� 9JGP C UPCRUJQV KU VCMGP� VJG URCTUG ិNG VCMGU WR NKVVNG
FKUM URCEG� #U VJG FCVCDCUG KU WRFCVGF QXGT VKOG� JQYGXGT� C URCTUG ិNG ECP ITQY KPVQ C XGT[ NCTIG ិNG�

https://en.wikipedia.org/wiki/Logical_Volume_Manager
https://en.wikipedia.org/wiki/Write_Anywhere_File_Layout
https://en.wikipedia.org/wiki/Fossil_(file_system)
https://en.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://en.wikipedia.org/wiki/ODS-5
https://en.wikipedia.org/wiki/Namespace
https://en.wikipedia.org/wiki/UFS2
https://en.wikipedia.org/wiki/API
https://en.wikipedia.org/wiki/NTFS
https://en.wikipedia.org/wiki/Windows_XP
https://en.wikipedia.org/wiki/Windows_Server_2003
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Windows_Vista
https://en.wikipedia.org/wiki/Melio_FS
https://en.wikipedia.org/wiki/Novell_Storage_Services
https://en.wikipedia.org/wiki/Novell_Storage_Services
https://en.wikipedia.org/wiki/NetWare
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Open_Enterprise_Server
https://en.wikipedia.org/wiki/Open_Enterprise_Server
https://en.wikipedia.org/wiki/Btrfs
https://en.wikipedia.org/wiki/OCFS2
https://en.wikipedia.org/wiki/JFS2
https://en.wikipedia.org/wiki/Sun_Microsystems
https://en.wikipedia.org/wiki/ZFS
https://en.wikipedia.org/wiki/Time_Machine_(Apple_software)
https://en.wikipedia.org/wiki/Apple,_Inc
https://en.wikipedia.org/wiki/Mac_OS_X_v10.5
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Hard_links
https://en.wikipedia.org/wiki/SQL
https://en.wikipedia.org/wiki/Isolation_(database_systems)
https://en.wikipedia.org/wiki/Isolation_(database_systems)#Serializable
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8.2.4 In virtualization

8KTVWCNK\CVKQP GPXKTQPOGPVU JQUV C IWGUV QRGTCVKPI U[UVGO KPUKFG C XKTVWCN OCEJKPG� UQOG QH VJGO 
KPENWFKPI 8/YCTG�
:GP5GTXGT� 8KTVWCN$QZ� 2CTCNNGNU &GUMVQR� 3'/7 CPF 8KTVWCN 2%� ECP RGTHQTO YJQNG�U[UVGO UPCRUJQVU D[ FWORKPI
VJG GPVKTG OCEJKPG UVCVG VQ C DCEMKPI ិNG� CPF TGFKTGEVKPI HWVWTG IWGUV YTKVGU VQ C UGEQPF ិNG� YJKEJ VJGP CEVU CU C
EQR[�QP�YTKVG VCDNG�

8.2.5 Other applications

5QHVYCTG VTCPUCEVKQPCN OGOQT[ KU C UEJGOG YJKEJ CRRNKGU VJG UCOG EQPEGRVU VQ FCVC UVTWEVWTGU JGNF QPN[ KP OGOQT[�

8.3 See also

• #RRNKECVKQP EJGEMRQKPVKPI

• 5[UVGO KOCIG

• .8/ UPCRUJQVU 
.KPWZ�

• 2GTUKUVGPEG 
EQORWVGT UEKGPEG�

• 4�5QHV *QV %QR[ 
.KPWZ�

• /KETQUQHV 8QNWOG 5JCFQY %QR[

• 5VQTCIG *[RGTXKUQT

8.4 Notes

=�? 9#(. KU PQV C ិNG U[UVGO� 9#(. KU C ិNG NC[QWV VJCV RTQXKFGU OGEJCPKUOU VJCV GPCDNG C XCTKGV[ QH ិNG U[UVGOU CPF
VGEJPQNQIKGU VJCV YCPV VQ CEEGUU FKUM DNQEMU�

8.5 References

=�? “.8/ *1961”� ���� 4OBQTIPUT� VNFR�QTI� 4GVTKGXGF �����������

=�? “1RVKOK\GF 5VQTCIG 5QNWVKQP HQT 'PVGTRTKUG 5ECNG *[RGT�8 &GRNQ[OGPVU”� /KETQUQHV� /CTEJ ����� R� ��� 4GVTKGXGF
�� 1EVQDGT �����

8.6 External links

• )CTKOGNNC� 0GGVC 
������������“7PFGTUVCPFKPI CPF GZRNQKVKPI UPCRUJQV VGEJPQNQI[ HQT FCVC RTQVGEVKQP� 2CTV
�� 5PCRUJQV VGEJPQNQI[ QXGTXKGY”�

• *CTYQQF� /KMG 
������������ “5VQTCIG $CUKEU� $CEMWR 5VTCVGIKGU”�

• 2TQLGEV YGD RCIG QH TUPCRUJQV

https://en.wikipedia.org/wiki/Virtualization_environment
https://en.wikipedia.org/wiki/VMware
https://en.wikipedia.org/wiki/XenServer
https://en.wikipedia.org/wiki/VirtualBox
https://en.wikipedia.org/wiki/Parallels_Desktop
https://en.wikipedia.org/wiki/QEMU
https://en.wikipedia.org/wiki/Virtual_PC
https://en.wikipedia.org/wiki/Software_transactional_memory
https://en.wikipedia.org/wiki/Application_checkpointing
https://en.wikipedia.org/wiki/System_image
https://en.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://en.wikipedia.org/wiki/Persistence_(computer_science)
https://en.wikipedia.org/wiki/R1Soft_Hot_copy
https://en.wikipedia.org/wiki/Shadow_Copy
https://en.wikipedia.org/wiki/Storage_Hypervisor
http://tldp.org/HOWTO/LVM-HOWTO/snapshotintro.html
http://download.microsoft.com/download/D/E/6/DE619C29-BBCA-468F-960C-93B8113F612B/EMC_Sanbolic_MS_POC-Final.pdf
http://www.ibm.com/developerworks/tivoli/library/t-snaptsm1/
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http://www.enterprisestorageforum.com/management/features/article.php/3082691
http://www.rsnapshot.org/


Chapter 9

Migration (virtualization)

+P VJG EQPVGZV QH XKTVWCNK\CVKQP� YJGTG C HVFTU UKOWNCVKQP QH CP GPVKTG EQORWVGT KU CEVWCNN[ OGTGN[ C UQHVYCTG XKTVWCN
OCEJKPG 
8/� TWPPKPI QP C IPTU EQORWVGT WPFGT C J[RGTXKUQT� migration 
CNUQ MPQYP CU teleportation�=�?� KU VJG
RTQEGUU D[ YJKEJ C SVOOJOH XKTVWCN OCEJKPG KU OQXGF HTQO QPG RJ[UKECN JQUV VQ CPQVJGT� YKVJ NKVVNG QT PQ FKUTWRVKQP
KP UGTXKEG�

9.1 Subjective effects

+FGCNN[� VJG RTQEGUU KU EQORNGVGN[ VTCPURCTGPV� TGUWNVKPI KP PQ FKUTWRVKQP QH UGTXKEG 
QT FQYPVKOG�� +P RTCEVKEG� VJGTG
KU CNYC[U UQOG OKPQT RCWUG KP CXCKNCDKNKV[� VJQWIJ KV OC[ DG NQY GPQWIJ VJCV QPN[ JCTF TGCN�VKOG U[UVGOU CTG CាGEVGF�
8KTVWCNK\CVKQP KU HCT OQTG HTGSWGPVN[ WUGF YKVJ PGVYQTM UGTXKEGU CPF WUGT CRRNKECVKQPU� CPF VJGUG ECP IGPGTCNN[ VQNGTCVG
VJG DTKGH FGNC[U YJKEJ OC[ DG KPXQNXGF� 6JG RGTEGKXGF KORCEV� KH CP[� KU UKOKNCT VQ C NQPIGT�VJCP�WUWCN MGTPGN FGNC[�

9.2 Objective effects

6JG CEVWCN RTQEGUU KU JGCXKN[ FGRGPFGPV QP VJG RCTVKEWNCT XKTVWCNK\CVKQP RCEMCIG KP WUG� DWV KP IGPGTCN� VJG RTQEGUU KU
CU HQNNQYU�

�� 4GIWNCT UPCRUJQVU QH VJG 8/ 
KVU UKOWNCVGF JCTF FKUM UVQTCIG� KVU OGOQT[� CPF KVU XKTVWCN RGTKRJGTCNU� CTG VCMGP
KP VJG DCEMITQWPF D[ VJG J[RGTXKUQT� QT D[ C UGV QH CFOKPKUVTCVKXG UETKRVU�

�� 'CEJ PGY UPCRUJQV CFFU C FKាGTGPVKCN QXGTNC[ ិNG VQ VJG VQR QH C UVCEM VJCV� CU C YJQNG� HWNN[ FGUETKDGU VJG
OCEJKPG� 1PN[ VJG VQROQUV QXGTNC[ ECP DG YTKVVGP VQ�

�� 5KPEG VJG QNFGT QXGTNC[U CTG TGCF�QPN[� VJG[ CTG UCHG VQ EQR[ VQ CPQVJGT OCEJKPG̶VJG DCEMWR JQUV� 6JKU KU FQPG
CV TGIWNCT KPVGTXCNU� CPF GCEJ QXGTNC[ PGGF QPN[ DG EQRKGF QPEG�

�� 9JGP C OKITCVKQP QRGTCVKQP KU TGSWGUVGF� VJG XKTVWCN OCEJKPG KU RCWUGF� CPF KVU EWTTGPV UVCVG KU UCXGF VQ FKUM�

�� 6JGUG PGY� ិPCN QXGTNC[ ិNGU CTG VTCPUHGTTGF VQ VJG DCEMWR JQUV�

�� 5KPEG VJKU PGY EWTTGPV UVCVG EQPUKUVU QPN[ QH EJCPIGU OCFG UKPEG VJG NCUV DCEMWR U[PEJTQPK\CVKQP� HQT OCP[
CRRNKECVKQPU VJGTG KU XGT[ NKVVNG VQ VTCPUHGT� CPF VJKU JCRRGPU XGT[ SWKEMN[�

�� 6JG J[RGTXKUQT QP VJG PGY JQUV TGUWOGU VJG IWGUV XKTVWCN OCEJKPG�

�� +FGCNN[� VJG CFOKPKUVTCVKXG UETKRVU TGUWOG DCEMWR QRGTCVKQPU� VJG PGY JQUV DGEQOGU VJG RTKOCT[� CPF VJG RTG�
XKQWU JQUV PQY TGEGKXGU VJG DCEMWR EQRKGU� TGCF[KPI KV HQT C UWDUGSWGPV OKITCVKQP QRGTCVKQP�

0QVG VJCV KP RTCEVKEG� TGIWNCT OCKPVGPCPEG QRGTCVKQPU CTG TGSWKTGF VQ“OGTIG FQYP”VJG UPCRUJQV UVCEM KPVQ C OQTG
OCPCIGCDNG PWODGT QH ិNGU� VQ KORTQXG RGTHQTOCPEG CPF QRVKOK\G UVQTCIG 
TGFWPFCPV QXGTYTKVGU CTG OGTIGF QWV��

��
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https://en.wikipedia.org/wiki/Hard_disk
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https://en.wikipedia.org/wiki/Script_(software)
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9.3 Relation to failover

/KITCVKQP KU UKOKNCT VQ VJG HCKNQXGT ECRCDKNKV[ UQOG XKTVWCNK\CVKQP UWKVGU RTQXKFG� +P VTWG HCKNQXGT� VJG JQUV OC[ JCXG
UWFFGPN[ EQORNGVGN[ HCKNGF� YJKEJ RTGENWFGU VJG NCVGUV UVCVG QH VJG 8/ JCXKPI DGGP EQRKGF VQ VJG DCEMWR JQUV� *QY�
GXGT� VJG DCEMWR JQUV JCU GXGT[VJKPI GZEGRV HQT VJG XGT[ NCVGUV EJCPIGU� CPF OC[ KPFGGF DG CDNG VQ TGUWOG QRGTCVKQP
HTQO KVU NCUV MPQYP EQJGTGPV UVCVG�
$GECWUG VJG QRGTCVKQPU CTG UQ UKOKNCT� U[UVGOU VJCV RTQXKFG QPG ECRCDKNKV[ OC[ RTQXKFG VJG QVJGT�

9.4 References

=�? “5WP $TKPIU 	6GNGRQTVCVKQP	 VQ 8KTVWCN$QZ 8KTVWCNK\CVKQP 5QHVYCTG”� G9GGM�EQO� �� 0QX ����� 4GVTKGXGF �� #RT �����
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Chapter 10

Operating-system-level virtualization

Operating-system-level virtualization KU C UGTXGT XKTVWCNK\CVKQP OGVJQF YJGTG VJG MGTPGN QH CP QRGTCVKPI U[UVGO
CNNQYU HQT OWNVKRNG KUQNCVGF WUGT URCEG KPUVCPEGU� KPUVGCF QH LWUV QPG� 5WEJ KPUVCPEGU 
QHVGP ECNNGF containers�
XKTVWCNK\CVKQP GPIKPGU 
8'�� XKTVWCN RTKXCVG UGTXGTU 
825�� QT LCKNU� OC[ NQQM CPF HGGN NKMG C TGCN UGTXGT HTQO VJG
RQKPV QH XKGY QH KVU QYPGTU CPF WUGTU�
1P 7PKZ�NKMG QRGTCVKPI U[UVGOU� VJKU VGEJPQNQI[ ECP DG UGGP CU CP CFXCPEGF KORNGOGPVCVKQP QH VJG UVCPFCTF EJTQQV
OGEJCPKUO� +P CFFKVKQP VQ KUQNCVKQP OGEJCPKUOU� VJG MGTPGN QHVGP RTQXKFGU TGUQWTEG OCPCIGOGPV HGCVWTGU VQ NKOKV
VJG KORCEV QH QPG EQPVCKPGT	U CEVKXKVKGU QP VJG QVJGT EQPVCKPGTU�

10.1 Uses

1RGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP KU EQOOQPN[ WUGF KP XKTVWCN JQUVKPI GPXKTQPOGPVU� YJGTG KV KU WUGHWN HQT UGEWTGN[
CNNQECVKPI ិPKVG JCTFYCTG TGUQWTEGU COQPIUV C NCTIG PWODGT QH OWVWCNN[�FKUVTWUVKPI WUGTU� 5[UVGO CFOKPKUVTCVQTU OC[
CNUQ WUG KV� VQ C NGUUGT GZVGPV� HQT EQPUQNKFCVKPI UGTXGT JCTFYCTG D[ OQXKPI UGTXKEGU QP UGRCTCVG JQUVU KPVQ EQPVCKPGTU
QP VJG QPG UGTXGT�
1VJGT V[RKECN UEGPCTKQU KPENWFG UGRCTCVKPI UGXGTCN CRRNKECVKQPU VQ UGRCTCVG EQPVCKPGTU HQT KORTQXGF UGEWTKV[� JCTFYCTG
KPFGRGPFGPEG� CPF CFFGF TGUQWTEG OCPCIGOGPV HGCVWTGU� 6JG KORTQXGF UGEWTKV[ RTQXKFGF D[ VJG WUG QH C EJTQQV
OGEJCPKUO� JQYGXGT� KU PQYJGTG PGCT KTQPENCF��=�? 1RGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP KORNGOGPVCVKQPU ECRCDNG
QH NKXG OKITCVKQP ECP CNUQ DG WUGF HQT F[PCOKE NQCF DCNCPEKPI QH EQPVCKPGTU DGVYGGP PQFGU KP C ENWUVGT�

10.1.1 Overhead

1RGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP WUWCNN[ KORQUGU NKVVNG VQ PQ QXGTJGCF� DGECWUG RTQITCOU KP XKTVWCN RCTVKVKQPU
WUG VJG QRGTCVKPI U[UVGO	U PQTOCN U[UVGO ECNN KPVGTHCEG CPF FQ PQV PGGF VQ DG UWDLGEVGF VQ GOWNCVKQP QT DG TWP KP
CP KPVGTOGFKCVG XKTVWCN OCEJKPG� CU KU VJG ECUG YKVJ YJQNG�U[UVGO XKTVWCNK\GTU 
UWEJ CU 8/YCTG '5:K� 3'/7 QT
*[RGT�8� CPF RCTCXKTVWCNK\GTU 
UWEJ CU :GP QT 7/.�� 6JKU HQTO QH XKTVWCNK\CVKQP CNUQ FQGU PQV TGSWKTG UWRRQTV KP
JCTFYCTG VQ RGTHQTO GឹEKGPVN[�

10.1.2 Flexibility

1RGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP KU PQV CU ីGZKDNG CU QVJGT XKTVWCNK\CVKQP CRRTQCEJGU UKPEG KV ECPPQV JQUV C IWGUV
QRGTCVKPI U[UVGO FKាGTGPV HTQO VJG JQUV QPG� QT C FKាGTGPV IWGUV MGTPGN� (QT GZCORNG� YKVJ .KPWZ� FKាGTGPV FKUVTK�
DWVKQPU CTG ិPG� DWV QVJGT QRGTCVKPI U[UVGOU UWEJ CU 9KPFQYU ECPPQV DG JQUVGF�
5QNCTKU RCTVKCNN[ QXGTEQOGU VJG CDQXG FGUETKDGF NKOKVCVKQP YKVJ KVU DTCPFGF \QPGU HGCVWTG� YJKEJ RTQXKFGU VJG CDKNKV[
VQ TWP CP GPXKTQPOGPV YKVJKP C EQPVCKPGT VJCV GOWNCVGU CP QNFGT 5QNCTKU � QT � XGTUKQP KP C 5QNCTKU �� JQUV� .KPWZ
DTCPFGF \QPGU 
TGHGTTGF VQ CU “NZ”DTCPFGF \QPGU� CTG CNUQ CXCKNCDNG QP Z���DCUGF 5QNCTKU U[UVGOU� RTQXKFKPI C
EQORNGVG .KPWZ WUGTURCEG CPF UWRRQTV HQT VJG GZGEWVKQP QH .KPWZ CRRNKECVKQPU� CFFKVKQPCNN[� 5QNCTKU RTQXKFGU WVKNKVKGU
PGGFGF VQ KPUVCNN 4GF *CV 'PVGTRTKUG .KPWZ ��Z QT %GPV15 ��Z .KPWZ FKUVTKDWVKQPU KPUKFG“NZ”\QPGU��=�?�=�? *QYGXGT�

��
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https://en.wikipedia.org/wiki/Userspace
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https://en.wikipedia.org/wiki/CentOS
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KP ���� .KPWZ DTCPFGF \QPGU YGTG TGOQXGF HTQO 5QNCTKU� KP ���� VJG[ YGTG TGKPVTQFWEGF KP +NNWOQU� YJKEJ KU VJG
QRGP UQWTEG 5QNCTKU HQTM� UWRRQTVKPI ���DKV .KPWZ MGTPGNU��=�?

10.1.3 Storage

5QOG QRGTCVKPI�U[UVGO�NGXGN XKTVWCNK\CVKQP KORNGOGPVCVKQPU RTQXKFG ិNG�NGXGN EQR[�QP�YTKVG 
%Q9� OGEJCPKUOU�

/QUV EQOOQPN[� C UVCPFCTF ិNG U[UVGO KU UJCTGF DGVYGGP RCTVKVKQPU� CPF VJQUG RCTVKVKQPU VJCV EJCPIG VJG ិNGU CW�
VQOCVKECNN[ ETGCVG VJGKT QYP EQRKGU�� 6JKU KU GCUKGT VQ DCEM WR� OQTG URCEG�GឹEKGPV CPF UKORNGT VQ ECEJG VJCP VJG
DNQEM�NGXGN EQR[�QP�YTKVG UEJGOGU EQOOQP QP YJQNG�U[UVGO XKTVWCNK\GTU� 9JQNG�U[UVGO XKTVWCNK\GTU� JQYGXGT� ECP
YQTM YKVJ PQP�PCVKXG ិNG U[UVGOU CPF ETGCVG CPF TQNN DCEM UPCRUJQVU QH VJG GPVKTG U[UVGO UVCVG�

10.2 Implementations

10.3 See also

• #RRNKECVKQP XKTVWCNK\CVKQP

• %QTG15

• *[RGTXKUQT

• 2QTVCDNG CRRNKECVKQP ETGCVQTU

• 2NCVHQTO XKTVWCNK\CVKQP

• 5VQTCIG *[RGTXKUQT

10.4 References
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Chapter 11

Application virtualization

Application virtualization KU UQHVYCTG VGEJPQNQI[ VJCV GPECRUWNCVGU CRRNKECVKQP UQHVYCTG HTQO VJG WPFGTN[KPI QRGTCVKPI
U[UVGO QP YJKEJ KV KU GZGEWVGF� # HWNN[ XKTVWCNK\GF CRRNKECVKQP KU PQV KPUVCNNGF KP VJG VTCFKVKQPCN UGPUG��=�? CNVJQWIJ
KV KU UVKNN GZGEWVGF CU KH KV YGTG� 6JG CRRNKECVKQP DGJCXGU CV TWPVKOG NKMG KV KU FKTGEVN[ KPVGTHCEKPI YKVJ VJG QTKIKPCN
QRGTCVKPI U[UVGO CPF CNN VJG TGUQWTEGU OCPCIGF D[ KV� DWV ECP DG KUQNCVGF QT sandboxed VQ XCT[KPI FGITGGU�
+P VJKU EQPVGZV� VJG VGTO“XKTVWCNK\CVKQP”TGHGTU VQ VJG CTVKHCEV DGKPI GPECRUWNCVGF 
CRRNKECVKQP�� YJKEJ KU SWKVG FKាGTGPV
HTQO KVU OGCPKPI KP JCTFYCTG XKTVWCNK\CVKQP� YJGTG KV TGHGTU VQ VJG CTVKHCEV DGKPI CDUVTCEVGF 
RJ[UKECN JCTFYCTG��

11.1 Description

Program A.

Operating System A.

Input Output 
System

Graphics Drivers

Hardware interfaces

Linked Libraries

1. Application in Native Environment 2. Application in Non-Native Environment

Program A. Emulated Input 
Output System

Emulated Graphics 
Drivers

Emulated Hardware 
interfaces

Interface

Operating System B.

Input Output System

Graphics Drivers

Hardware interfaces

Native Libraries

Recoded Linked 
Libraries

Emulator or Just In 
Time Recompiler

*MMVTUSBUJPO PG BO BQQMJDBUJPO SVOOJOH JO B OBUJWF FOWJSPONFOU BOE SVOOJOH JO BO BQQMJDBUJPO WJSUVBMJ[BUJPO FOWJSPONFOU

/QFGTP QRGTCVKPI U[UVGOU UWEJ CU /KETQUQHV 9KPFQYU CPF .KPWZ ECP KPENWFG NKOKVGF CRRNKECVKQP XKTVWCNK\CVKQP� (QT
GZCORNG� 9KPFQYU � RTQXKFGU 9KPFQYU :2 /QFG VJCV GPCDNGU QNFGT 9KPFQYU :2 CRRNKECVKQP VQ TWP WPOQFKិGF QP
9KPFQYU ��
(WNN CRRNKECVKQP XKTVWCNK\CVKQP TGSWKTGU C XKTVWCNK\CVKQP NC[GT��=�? #RRNKECVKQP XKTVWCNK\CVKQP NC[GTU TGRNCEG RCTV QH VJG
TWPVKOG GPXKTQPOGPV PQTOCNN[ RTQXKFGF D[ VJG QRGTCVKPI U[UVGO� 6JG NC[GT KPVGTEGRVU CNN FKUM QRGTCVKQPU QH XKTVW�
CNK\GF CRRNKECVKQPU CPF VTCPURCTGPVN[ TGFKTGEVU VJGO VQ C XKTVWCNK\GF NQECVKQP� QHVGP C UKPING ិNG��=�? 6JG CRRNKECVKQP
TGOCKPU WPCYCTG VJCV KV CEEGUUGU C XKTVWCN TGUQWTEG KPUVGCF QH C RJ[UKECN QPG� 5KPEG VJG CRRNKECVKQP KU PQY YQTMKPI
YKVJ QPG ិNG KPUVGCF QH OCP[ ិNGU URTGCF VJTQWIJQWV VJG U[UVGO� KV DGEQOGU GCU[ VQ TWP VJG CRRNKECVKQP QP C FKH�
HGTGPV EQORWVGT CPF RTGXKQWUN[ KPEQORCVKDNG CRRNKECVKQPU ECP DG TWP UKFG�D[�UKFG� 'ZCORNGU QH VJKU VGEJPQNQI[ HQT
VJG 9KPFQYU RNCVHQTO KPENWFG #RR<GTQ� $QZGF#RR� %COG[Q� %GGFQ� #RRNK&KU� 'XCNC\G� +PUVCNN(TGG� �: 5QHVYCTG�
%KVTKZ :GP#RR� 5[UVCPEKC � 0QXGNN <'0YQTMU #RRNKECVKQP 8KTVWCNK\CVKQP� 0WOGEGPV #RRNKECVKQP ,WMGDQZ� /KETQUQHV
#RRNKECVKQP 8KTVWCNK\CVKQP� 5QHVYCTG 8KTVWCNK\CVKQP 5QNWVKQP� 5RQQP 
HQTOGTN[ :GPQEQFG�� 5[OCPVGE9QTMURCEG 8KT�
VWCNK\CVKQP CPF 9QTMURCEG 5VTGCOKPI� 8/YCTG 6JKP#RR� 2�CRRU� 5CPFDQZKG CPF 1TCENG 5GEWTG )NQDCN &GUMVQR�
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11.2 Related technologies

6GEJPQNQI[ ECVGIQTKGU VJCV HCNN WPFGT CRRNKECVKQP XKTVWCNK\CVKQP KPENWFG�

• #RRNKECVKQP UVTGCOKPI� 2KGEGU QH VJG CRRNKECVKQP	U EQFG� FCVC� CPF UGVVKPIU CTG FGNKXGTGF YJGP VJG[	TG ិTUV
PGGFGF� KPUVGCF QH VJG GPVKTG CRRNKECVKQP DGKPI FGNKXGTGF DGHQTG UVCTVWR� 4WPPKPI VJG RCEMCIGF CRRNKECVKQP OC[
TGSWKTG VJG KPUVCNNCVKQP QH C NKIJVYGKIJV ENKGPV CRRNKECVKQP� 2CEMCIGU CTG WUWCNN[ FGNKXGTGF QXGT C RTQVQEQN UWEJ
CU *662� %+(5 QT 4652��=�?

• 4GOQVG &GUMVQR 5GTXKEGU 
CNUQ ECNNGF VGTOKPCN UGTXKEGU� UGTXGT DCUGF EQORWVKPI� CPF RTGUGPVCVKQP XKTVWCNK\C�
VKQP� KU C EQORQPGPV QH /KETQUQHV 9KPFQYU VJCV CNNQYU C WUGT VQ CEEGUU CRRNKECVKQPU CPF FCVC JQUVGF QP C
TGOQVG EQORWVGT QXGT C PGVYQTM� 4GOQVG &GUMVQR 5GTXKEGU UGUUKQPU TWP KP C UKPING UJCTGF UGTXGT QRGTCVKPI
U[UVGO 
G�I� 9KPFQYU 5GTXGT ���� 4�� 9KPFQYU 5GTXGT ����� GVE�� CPF CTG CEEGUUGF WUKPI VJG 4&2 4GOQVG
&GUMVQR 2TQVQEQN�

• &GUMVQR XKTVWCNK\CVKQP KU CP WODTGNNC VGTO VJCV FGUETKDGU UQHVYCTG VGEJPQNQIKGU VJCV KORTQXG RQTVCDKNKV[� OCP�
CIGCDKNKV[ CPF EQORCVKDKNKV[ QH C RGTUQPCN EQORWVGT	U FGUMVQR GPXKTQPOGPV D[ UGRCTCVKPI RCTV QT CNN QH VJG
FGUMVQR GPXKTQPOGPV CPF CUUQEKCVGF CRRNKECVKQPU HTQO VJG RJ[UKECN ENKGPV FGXKEG VJCV KU WUGF VQ CEEGUU KV� #
EQOOQP KORNGOGPVCVKQP QH VJKU CRRTQCEJ KU VQ JQUV OWNVKRNG FGUMVQR QRGTCVKPI U[UVGO KPUVCPEGU QP C UGTXGT
JCTFYCTG RNCVHQTO TWPPKPI C J[RGTXKUQT� 6JKU KU IGPGTCNN[ TGHGTTGF VQ CU“8KTVWCN &GUMVQR +PHTCUVTWEVWTG”QT
“8&+”�

11.3 Benefits of application virtualization

• #NNQYU CRRNKECVKQPU VQ TWP KP GPXKTQPOGPVU VJCV FQ PQV UWKV VJG PCVKXG CRRNKECVKQP�

• G�I� 9KPG CNNQYU UQOG /KETQUQHV 9KPFQYU CRRNKECVKQPU VQ TWP QP .KPWZ�
• G�I� %&'� C NKIJVYGKIJV CRRNKECVKQP XKTVWCNK\CVKQP� CNNQYU .KPWZ CRRNKECVKQPU VQ TWP KP C FKUVTKDWVKQP CI�
PQUVKE YC[��=�?�=�?

• /C[ RTQVGEV VJG QRGTCVKPI U[UVGO CPF QVJGT CRRNKECVKQPU HTQO RQQTN[ YTKVVGP QT DWII[ EQFG CPF KP UQOG ECUGU
RTQXKFG OGOQT[ RTQVGEVKQP CPF +&' UV[NG FGDWIIKPI HGCVWTGU� HQT GZCORNG CU KP VJG +$/ 1.+8'4�

• 7UGU HGYGT TGUQWTEGU VJCP C UGRCTCVG XKTVWCN OCEJKPG�

• 4WP CRRNKECVKQPU VJCV CTG PQV YTKVVGP EQTTGEVN[� HQT GZCORNG CRRNKECVKQPU VJCV VT[ VQ UVQTG WUGT FCVC KP C TGCF�QPN[
U[UVGO�QYPGF NQECVKQP�

• 4WP KPEQORCVKDNG CRRNKECVKQPU UKFG�D[�UKFG� CV VJG UCOG VKOG�=�? CPF YKVJ OKPKOCN TGITGUUKQP VGUVKPI CICKPUV
QPG CPQVJGT��=�?

• 4GFWEG U[UVGO KPVGITCVKQP CPF CFOKPKUVTCVKQP EQUVU D[OCKPVCKPKPI C EQOOQP UQHVYCTG DCUGNKPG CETQUU OWNVKRNG
FKXGTUG EQORWVGTU KP CP QTICPK\CVKQP�

• +ORNGOGPV VJG UGEWTKV[ RTKPEKRNG QH NGCUV RTKXKNGIG D[ TGOQXKPI VJG TGSWKTGOGPV HQT GPF�WUGTU VQ JCXG #FOKP�
KUVTCVQT RTKXKNGIGU KP QTFGT VQ TWP RQQTN[ YTKVVGP CRRNKECVKQPU�

• 5KORNKិGF QRGTCVKPI U[UVGO OKITCVKQPU��=�?

• +ORTQXGF UGEWTKV[� D[ KUQNCVKPI CRRNKECVKQPU HTQO VJG QRGTCVKPI U[UVGO��=�?

• #NNQYU CRRNKECVKQPU VQ DG EQRKGF VQ RQTVCDNG OGFKC CPF VJGP KORQTVGF VQ ENKGPV EQORWVGTU YKVJQWV PGGF QH
KPUVCNNKPI VJGO� UQ ECNNGF 2QTVCDNG UQHVYCTG��=�?�=�?
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11.4 Limitations of application virtualization

• 0QV CNN UQHVYCTG ECP DG XKTVWCNK\GF� 5QOG GZCORNGU KPENWFG CRRNKECVKQPU VJCV TGSWKTG C FGXKEG FTKXGT CPF ���DKV
CRRNKECVKQPU VJCV PGGF VQ TWP KP UJCTGF OGOQT[ URCEG��=�?

• 5QOG V[RGU QH UQHVYCTG UWEJ CU CPVK�XKTWU RCEMCIGU CPF CRRNKECVKQPU VJCV TGSWKTG JGCX[ 15 KPVGITCVKQP� UWEJ CU
5VCTFQEM	U 9KPFQY$NKPFU QT 6)65QHV	U 5V[NG:2 CTG FKឹEWNV VQ XKTVWCNK\G�

• 1PN[ ិNG CPF TGIKUVT[�NGXGN EQORCVKDKNKV[ KUUWGU DGVYGGP NGICE[ CRRNKECVKQPU CPF PGYGT QRGTCVKPI U[UVGOU ECP
DG CFFTGUUGF D[ CRRNKECVKQP XKTVWCNK\CVKQP� (QT GZCORNG� CRRNKECVKQPU VJCV FQP	V OCPCIG VJG JGCR EQTTGEVN[ YKNN
PQV GZGEWVG QP 9KPFQYU 8KUVC CU VJG[ UVKNN CNNQECVG OGOQT[ KP VJG UCOG YC[� TGICTFNGUU QH YJGVJGT VJG[ CTG
XKTVWCNK\GF QT PQV��=��? (QT VJKU TGCUQP� URGEKCNKUV CRRNKECVKQP EQORCVKDKNKV[ ិZGU 
UJKOU� OC[ UVKNN DG PGGFGF�
GXGP KH VJG CRRNKECVKQP KU XKTVWCNK\GF��=��?

• /QTGQXGT� KP UQHVYCTG NKEGPUKPI� CRRNKECVKQP XKTVWCNK\CVKQP DGCTU ITGCV NKEGPUKPI RKVHCNNU OCKPN[ DGECWUG DQVJ
VJG CRRNKECVKQP XKTVWCNK\CVKQP UQHVYCTG CPF VJG XKTVWCNK\GF CRRNKECVKQPU OWUV DG EQTTGEVN[ NKEGPUGF��=��?

11.5 See also

• #RRNKECVKQP UVTGCOKPI

• &GUMVQR XKTVWCNK\CVKQP

• 9QTMURCEG XKTVWCNK\CVKQP

• 2QTVCDNG CRRNKECVKQP ETGCVQTU

• %QORCTKUQP QH CRRNKECVKQP XKTVWCN OCEJKPGU

• 'OWNCVQT

• 5QHVYCTG CU C UGTXKEG

• 5JKO 
EQORWVKPI�

• 8KTVWCN CRRNKECVKQP
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Chapter 12

Portable application

# portable application 
portable app�� UQOGVKOGU CNUQ ECNNGF standalone� KU C RTQITCO FGUKIPGF VQ TWP QP C EQO�
RCVKDNG EQORWVGT YKVJQWV DGKPI KPUVCNNGF KP C YC[ VJCV OQFKិGU VJG EQORWVGT	U EQPិIWTCVKQP KPHQTOCVKQP� 6JKU V[RG
QH CRRNKECVKQP ECP DG UVQTGF QP CP[ UVQTCIG FGXKEG� KPENWFKPI KPVGTPCN OCUU UVQTCIG CPF GZVGTPCN UVQTCIG UWEJ CU 75$
FTKXGU CPF ីQRR[ FKUMU ཊ UVQTKPI KVU RTQITCO ិNGU CPF CP[ EQPិIWTCVKQP KPHQTOCVKQP CPF FCVC QP VJG UVQTCIG OGFKWO
CNQPG� +H PQ EQPិIWTCVKQP KPHQTOCVKQP KU TGSWKTGF C RQTVCDNG RTQITCO ECP DG TWP HTQO TGCF�QPN[ UVQTCIG UWEJ CU
%&�41/U CPF &8&�41/U� 5QOG CRRNKECVKQPU CTG CXCKNCDNG KP DQVJ KPUVCNNCDNG CPF RQTVCDNG XGTUKQPU�
.KMG CP[ CRRNKECVKQP� RQTVCDNG CRRNKECVKQPU OWUV DG EQORCVKDNG YKVJ VJG EQORWVGT U[UVGO JCTFYCTG CPF QRGTCVKPI
U[UVGO�
&GRGPFKPI QP VJG QRGTCVKPI U[UVGO� QPSUBCJMJUZ KU OQTG QT NGUU EQORNGZ VQ KORNGOGPV� VQ QRGTCVKPI U[UVGOU UWEJ CU
#OKIC15� CNN CRRNKECVKQPU CTG D[ FGិPKVKQP RQTVCDNG� 2QTVCDNG CRRU CTG FKUVKPEV HTQO TPGUXBSF QPSUBCJMJUZ� UQWTEG EQFG
YTKVVGP VQ DG EQORKNCDNG KPVQ FKាGTGPV GZGEWVCDNG RTQITCOU HQT FKាGTGPV EQORWVKPI RNCVHQTOU�

12.1 Portable Windows applications

# RQTVCDNG CRRNKECVKQP FQGU PQV NGCXG KVU ិNGU QT UGVVKPIU QP VJG JQUV EQORWVGT� YJKEJ OC[ DG EQPXGPKGPV QT TGSWKTGF KH
[QW JCXG PQ CFOKPKUVTCVQT RTKXKNGIGU QP C EQORWVGT� 6[RKECNN[ VJG CRRNKECVKQP FQGU PQV YTKVG VQ VJG 9KPFQYU TGIKUVT[
QT UVQTG KVU EQPិIWTCVKQP ិNGU 
UWEJ CU CP +0+ ិNG� KP VJG WUGT	U RTQិNG� KPUVGCF� KV UVQTGU KVU EQPិIWTCVKQP ិNGU KP VJG
RTQITCO	U FKTGEVQT[� #PQVJGT TGSWKTGOGPV� UKPEG ិNG RCVJU YKNN QHVGP FKាGT QP EJCPIKPI EQORWVGTU FWG VQ XCTKCVKQP
KP 9KPFQYU FTKXG NGVVGT CUUKIPOGPVU� KU VJG PGGF HQT CRRNKECVKQPU VQ UVQTG VJGO KP C SFMBUJWF HQTOCV� 9JKNG UQOG
CRRNKECVKQPU JCXG QRVKQPU VQ UWRRQTV VJKU DGJCXKQT� OCP[ RTQITCOU CTG PQV FGUKIPGF VQ FQ VJKU� # EQOOQP VGEJPKSWG
HQT UWEJ RTQITCOU KU VJG WUG QH C NCWPEJGT RTQITCO VQ EQR[ PGEGUUCT[ UGVVKPIU CPF ិNGU VQ VJG JQUV EQORWVGT YJGP VJG
CRRNKECVKQP UVCTVU CPF OQXG VJGO DCEM VQ VJG CRRNKECVKQP	U FKTGEVQT[ YJGP KV ENQUGU�
#P CNVGTPCVKXG UVTCVGI[ HQT CEJKGXKPI CRRNKECVKQP RQTVCDKNKV[ YKVJKP 9KPFQYU� YKVJQWV TGSWKTKPI CRRNKECVKQP UQWTEG
EQFG EJCPIGU� KU CRRNKECVKQP XKTVWCNK\CVKQP� #P CRRNKECVKQP KU“UGSWGPEGF”QT“RCEMCIGF”CICKPUV C TWPVKOG NC[GT
VJCV VTCPURCTGPVN[ KPVGTEGRVU KVU ិNG U[UVGO CPF TGIKUVT[ ECNNU� VJGP TGFKTGEVU VJGUG VQ QVJGT RGTUKUVGPV UVQTCIG YKVJQWV
VJG CRRNKECVKQP	U MPQYNGFIG� 6JKU CRRTQCEJ NGCXGU VJG CRRNKECVKQP KVUGNH WPEJCPIGF� [GV RQTVCDNG�
6JG UCOG CRRTQCEJ KU WUGF HQT KPFKXKFWCN CRRNKECVKQP EQORQPGPVU� TWP�VKOG NKDTCTKGU� %1/ EQORQPGPVU QT #EVKXG:�
PQV QPN[ HQT VJG GPVKTG CRRNKECVKQP��=�? #U C TGUWNV� YJGP KPFKXKFWCN EQORQPGPVU CTG RQTVGF KP UWEJ OCPPGT VJG[
CTG CDNG VQ DG� KPVGITCVGF KPVQ QTKIKPCN RQTVCDNG CRRNKECVKQPU� TGRGCVGFN[ KPUVCPVKCVGF 
XKTVWCNN[ KPUVCNNGF� YKVJ FKាGTGPV
EQPិIWTCVKQPU�UGVVKPIU QP VJG UCOG QRGTCVKPI U[UVGO 
15� YKVJQWV OWVWCN EQPីKEVU� #U VJG RQTVGF EQORQPGPVU FQ PQV
CាGEV VJG 15�RTQVGEVGF TGNCVGF GPVKVKGU 
TGIKUVT[ CPF ិNGU�� VJG EQORQPGPVU YKNN PQV TGSWKTG CFOKPKUVTCVKXG RTKXKNGIGU
HQT KPUVCNNCVKQP CPF OCPCIGOGPV�
/KETQUQHV UCY VJG PGGF HQT CP CRRNKECVKQP�URGEKិE TGIKUVT[ HQT KVU 9KPFQYU QRGTCVKPI U[UVGO CU HCT DCEM CU ������=�?
+V GXGPVWCNN[ KPEQTRQTCVGF UQOG QH VJKU VGEJPQNQI[� WUKPI VJG VGEJPKSWGU OGPVKQPGF CDQXG� XKC KVU #RRNKECVKQP %QO�
RCVKDKNKV[ &CVCDCUG �=�? WUKPI KVU &GVQWTU �=�? EQFG NKDTCT[� KPVQ 9KPFQYU :2� +V FKF PQV� JQYGXGT� OCMG CP[ QH VJKU
VGEJPQNQI[ CXCKNCDNG XKC QPG QH KVU U[UVGO #2+U�
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12.2 Portability on Linux and UNIX-like systems

5GG CNUQ� #WVQRCEMCIG� 470< CPF <GTQ +PUVCNN

2TQITCOU YTKVVGP YKVJ C 7PKZ�NKMG DCUG KP OKPF QHVGP FQ PQV OCMG CP[ CUUWORVKQPU� 9JGTGCU OCP[ 9KPFQYU

https://en.wikipedia.org/wiki/USB_flash_drive
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https://en.wikipedia.org/wiki/RUNZ
https://en.wikipedia.org/wiki/Zero_Install
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RTQITCOU CUUWOG VJG WUGT KU CP CFOKPKUVTCVQT̶UQOGVJKPI XGT[ RTGXCNGPV KP VJG FC[U QH 9KPFQYU ������/' 
CPF
VQ UQOG FGITGG KP 9KPFQYU :2������ VJQWIJ PQV KP 9KPFQYU 8KUVC QT 9KPFQYU ��̶UWEJ YQWNF SWKEMN[ TGUWNV
KP “2GTOKUUKQP FGPKGF”GTTQTU KP 7PKZ�NKMG GPXKTQPOGPVU UKPEG WUGTU YKNN DG KP CP WPRTKXKNGIGF UVCVG OWEJ OQTG
QHVGP� 2TQITCOU CTG VJGTGHQTG IGPGTCNN[ FGUKIPGF CTQWPF WUKPI VJG *1/' GPXKTQPOGPV XCTKCDNG VQ UVQTG UGVVKPIU 
G�I�
�)0.&��Y�O HQT VJG Y�O DTQYUGT�� 6JG F[PCOKE NKPMGT RTQXKFGU CP GPXKTQPOGPV XCTKCDNG .&A.+$4#4;A2#6*
VJCV RTQITCOU ECP WUG VQ NQCF NKDTCTKGU HTQO PQP�UVCPFCTF FKTGEVQTKGU� #UUWOKPI �OPV EQPVCKPU VJG RQTVCDNG RTQITCOU
CPF EQPិIWTCVKQP� C EQOOCPF NKPG OC[ NQQM NKMG�
*1/'��OPV�JQOG�WUGT .&A.+$4#4;A2#6*��OPV�WUT�NKD �OPV�WUT�DKP�Y�O YYY�GZCORNG�EQO
# .KPWZ CRRNKECVKQP YKVJQWV PGGF HQT C WUGT�KPVGTCEVKQP 
G�I� CFCRVKPI C UETKRV QT GPXKTQPOGPV XCTKCDNG� QP XCT[KPI
FKTGEVQT[ RCVJU ECP DG CEJKGXGF YKVJ VJG )%% .KPMGT QRVKQP �03*(*/ YJKEJ CNNQYU C TGNCVKXG NKDTCT[ UGCTEJ RCVJ��=�?
0QV CNN RTQITCOU JQPQT VJKU ཊ UQOG EQORNGVGN[ KIPQTG �*1/' CPF KPUVGCF FQ C WUGT NQQM�WR KP �GVE�RCUUYF VQ ិPF
VJG JQOG FKTGEVQT[� VJGTGHQTG VJYCTVKPI RQTVCDKNKV[�
5QOG .KPWZ FKUVTKDWVKQPU CNTGCF[ JCXG PCVKXG UWRRQTV HQT RQTVCDNG CRRU 
5WRGT 15� YKVJ 470< ិNGU��
6JGTG CTG CNUQ ETQUU�FKUVTQ RCEMCIG HQTOCVU VJCV FQP	V TGSWKTG CFOKP TKIJVU VQ TWP� NKMG #WVQRCEMCIG� %&' QT %#4'�
DWV YKVJ QPN[ NKOKVGF CEEGRVCPEG CPF UWRRQTV KP VJG .KPWZ EQOOWPKV[��=�?�=�?�=�?

12.3 Portable cross-platform applications

%TQUU�RNCVHQTO RQTVCDKNKV[ QH CRRNKECVKQPU ECP DG CEJKGXGF WUKPI CP CDUVTCEVKQP NC[GT� 6JG ិTUV YGNN�MPQYP QPG YCU
VJG ,CXC RTQITCOOKPI NCPIWCIG� 1PG RTQLGEV YJKEJ HQEWUGU QP VJG ,CXC RNCVHQTO KU ECNNGF L2QTV �=�? CPF KU CEEGUUKDNG
HTQO VJG L2QTV YGD UKVG� 6JGOCKP IQCN YCU VQ RTQXKFG HTGG CRRNKECVKQPU YTKVVGP KP ,CXC WUKPI C ,CXC�GPCDNGF CRRNKECVKQP
NCWPEJGT� 6JG EQPEGRV KU DCUGF QP VJG CUUWORVKQP VJCV VJG JQUV U[UVGO CNTGCF[ TWPU ,CXC 8KTVWCN /CEJKPG�
.KMGYKUG� VJG EQPEGRV ECP DG VTCPUHGTTGF VQ YGNN�FGិPGF UETKRVKPI NCPIWCIGU NKMG 2[VJQP� 2GTN� QT 4WD[� YJGTG VJG
CRRNKECVKQP KU KPVGTRTGVGF KPUVGCF QH EQORKNGF VQ OCEJKPG EQFG�
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• 2QTVCDNG#RRU�EQO
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• 7�
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Chapter 13

Memory virtualization

+P EQORWVGT UEKGPEG� memory virtualization FGEQWRNGU XQNCVKNG TCPFQO CEEGUU OGOQT[ 
4#/� TGUQWTEGU HTQO
KPFKXKFWCN U[UVGOU KP VJG FCVC EGPVGT� CPF VJGP CIITGICVGU VJQUG TGUQWTEGU KPVQ C XKTVWCNK\GF OGOQT[ RQQN CXCKNCDNG VQ
CP[ EQORWVGT KP VJG ENWUVGT� 6JG OGOQT[ RQQN KU CEEGUUGF D[ VJG QRGTCVKPI U[UVGO QT CRRNKECVKQPU TWPPKPI QP VQR QH
VJG QRGTCVKPI U[UVGO� 6JG FKUVTKDWVGF OGOQT[ RQQN ECP VJGP DG WVKNK\GF CU C JKIJ�URGGF ECEJG� C OGUUCIKPI NC[GT� QT
C NCTIG� UJCTGF OGOQT[ TGUQWTEG HQT C %27 QT C )27 CRRNKECVKQP�

13.1 Description

/GOQT[ XKTVWCNK\CVKQP CNNQYU PGVYQTMGF� CPF VJGTGHQTG FKUVTKDWVGF� UGTXGTU VQ UJCTG C RQQN QH OGOQT[ VQ QXGTEQOG
RJ[UKECN OGOQT[ NKOKVCVKQPU� C EQOOQP DQVVNGPGEM KP UQHVYCTG RGTHQTOCPEG� 9KVJ VJKU ECRCDKNKV[ KPVGITCVGF KPVQ VJG
PGVYQTM� CRRNKECVKQPU ECP VCMG CFXCPVCIG QH C XGT[ NCTIG COQWPV QH OGOQT[ VQ KORTQXG QXGTCNN RGTHQTOCPEG� U[UVGO
WVKNK\CVKQP� KPETGCUG OGOQT[ WUCIG GឹEKGPE[� CPF GPCDNG PGY WUG ECUGU� 5QHVYCTG QP VJGOGOQT[ RQQN PQFGU 
UGTXGTU�
CNNQYU PQFGU VQ EQPPGEV VQ VJG OGOQT[ RQQN VQ EQPVTKDWVG OGOQT[� CPF UVQTG CPF TGVTKGXG FCVC� /CPCIGOGPV UQHVYCTG
CPF VJG VGEJPQNQIKGU QH OGOQT[ QXGTEQOOKVOGPV OCPCIG UJCTGF OGOQT[� FCVC KPUGTVKQP� GXKEVKQP CPF RTQXKUKQPKPI
RQNKEKGU� FCVC CUUKIPOGPV VQ EQPVTKDWVKPI PQFGU� CPF JCPFNGU TGSWGUVU HTQO ENKGPV PQFGU� 6JG OGOQT[ RQQN OC[ DG
CEEGUUGF CV VJG CRRNKECVKQP NGXGN QT QRGTCVKPI U[UVGO NGXGN� #V VJG CRRNKECVKQP NGXGN� VJG RQQN KU CEEGUUGF VJTQWIJ CP
#2+ QT CU C PGVYQTMGF ិNG U[UVGO VQ ETGCVG C JKIJ�URGGF UJCTGF OGOQT[ ECEJG� #V VJG QRGTCVKPI U[UVGO NGXGN� C RCIG
ECEJG ECP WVKNK\G VJG RQQN CU C XGT[ NCTIG OGOQT[ TGUQWTEG VJCV KU OWEJ HCUVGT VJCP NQECN QT PGVYQTMGF UVQTCIG�
/GOQT[ XKTVWCNK\CVKQP KORNGOGPVCVKQPU CTG FKUVKPIWKUJGF HTQO UJCTGF OGOQT[ U[UVGOU� 5JCTGF OGOQT[ U[UVGOU FQ
PQV RGTOKV CDUVTCEVKQP QH OGOQT[ TGUQWTEGU� VJWU TGSWKTKPI KORNGOGPVCVKQP YKVJ C UKPING QRGTCVKPI U[UVGO KPUVCPEG

K�G� PQV YKVJKP C ENWUVGTGF CRRNKECVKQP GPXKTQPOGPV��
/GOQT[ XKTVWCNK\CVKQP KU CNUQ FKាGTGPV HTQO UVQTCIG DCUGF QP ីCUJ OGOQT[ UWEJ CU UQNKF�UVCVG FTKXGU 
55&U� � 55&U
CPF QVJGT UKOKNCT VGEJPQNQIKGU TGRNCEG JCTF�FTKXGU 
PGVYQTMGF QT QVJGTYKUG�� YJKNG OGOQT[ XKTVWCNK\CVKQP TGRNCEGU QT
EQORNGOGPVU VTCFKVKQPCN 4#/�

13.2 Benefits

• +ORTQXGU OGOQT[ WVKNK\CVKQP XKC VJG UJCTKPI QH UECTEG TGUQWTEGU
• +PETGCUGU GឹEKGPE[ CPF FGETGCUGU TWP VKOG HQT FCVC KPVGPUKXG CPF +�1 DQWPF CRRNKECVKQPU
• #NNQYU CRRNKECVKQPU QP OWNVKRNG UGTXGTU VQ UJCTG FCVC YKVJQWV TGRNKECVKQP� FGETGCUKPI VQVCN OGOQT[ PGGFU
• .QYGTU NCVGPE[ CPF RTQXKFGU HCUVGT CEEGUU VJCP QVJGT UQNWVKQPU UWEJ CU 55&� 5#0 QT 0#5

13.3 Products

• 40# PGVYQTMU /GOQT[ 8KTVWCNK\CVKQP 2NCVHQTO � # NQY NCVGPE[ OGOQT[ RQQN� KORNGOGPVGF CU C UJCTGF ECEJG
CPF C NQY NCVGPE[ OGUUCIKPI UQNWVKQP�

��

https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Random_access_memory
https://en.wikipedia.org/wiki/Memory_overcommitment
https://en.wikipedia.org/wiki/Shared_memory
https://en.wikipedia.org/wiki/Solid-state_drive
http://www.rnanetworks.com/cache-architecture
http://www.rnanetworks.com/products/rnacache
http://www.rnanetworks.com/products/rnamessenger
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• 5ECNG/2 � # RNCVHQTO VQ EQODKPG TGUQWTEGU HTQO OWNVKRNG EQORWVGTU HQT VJG RWTRQUG QH ETGCVKPI C UKPING
EQORWVKPI KPUVCPEG�

• 9QODCV &CVC (CDTKE ཊ # OGOQT[ DCUGF OGUUCIKPI HCDTKE HQT FGNKXGT[ QH OCTMGV FCVC KP ិPCPEKCN UGTXKEGU�

• 1TCENG %QJGTGPEG KU C ,CXC�DCUGF KP�OGOQT[ FCVC�ITKF RTQFWEV D[ 1TCENG

• #RR(CDTKE %CEJKPI 5GTXKEG KU C FKUVTKDWVGF ECEJG RNCVHQTO HQT KP�OGOQT[ ECEJGU URTGCF CETQUU OWNVKRNG U[U�
VGOU� FGXGNQRGF D[ /KETQUQHV�

• +$/ 9GDURJGTG GZVTGOG5ECNG KU C ,CXC DCUGF FKUVTKDWVGF ECEJG OWEJ NKMG 1TCENG %QJGTGPEG

• )KIC5RCEGU :#2 KU C ,CXC DCUGF KP�OGOQT[ EQORWVKPI UQHVYCTG RNCVHQTO NKMG 1TCENG %QJGTGPEG CPF 8/9CTG
)GOិTG

13.4 Implementations

13.4.1 Application level integration

+P VJKU ECUG� CRRNKECVKQPU TWPPKPI QP EQPPGEVGF EQORWVGTU EQPPGEV VQ VJG OGOQT[ RQQN FKTGEVN[ VJTQWIJ CP #2+ QT
VJG ិNG U[UVGO�

$MVTUFS JNQMFNFOUJOH NFNPSZ WJSUVBMJ[BUJPO BU UIF BQQMJDBUJPO MFWFM� $POUSJCVUPST ����O DPOUSJCVUF NFNPSZ UP UIF QPPM� "QQMJDBUJPOT
SFBE BOE XSJUF EBUB UP UIF QPPM VTJOH +BWB PS $ "1*T
 PS B ણMF TZTUFN "1*�

13.4.2 Operating System Level Integration

+P VJKU ECUG� VJG QRGTCVKPI U[UVGO EQPPGEVU VQ VJG OGOQT[ RQQN� CPF OCMGU RQQNGF OGOQT[ CXCKNCDNG VQ CRRNKECVKQPU�

13.5 Background

/GOQT[ XKTVWCNK\CVKQP VGEJPQNQI[ HQNNQYU HTQO OGOQT[ OCPCIGOGPV CTEJKVGEVWTGU CPF XKTVWCN OGOQT[ VGEJPKSWGU�
+P DQVJ ិGNFU� VJG RCVJ QH KPPQXCVKQP JCU OQXGF HTQO VKIJVN[ EQWRNGF TGNCVKQPUJKRU DGVYGGP NQIKECN CPF RJ[UKECN
TGUQWTEGU VQ OQTG ីGZKDNG� CDUVTCEVGF TGNCVKQPUJKRU YJGTG RJ[UKECN TGUQWTEGU CTG CNNQECVGF CU PGGFGF�
8KTVWCN OGOQT[ U[UVGOU CDUVTCEV DGVYGGP RJ[UKECN 4#/ CPF XKTVWCN CFFTGUUGU� CUUKIPKPI XKTVWCN OGOQT[ CFFTGUUGU
DQVJ VQ RJ[UKECN 4#/ CPF VQ FKUM�DCUGF UVQTCIG� GZRCPFKPI CFFTGUUCDNG OGOQT[� DWV CV VJG EQUV QH URGGF� 07/#
CPF 5/2 CTEJKVGEVWTGU QRVKOK\G OGOQT[ CNNQECVKQP YKVJKP OWNVK�RTQEGUUQT U[UVGOU� 9JKNG VJGUG VGEJPQNQIKGU F[�
PCOKECNN[ OCPCIG OGOQT[ YKVJKP KPFKXKFWCN EQORWVGTU� OGOQT[ XKTVWCNK\CVKQP OCPCIGU VJG CIITGICVGF OGOQT[ QH
OWNVKRNG PGVYQTMGF EQORWVGTU CU C UKPING OGOQT[ RQQN�

http://scalemp.com/
http://www.nyse.com/technologies/1207087035761.html
https://en.wikipedia.org/wiki/Oracle_Coherence
https://en.wikipedia.org/wiki/Oracle_Corporation
https://en.wikipedia.org/wiki/AppFabric_Caching_Service
https://en.wikipedia.org/wiki/Distributed_cache
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/IBM_Websphere_extremeScale
https://en.wikipedia.org/wiki/GigaSpaces
https://en.wikipedia.org/wiki/Memory_management
https://en.wikipedia.org/wiki/Virtual_memory
https://en.wikipedia.org/wiki/Non-Uniform_Memory_Access
https://en.wikipedia.org/wiki/Symmetric_multiprocessing
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$MVTUFS JNQMFNFOUJOH NFNPSZ WJSUVBMJ[BUJPO� $POUSJCVUPST ����O DPOUSJCVUF NFNPSZ UP UIF QPPM� 5IF PQFSBUJOH TZTUFN DPOOFDUT UP UIF
NFNPSZ QPPM UISPVHI UIF QBHF DBDIF TZTUFN� "QQMJDBUJPOT DPOTVNF QPPMFE NFNPSZ WJB UIF PQFSBUJOH TZTUFN�

+P VCPFGO YKVJ OGOQT[ OCPCIGOGPV KPPQXCVKQPU� C PWODGT QH XKTVWCNK\CVKQP VGEJPKSWGU JCXG CTKUGP VQ OCMG VJG DGUV
WUG QH CXCKNCDNG JCTFYCTG TGUQWTEGU� #RRNKECVKQP XKTVWCNK\CVKQP YCU FGOQPUVTCVGF KP OCKPHTCOG U[UVGOU ិTUV� 6JG
PGZV YCXG YCU UVQTCIG XKTVWCNK\CVKQP� CU UGTXGTU EQPPGEVGF VQ UVQTCIG U[UVGOU UWEJ CU 0#5 QT 5#0 KP CFFKVKQP VQ� QT
KPUVGCF QH� QP�DQCTF JCTF FKUM FTKXGU� 5GTXGT XKTVWCNK\CVKQP� QT (WNN XKTVWCNK\CVKQP� RCTVKVKQPU C UKPING RJ[UKECN UGTXGT
KPVQ OWNVKRNG XKTVWCN OCEJKPGU� EQPUQNKFCVKPI OWNVKRNG KPUVCPEGU QH QRGTCVKPI U[UVGOU QPVQ VJG UCOG OCEJKPG HQT VJG
RWTRQUG QH GឹEKGPE[ CPF ីGZKDKNKV[� +P DQVJ UVQTCIG CPF UGTXGT XKTVWCNK\CVKQP� VJG CRRNKECVKQPU CTG WPCYCTG VJCV VJG
TGUQWTEGU VJG[ CTG WUKPI CTG XKTVWCN TCVJGT VJCP RJ[UKECN� UQ GឹEKGPE[ CPF ីGZKDKNKV[ CTG CEJKGXGF YKVJQWV CRRNKECVKQP
EJCPIGU� +P VJG UCOG YC[� OGOQT[ XKTVWCNK\CVKQP CNNQECVGU VJG OGOQT[ QH CP GPVKTG PGVYQTMGF ENWUVGT QH UGTXGTU
COQPI VJG EQORWVGTU KP VJCV ENWUVGT�

13.6 See also

• 8KTVWCN OGOQT[ � 6TCFKVKQPCN OGOQT[ XKTVWCNK\CVKQP QP C UKPING EQORWVGT� V[RKECNN[ WUKPI VJG VTCPUNCVKQP NQQMC�
UKFG DWាGT 
6.$� VQ VTCPUNCVG DGVYGGP XKTVWCN CPF RJ[UKECN OGOQT[ CFFTGUUGU

• 8KTVWCN OGOQT[ OCPCIGOGPV KP *[RGTXKUQTU � *[RGTXKUQTU OCPCIG VJG RJ[UKECN OGOQT[ QH QPG UGTXGT�
F[PCOKECNN[ CRRQTVKQPKPI OGOQT[ COQPI QRGTCVKPI U[UVGO KPUVCPEGU 
8/YCTG '5:� :GP *[RGTXKUQT�

• +P /GOQT[ &CVC )TKF � 'ORNQ[U FCVC RCTVKVKQPKPI KP C FKUVTKDWVGF GPXKTQPOGPV� XKTVWCNK\KPI CPF UECNKPI QWV
VJG UVQTCIG QH NCTIG FCVC UGVU 
)GOិTG� )KIC5RCEGU� OGOECEJGF� 1TCENG %QJGTGPEG�

• +P�OGOQT[ FCVCDCUG � 2TQXKFGU HCUVGT CPF OQTG RTGFKEVCDNG RGTHQTOCPEG VJCP FKUM�DCUGF FCVCDCUGU

• +�1 XKTVWCNK\CVKQP � %TGCVGU XKTVWCN PGVYQTM CPF UVQTCIG GPFRQKPVU YJKEJ CNNQY PGVYQTM CPF UVQTCIG FCVC VQ
VTCXGN QXGT VJG UCOG HCDTKEU 
:5KIQ +�1 &KTGEVQT�

• 5VQTCIG XKTVWCNK\CVKQP � #DUVTCEVU NQIKECN UVQTCIG HTQO RJ[UKECN UVQTCIG 
0#5� 5#0� (KNG 5[UVGOU 
0(5� ENWUVGT
(5�� 8QNWOG /CPCIGOGPV� 4#+&�

• 8KTVWCNK\CVKQP OCPCIGOGPV JCTFYCTG � *CTFYCTG UQNWVKQP VQ CEEGNGTCVG J[RGTXKUQTU 
�.GCH /CPCIGOGPV 5Q�
NWVKQP�

• 4#/ FKUM � 8KTVWCN UVQTCIG FGXKEG YKVJKP C UKPING EQORWVGT� NKOKVGF VQ ECRCEKV[ QH NQECN 4#/�

• +PិPK$CPF

• �� )KICDKV 'VJGTPGV

• &KUVTKDWVGF UJCTGF OGOQT[

https://en.wikipedia.org/wiki/Page_cache
https://en.wikipedia.org/wiki/Memory_management
https://en.wikipedia.org/wiki/Application_virtualization
https://en.wikipedia.org/wiki/Storage_virtualization
https://en.wikipedia.org/wiki/Network-attached_storage
https://en.wikipedia.org/wiki/Storage_area_network
https://en.wikipedia.org/wiki/Full_virtualization
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Virtual_memory
https://en.wikipedia.org/wiki/Hypervisors
https://en.wikipedia.org/wiki/In_Memory_Data_Grid
https://en.wikipedia.org/wiki/GigaSpaces
https://en.wikipedia.org/wiki/Memcached
https://en.wikipedia.org/wiki/Oracle_Coherence
https://en.wikipedia.org/wiki/In-memory_database
https://en.wikipedia.org/wiki/I/O_virtualization
https://en.wikipedia.org/wiki/Storage_virtualization
https://en.wikipedia.org/wiki/Virtualization_management_hardware
https://en.wikipedia.org/wiki/RAM_disk
https://en.wikipedia.org/wiki/InfiniBand
https://en.wikipedia.org/wiki/10_Gigabit_Ethernet
https://en.wikipedia.org/wiki/Distributed_shared_memory
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• 4GOQVG FKTGEV OGOQT[ CEEGUU 
4&/#�

• .QECNKV[ QH TGHGTGPEG

• 5KPING�U[UVGO KOCIG

• &KUVTKDWVGF ECEJG
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Chapter 14

Storage virtualization

+P EQORWVGT UEKGPEG� storage virtualization WUGU XKTVWCNK\CVKQP VQ GPCDNG DGVVGT HWPEVKQPCNKV[ CPF OQTG CFXCPEGF
HGCVWTGU KP EQORWVGT FCVC UVQTCIG U[UVGOU�
$TQCFN[ URGCMKPI� C 	UVQTCIG U[UVGO	 KU CNUQ MPQYP CU C UVQTCIG CTTC[ QT FKUM CTTC[ QT C ិNGT� 5VQTCIG U[UVGOU V[RK�
ECNN[ WUG URGEKCN JCTFYCTG CPF UQHVYCTG CNQPI YKVJ FKUM FTKXGU KP QTFGT VQ RTQXKFG XGT[ HCUV CPF TGNKCDNG UVQTCIG HQT
EQORWVKPI CPF FCVC RTQEGUUKPI� 5VQTCIG U[UVGOU CTG EQORNGZ� CPF OC[ DG VJQWIJV QH CU C URGEKCN RWTRQUG EQORWVGT
FGUKIPGF VQ RTQXKFG UVQTCIG ECRCEKV[ CNQPI YKVJ CFXCPEGF FCVC RTQVGEVKQP HGCVWTGU� &KUM FTKXGU CTG QPN[ QPG GNGOGPV
YKVJKP C UVQTCIG U[UVGO� CNQPI YKVJ JCTFYCTG CPF URGEKCN RWTRQUG GODGFFGF UQHVYCTG YKVJKP VJG U[UVGO�
5VQTCIG U[UVGOU ECP RTQXKFG GKVJGT DNQEM CEEGUUGF UVQTCIG� QT ិNG CEEGUUGF UVQTCIG� $NQEM CEEGUU KU V[RKECNN[ FGNKX�
GTGF QXGT (KDTG %JCPPGN� K5%5+� 5#5� (+%10 QT QVJGT RTQVQEQNU� (KNG CEEGUU KU QHVGP RTQXKFGF WUKPI 0(5 QT %+(5
RTQVQEQNU�
9KVJKP VJG EQPVGZV QH C UVQTCIG U[UVGO� VJGTG CTG VYQ RTKOCT[ V[RGU QH XKTVWCNK\CVKQP VJCV ECP QEEWT�

• Block virtualization WUGF KP VJKU EQPVGZV TGHGTU VQ VJG CDUVTCEVKQP 
UGRCTCVKQP� QH NQIKECN UVQTCIG 
RCTVKVKQP�
HTQO RJ[UKECN UVQTCIG UQ VJCV KV OC[ DG CEEGUUGF YKVJQWV TGICTF VQ RJ[UKECN UVQTCIG QT JGVGTQIGPGQWU UVTWEVWTG�
6JKU UGRCTCVKQP CNNQYU VJG CFOKPKUVTCVQTU QH VJG UVQTCIG U[UVGO ITGCVGT ីGZKDKNKV[ KP JQY VJG[ OCPCIG UVQTCIG
HQT GPF WUGTU��=�?

• File virtualization CFFTGUUGU VJG 0#5 EJCNNGPIGU D[ GNKOKPCVKPI VJG FGRGPFGPEKGU DGVYGGP VJG FCVC CEEGUUGF
CV VJG ិNG NGXGN CPF VJG NQECVKQP YJGTG VJG ិNGU CTG RJ[UKECNN[ UVQTGF� 6JKU RTQXKFGU QRRQTVWPKVKGU VQ QRVKOK\G
UVQTCIG WUG CPF UGTXGT EQPUQNKFCVKQP CPF VQ RGTHQTO PQP�FKUTWRVKXG ិNG OKITCVKQPU�

14.1 Block virtualization

14.1.1 Address space remapping

8KTVWCNK\CVKQP QH UVQTCIG JGNRU CEJKGXG NQECVKQP KPFGRGPFGPEG D[ CDUVTCEVKPI VJG RJ[UKECN NQECVKQP QH VJG FCVC� 6JG
XKTVWCNK\CVKQP U[UVGO RTGUGPVU VQ VJG WUGT C NQIKECN URCEG HQT FCVC UVQTCIG CPF JCPFNGU VJG RTQEGUU QH OCRRKPI KV VQ VJG
CEVWCN RJ[UKECN NQECVKQP�
+V KU RQUUKDNG VQ JCXG OWNVKRNG NC[GTU QH XKTVWCNK\CVKQP QT OCRRKPI� +V KU VJGP RQUUKDNG VJCV VJG QWVRWV QH QPG NC[GT QH
XKTVWCNK\CVKQP ECP VJGP DG WUGF CU VJG KPRWV HQT C JKIJGT NC[GT QH XKTVWCNK\CVKQP� 8KTVWCNK\CVKQP OCRU URCEG DGVYGGP
DCEM�GPF TGUQWTEGU� VQ HTQPV�GPF TGUQWTEGU� +P VJKU KPUVCPEG� 	DCEM�GPF	 TGHGTU VQ C NQIKECN WPKV PWODGT 
.70� VJCV KU
PQV RTGUGPVGF VQ C EQORWVGT� QT JQUV U[UVGO HQT FKTGEV WUG� # 	HTQPV�GPF	 .70 QT XQNWOG KU RTGUGPVGF VQ C JQUV QT
EQORWVGT U[UVGO HQT WUG�
6JG CEVWCN HQTO QH VJG OCRRKPI YKNN FGRGPF QP VJG EJQUGP KORNGOGPVCVKQP� 5QOG KORNGOGPVCVKQPU OC[ NKOKV VJG
ITCPWNCTKV[ QH VJG OCRRKPI YJKEJ OC[ NKOKV VJG ECRCDKNKVKGU QH VJG FGXKEG� 6[RKECN ITCPWNCTKVKGU TCPIG HTQO C UKPING
RJ[UKECN FKUM FQYP VQ UQOG UOCNN UWDUGV 
OWNVKRNGU QH OGICD[VGU QT IKICD[VGU� QH VJG RJ[UKECN FKUM�
+P C DNQEM�DCUGF UVQTCIG GPXKTQPOGPV� C UKPING DNQEM QH KPHQTOCVKQP KU CFFTGUUGF WUKPI C .70 KFGPVKិGT CPF CP QាUGV
YKVJKP VJCV .70 � MPQYP CU C NQIKECN DNQEM CFFTGUUKPI 
.$#��
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https://en.wikipedia.org/wiki/FICON
https://en.wikipedia.org/wiki/Network_File_System_(protocol)
https://en.wikipedia.org/wiki/CIFS
https://en.wikipedia.org/wiki/Logical_disk
https://en.wikipedia.org/wiki/Disk_drive
https://en.wikipedia.org/wiki/Network-attached_storage
https://en.wikipedia.org/wiki/Logical_unit_number
https://en.wikipedia.org/wiki/Logical_block_addressing
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14.1.2 Meta-data

6JG XKTVWCNK\CVKQP UQHVYCTG QT FGXKEG KU TGURQPUKDNG HQT OCKPVCKPKPI C EQPUKUVGPV XKGY QH CNN VJG OCRRKPI KPHQTOCVKQP
HQT VJG XKTVWCNK\GF UVQTCIG� 6JKU OCRRKPI KPHQTOCVKQP KU QHVGP ECNNGF OGVC�FCVC CPF KU UVQTGF CU C OCRRKPI VCDNG�
6JG CFFTGUU URCEG OC[ DG NKOKVGF D[ VJG ECRCEKV[ PGGFGF VQ OCKPVCKP VJG OCRRKPI VCDNG� 6JG NGXGN QH ITCPWNCTKV[�
CPF VJG VQVCN CFFTGUUCDNG URCEG DQVJ FKTGEVN[ KORCEV VJG UK\G QH VJG OGVC�FCVC� CPF JGPEG VJG OCRRKPI VCDNG� (QT VJKU
TGCUQP� KV KU EQOOQP VQ JCXG VTCFG�QាU� DGVYGGP VJG COQWPV QH CFFTGUUCDNG ECRCEKV[ CPF VJG ITCPWNCTKV[ QT CEEGUU
ITCPWNCTKV[�
1PG EQOOQP OGVJQF VQ CFFTGUU VJGUG NKOKVU KU VQ WUG OWNVKRNG NGXGNU QH XKTVWCNK\CVKQP� +P UGXGTCN UVQTCIG U[UVGOU
FGRNQ[GF VQFC[� KV KU EQOOQP VQ WVKNK\G VJTGG NC[GTU QH XKTVWCNK\CVKQP��=�?
5QOG KORNGOGPVCVKQPU FQ PQV WUG C OCRRKPI VCDNG� CPF KPUVGCF ECNEWNCVG NQECVKQPU WUKPI CP CNIQTKVJO� 6JGUG KO�
RNGOGPVCVKQPU WVKNK\G F[PCOKE OGVJQFU VQ ECNEWNCVG VJG NQECVKQP QP CEEGUU� TCVJGT VJCP UVQTKPI VJG KPHQTOCVKQP KP C
OCRRKPI VCDNG�

14.1.3 I/O redirection

6JG XKTVWCNK\CVKQP UQHVYCTG QT FGXKEG WUGU VJG OGVC�FCVC VQ TG�FKTGEV +�1 TGSWGUVU� +V YKNN TGEGKXG CP KPEQOKPI +�1
TGSWGUV EQPVCKPKPI KPHQTOCVKQP CDQWV VJG NQECVKQP QH VJG FCVC KP VGTOU QH VJG NQIKECN FKUM 
XFKUM� CPF VTCPUNCVGU VJKU
KPVQ C PGY +�1 TGSWGUV VQ VJG RJ[UKECN FKUM NQECVKQP�
(QT GZCORNG VJG XKTVWCNK\CVKQP FGXKEG OC[ �

• 4GEGKXG C TGCF TGSWGUV HQT XFKUM .70 +&��� .$#���

• 2GTHQTO C OGVC�FCVC NQQM WR HQT .70 +&��� .$#���� CPF ិPFU VJKU OCRU VQ RJ[UKECN .70 +&��� .$#�

• 5GPFU C TGCF TGSWGUV VQ RJ[UKECN .70 +&��� .$#�

• 4GEGKXGU VJG FCVC DCEM HTQO VJG RJ[UKECN .70

• 5GPFU VJG FCVC DCEM VQ VJG QTKIKPCVQT CU KH KV JCF EQOG HTQO XFKUM .70 +&��� .$#��

14.1.4 Capabilities

/QUV KORNGOGPVCVKQPU CNNQY HQT JGVGTQIGPGQWU OCPCIGOGPV QH OWNVK�XGPFQT UVQTCIG FGXKEGU YKVJKP VJG UEQRG QH C
IKXGP KORNGOGPVCVKQP	U UWRRQTV OCVTKZ� 6JKU OGCPU VJCV VJG HQNNQYKPI ECRCDKNKVKGU CTG PQV NKOKVGF VQ C UKPING XGPFQT	U
FGXKEG 
CU YKVJ UKOKNCT ECRCDKNKVKGU RTQXKFGF D[ URGEKិE UVQTCIG EQPVTQNNGTU� CPF CTG KP HCEV RQUUKDNG CETQUU FKាGTGPV
XGPFQTU	 FGXKEGU�

14.1.5 Replication

/CKP CTVKENG� 5VQTCIG TGRNKECVKQP

&CVC TGRNKECVKQP VGEJPKSWGU CTG PQV NKOKVGF VQ XKTVWCNK\CVKQP CRRNKCPEGU CPF CU UWEJ CTG PQV FGUETKDGF JGTG KP FGVCKN�
*QYGXGT OQUV KORNGOGPVCVKQPU YKNN RTQXKFG UQOG QT CNN QH VJGUG TGRNKECVKQP UGTXKEGU�
9JGP UVQTCIG KU XKTVWCNK\GF� TGRNKECVKQP UGTXKEGU OWUV DG KORNGOGPVGF CDQXG VJG UQHVYCTG QT FGXKEG VJCV KU RGTHQTOKPI
VJG XKTVWCNK\CVKQP� 6JKU KU VTWG DGECWUG KV KU QPN[ CDQXG VJG XKTVWCNK\CVKQP NC[GT VJCV C VTWG CPF EQPUKUVGPV KOCIG QH VJG
NQIKECN FKUM 
XFKUM� ECP DG EQRKGF� 6JKU NKOKVU VJG UGTXKEGU VJCV UQOG KORNGOGPVCVKQPU ECP KORNGOGPV � QT OCMGU
VJGO UGTKQWUN[ FKឹEWNV VQ KORNGOGPV� +H VJG XKTVWCNK\CVKQP KU KORNGOGPVGF KP VJG PGVYQTM QT JKIJGT� VJKU TGPFGTU CP[
TGRNKECVKQP UGTXKEGU RTQXKFGF D[ VJG WPFGTN[KPI UVQTCIG EQPVTQNNGTU WUGNGUU�

• 4GOQVG FCVC TGRNKECVKQP HQT FKUCUVGT TGEQXGT[

• 5[PEJTQPQWU /KTTQTKPI � YJGTG +�1 EQORNGVKQP KU QPN[ TGVWTPGF YJGP VJG TGOQVG UKVG CEMPQYNGFIGU VJG
EQORNGVKQP� #RRNKECDNG HQT UJQTVGT FKUVCPEGU 
���� MO�

https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/Storage_replication
https://en.wikipedia.org/wiki/Disaster_recovery
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• #U[PEJTQPQWU /KTTQTKPI � YJGTG +�1 EQORNGVKQP KU TGVWTPGF DGHQTG VJG TGOQVG UKVG JCU CEMPQYNGFIGF VJG
EQORNGVKQP� #RRNKECDNG HQT OWEJ ITGCVGT FKUVCPEGU 
 ��� MO�

• 2QKPV�+P�6KOG 5PCRUJQVU VQ EQR[ QT ENQPG FCVC HQT FKXGTUG WUGU
• 9JGP EQODKPGF YKVJ VJKP RTQXKUKQPKPI� GPCDNGU URCEG�GឹEKGPV UPCRUJQVU

14.1.6 Pooling

6JG RJ[UKECN UVQTCIG TGUQWTEGU CTG CIITGICVGF KPVQ UVQTCIG RQQNU� HTQO YJKEJ VJG NQIKECN UVQTCIG KU ETGCVGF� /QTG UVQT�
CIG U[UVGOU� YJKEJ OC[ DG JGVGTQIGPGQWU KP PCVWTG� ECP DG CFFGF CU CPF YJGP PGGFGF� CPF VJG XKTVWCN UVQTCIG URCEG
YKNN UECNG WR D[ VJG UCOG COQWPV� 6JKU RTQEGUU KU HWNN[ VTCPURCTGPV VQ VJG CRRNKECVKQPU WUKPI VJG UVQTCIG KPHTCUVTWEVWTG�

14.1.7 Disk management

6JG UQHVYCTG QT FGXKEG RTQXKFKPI UVQTCIG XKTVWCNK\CVKQP DGEQOGU C EQOOQP FKUM OCPCIGT KP VJG XKTVWCNK\GF GPXKTQP�
OGPV� .QIKECN FKUMU 
XFKUMU� CTG ETGCVGF D[ VJG XKTVWCNK\CVKQP UQHVYCTG QT FGXKEG CPF CTG OCRRGF 
OCFG XKUKDNG� VQ
VJG TGSWKTGF JQUV QT UGTXGT� VJWU RTQXKFKPI C EQOOQP RNCEG QT YC[ HQT OCPCIKPI CNN XQNWOGU KP VJG GPXKTQPOGPV�
'PJCPEGF HGCVWTGU CTG GCU[ VQ RTQXKFG KP VJKU GPXKTQPOGPV �

• 6JKP 2TQXKUKQPKPI VQ OCZKOK\G UVQTCIG WVKNK\CVKQP
• 6JKU KU TGNCVKXGN[ GCU[ VQ KORNGOGPV CU RJ[UKECN UVQTCIG KU QPN[ CNNQECVGF KP VJG OCRRKPI VCDNG YJGP KV KU
WUGF�

• &KUM GZRCPUKQP CPF UJTKPMKPI
• /QTG RJ[UKECN UVQTCIG ECP DG CNNQECVGF D[ CFFKPI VQ VJG OCRRKPI VCDNG 
CUUWOKPI VJG WUKPI U[UVGO ECP
EQRG YKVJ QPNKPG GZRCPUKQP�

• 5KOKNCTN[ FKUMU ECP DG TGFWEGF KP UK\G D[ TGOQXKPI UQOG RJ[UKECN UVQTCIG HTQO VJG OCRRKPI 
WUGU HQT VJKU
CTG NKOKVGF CU VJGTG KU PQ IWCTCPVGG QH YJCV TGUKFGU QP VJG CTGCU TGOQXGF�

14.1.8 Benefits

Non-disruptive data migration

1PG QH VJG OCLQT DGPGិVU QH CDUVTCEVKPI VJG JQUV QT UGTXGT HTQO VJG CEVWCN UVQTCIG KU VJG CDKNKV[ VQmigrate FCVC YJKNG
OCKPVCKPKPI EQPEWTTGPV +�1 CEEGUU�
6JG JQUV QPN[ MPQYU CDQWV VJG NQIKECN FKUM 
VJG OCRRGF .70� CPF UQ CP[ EJCPIGU VQ VJG OGVC�FCVC OCRRKPI KU
VTCPURCTGPV VQ VJG JQUV� 6JKU OGCPU VJG CEVWCN FCVC ECP DG OQXGF QT TGRNKECVGF VQ CPQVJGT RJ[UKECN NQECVKQP YKVJQWV
CាGEVKPI VJG QRGTCVKQP QH CP[ ENKGPV� 9JGP VJG FCVC JCU DGGP EQRKGF QT OQXGF� VJG OGVC�FCVC ECP UKORN[ DG WRFCVGF
VQ RQKPV VQ VJG PGY NQECVKQP� VJGTGHQTG HTGGKPI WR VJG RJ[UKECN UVQTCIG CV VJG QNF NQECVKQP�
6JG RTQEGUU QH OQXKPI VJG RJ[UKECN NQECVKQP KU MPQYP CU data migration� /QUV KORNGOGPVCVKQPU CNNQY HQT VJKU VQ DG
FQPG KP C PQP�FKUTWRVKXG OCPPGT� VJCV KU EQPEWTTGPVN[ YJKNG VJG JQUV EQPVKPWGU VQ RGTHQTO +�1 VQ VJG NQIKECN FKUM 
QT
.70��
6JG OCRRKPI ITCPWNCTKV[ FKEVCVGU JQY SWKEMN[ VJG OGVC�FCVC ECP DG WRFCVGF� JQY OWEJ GZVTC ECRCEKV[ KU TGSWKTGF
FWTKPI VJG OKITCVKQP� CPF JQY SWKEMN[ VJG RTGXKQWU NQECVKQP KU OCTMGF CU HTGG� 6JG UOCNNGT VJG ITCPWNCTKV[ VJG HCUVGT
VJG WRFCVG� NGUU URCEG TGSWKTGF CPF SWKEMGT VJG QNF UVQTCIG ECP DG HTGGF WR�
6JGTG CTG OCP[ FC[ VQ FC[ VCUMU C UVQTCIG CFOKPKUVTCVQT JCU VQ RGTHQTO VJCV ECP DG UKORN[ CPF EQPEWTTGPVN[ RGTHQTOGF
WUKPI FCVC OKITCVKQP VGEJPKSWGU�

• /QXKPI FCVC Qា CP QXGT�WVKNK\GF UVQTCIG FGXKEG�
• /QXKPI FCVC QPVQ C HCUVGT UVQTCIG FGXKEG CU PGGFU TGSWKTG
• +ORNGOGPVKPI CP +PHQTOCVKQP .KHGE[ENG /CPCIGOGPV RQNKE[
• /KITCVKPI FCVC Qា QNFGT UVQTCIG FGXKEGU 
GKVJGT DGKPI UETCRRGF QT Qា�NGCUG�

https://en.wikipedia.org/wiki/Thin_provisioning
https://en.wikipedia.org/wiki/Information_Lifecycle_Management
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Improved utilization

7VKNK\CVKQP ECP DG KPETGCUGF D[ XKTVWG QH VJG RQQNKPI� OKITCVKQP� CPF VJKP RTQXKUKQPKPI UGTXKEGU� 6JKU CNNQYU WUGTU VQ
CXQKF QXGT�DW[KPI CPF QXGT�RTQXKUKQPKPI UVQTCIG UQNWVKQPU� +P QVJGT YQTFU� VJKU MKPF QH WVKNK\CVKQP VJTQWIJ C UJCTGF
RQQN QH UVQTCIG ECP DG GCUKN[ CPF SWKEMN[ CNNQECVGF CU KV KU PGGFGF VQ CXQKF EQPUVTCKPVU QP UVQTCIG ECRCEKV[ VJCV QHVGP
JKPFGT CRRNKECVKQP RGTHQTOCPEG��=�?
9JGP CNN CXCKNCDNG UVQTCIG ECRCEKV[ KU RQQNGF� U[UVGO CFOKPKUVTCVQTU PQ NQPIGT JCXG VQ UGCTEJ HQT FKUMU VJCV JCXG HTGG
URCEG VQ CNNQECVG VQ C RCTVKEWNCT JQUV QT UGTXGT� # PGY NQIKECN FKUM ECP DG UKORN[ CNNQECVGF HTQO VJG CXCKNCDNG RQQN� QT
CP GZKUVKPI FKUM ECP DG GZRCPFGF�
2QQNKPI CNUQ OGCPU VJCV CNN VJG CXCKNCDNG UVQTCIG ECRCEKV[ ECP RQVGPVKCNN[ DG WUGF� +P C VTCFKVKQPCN GPXKTQPOGPV�
CP GPVKTG FKUM YQWNF DG OCRRGF VQ C JQUV� 6JKU OC[ DG NCTIGT VJCP KU TGSWKTGF� VJWU YCUVKPI URCEG� +P C XKTVWCN
GPXKTQPOGPV� VJG NQIKECN FKUM 
.70� KU CUUKIPGF VJG ECRCEKV[ TGSWKTGF D[ VJG WUKPI JQUV�
5VQTCIG ECP DG CUUKIPGF YJGTG KV KU PGGFGF CV VJCV RQKPV KP VKOG� TGFWEKPI VJG PGGF VQ HVFTT JQY OWEJ C IKXGP JQUV
YKNN PGGF KP VJG HWVWTG� 7UKPI 6JKP 2TQXKUKQPKPI� VJG CFOKPKUVTCVQT ECP ETGCVG C XGT[ NCTIG VJKP RTQXKUKQPGF NQIKECN
FKUM� VJWU VJG WUKPI U[UVGO VJKPMU KV JCU C XGT[ NCTIG FKUM HTQO FC[ �� KV RTGUGPVU C NQIKECN XKGY QH VJG RJ[UKECN UVQTCIG

Fewer points of management

9KVJ UVQTCIG XKTVWCNK\CVKQP� OWNVKRNG KPFGRGPFGPV UVQTCIG FGXKEGU� GXGP KH UECVVGTGF CETQUU C PGVYQTM� CRRGCT VQ DG C
UKPING OQPQNKVJKE UVQTCIG FGXKEG CPF ECP DG OCPCIGF EGPVTCNN[�
*QYGXGT� VTCFKVKQPCN UVQTCIG EQPVTQNNGT OCPCIGOGPV KU UVKNN TGSWKTGF� 6JCV KU� VJG ETGCVKQP CPF OCKPVGPCPEG QH 4#+&
CTTC[U� KPENWFKPI GTTQT CPF HCWNV OCPCIGOGPV�

14.1.9 Risks

Backing out a failed implementation

1PEG VJG CDUVTCEVKQP NC[GT KU KP RNCEG� QPN[ VJG XKTVWCNK\GT MPQYU YJGTG VJG FCVC CEVWCNN[ TGUKFGU QP VJG RJ[UKECN
OGFKWO� $CEMKPI QWV QH C XKTVWCN UVQTCIG GPXKTQPOGPV VJGTGHQTG TGSWKTGU VJG TGEQPUVTWEVKQP QH VJG NQIKECN FKUMU CU
EQPVKIWQWU FKUMU VJCV ECP DG WUGF KP C VTCFKVKQPCN OCPPGT�
/QUV KORNGOGPVCVKQPU YKNN RTQXKFG UQOG HQTO QH DCEM�QWV RTQEGFWTG CPF YKVJ VJG FCVC OKITCVKQP UGTXKEGU KV KU CV
NGCUV RQUUKDNG� DWV VKOG EQPUWOKPI�

Interoperability and vendor support

+PVGTQRGTCDKNKV[ KU C MG[ GPCDNGT VQ CP[ XKTVWCNK\CVKQP UQHVYCTG QT FGXKEG� +V CRRNKGU VQ VJG CEVWCN RJ[UKECN UVQTCIG
EQPVTQNNGTU CPF VJG JQUVU� VJGKT QRGTCVKPI U[UVGOU� OWNVK�RCVJKPI UQHVYCTG CPF EQPPGEVKXKV[ JCTFYCTG�
+PVGTQRGTCDKNKV[ TGSWKTGOGPVU FKាGT DCUGF QP VJG KORNGOGPVCVKQP EJQUGP� (QT GZCORNG� XKTVWCNK\CVKQP KORNGOGPVGF
YKVJKP C UVQTCIG EQPVTQNNGT CFFU PQ GZVTC QXGTJGCF VQ JQUV DCUGF KPVGTQRGTCDKNKV[� DWV YKNN TGSWKTG CFFKVKQPCN UWRRQTV
QH QVJGT UVQTCIG EQPVTQNNGTU KH VJG[ CTG VQ DG XKTVWCNK\GF D[ VJG UCOG UQHVYCTG�
5YKVEJ DCUGF XKTVWCNK\CVKQP OC[ PQV TGSWKTG URGEKិE JQUV KPVGTQRGTCDKNKV[ ̶KH KV WUGU RCEMGV ETCEMKPI VGEJPKSWGU VQ
TGFKTGEV VJG +�1�
0GVYQTM DCUGF CRRNKCPEGU JCXG VJG JKIJGUV NGXGN QH KPVGTQRGTCDKNKV[ TGSWKTGOGPVU CU VJG[ JCXG VQ KPVGTQRGTCVG YKVJ CNN
FGXKEGU� UVQTCIG CPF JQUVU�

Complexity

%QORNGZKV[ CាGEVU UGXGTCN CTGCU �

• /CPCIGOGPV QH GPXKTQPOGPV � #NVJQWIJ C XKTVWCN UVQTCIG KPHTCUVTWEVWTG DGPGិVU HTQO C UKPING RQKPV QH NQIKECN
FKUM CPF TGRNKECVKQP UGTXKEG OCPCIGOGPV� VJG RJ[UKECN UVQTCIG OWUV UVKNN DG OCPCIGF� 2TQDNGO FGVGTOKPCVKQP
CPF HCWNV KUQNCVKQP ECP CNUQ DGEQOG EQORNGZ� FWG VQ VJG CDUVTCEVKQP NC[GT�

https://en.wikipedia.org/wiki/Thin_Provisioning
https://en.wikipedia.org/wiki/RAID
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• +PHTCUVTWEVWTG FGUKIP � 6TCFKVKQPCN FGUKIP GVJKEU OC[ PQ NQPIGT CRRN[� XKTVWCNK\CVKQP DTKPIU C YJQNG TCPIG QH
PGY KFGCU CPF EQPEGRVU VQ VJKPM CDQWV 
CU FGVCKNGF JGTG�

• 6JG UQHVYCTG QT FGXKEG KVUGNH � 5QOG KORNGOGPVCVKQPU CTG OQTG EQORNGZ VQ FGUKIP CPF EQFG � PGVYQTM DCUGF�
GURGEKCNN[ KP�DCPF 
U[OOGVTKE� FGUKIPU KP RCTVKEWNCT̶VJGUG KORNGOGPVCVKQPU CEVWCNN[ JCPFNG VJG +�1 TGSWGUVU
CPF UQ NCVGPE[ DGEQOGU CP KUUWG�

Meta-data management

+PHQTOCVKQP KU QPG QH VJG OQUV XCNWCDNG CUUGVU KP VQFC[	U DWUKPGUU GPXKTQPOGPVU� 1PEG XKTVWCNK\GF� VJG OGVC�FCVC
CTG VJG INWG KP VJG OKFFNG� +H VJG OGVC�FCVC CTG NQUV� UQ KU CNN VJG CEVWCN FCVC CU KV YQWNF DG XKTVWCNN[ KORQUUKDNG VQ
TGEQPUVTWEV VJG NQIKECN FTKXGU YKVJQWV VJG OCRRKPI KPHQTOCVKQP�
#P[ KORNGOGPVCVKQP OWUV GPUWTG KVU RTQVGEVKQP YKVJ CRRTQRTKCVG NGXGNU QH DCEM�WRU CPF TGRNKECU� +V KU KORQTVCPV VQ DG
CDNG VQ TGEQPUVTWEV VJG OGVC�FCVC KP VJG GXGPV QH C ECVCUVTQRJKE HCKNWTG�
6JG OGVC�FCVC OCPCIGOGPV CNUQ JCU KORNKECVKQPU QP RGTHQTOCPEG� #P[ XKTVWCNK\CVKQP UQHVYCTG QT FGXKEG OWUV DG CDNG
VQ MGGR CNN VJG EQRKGU QH VJG OGVC�FCVC CVQOKE CPF SWKEMN[ WRFCVGCDNG� 5QOG KORNGOGPVCVKQPU TGUVTKEV VJG CDKNKV[ VQ
RTQXKFG EGTVCKP HCUV WRFCVG HWPEVKQPU� UWEJ CU RQKPV�KP�VKOG EQRKGU CPF ECEJKPI YJGTG UWRGT HCUV WRFCVGU CTG TGSWKTGF
VQ GPUWTG OKPKOCN NCVGPE[ VQ VJG CEVWCN +�1 DGKPI RGTHQTOGF�

Performance and scalability

+P UQOG KORNGOGPVCVKQPU VJG RGTHQTOCPEG QH VJG RJ[UKECN UVQTCIG ECP CEVWCNN[ DG KORTQXGF� OCKPN[ FWG VQ ECEJKPI�
%CEJKPI JQYGXGT TGSWKTGU VJG XKUKDKNKV[ QH VJG FCVC EQPVCKPGF YKVJKP VJG +�1 TGSWGUV CPF UQ KU NKOKVGF VQ KP�DCPF CPF
U[OOGVTKE XKTVWCNK\CVKQP UQHVYCTG CPF FGXKEGU� *QYGXGT VJGUG KORNGOGPVCVKQPU CNUQ FKTGEVN[ KPីWGPEG VJG NCVGPE[ QH
CP +�1 TGSWGUV 
ECEJG OKUU�� FWG VQ VJG +�1 JCXKPI VQ ីQY VJTQWIJ VJG UQHVYCTG QT FGXKEG� #UUWOKPI VJG UQHVYCTG QT
FGXKEG KU GឹEKGPVN[ FGUKIPGF VJKU KORCEV UJQWNF DG OKPKOCN YJGP EQORCTGF YKVJ VJG NCVGPE[ CUUQEKCVGF YKVJ RJ[UKECN
FKUM CEEGUUGU�
&WG VQ VJG PCVWTG QH XKTVWCNK\CVKQP� VJG OCRRKPI QH NQIKECN VQ RJ[UKECN TGSWKTGU UQOG RTQEGUUKPI RQYGT CPF NQQMWR
VCDNGU� 6JGTGHQTG GXGT[ KORNGOGPVCVKQP YKNN CFF UQOG UOCNN COQWPV QH NCVGPE[�
+P CFFKVKQP VQ TGURQPUG VKOG EQPEGTPU� VJTQWIJRWV JCU VQ DG EQPUKFGTGF� 6JG DCPFYKFVJ KPVQ CPF QWV QH VJG OGVC�FCVC
NQQMWR UQHVYCTG FKTGEVN[ KORCEVU VJG CXCKNCDNG U[UVGO DCPFYKFVJ� +P CU[OOGVTKE KORNGOGPVCVKQPU� YJGTG VJG OGVC�
FCVC NQQMWR QEEWTU DGHQTG VJG KPHQTOCVKQP KU TGCF QT YTKVVGP� DCPFYKFVJ KU NGUU QH C EQPEGTP CU VJG OGVC�FCVC CTG C
VKP[ HTCEVKQP QH VJG CEVWCN +�1 UK\G� +P�DCPF� U[OOGVTKE ីQY VJTQWIJ FGUKIPU CTG FKTGEVN[ NKOKVGF D[ VJGKT RTQEGUUKPI
RQYGT CPF EQPPGEVKXKV[ DCPFYKFVJU�
/QUV KORNGOGPVCVKQPU RTQXKFG UQOG HQTO QH UECNG�QWV OQFGN� YJGTG VJG KPENWUKQP QH CFFKVKQPCN UQHVYCTG QT FGXKEG
KPUVCPEGU RTQXKFGU KPETGCUGF UECNCDKNKV[ CPF RQVGPVKCNN[ KPETGCUGF DCPFYKFVJ� 6JG RGTHQTOCPEG CPF UECNCDKNKV[ EJCT�
CEVGTKUVKEU CTG FKTGEVN[ KPីWGPEGF D[ VJG EJQUGP KORNGOGPVCVKQP�

14.1.10 Implementation approaches

• *QUV�DCUGF

• 5VQTCIG FGXKEG�DCUGF

• 0GVYQTM�DCUGF

Host-based

/CKP CTVKENG� .QIKECN XQNWOG OCPCIGOGPV

*QUV�DCUGF XKTVWCNK\CVKQP TGSWKTGU CFFKVKQPCN UQHVYCTG TWPPKPI QP VJG JQUV� CU C RTKXKNGIGF VCUM QT RTQEGUU� +P UQOG
ECUGU XQNWOG OCPCIGOGPV KU DWKNV KPVQ VJG QRGTCVKPI U[UVGO� CPF KP QVJGT KPUVCPEGU KV KU QាGTGF CU C UGRCTCVG RTQFWEV�
8QNWOGU 
.70	U� RTGUGPVGF VQ VJG JQUV U[UVGO CTG JCPFNGF D[ C VTCFKVKQPCN RJ[UKECN FGXKEG FTKXGT� *QYGXGT� C UQHVYCTG

https://en.wikipedia.org/wiki/Logical_volume_management
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NC[GT 
VJG XQNWOGOCPCIGT� TGUKFGU CDQXG VJG FKUM FGXKEG FTKXGT KPVGTEGRVU VJG +�1 TGSWGUVU� CPF RTQXKFGU VJGOGVC�FCVC
NQQMWR CPF +�1 OCRRKPI�
/QUV OQFGTP QRGTCVKPI U[UVGOU JCXG UQOG HQTO QH NQIKECN XQNWOG OCPCIGOGPV DWKNV�KP 
KP .KPWZ ECNNGF .QIKECN
8QNWOG /CPCIGT QT .8/� KP 5QNCTKU CPF (TGG$5&� <(5	U \RQQN NC[GT� KP 9KPFQYU ECNNGF .QIKECN &KUM /CPCIGT QT
.&/�� VJCV RGTHQTOU XKTVWCNK\CVKQP VCUMU�
0QVG� *QUV DCUGF XQNWOG OCPCIGTU YGTG KP WUG NQPI DGHQTG VJG VGTO TUPSBHF WJSUVBMJ[BUJPO JCF DGGP EQKPGF�

Pros

• 5KORNG VQ FGUKIP CPF EQFG

• 5WRRQTVU CP[ UVQTCIG V[RG

• +ORTQXGU UVQTCIG WVKNK\CVKQP YKVJQWV VJKP RTQXKUKQPKPI TGUVTKEVKQPU

Cons

• 5VQTCIG WVKNK\CVKQP QRVKOK\GF QPN[ QP C RGT JQUV DCUKU

• 4GRNKECVKQP CPF FCVC OKITCVKQP QPN[ RQUUKDNG NQECNN[ VQ VJCV JQUV

• 5QHVYCTG KU WPKSWG VQ GCEJ QRGTCVKPI U[UVGO

• 0Q GCU[ YC[ QH MGGRKPI JQUV KPUVCPEGU KP U[PE YKVJ QVJGT KPUVCPEGU

• 6TCFKVKQPCN &CVC 4GEQXGT[ HQNNQYKPI C UGTXGT FKUM FTKXG ETCUJ KU KORQUUKDNG

Specific examples

• 6GEJPQNQIKGU�

• .QIKECN XQNWOG OCPCIGOGPV
• (KNG U[UVGOU� G�I�� 
JCTF NKPMU� %+(5�0(5�
• #WVQOCVKE OQWPVKPI� G�I�� 
CWVQHU�

Storage device-based

.KMG JQUV�DCUGF XKTVWCNK\CVKQP� UGXGTCN ECVGIQTKGU JCXG GZKUVGF HQT [GCTU CPF JCXG QPN[ TGEGPVN[ DGGP ENCUUKិGF CU
XKTVWCNK\CVKQP� 5KORNG FCVC UVQTCIG FGXKEGU� NKMG UKPING JCTF FKUM FTKXGU� FQ PQV RTQXKFG CP[ XKTVWCNK\CVKQP� $WV GXGP
VJG UKORNGUV FKUM CTTC[U RTQXKFG C NQIKECN VQ RJ[UKECN CDUVTCEVKQP� CU VJG[ WUG 4#+& UEJGOGU VQ LQKP OWNVKRNG FKUMU KP
C UKPING CTTC[ 
CPF RQUUKDN[ NCVGT FKXKFG VJG CTTC[ KV KPVQ UOCNNGT XQNWOGU��
#FXCPEGF FKUM CTTC[U QHVGP HGCVWTG ENQPKPI� UPCRUJQVU CPF TGOQVG TGRNKECVKQP� )GPGTCNN[ VJGUG FGXKEGU FQ PQV RTQXKFG
VJG DGPGិVU QH FCVC OKITCVKQP QT TGRNKECVKQP CETQUU JGVGTQIGPGQWU UVQTCIG� CU GCEJ XGPFQT VGPFU VQ WUG VJGKT QYP
RTQRTKGVCT[ RTQVQEQNU�
# PGY DTGGF QH FKUM CTTC[ EQPVTQNNGTU CNNQYU VJG FQYPUVTGCO CVVCEJOGPV QH QVJGT UVQTCIG FGXKEGU� (QT VJG RWTRQUGU
QH VJKU CTVKENG YG YKNN QPN[ FKUEWUU VJG NCVGT UV[NG YJKEJ FQ CEVWCNN[ XKTVWCNK\G QVJGT UVQTCIG FGXKEGU�

Concept # RTKOCT[ UVQTCIG EQPVTQNNGT RTQXKFGU VJG UGTXKEGU CPF CNNQYU VJG FKTGEV CVVCEJOGPV QH QVJGT UVQTCIG EQP�
VTQNNGTU� &GRGPFKPI QP VJG KORNGOGPVCVKQP VJGUG OC[ DG HTQO VJG UCOG QT FKាGTGPV XGPFQTU�
6JG RTKOCT[ EQPVTQNNGT YKNN RTQXKFG VJG RQQNKPI CPF OGVC�FCVC OCPCIGOGPV UGTXKEGU� +V OC[ CNUQ RTQXKFG TGRNKECVKQP
CPF OKITCVKQP UGTXKEGU CETQUU VJQUG EQPVTQNNGTU YJKEJ KV KU �

https://en.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://en.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://en.wikipedia.org/wiki/ZFS
https://en.wikipedia.org/wiki/Logical_Disk_Manager
https://en.wikipedia.org/wiki/Thin_provisioning
https://en.wikipedia.org/wiki/Logical_volume_management
https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Hard_link
https://en.wikipedia.org/wiki/Server_Message_Block
https://en.wikipedia.org/wiki/Network_File_System
https://en.wikipedia.org/wiki/Autofs
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Disk_array
https://en.wikipedia.org/wiki/RAID
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Pros

• 0Q CFFKVKQPCN JCTFYCTG QT KPHTCUVTWEVWTG TGSWKTGOGPVU

• 2TQXKFGU OQUV QH VJG DGPGិVU QH UVQTCIG XKTVWCNK\CVKQP

• &QGU PQV CFF NCVGPE[ VQ KPFKXKFWCN +�1U

Cons

• 5VQTCIG WVKNK\CVKQP QRVKOK\GF QPN[ CETQUU VJG EQPPGEVGF EQPVTQNNGTU

• 4GRNKECVKQP CPF FCVC OKITCVKQP QPN[ RQUUKDNG CETQUU VJG EQPPGEVGF EQPVTQNNGTU CPF UCOG XGPFQTU FGXKEG HQT NQPI
FKUVCPEG UWRRQTV

• &QYPUVTGCO EQPVTQNNGT CVVCEJOGPV NKOKVGF VQ XGPFQTU UWRRQTV OCVTKZ

• +�1 .CVGPE[� PQP ECEJG JKVU TGSWKTG VJG RTKOCT[ UVQTCIG EQPVTQNNGT VQ KUUWG C UGEQPFCT[ FQYPUVTGCO +�1 TGSWGUV

• +PETGCUG KP UVQTCIG KPHTCUVTWEVWTG TGUQWTEG� VJG RTKOCT[ UVQTCIG EQPVTQNNGT TGSWKTGU VJG UCOG DCPFYKFVJ CU VJG
UGEQPFCT[ UVQTCIG EQPVTQNNGTU VQ OCKPVCKP VJG UCOG VJTQWIJRWV

Network-based

5VQTCIG XKTVWCNK\CVKQP QRGTCVKPI QP C PGVYQTM DCUGF FGXKEG 
V[RKECNN[ C UVCPFCTF UGTXGT QT UOCTV UYKVEJ� CPF WUKPI
K5%5+ QT (% (KDTG EJCPPGN PGVYQTMU VQ EQPPGEV CU C 5#0� 6JGUG V[RGU QH FGXKEGU CTG VJG OQUV EQOOQPN[ CXCKNCDNG
CPF KORNGOGPVGF HQTO QH XKTVWCNK\CVKQP�
6JG XKTVWCNK\CVKQP FGXKEG UKVU KP VJG 5#0 CPF RTQXKFGU VJG NC[GT QH CDUVTCEVKQP DGVYGGP VJG JQUVU RGTHQTOKPI VJG +�1
CPF VJG UVQTCIG EQPVTQNNGTU RTQXKFKPI VJG UVQTCIG ECRCEKV[�

Pros

• 6TWG JGVGTQIGPGQWU UVQTCIG XKTVWCNK\CVKQP

• %CEJKPI QH FCVC 
RGTHQTOCPEG DGPGិV� KU RQUUKDNG YJGP KP�DCPF

• 5KPING OCPCIGOGPV KPVGTHCEG HQT CNN XKTVWCNK\GF UVQTCIG

• 4GRNKECVKQP UGTXKEGU CETQUU JGVGTQIGPGQWU FGXKEGU

Cons

• %QORNGZ KPVGTQRGTCDKNKV[ OCVTKEGU � NKOKVGF D[ XGPFQTU UWRRQTV

• &KឹEWNV VQ KORNGOGPV HCUV OGVC�FCVC WRFCVGU KP UYKVEJGF�DCUGF FGXKEGU

• 1WV�QH�DCPF TGSWKTGU URGEKិE JQUV DCUGF UQHVYCTG

• +P�DCPF OC[ CFF NCVGPE[ VQ +�1

• +P�DCPF VJG OQUV EQORNKECVKQP VQ FGUKIP CPF EQFG

https://en.wikipedia.org/wiki/Fibre_channel
https://en.wikipedia.org/wiki/Storage_Area_Network
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Appliance-based vs. switch-based 6JGTG CTG VYQ EQOOQPN[ CXCKNCDNG KORNGOGPVCVKQPU QH PGVYQTM�DCUGF UVQTCIG
XKTVWCNK\CVKQP� CRRNKCPEG�DCUGF CPF UYKVEJ�DCUGF� $QVJ OQFGNU ECP RTQXKFG VJG UCOG UGTXKEGU� FKUM OCPCIGOGPV�
OGVCFCVC NQQMWR� FCVC OKITCVKQP CPF TGRNKECVKQP� $QVJ OQFGNU CNUQ TGSWKTG UQOG RTQEGUUKPI JCTFYCTG VQ RTQXKFG
VJGUG UGTXKEGU�
#RRNKCPEG DCUGF FGXKEGU CTG FGFKECVGF JCTFYCTG FGXKEGU VJCV RTQXKFG 5#0 EQPPGEVKXKV[ QH QPG HQTO QT CPQVJGT� 6JGUG
UKV DGVYGGP VJG JQUVU CPF UVQTCIG CPF KP VJG ECUG QH KP�DCPF 
U[OOGVTKE� CRRNKCPEGU ECP RTQXKFG CNN QH VJG DGPGិVU
CPF UGTXKEGU FKUEWUUGF KP VJKU CTVKENG� +�1 TGSWGUVU CTG VCTIGVGF CV VJG CRRNKCPEG KVUGNH� YJKEJ RGTHQTOU VJG OGVC�FCVC
OCRRKPI DGHQTG TGFKTGEVKPI VJG +�1 D[ UGPFKPI KVU QYP +�1 TGSWGUV VQ VJG WPFGTN[KPI UVQTCIG� 6JG KP�DCPF CRRNKCPEG
ECP CNUQ RTQXKFG ECEJKPI QH FCVC� CPF OQUV KORNGOGPVCVKQPU RTQXKFG UQOG HQTO QH ENWUVGTKPI QH KPFKXKFWCN CRRNKCPEGU
VQ OCKPVCKP CP CVQOKE XKGY QH VJG OGVCFCVC CU YGNN CU ECEJG FCVC�
5YKVEJ DCUGF FGXKEGU� CU VJG PCOG UWIIGUVU� TGUKFG KP VJG RJ[UKECN UYKVEJ JCTFYCTG WUGF VQ EQPPGEV VJG 5#0 FGXKEGU�
6JGUG CNUQ UKV DGVYGGP VJG JQUVU CPF UVQTCIG DWV OC[ WUG FKាGTGPV VGEJPKSWGU VQ RTQXKFG VJG OGVCFCVC OCRRKPI� UWEJ
CU RCEMGV ETCEMKPI VQ UPQQR QP KPEQOKPI +�1 TGSWGUVU CPF RGTHQTO VJG +�1 TGFKTGEVKQP� +V KU OWEJ OQTG FKឹEWNV VQ
GPUWTG CVQOKE WRFCVGU QH OGVCFCVC KP C UYKVEJGF GPXKTQPOGPV CPF UGTXKEGU TGSWKTKPI HCUV WRFCVGU QH FCVC CPF OGVCFCVC
OC[ DG NKOKVGF KP UYKVEJGF KORNGOGPVCVKQPU�

In-band vs. out-of-band

In-band� CNUQ MPQYP CU TZNNFUSJD� XKTVWCNK\CVKQP FGXKEGU CEVWCNN[ UKV KP VJG FCVC RCVJ DGVYGGP VJG JQUV CPF UVQTCIG� #NN
+�1 TGSWGUVU CPF VJGKT FCVC RCUU VJTQWIJ VJG FGXKEG� *QUVU RGTHQTO +�1 VQ VJG XKTVWCNK\CVKQP FGXKEG CPF PGXGT KPVGTCEV
YKVJ VJG CEVWCN UVQTCIG FGXKEG� 6JG XKTVWCNK\CVKQP FGXKEG KP VWTP RGTHQTOU +�1 VQ VJG UVQTCIG FGXKEG� %CEJKPI QH FCVC�
UVCVKUVKEU CDQWV FCVC WUCIG� TGRNKECVKQPU UGTXKEGU� FCVC OKITCVKQP CPF VJKP RTQXKUKQPKPI CTG CNN GCUKN[ KORNGOGPVGF KP
CP KP�DCPF FGXKEG�
Out-of-band� CNUQ MPQYP CU BTZNNFUSJD� XKTVWCNK\CVKQP FGXKEGU CTG UQOGVKOGU ECNNGF meta-data servers� 6JGUG
FGXKEGU QPN[ RGTHQTO VJG OGVC�FCVC OCRRKPI HWPEVKQPU� 6JKU TGSWKTGU CFFKVKQPCN UQHVYCTG KP VJG JQUV YJKEJ MPQYU
VQ ិTUV TGSWGUV VJG NQECVKQP QH VJG CEVWCN FCVC� 6JGTGHQTG CP +�1 TGSWGUV HTQO VJG JQUV KU KPVGTEGRVGF DGHQTG KV NGCXGU
VJG JQUV� C OGVC�FCVC NQQMWR KU TGSWGUVGF HTQO VJG OGVC�FCVC UGTXGT 
VJKU OC[ DG VJTQWIJ CP KPVGTHCEG QVJGT VJCP VJG
5#0� YJKEJ TGVWTPU VJG RJ[UKECN NQECVKQP QH VJG FCVC VQ VJG JQUV� 6JG KPHQTOCVKQP KU VJGP TGVTKGXGF VJTQWIJ CP CEVWCN
+�1 TGSWGUV VQ VJG UVQTCIG� %CEJKPI KU PQV RQUUKDNG CU VJG FCVC PGXGT RCUUGU VJTQWIJ VJG FGXKEG�

14.2 File based virtualization

5GG CNUQ� 8KTVWCN ិNG U[UVGO� +PUVCNNCDNG (KNG 5[UVGO CPF (KNGU[UVGO KP 7UGTURCEG

14.3 See also

• #TEJKXG

• #WVQOCVGF VKGTGF UVQTCIG

• 5VQTCIG J[RGTXKUQT

• 5VQTCIG 8KTVWCNK\CVKQP ཊ 5RGEKិE +ORNGOGPVCVKQPU

• $CEMWR

• %QORWVGT FCVC UVQTCIG

• &CVC RTQNKHGTCVKQP

• &KUM UVQTCIG

• +PHQTOCVKQP .KHGE[ENG /CPCIGOGPV

• +PHQTOCVKQP TGRQUKVQT[

https://en.wikipedia.org/wiki/Computer_appliance
https://en.wikipedia.org/wiki/Fibre_Channel_switch
https://en.wikipedia.org/wiki/Virtual_file_system
https://en.wikipedia.org/wiki/Installable_File_System
https://en.wikipedia.org/wiki/Filesystem_in_Userspace
https://en.wikipedia.org/wiki/Archive
https://en.wikipedia.org/wiki/Automated_tiered_storage
https://en.wikipedia.org/wiki/Storage_hypervisor
https://en.wikipedia.org/wiki/Storage_Virtualization_%E2%80%93_Specific_Implementations
https://en.wikipedia.org/wiki/Backup
https://en.wikipedia.org/wiki/Computer_data_storage
https://en.wikipedia.org/wiki/Data_proliferation
https://en.wikipedia.org/wiki/Disk_storage
https://en.wikipedia.org/wiki/Information_Lifecycle_Management
https://en.wikipedia.org/wiki/Information_repository
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• /CIPGVKE VCRG FCVC UVQTCIG

• 4GRQUKVQT[

• 5RKPFNG

14.4 References

=�? 5GCTEJ5VQTCIG�EQO &GិPKVKQPU

=�? 0GGF %KVCVKQP

=�? “5VQR 1XGT�2TQXKUKQPKPI YKVJ 5VQTCIG 4GUQWTEG /CPCIGOGPV”� &GNN�EQO� 4GVTKGXGF �����������

14.5 External links

• +PHQ5VQT #TVKENG � 8KTVWCNK\CVKQP� VJG HQWPFCVKQP QH FCVC EGPVGT VTCPUHQTOCVKQP

https://en.wikipedia.org/wiki/Magnetic_tape_data_storage
https://en.wikipedia.org/wiki/Repository_(disambiguation)
https://en.wikipedia.org/wiki/Hard_disk_drive_spindle
http://searchstorage.techtarget.com/sDefinition/0,,sid5_gci991633,00.html
http://content.dell.com/us/en/enterprise/d/large-business/stop-over-storage-management.aspx
http://www.infostor.com/storage-management/virtualization/2010/virtualization-the-foundation-for-data-center-transformation.html


Chapter 15

Network virtualization

+P EQORWVKPI� network virtualization KU VJG RTQEGUU QH EQODKPKPI JCTFYCTG CPF UQHVYCTG PGVYQTM TGUQWTEGU CPF
PGVYQTM HWPEVKQPCNKV[ KPVQ C UKPING� UQHVYCTG�DCUGF CFOKPKUVTCVKXG GPVKV[� C virtual network� 0GVYQTM XKTVWCNK\CVKQP
KPXQNXGU RNCVHQTO XKTVWCNK\CVKQP� QHVGP EQODKPGF YKVJ TGUQWTEG XKTVWCNK\CVKQP�
0GVYQTM XKTVWCNK\CVKQP KU ECVGIQTK\GF CU GKVJGT external virtualization� EQODKPKPI OCP[ PGVYQTMU QT RCTVU QH PGV�
YQTMU KPVQ C XKTVWCN WPKV� QT internal virtualization� RTQXKFKPI PGVYQTM�NKMG HWPEVKQPCNKV[ VQ UQHVYCTG EQPVCKPGTU QP
C UKPING PGVYQTM UGTXGT�
+P UQHVYCTG VGUVKPI� UQHVYCTG FGXGNQRGTU WUG PGVYQTM XKTVWCNK\CVKQP VQ VGUV UQHVYCTG WPFGT FGXGNQROGPV KP C UKOWNCVKQP
QH VJG PGVYQTM GPXKTQPOGPVU KP YJKEJ VJG UQHVYCTG KU KPVGPFGF VQ QRGTCVG� #U C EQORQPGPV QH CRRNKECVKQP RGTHQT�
OCPEG GPIKPGGTKPI� PGVYQTM XKTVWCNK\CVKQP GPCDNGU FGXGNQRGTU VQ GOWNCVG EQPPGEVKQPU DGVYGGP CRRNKECVKQPU� UGTXKEGU�
FGRGPFGPEKGU� CPF GPF WUGTU KP C VGUV GPXKTQPOGPV YKVJQWV JCXKPI VQ RJ[UKECNN[ VGUV VJG UQHVYCTG QP CNN RQUUKDNG JCTF�
YCTG QT U[UVGO UQHVYCTG� 1H EQWTUG� VJG XCNKFKV[ QH VJG VGUV FGRGPFU QP VJG CEEWTCE[ QH VJG PGVYQTM XKTVWCNK\CVKQP KP
GOWNCVKPI TGCN JCTFYCTG CPF QRGTCVKPI U[UVGOU�

15.1 Components

8CTKQWU GSWKROGPV CPF UQHVYCTG XGPFQTU QាGT PGVYQTM XKTVWCNK\CVKQP D[ EQODKPKPI CP[ QH VJG HQNNQYKPI�

• 0GVYQTM JCTFYCTG� UWEJ CU UYKVEJGU CPF PGVYQTM CFCRVGTU� CNUQ MPQYP CU PGVYQTM KPVGTHCEG ECTFU 
0+%U�

• 0GVYQTM GNGOGPVU� UWEJ CU ិTGYCNNU CPF NQCF DCNCPEGTU

• 0GVYQTMU� UWEJ CU XKTVWCN .#0U 
8.#0U� CPF EQPVCKPGTU UWEJ CU XKTVWCN OCEJKPGU 
8/U�

• 0GVYQTM UVQTCIG FGXKEGU

• 0GVYQTM OCEJKPG�VQ�OCEJKPG GNGOGPVU� UWEJ CU VGNGEQOOWPKECVKQPU FGXKEGU

• 0GVYQTM OQDKNG GNGOGPVU� UWEJ CU NCRVQR EQORWVGTU� VCDNGV EQORWVGTU� CPF UOCTV RJQPGU

• 0GVYQTM OGFKC� UWEJ CU 'VJGTPGV CPF (KDTG %JCPPGN

15.2 External virtualization

'ZVGTPCN PGVYQTM XKTVWCNK\CVKQP EQODKPGU QT UWDFKXKFGU QPG QT OQTG NQECN CTGC PGVYQTMU 
.#0U� KPVQ XKTVWCN PGVYQTMU
VQ KORTQXG C NCTIG PGVYQTM	U QT FCVC EGPVGT	U GឹEKGPE[� # XKTVWCN NQECN CTGC PGVYQTM 
8.#0� CPF PGVYQTM UYKVEJ
EQORTKUG VJG MG[ EQORQPGPVU� 7UKPI VJKU VGEJPQNQI[� C U[UVGO CFOKPKUVTCVQT ECP EQPិIWTG U[UVGOU RJ[UKECNN[ CV�
VCEJGF VQ VJG UCOG NQECN PGVYQTM KPVQ UGRCTCVG XKTVWCN PGVYQTMU� %QPXGTUGN[� CP CFOKPKUVTCVQT ECP EQODKPG U[UVGOU
QP UGRCTCVG NQECN PGVYQTMU KPVQ C 8.#0 URCPPKPI VJG UGIOGPVU QH C NCTIG PGVYQTM�

��

https://en.wikipedia.org/wiki/Hardware_virtualization
https://en.wikipedia.org/wiki/Server_(computing)
https://en.wikipedia.org/wiki/Software_testing
https://en.wikipedia.org/wiki/Application_performance_engineering
https://en.wikipedia.org/wiki/Application_performance_engineering
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Network_adapter
https://en.wikipedia.org/wiki/Virtual_LAN
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Fibre_Channel
https://en.wikipedia.org/wiki/Local_area_network
https://en.wikipedia.org/wiki/Network_switch
https://en.wikipedia.org/wiki/System_administrator
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15.3 Internal virtualization

CNUQ ECNNGF 8KTVWCN %JCPPGN Internal network virtualization EQPិIWTGU C UKPING U[UVGO YKVJ UQHVYCTG EQPVCKPGTU�
UWEJ CU :GP J[RGTXKUQT EQPVTQN RTQITCOU� QT RUGWFQ�KPVGTHCEGU� UWEJ CU C 80+%� VQ GOWNCVG C RJ[UKECN PGVYQTM YKVJ
UQHVYCTG� 6JKU ECP KORTQXG C UKPING U[UVGO	U GឹEKGPE[ D[ KUQNCVKPI CRRNKECVKQPU VQ UGRCTCVG EQPVCKPGTU QT RUGWFQ�
KPVGTHCEGU��=�?

15.3.1 Examples

%KVTKZ CPF 8[CVVC JCXG DWKNV C XKTVWCN PGVYQTM RTQVQEQN UVCEM EQODKPKPI 8[CVVC	U TQWVKPI� ិTGYCNN� CPF 820 HWPEVKQPU
YKVJ %KVTKZ	U 0GVUECNGT NQCF DCNCPEGT� DTCPEJ TGRGCVGT YKFG CTGC PGVYQTM 
9#0� QRVKOK\CVKQP� CPF UGEWTG UQEMGVU
NC[GT 820�
1RGP5QNCTKU PGVYQTM XKTVWCNK\CVKQP RTQXKFGU C UQ�ECNNGF“PGVYQTM KP C DQZ”
UGG 1RGP5QNCTKU 0GVYQTM 8KTVWCNK\CVKQP
CPF 4GUQWTEG %QPVTQN��
/KETQUQHV 8KTVWCN 5GTXGT WUGU XKTVWCN OCEJKPGU VQ OCMG C“PGVYQTM KP C DQZ”HQT Z�� U[UVGOU� 6JGUG EQPVCKPGTU
ECP TWP FKាGTGPV QRGTCVKPI U[UVGOU� UWEJ CU /KETQUQHV 9KPFQYU QT .KPWZ� GKVJGT CUUQEKCVGF YKVJ QT KPFGRGPFGPV QH C
URGEKិE PGVYQTM KPVGTHCEG EQPVTQNNGT 
0+%��

15.4 Use in testing

0GVYQTM XKTVWCNK\CVKQP OC[ DG WUGF KP CRRNKECVKQP FGXGNQROGPV CPF VGUVKPI VQ OKOKE TGCN�YQTNF JCTFYCTG CPF U[UVGO
UQHVYCTG� +P CRRNKECVKQP RGTHQTOCPEG GPIKPGGTKPI� PGVYQTM XKTVWCNK\CVKQP GPCDNGU GOWNCVKQP QH EQPPGEVKQPU DGVYGGP
CRRNKECVKQPU� UGTXKEGU� FGRGPFGPEKGU� CPF GPF WUGTU HQT UQHVYCTG VGUVKPI�

15.5 Wireless network virtualization

9KTGNGUU PGVYQTM XKTVWCNK\CVKQP ECP JCXG C XGT[ DTQCF UEQRG TCPIKPI HTQO URGEVTWO UJCTKPI� KPHTCUVTWEVWTG XKTVWCN�
K\CVKQP� VQ CKT KPVGTHCEG XKTVWCNK\CVKQP� 5KOKNCT VQ YKTGF PGVYQTM XKTVWCNK\CVKQP� KP YJKEJ RJ[UKECN KPHTCUVTWEVWTG QYPGF
D[ QPG QT OQTG RTQXKFGTU ECP DG UJCTGF COQPI OWNVKRNG UGTXKEG RTQXKFGTU� YKTGNGUU PGVYQTM XKTVWCNK\CVKQP PGGFU VJG
RJ[UKECN YKTGNGUU KPHTCUVTWEVWTG CPF TCFKQ TGUQWTEGU VQ DG CDUVTCEVGF CPF KUQNCVGF VQ C PWODGT QH XKTVWCN TGUQWTEGU�
YJKEJ VJGP ECP DG QាGTGF VQ FKាGTGPV UGTXKEG RTQXKFGTU� +P QVJGT YQTFU� XKTVWCNK\CVKQP� TGICTFNGUU QH YKTGF QT YKTGNGUU
PGVYQTMU� ECP DG EQPUKFGTGF CU C RTQEGUU URNKVVKPI VJG GPVKTG PGVYQTM U[UVGO�*QYGXGT� VJG FKUVKPEVKXG RTQRGTVKGU QH
VJG YKTGNGUU GPXKTQPOGPV� KP VGTOU QH VKOG�XCTKQWU EJCPPGNU� CVVGPWCVKQP� OQDKNKV[� DTQCFECUV� GVE�� OCMG VJG RTQD�
NGO OQTG EQORNKECVGF� (WTVJGTOQTG� YKTGNGUU PGVYQTM XKTVWCNK\CVKQP FGRGPFU QP URGEKិE CEEGUU VGEJPQNQIKGU� CPF
YKTGNGUU PGVYQTM EQPVCKPU OWEJ OQTG CEEGUU VGEJPQNQIKGU EQORCTGF VQ YKTGF PGVYQTM XKTVWCNK\CVKQP CPF GCEJ CEEGUU
VGEJPQNQI[ JCU KVU RCTVKEWNCT EJCTCEVGTKUVKEU� YJKEJ OCMGU EQPXGTIGPEG� UJCTKPI CPF CDUVTCEVKQP FKឹEWNV VQ CEJKGXG�
6JGTGHQTG� KV OC[ DG KPCEEWTCVG VQ EQPUKFGT YKTGNGUU PGVYQTM XKTVWCNK\CVKQP CU C UWDUGV QH PGVYQTM XKTVWCNK\CVKQP��=�?

15.6 External links

• )NQDCN 'PXKTQPOGPV HQT 0GVYQTM +PPQXCVKQPU

• (WVWTG +PVGTPGV 4GUGCTEJ CPF 'ZRGTKOGPVCVKQP

• #-#4+ 2TQLGEV
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• �:A5QHVYCTG

• #RRNKECVKQP RGTHQTOCPEG GPIKPGGTKPI

https://en.wikipedia.org/wiki/Operating_system%E2%80%93level_virtualization
https://en.wikipedia.org/wiki/Xen
https://en.wikipedia.org/wiki/Hypervisor
http://www.opensolaris.org/os/project/crossbow/faq/#vnic_what
https://en.wikipedia.org/wiki/Citrix
https://en.wikipedia.org/wiki/Vyatta
https://en.wikipedia.org/wiki/Protocol_stack
https://en.wikipedia.org/wiki/Load_balancer
https://en.wikipedia.org/wiki/Wide_area_network
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/OpenSolaris
https://en.wikipedia.org/wiki/OpenSolaris_Network_Virtualization_and_Resource_Control
https://en.wikipedia.org/wiki/OpenSolaris_Network_Virtualization_and_Resource_Control
https://en.wikipedia.org/wiki/Microsoft_Virtual_Server
https://en.wikipedia.org/wiki/X86
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Network_interface_controller
https://en.wikipedia.org/wiki/Application_performance_engineering
https://en.wikipedia.org/wiki/Global_Environment_for_Network_Innovations
https://en.wikipedia.org/wiki/Future_Internet_Research_and_Experimentation
https://en.wikipedia.org/wiki/AKARI_Project
https://en.wikipedia.org/wiki/2X_Software
https://en.wikipedia.org/wiki/Application_performance_engineering#Network_Virtualization_&_Testing


�� $)"15&3 ��� /&5803, 7*356"-*;"5*0/

• #XQEGPV

• +�1 XKTVWCNK\CVKQP

• +''' �����CS � 5JQTVGUV 2CVJ $TKFIKPI 
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• 0GVYQTM (WPEVKQPU 8KTVWCNK\CVKQP

• 0GVYQTM UYKVEJ

• 08)4'

• 2NCVHQTO XKTVWCNK\CVKQP

• 8KTVWCN .#0

• 8KTVWCN OCEJKPG

• 8KTVWCN RTKXCVG PGVYQTM

• 8:.#0

15.8 Further reading

• 'URQUKVQ� (NCXKQ� /CVVC� +DTCJKO� +UJCMKCP� 8CVEJG 
������“5NKEG 'ODGFFKPI 5QNWVKQPU HQT &KUVTKDWVGF 5GTXKEG
#TEJKVGEVWTGU”� "$. $PNQVUJOH 4VSWFZT 26 
��� 4GVTKGXGF /CTEJ �����

• %JQYFJWT[� 0�/� /QUJCTCH -CDKT� $QWVCDC� 4CQWH 
������“# UWTXG[ QH PGVYQTM XKTVWCNK\CVKQP”� $PNQVUFS
/FUXPSLT 54 
��� ���ཊ���� FQK���������L�EQOPGV������������� +550 ����������

• $GTN� #PFTGCU� (KUEJGT� #PFTGCU� FG /GGT� *GTOCPP 
������ “7UKPI 5[UVGO 8KTVWCNK\CVKQP VQ %TGCVG 8KTVW�
CNK\GF 0GVYQTMU”� &MFDUSPOJD $PNNVOJDBUJPOT PG UIF &"445 17� �ཊ��� +550 ����������

• (KUEJGT� #PFTGCU� $QVGTQ� ,WCP (GNKRG� $GEM� /KEJCGN 6KNN� FG /GGT� *GTOCPP� *GUUGNDCEJ� :CXKGT 
������
“8KTVWCN 0GVYQTM 'ODGFFKPI� # 5WTXG[”� *&&&$PNNVOJDBUJPOT 4VSWFZT�5VUPSJBMT� �ཊ��� FQK���������5748�������������������
+550 ��������:�
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Chapter 16

Software-defined networking

0QV VQ DG EQPHWUGF YKVJ +5&0 
+PVGITCVGF 5GTXKEGU &KIKVCN 0GVYQTM��

Software-defined networking 
SDN� KU CP CRRTQCEJ VQ EQORWVGT PGVYQTMKPI VJCV CNNQYU PGVYQTM CFOKPKUVTCVQTU
VQ OCPCIG PGVYQTM UGTXKEGU VJTQWIJ CDUVTCEVKQP QH NQYGT�NGXGN HWPEVKQPCNKV[� 6JKU KU FQPG D[ FGEQWRNKPI VJG U[UVGO
VJCV OCMGU FGEKUKQPU CDQWV YJGTG VTCឹE KU UGPV 
VJG EQPVTQN RNCPG� HTQO VJG WPFGTN[KPI U[UVGOU VJCV HQTYCTF VTCឹE
VQ VJG UGNGEVGF FGUVKPCVKQP 
VJG FCVC RNCPG�� 6JG KPXGPVQTU CPF XGPFQTU QH VJGUG U[UVGOU ENCKO VJCV VJKU UKORNKិGU
PGVYQTMKPI��=�?
5&0 TGSWKTGU UQOG OGVJQF HQT VJG EQPVTQN RNCPG VQ EQOOWPKECVG YKVJ VJG FCVC RNCPG� 1PG UWEJ OGEJCPKUO�
1RGP(NQY� KU QHVGP OKUWPFGTUVQQF VQ DG GSWKXCNGPV VQ 5&0� DWV QVJGT OGEJCPKUOU EQWNF CNUQ ិV KPVQ VJG EQPEGRV�

16.1 History

6JG QTKIKPU QH UQHVYCTG�FGិPGF PGVYQTMKPI 
5&0� DGICP UJQTVN[ CHVGT 5WP/KETQU[UVGOU TGNGCUGF ,CXC KP ������=�?�=�?
1PG QH VJG ិTUV CPF OQUV PQVCDNG 5&0 RTQLGEVU YCU #6�6	U )GQ2NGZ��=�? #6�6 .CDU )GQRNGZ RTQLGEV OGODGTU
/KEJCJ .GTPGT� )GQTIG 8CPGEGM� 0KPQ 8KFQXKE� &CFQ 8TUCNQXKE NGXGTCIGF VJG PGVYQTM #2+U CPF F[PCOKE CURGEVU
QH VJG ,CXC NCPIWCIG CU C OGCPU VQ KORNGOGPV OKFFNGYCTG PGVYQTMU�“)GQ2NGZ KU PQV CP QRGTCVKPI U[UVGO� PQT FQGU
KV CVVGORV VQ EQORGVG YKVJ QPG� +V KU PGVYQTMKPI OKFFNGYCTG VJCV WUGU QPG QT OQTG QRGTCVKPI U[UVGOU TWPPKPI QP
EQORWVGTU EQPPGEVGF VQ VJG +PVGTPGV� )GQ2NGZ KU C UGTXKEG RNCVHQTO VJCV OCPCIGU PGVYQTMU CPF QP�NKPG UGTXKEGU� ��
)GQ2NGZ OCRU CNN QH VJG +2 PGVYQTM CEVKXKVKGU KPVQ QPG QT OQTG UGTXKEGU”�=�?
#U PQVGF� )GQ2NGZ FKF PQV EQPEGTP KVUGNH YKVJ QRGTCVKPI U[UVGOU TWPPKPI QP PGVYQTMKPI JCTFYCTG UYKVEJGU� CPF
TQWVGTU� #6�6 YCPVGF C“UQHV UYKVEJ”VJCV EQWNF TGEQPិIWTG RJ[UKECN UYKVEJGU KP VJG PGVYQTM CPF NQCF VJGO YKVJ
PGY UGTXKEGU HTQO CP 155� *QYGXGT YJGP RTQXKUKQPKPI UGTXKEGU )GQ2NGZ EQWNF PQV TGCEJ FGGRN[ KPVQ VJG RJ[UKECN
FGXKEGU VQ RGTHQTO TGEQPិIWTCVKQP� 6JG QRGTCVKPI U[UVGOU TWPPKPI QP PGVYQTMGF FGXKEGU KP VJG RJ[UKECN PGVYQTM
VJGTGHQTG DGECOG C DCTTKGT VQ GCTN[ 5&0�NKMG UGTXKEG FGNKXGT[�
+P ����� /CTM /GFQXKEJ� C UGPKQT UEKGPVKUV QH 5WP /KETQU[UVGOU CPF ,CXCUQHV� NGHV 5WP VQ NCWPEJ C 5KNKEQP 8CNNG[ UQHV
UYKVEJ UVCTVWR 9GD5RTQEMGV� /GFQXKEJ FGUKIPGF C PGY PGVYQTM QRGTCVKPI U[UVGO� CPF CP QDLGEV QTKGPVGF UVTWEVWTGF
TWPVKOG OQFGN VJCV EQWNF DG OQFKិGF D[ C PGVYQTMGF EQORKNGT CPF ENCUU NQCFGT KP TGCN VKOG� 9KVJ VJKU CRRTQCEJ�
CRRNKECVKQPU EQWNF DG YTKVVGP YKVJ ,CXC VJTGCFU VJCV KPJGTKVGF 9GD5RTQEMGV MGTPGN� PGVYQTM� CPF FGXKEG ENCUUGU CPF
NCVGT OQFKិGF D[ VJG PGVYQTMGF EQORKNGT�ENCUU�NQCFGT� 9GD5RTQEMGV	U RNCVHQTO YCU FGUKIPGF UWEJ VJCV FGXKEGU JCF
VJG CDKNKV[ VQ KPUVCPVKCVG PGVYQTM UVCEM
U�� KPVGTHCEGU� CPF RTQVQEQNU CU OWNVKRNG VJTGCFU��=�?
+P ,WN[ ����� 9GD5RTQEMGV TGNGCUGF 8/(QWPFT[� VJG ,CXC VQ DCTG OGVCN UVTWEVWTGF TWPVKOG EQORKNGT� CPF 8/�
5GTXGT� C PGVYQTMGF FGXKEG EQORKNGT�ENCUUNQCFGT CRRNKECVKQP UGTXGT��=�? %WUVQO PGVYQTMGF FGXKEGU YGTG RTGNQCFGF
YKVJ KOCIGU ETGCVGF D[ 8/(QWPFT[ VJGP FGRNQ[GF QP VJG PGVYQTM CPF EQPPGEVGF VQ 8/5GTXGT XKC 7&2 QT 6%2
UGTXKEGU RNCPG� YJKEJ EQWNF RTQCEVKXGN[ QT TGCEVKXGN[ NQCF QT GZVGPFGF PGVYQTM RTQVQEQN OGVJQFU CPF ENCUUGU QP VJG
VCTIGV U[UVGO� 9GD5RTQEMGV	U XGTUKQP QH 5&0� VJGTGHQTG YCU PQV EQPិPGF VQ C UGV QH NKOKVGF CEVKQPU OCPCIGF D[
CP 5&0 EQPVTQNNGT� 4CVJGT� 9GD5RTQEMGV	U“EQPVTQN RNCPG”EQPVCKPGF EQFG VJCV EQWNF EJCPIG� QXGTTKFG� GZVGPF� QT
GPJCPEG 0GVYQTM RTQVQEQNU QP QRGTCVKPI PGVYQTMGF U[UVGOU��=�? $KNN ;QWPV 
5VCPHQTF 7PKXGTUKV[ 0GVYQTM� XKUKVGF
9GD5RTQEMGV	U 5WPP[XCNG NCD VQ UGG C FGOQPUVTCVKQP CPF GZRTGUUGF ITGCV GPVJWUKCUO CDQWV D[ VJG GPVKTG EQPEGRV�
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GURGEKCNN[ VJG 8/5GTXGT 
5&0 %QPVTQNNGT� CPF RTQRJGVKECNN[ UVCVGF 5&0 
9GD5RTQEMGV� CU � �� [GCTU CJGCF QH KVU
VKOG”� +P 5WOOGT QH ����� 'TKEUUQP	U CFXCPEGF PGVYQTM TGUGCTEJ GPIKPGGTU UCY CP KOOGFKCVG PGGF CPF XKUKVGF
9GD5RTQEMGV VQ FGUKIP CPF CTEJKVGEV HGCVWTGU QH C PGZV IGPGTCVKQP UQHV UYKVEJ VJWU VCMKPI ិTUV UVGRU VQ DWKNF VJG YQTNF	U
ិTUV EQOOGTEKCN UQHV UYKVEJ�
5QOGVKOG FWTKPI ����� VJG )CTVPGT )TQWR TGEQIPK\GF VJG GOGTIGPEG QH RTQITCOOCDNG PGVYQTMU CU VJG PGZV DKI VJKPI
HQT VJG +PVGTPGV CPF KPVTQFWEGF VJG �5WRTCPGV�� VJG HWUKQP QH VJG RJ[UKECN CPF VJG FKIKVCN 
XKTVWCN� YQTNFU CU“KPVGTPGV
QH VJKPIU”� CPF D[ 1EVQDGT ���� VJG )CTVPGT )TQWR UGNGEVGF 9GD5RTQEMGV CU QPG QH VJG VQR GOGTIKPI VGEJPQNQIKGU
KP VJG YQTNF��=�?
+P GCTN[ ����� 'TKEUUQP CPF 9GD5RTQEMGV GPVGTGF KPVQ C NKEGPUG EQPVTCEV VQ ETGCVG VJG ិTUV EQOOGTEKCN UQHV UYKVEJ�
'TKEUUQP	U GPVKTG 
5%5� ECNN EQPVTQN UQHVYCTG UVCEM YCU RQTVGF D[ ,QG -WNKI 
9GD5RTQEMGV� KP C OCVVGT QH FC[U� C
HGCV VJCV CUVQWPFGF 'TKEUUQP� #P KPVGTPCVKQPCN EQPUQTVKWO YCU HQTOGF VQ FGXGNQR UVCPFCTFU HQT VJG“5WRTCPGV”� +P
/CTEJ ����� -WTV &GYKVV� 5WRTCPGV %QPUQTVKWO %JCKTOCP CPF $WUKPGUU &GXGNQROGPV &KTGEVQT HQT 'TKEUUQP	U &CVC
$TQCFDCPF CPF 1RVKECN 0GVYQTMU &KXKUKQP� CPPQWPEGF VJG UGNGEVKQP QH 9GD5RTQEMGV CU VJG GPCDNKPI VGEJPQNQI[ QH
VJG 5WRTCPGV 6TCPUCEVKQP 5GTXGT 
565�� C EQORTGJGPUKXG HTCOGYQTM VQ FGNKXGT CP[ PGVYQTMGF UGTXKEG��=��?
+P #RTKN CPF /C[ ����� #PLCPG[C 2TCUCF %CN[CO� C ITCFWCVG UVWFGPV CV VJG 1JKQ 5VCVG 7PKXGTUKV[ CPF TGUGCTEJGT
CV 1#4PGV� TCP VJG ិTUV 5&0 VGUV CPF FGXGNQRGF VJG ិTUV RTCEVKECN 5&0 WUG ECUG HQT +PVGTPGV�� #HVGT UWEEGUUHWN
EQORNGVKQP QH %CN[CO	U VGUVU� 1#4PGV KUUWGF VJG HQNNQYKPI UVCVGOGPV QP /C[ �� �����

“9G JCXG YKVPGUUGF VJG UWEEGUUHWN ិTUV UVGR VQ VJG HWNិNNOGPV QH UOCTV� KPVGTQRGTCDNG PGVYQTMU
VJTQWIJ VJG FGRNQ[OGPV QH 5WRTCPGV 6TCPUCEVKQP 5GTXGT� # VGEJPQNQI[ ិTUV YCU CEEQORNKUJGF CU C
PGY UGV QH KPUVTWEVKQPU YCU F[PCOKECNN[ VTCPUOKVVGF CETQUU VJG PGVYQTM� EJCPIKPI VJG DGJCXKQT QH VJG
TGSWGUVKPI EQORWVGT� 6JGTG YCU PQ PGGF VQ VCMG FQYP CP[ RCTV QH VJG U[UVGO CPF VJGTG YCU PQ KPVGTTWR�
VKQP QH UGTXKEG� 1WT VGUVKPI YKNN EQPVKPWG CPF YG CPVKEKRCVG HWTVJGT CFXCPEGOGPV QH VJG PGZV IGPGTCVKQP
+PVGTPGV VJTQWIJ QWT RCTVPGTUJKR YKVJ 9GDURTQEMGV”ཊ 2CPMCL 5JCJ 
/CPCIKPI &KTGEVQT� 1#4PGV��=��?

2TCEVKECN WUG ECUGU QH 5&0 CU TGEQPិIWTCDNG CPF GZVGPUKDNG RTQVQEQN UGTXKEGU FGNKXGT[ HTQO 9GD5RTQEMGV	U RNCVHQTO
CTG EQPVGORNCVGF KP %CN[CO	U /CUVGTU 6JGUKU� �=��?
6JG VGNGEQO OCTMGV FGីCVGF KP ���� CPF 'TKEUUQP	U UQHV UYKVEJ FGXGNQROGPV RTQITCO ECOG VQ CP GPF� VJWU UVCNNKPI
VJG QPN[ MPQYP EQOOGTEKCN 5&0 UQHV UYKVEJ 4�& GាQTV CV VJCV VKOG�
5QHVYCTG�FGិPGF PGVYQTMKPI 
5&0�YCU EQPVKPWGFYKVJYQTM FQPG KP ���� D[$QD$WTMG CPF <CE%CTOCP FGXGNQRKPI
VJG %QPVGPV &GNKXGT[ %QPVTQN 0GVYQTM RCVGPV CRRNKECVKQP VJCV GXGPVWCNN[ YCU KUUWGF CU VYQ 75 RCVGPVU� ���������
�=��? CPF �����������=��? +P VJKU UGOKPCN KPEGRVKQP� 5&0� PCOGF UGTXKEG RTGHGTGPEG CTEJKVGEVWTG 
52#� KP VJGKT
RCVGPV� YCU FGUETKDGF CU C EQNNGEVKQP QH PGVYQTM GODGFFGF EQORWVKPI VGEJPKSWGU WUGF VQ EQPVTQN VJG QRGTCVKQP QH
0GVYQTM 'NGOGPVU� PCOGN[ EQPVGPV UGTXGTU� TQWVGTU� UYKVEJGU CPF ICVGYC[U� YKVJ VJG QDLGEVKXG DGKPI VQ UCHGIWCTF
EQPVGPV HTQO VJGHV 
2�2� QT WPYCPVGF KPVGTEGRVKQP CPF VQ GឹEKGPVN[ FGNKXGT EQPVGPV HQT RCKF UGTXKEGU� %CDNG.CDU NCVGT
URGEKិGF &KIKVCN %CDNG CPF %CDNG%#4& WUKPI YJCV YG PQY MPQY CU 5&0� YJKEJ FGDWVGF KP ����� 5&0 YCU CICKP
OQXGF CJGCF KP YQTM FQPG CV 7% $GTMGNG[ CPF 5VCPHQTF 7PKXGTUKV[ CTQWPF ������=��?
6JG 1RGP 0GVYQTMKPI (QWPFCVKQP YCU HQWPFGF KP ���� VQ RTQOQVG 5&0 CPF 1RGP(NQY�
#V VJG ���� +PVGTQR CPF 6GEJ (KGNF &C[� UQHVYCTG�FGិPGF PGVYQTMKPI YCU FGOQPUVTCVGF D[ #XC[C WUKPI 5JQTVGUV
RCVJ DTKFIKPI CPF 1RGP5VCEM CU CP CWVQOCVGF ECORWU� GZVGPFKPI CWVQOCVKQP HTQO VJG FCVC EGPVGT VQ VJG GPF FGXKEG�
TGOQXKPI OCPWCN RTQXKUKQPKPI HTQO UGTXKEG FGNKXGT[��=��?�=��?

16.2 Concept

5QHVYCTG�FGិPGF PGVYQTMKPI 
5&0� KU CP CTEJKVGEVWTG RWTRQTVKPI VQ DG F[PCOKE� OCPCIGCDNG� EQUV�GាGEVKXG� CPF
CFCRVCDNG� UGGMKPI VQ DG UWKVCDNG HQT VJG JKIJ�DCPFYKFVJ� F[PCOKE PCVWTG QH VQFC[	U CRRNKECVKQPU� 5&0 CTEJKVGEVWTGU
FGEQWRNG PGVYQTM EQPVTQN CPF HQTYCTFKPI HWPEVKQPU� GPCDNKPI PGVYQTM EQPVTQN VQ DGEQOG FKTGEVN[ RTQITCOOCDNG CPF
VJG WPFGTN[KPI KPHTCUVTWEVWTG VQ DG CDUVTCEVGF HTQO CRRNKECVKQPU CPF PGVYQTM UGTXKEGU��=��?
6JG 1RGP(NQY RTQVQEQN KU C HQWPFCVKQPCN GNGOGPV HQT DWKNFKPI 5&0 UQNWVKQPU� 6JG 5&0 CTEJKVGEVWTG KU�

• %JSFDUMZ QSPHSBNNBCMF� 0GVYQTM EQPVTQN KU FKTGEVN[ RTQITCOOCDNG DGECWUG KV KU FGEQWRNGF HTQO HQTYCTFKPI
HWPEVKQPU�

https://en.wikipedia.org/wiki/Supranet
https://en.wikipedia.org/wiki/Ohio_State_University
https://en.wikipedia.org/wiki/OARnet
https://en.wikipedia.org/wiki/Internet2
https://en.wikipedia.org/wiki/UC_Berkeley
https://en.wikipedia.org/wiki/Stanford_University
https://en.wikipedia.org/wiki/Open_Networking_Foundation
https://en.wikipedia.org/wiki/Interop
https://en.wikipedia.org/wiki/Avaya
https://en.wikipedia.org/wiki/Shortest_path_bridging
https://en.wikipedia.org/wiki/Shortest_path_bridging
https://en.wikipedia.org/wiki/OpenStack
https://en.wikipedia.org/wiki/OpenFlow
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• "HJMF� #DUVTCEVKPI EQPVTQN HTQO HQTYCTFKPI NGVU CFOKPKUVTCVQTU F[PCOKECNN[ CFLWUV PGVYQTM�YKFG VTCឹE ីQY VQ
OGGV EJCPIKPI PGGFU�

• $FOUSBMMZ NBOBHFE� 0GVYQTM KPVGNNKIGPEG KU 
NQIKECNN[� EGPVTCNK\GF KP UQHVYCTG�DCUGF 5&0 EQPVTQNNGTU VJCV
OCKPVCKP C INQDCN XKGY QH VJG PGVYQTM� YJKEJ CRRGCTU VQ CRRNKECVKQPU CPF RQNKE[ GPIKPGU CU C UKPING� NQIKECN
UYKVEJ�

• 1SPHSBNNBUJDBMMZ DPOણHVSFE� 5&0 NGVU PGVYQTM OCPCIGTU EQPិIWTG� OCPCIG� UGEWTG� CPF QRVKOK\G PGVYQTM
TGUQWTEGU XGT[ SWKEMN[ XKC F[PCOKE� CWVQOCVGF 5&0 RTQITCOU� YJKEJ VJG[ ECP YTKVG VJGOUGNXGU DGECWUG VJG
RTQITCOU FQ PQV FGRGPF QP RTQRTKGVCT[ UQHVYCTG�

• 0QFO TUBOEBSET�CBTFE BOE WFOEPS�OFVUSBM� 9JGP KORNGOGPVGF VJTQWIJ QRGP UVCPFCTFU� 5&0 UKORNKិGU PGV�
YQTM FGUKIP CPF QRGTCVKQP DGECWUG KPUVTWEVKQPU CTG RTQXKFGF D[ 5&0 EQPVTQNNGTU KPUVGCF QH OWNVKRNG� XGPFQT�
URGEKិE FGXKEGU CPF RTQVQEQNU�

16.3 Limitations of other networking technologies

/GGVKPI EWTTGPV OCTMGV TGSWKTGOGPVU KU XKTVWCNN[ KORQUUKDNG YKVJ VTCFKVKQPCN PGVYQTM CTEJKVGEVWTGU� (CEGF YKVJ ីCV
QT TGFWEGF DWFIGVU� GPVGTRTKUG +6 FGRCTVOGPVU CTG VT[KPI VQ USWGG\G VJG OQUV HTQO VJGKT PGVYQTMU WUKPI FGXKEG�NGXGN
OCPCIGOGPV VQQNU CPF OCPWCN RTQEGUUGU� %CTTKGTU HCEG UKOKNCT EJCNNGPIGU CU FGOCPF HQT OQDKNKV[ CPF DCPFYKFVJ
GZRNQFGU� RTQិVU CTG DGKPI GTQFGF D[ GUECNCVKPI ECRKVCN GSWKROGPV EQUVU CPF ីCV QT FGENKPKPI TGXGPWG� 'ZKUVKPI PGVYQTM
CTEJKVGEVWTGU YGTG PQV FGUKIPGF VQ OGGV VJG TGSWKTGOGPVU QH VQFC[ U̓ WUGTU� GPVGTRTKUGU� CPF ECTTKGTU� TCVJGT PGVYQTM
FGUKIPGTU CTG EQPUVTCKPGF D[ VJG NKOKVCVKQPU QH EWTTGPV PGVYQTMU� YJKEJ KPENWFG�

Complexity that leads to stasis 0GVYQTMKPI VGEJPQNQI[ VQ FCVG JCU EQPUKUVGF NCTIGN[ QH FKUETGVG UGVU QH RTQVQEQNU
FGUKIPGF VQ EQPPGEV JQUVU TGNKCDN[ QXGT CTDKVTCT[ FKUVCPEGU� NKPM URGGFU� CPF VQRQNQIKGU� 6Q OGGV DWUKPGUU CPF
VGEJPKECN PGGFU QXGT VJG NCUV HGY FGECFGU� VJG KPFWUVT[ JCU GXQNXGF PGVYQTMKPI RTQVQEQNU VQ FGNKXGT JKIJGT
RGTHQTOCPEG CPF TGNKCDKNKV[� DTQCFGT EQPPGEVKXKV[� CPF OQTG UVTKPIGPV UGEWTKV[� 2TQVQEQNU VGPF VQ DG FGិPGF KP
KUQNCVKQP� JQYGXGT� YKVJ GCEJ UQNXKPI C URGEKិE RTQDNGO CPFYKVJQWV VJG DGPGិV QH CP[ HWPFCOGPVCN CDUVTCEVKQPU�
6JKU JCU TGUWNVGF KP QPG QH VJG RTKOCT[ NKOKVCVKQPU QH VQFC[	U PGVYQTMU� EQORNGZKV[� (QT GZCORNG� VQ CFF QT
OQXG CP[ FGXKEG� +6 OWUV VQWEJ OWNVKRNG UYKVEJGU� TQWVGTU� ិTGYCNNU� 9GD CWVJGPVKECVKQP RQTVCNU� GVE� CPF
WRFCVG #%.U� 8.#0U� SWCNKV[ QH UGTXKEGU 
3Q5�� CPF QVJGT RTQVQEQN�DCUGF OGEJCPKUOU WUKPI FGXKEG�NGXGN
OCPCIGOGPV VQQNU� +P CFFKVKQP� PGVYQTM VQRQNQI[� XGPFQT UYKVEJ OQFGN� CPF UQHVYCTG XGTUKQP CNN OWUV DG VCMGP
KPVQ CEEQWPV�

&WG VQ VJKU EQORNGZKV[� VQFC[	U PGVYQTMU CTG TGNCVKXGN[ UVCVKE CU +6 UGGMU VQ OKPKOK\G VJG TKUM QH UGTXKEG FKUTWRVKQP�
6JG UVCVKE PCVWTG QH PGVYQTMU KU KP UVCTM EQPVTCUV VQ VJG F[PCOKE PCVWTG QH VQFC[	U UGTXGT GPXKTQPOGPV� YJGTG
UGTXGT XKTVWCNK\CVKQP JCU ITGCVN[ KPETGCUGF VJG PWODGT QH JQUVU TGSWKTKPI PGVYQTM EQPPGEVKXKV[ CPF HWPFCOGP�
VCNN[ CNVGTGF CUUWORVKQPU CDQWV VJG RJ[UKECN NQECVKQP QH JQUVU� 2TKQT VQ XKTVWCNK\CVKQP� CRRNKECVKQPU TGUKFGF QP
C UKPING UGTXGT CPF RTKOCTKN[ GZEJCPIGF VTCឹE YKVJ UGNGEV ENKGPVU� 6QFC[� CRRNKECVKQPU CTG FKUVTKDWVGF CETQUU
OWNVKRNG XKTVWCN OCEJKPGU 
8/U�� YJKEJ GZEJCPIG VTCឹE ីQYU YKVJ GCEJ QVJGT� 8/U OKITCVG VQ QRVKOK\G CPF
TGDCNCPEG UGTXGT YQTMNQCFU� ECWUKPI VJG RJ[UKECN GPF RQKPVU QH GZKUVKPI ីQYU VQ EJCPIG 
UQOGVKOGU TCRKFN[�
QXGT VKOG� 8/ OKITCVKQP EJCNNGPIGU OCP[ CURGEVU QH VTCFKVKQPCN PGVYQTMKPI� HTQO CFFTGUUKPI UEJGOGU CPF
PCOGURCEGU VQ VJG DCUKE PQVKQP QH C UGIOGPVGF� TQWVKPI�DCUGF FGUKIP�

+P CFFKVKQP VQ CFQRVKPI XKTVWCNK\CVKQP VGEJPQNQIKGU� OCP[ GPVGTRTKUGU VQFC[ QRGTCVG CP +2 EQPXGTIGF PGVYQTM HQT
XQKEG� FCVC� CPF XKFGQ VTCឹE� 9JKNG GZKUVKPI PGVYQTMU ECP RTQXKFG FKាGTGPVKCVGF 3Q5 NGXGNU HQT FKាGTGPV
CRRNKECVKQPU� VJG RTQXKUKQPKPI QH VJQUG TGUQWTEGU KU JKIJN[ OCPWCN� +6 OWUV EQPិIWTG GCEJ XGPFQT	U GSWKROGPV
UGRCTCVGN[� CPF CFLWUV RCTCOGVGTU UWEJ CU PGVYQTM DCPFYKFVJ CPF 3Q5 QP C RGT�UGUUKQP� RGT�CRRNKECVKQP DCUKU�
$GECWUG QH KVU UVCVKE PCVWTG� VJG PGVYQTM ECPPQV F[PCOKECNN[ CFCRV VQ EJCPIKPI VTCឹE� CRRNKECVKQP� CPF WUGT
FGOCPFU�

Inconsistent policies 6Q KORNGOGPV C PGVYQTM�YKFG RQNKE[� +6 OC[ JCXG VQ EQPិIWTG VJQWUCPFU QH FGXKEGU CPF
OGEJCPKUOU� (QT GZCORNG� GXGT[ VKOG C PGY XKTVWCN OCEJKPG KU DTQWIJV WR� KV ECP VCMG JQWTU� KP UQOG ECUGU
FC[U� HQT +6 VQ TGEQPិIWTG #%.U CETQUU VJG GPVKTG PGVYQTM� 6JG EQORNGZKV[ QH VQFC[	U PGVYQTMU OCMGU KV
XGT[ FKឹEWNV HQT +6 VQ CRRN[ C EQPUKUVGPV UGV QH CEEGUU� UGEWTKV[� 3Q5� CPF QVJGT RQNKEKGU VQ KPETGCUKPIN[ OQDKNG
WUGTU� YJKEJ NGCXGU VJG GPVGTRTKUG XWNPGTCDNG VQ UGEWTKV[ DTGCEJGU� PQP�EQORNKCPEG YKVJ TGIWNCVKQPU� CPF QVJGT
PGICVKXG EQPUGSWGPEGU�
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Inability to scale #U FGOCPFU QP VJG FCVC EGPVGT TCRKFN[ ITQY� UQ VQQ OWUV VJG PGVYQTM ITQY� *QYGXGT� VJG PGVYQTM
DGEQOGU XCUVN[ OQTG EQORNGZ YKVJ VJG CFFKVKQP QH JWPFTGFU QT VJQWUCPFU QH PGVYQTM FGXKEGU VJCV OWUV DG
EQPិIWTGF CPF OCPCIGF� +6 JCU CNUQ TGNKGF QP NKPM QXGTUWDUETKRVKQP VQ UECNG VJG PGVYQTM� DCUGF QP RTGFKEVCDNG
VTCឹE RCVVGTPU� JQYGXGT� KP VQFC[	U XKTVWCNK\GF FCVC EGPVGTU� VTCឹE RCVVGTPU CTG KPETGFKDN[ F[PCOKE CPF VJGTGHQTG
WPRTGFKEVCDNG�

/GIC�QRGTCVQTU� UWEJ CU )QQING� ;CJQQ�� CPF (CEGDQQM� HCEG GXGP OQTG FCWPVKPI UECNCDKNKV[ EJCNNGPIGU� 6JGUG
UGTXKEG RTQXKFGTU GORNQ[ NCTIG�UECNG RCTCNNGN RTQEGUUKPI CNIQTKVJOU CPF CUUQEKCVGF FCVCUGVU CETQUU VJGKT GPVKTG
EQORWVKPI RQQNU� #U VJG UEQRG QH GPF�WUGT CRRNKECVKQPU KPETGCUGU 
HQT GZCORNG� ETCYNKPI CPF KPFGZKPI VJG GPVKTG
9QTNF 9KFG 9GD VQ KPUVCPVN[ TGVWTP UGCTEJ TGUWNVU VQ WUGTU�� VJG PWODGT QH EQORWVKPI GNGOGPVU GZRNQFGU CPF
FCVC�UGV GZEJCPIGU COQPI EQORWVG PQFGU ECP TGCEJ RGVCD[VGU� 6JGUG EQORCPKGU PGGF UQ�ECNNGF J[RGTUECNG
PGVYQTMU VJCV ECP RTQXKFG JKIJ�RGTHQTOCPEG� NQY�EQUV EQPPGEVKXKV[ COQPI JWPFTGFU QH VJQWUCPFU̶RQVGPVKCNN[
OKNNKQPU̶QH RJ[UKECN UGTXGTU� 5WEJ UECNKPI ECPPQV DG FQPG YKVJ OCPWCN EQPិIWTCVKQP�

6Q UVC[ EQORGVKVKXG� ECTTKGTU OWUV FGNKXGT GXGT�JKIJGT XCNWG� DGVVGT�FKាGTGPVKCVGF UGTXKEGU VQ EWUVQOGTU� /WNVK�
VGPCPE[ HWTVJGT EQORNKECVGU VJGKT VCUM� CU VJG PGVYQTM OWUV UGTXG ITQWRU QH WUGTU YKVJ FKាGTGPV CRRNKECVKQPU
CPF FKាGTGPV RGTHQTOCPEG PGGFU� -G[ QRGTCVKQPU VJCV CRRGCT TGNCVKXGN[ UVTCKIJVHQTYCTF� UWEJ CU UVGGTKPI C
EWUVQOGT	U VTCឹE ីQYU VQ RTQXKFG EWUVQOK\GF RGTHQTOCPEG EQPVTQN QT QP�FGOCPF FGNKXGT[� CTG XGT[ EQORNGZ
VQ KORNGOGPV YKVJ GZKUVKPI PGVYQTMU� GURGEKCNN[ CV ECTTKGT UECNG� 6JG[ TGSWKTG URGEKCNK\GF FGXKEGU CV VJG PGVYQTM
GFIG� VJWU KPETGCUKPI ECRKVCN CPF QRGTCVKQPCN GZRGPFKVWTG CU YGNN CU VKOG�VQ�OCTMGV VQ KPVTQFWEG PGY UGTXKEGU�

Vendor dependence %CTTKGTU CPF GPVGTRTKUGU UGGM VQ FGRNQ[ PGY ECRCDKNKVKGU CPF UGTXKEGU KP TCRKF TGURQPUG VQ EJCPI�
KPI DWUKPGUU PGGFU QT WUGT FGOCPFU� *QYGXGT� VJGKT CDKNKV[ VQ TGURQPF KU JKPFGTGF D[ XGPFQTU	 GSWKROGPV
RTQFWEV E[ENGU� YJKEJ ECP TCPIG VQ VJTGG [GCTU QT OQTG� .CEM QH UVCPFCTF� QRGP KPVGTHCEGU NKOKVU VJG CDKNKV[ QH
PGVYQTM QRGTCVQTU VQ VCKNQT VJG PGVYQTM VQ VJGKT KPFKXKFWCN GPXKTQPOGPVU�

6JKU OKUOCVEJ DGVYGGP OCTMGV TGSWKTGOGPVU CPF PGVYQTM ECRCDKNKVKGU JCU DTQWIJV VJG KPFWUVT[ VQ C VKRRKPI RQKPV� +P
TGURQPUG� VJG KPFWUVT[ JCU ETGCVGF VJG UQHVYCTG�FGិPGF PGVYQTMKPI 
5&0� CTEJKVGEVWTG CPF KU FGXGNQRKPI CUUQEKCVGF
UVCPFCTFU�

16.4 The need for a new network architecture

6JG GZRNQUKQP QH OQDKNG FGXKEGU CPF EQPVGPV� UGTXGT XKTVWCNK\CVKQP� CPF CFXGPV QH ENQWF UGTXKEGU CTG COQPI VJG VTGPFU
FTKXKPI VJG PGVYQTMKPI KPFWUVT[ VQ TGGZCOKPG VTCFKVKQPCN PGVYQTM CTEJKVGEVWTGU��=��? /CP[ EQPXGPVKQPCN PGVYQTMU CTG
JKGTCTEJKECN� DWKNV YKVJ VKGTU QH 'VJGTPGV UYKVEJGU CTTCPIGF KP C VTGG UVTWEVWTG� 6JKU FGUKIP OCFG UGPUG YJGP ENKGPV�
UGTXGT EQORWVKPI YCU FQOKPCPV� DWV UWEJ C UVCVKE CTEJKVGEVWTG KU KNN�UWKVGF VQ VJG F[PCOKE EQORWVKPI CPF UVQTCIG
PGGFU QH VQFC[ʼU GPVGTRTKUG FCVC EGPVGTU� ECORWUGU� CPF ECTTKGT GPXKTQPOGPVU� 5QOG QH VJG MG[ EQORWVKPI VTGPFU
FTKXKPI VJG PGGF HQT C PGY PGVYQTM RCTCFKIO KPENWFG�

Changing traffic patterns 9KVJKP VJG GPVGTRTKUG FCVC EGPVGT� VTCឹE RCVVGTPU JCXG EJCPIGF UKIPKិECPVN[� +P EQPVTCUV
VQ ENKGPV�UGTXGT CRRNKECVKQPU YJGTG VJG DWNM QH VJG EQOOWPKECVKQP QEEWTU DGVYGGP QPG ENKGPV CPF QPG UGTXGT�
VQFC[	U CRRNKECVKQPU CEEGUU FKាGTGPV FCVCDCUGU CPF UGTXGTU� ETGCVKPI C ីWTT[ QH“GCUV�YGUV”OCEJKPG�VQ�OCEJKPG
VTCឹE DGHQTG TGVWTPKPI FCVC VQ VJG GPF WUGT FGXKEG KP VJG ENCUUKE“PQTVJ�UQWVJ”VTCឹE RCVVGTP� #V VJG UCOG VKOG�
WUGTU CTG EJCPIKPI PGVYQTM VTCឹE RCVVGTPU CU VJG[ RWUJ HQT CEEGUU VQ EQTRQTCVG EQPVGPV CPF CRRNKECVKQPU HTQO
CP[ V[RG QH FGXKEG 
KPENWFKPI VJGKT QYP�� EQPPGEVKPI HTQO CP[YJGTG� CV CP[ VKOG� (KPCNN[� OCP[ GPVGTRTKUG FCVC
EGPVGTU OCPCIGTU CTG EQPVGORNCVKPI C WVKNKV[ EQORWVKPI OQFGN� YJKEJ OKIJV KPENWFG C RTKXCVG ENQWF� RWDNKE
ENQWF� QT UQOG OKZ QH DQVJ� TGUWNVKPI KP CFFKVKQPCN VTCឹE CETQUU VJG YKFG CTGC PGVYQTM�

The “consumerization of IT” 7UGTU CTG KPETGCUKPIN[ GORNQ[KPIOQDKNG RGTUQPCN FGXKEGU UWEJ CU UOCTVRJQPGU� VCDNGVU�
CPF PQVGDQQMU VQ CEEGUU VJG EQTRQTCVG PGVYQTM� +6 KU WPFGT RTGUUWTG VQ CEEQOOQFCVG VJGUG RGTUQPCN FGXKEGU
KP C ិPG�ITCKPGF OCPPGT YJKNG RTQVGEVKPI EQTRQTCVG FCVC CPF KPVGNNGEVWCN RTQRGTV[ CPF OGGVKPI EQORNKCPEG
OCPFCVGU�

The rise of cloud services 'PVGTRTKUGU JCXG GPVJWUKCUVKECNN[ GODTCEGF DQVJ RWDNKE CPF RTKXCVG ENQWF UGTXKEGU� TG�
UWNVKPI KP WPRTGEGFGPVGF ITQYVJ QH VJGUG UGTXKEGU� 'PVGTRTKUG DWUKPGUU WPKVU PQY YCPV VJG CIKNKV[ VQ CEEGUU
CRRNKECVKQPU� KPHTCUVTWEVWTG� CPF QVJGT +6 TGUQWTEGU QP FGOCPF CPF ¡ NC ECTVG� 6Q CFF VQ VJG EQORNGZKV[� +6	U
RNCPPKPI HQT ENQWF UGTXKEGU OWUV DG FQPG KP CP GPXKTQPOGPV QH KPETGCUGF UGEWTKV[� EQORNKCPEG� CPF CWFKVKPI
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TGSWKTGOGPVU� CNQPI YKVJ DWUKPGUU TGQTICPK\CVKQPU� EQPUQNKFCVKQPU� CPF OGTIGTU VJCV ECP EJCPIG CUUWORVKQPU
QXGTPKIJV� 2TQXKFKPI UGNH�UGTXKEG RTQXKUKQPKPI� YJGVJGT KP C RTKXCVG QT RWDNKE ENQWF� TGSWKTGU GNCUVKE UECNKPI
QH EQORWVKPI� UVQTCIG� CPF PGVYQTM TGUQWTEGU� KFGCNN[ HTQO C EQOOQP XKGYRQKPV CPF YKVJ C EQOOQP UWKVG QH
VQQNU�

“Big data”means more bandwidth *CPFNKPI VQFC[	U“DKI FCVC”QT OGIC FCVCUGVU TGSWKTGU OCUUKXG RCTCNNGN RTQ�
EGUUKPI QP VJQWUCPFU QH UGTXGTU� CNN QH YJKEJ PGGF FKTGEV EQPPGEVKQPU VQ GCEJ QVJGT� 6JG TKUG QH OGIC FCVCUGVU
KU HWGNKPI C EQPUVCPV FGOCPF HQT CFFKVKQPCN PGVYQTM ECRCEKV[ KP VJG FCVC EGPVGT� 1RGTCVQTU QH J[RGTUECNG FCVC
EGPVGT PGVYQTMU HCEG VJG FCWPVKPI VCUM QH UECNKPI VJG PGVYQTM VQ RTGXKQWUN[ WPKOCIKPCDNG UK\G� OCKPVCKPKPI
CP[�VQ�CP[ EQPPGEVKXKV[ YKVJQWV IQKPI DTQMG�

16.5 Architectural components

" IJHI�MFWFM PWFSWJFX PG UIF TPGUXBSF�EFણOFE OFUXPSLJOH BSDIJUFDUVSF

6JG HQNNQYKPI NKUV FGិPGU CPF GZRNCKPU VJG CTEJKVGEVWTCN EQORQPGPVU��=��?

SDN Application (SDN App) 5&0 #RRNKECVKQPU CTG RTQITCOU VJCV GZRNKEKVN[� FKTGEVN[� CPF RTQITCOOCVKECNN[ EQO�
OWPKECVG VJGKT PGVYQTM TGSWKTGOGPVU CPF FGUKTGF PGVYQTM DGJCXKQT VQ VJG 5&0 %QPVTQNNGT XKC C PQTVJDQWPF
KPVGTHCEG 
0$+�� +P CFFKVKQP VJG[ OC[ EQPUWOG CP CDUVTCEVGF XKGY QH VJG PGVYQTM HQT VJGKT KPVGTPCN FGEKUKQP
OCMKPI RWTRQUGU� #P 5&0 #RRNKECVKQP EQPUKUVU QH QPG 5&0 #RRNKECVKQP .QIKE CPF QPG QT OQTG 0$+ &TKXGTU�
5&0 #RRNKECVKQPU OC[ VJGOUGNXGU GZRQUG CPQVJGT NC[GT QH CDUVTCEVGF PGVYQTM EQPVTQN� VJWU QាGTKPI QPG QT
OQTG JKIJGT�NGXGN 0$+U VJTQWIJ TGURGEVKXG 0$+ CIGPVU�

SDN Controller 6JG 5&0 %QPVTQNNGT KU C NQIKECNN[ EGPVTCNK\GF GPVKV[ KP EJCTIG QH 
K� VTCPUNCVKPI VJG TGSWKTGOGPVU
HTQO VJG 5&0 #RRNKECVKQP NC[GT FQYP VQ VJG 5&0 &CVCRCVJU CPF 
KK� RTQXKFKPI VJG 5&0 #RRNKECVKQPU YKVJ CP
CDUVTCEV XKGY QH VJG PGVYQTM 
YJKEJ OC[ KPENWFG UVCVKUVKEU CPF GXGPVU�� #P 5&0 %QPVTQNNGT EQPUKUVU QH QPG QT
OQTG 0$+ #IGPVU� VJG 5&0 %QPVTQN .QIKE� CPF VJG %QPVTQN VQ &CVC�2NCPG +PVGTHCEG 
%&2+� FTKXGT� &GិPKVKQP

https://en.wikipedia.org/wiki/Northbound_interface
https://en.wikipedia.org/wiki/Northbound_interface
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CU C NQIKECNN[ EGPVTCNK\GF GPVKV[ PGKVJGT RTGUETKDGU PQT RTGENWFGU KORNGOGPVCVKQP FGVCKNU UWEJ CU VJG HGFGTCVKQP QH
OWNVKRNG EQPVTQNNGTU� VJG JKGTCTEJKECN EQPPGEVKQP QH EQPVTQNNGTU� EQOOWPKECVKQP KPVGTHCEGU DGVYGGP EQPVTQNNGTU�
PQT XKTVWCNK\CVKQP QT UNKEKPI QH PGVYQTM TGUQWTEGU�

SDN Datapath 6JG 5&0 &CVCRCVJ KU C NQIKECN PGVYQTM FGXKEG VJCV GZRQUGU XKUKDKNKV[ CPF WPEQPVGPFGF EQPVTQN QXGT
KVU CFXGTVKUGF HQTYCTFKPI CPF FCVC RTQEGUUKPI ECRCDKNKVKGU� 6JG NQIKECN TGRTGUGPVCVKQP OC[ GPEQORCUU CNN QT
C UWDUGV QH VJG RJ[UKECN UWDUVTCVG TGUQWTEGU� #P 5&0 &CVCRCVJ EQORTKUGU C %&2+ CIGPV CPF C UGV QH QPG QT
OQTG VTCឹE HQTYCTFKPI GPIKPGU CPF \GTQ QT OQTG VTCឹE RTQEGUUKPI HWPEVKQPU� 6JGUG GPIKPGU CPF HWPEVKQPU
OC[ KPENWFG UKORNG HQTYCTFKPI DGVYGGP VJG FCVCRCVJ	U GZVGTPCN KPVGTHCEGU QT KPVGTPCN VTCឹE RTQEGUUKPI QT VGT�
OKPCVKQP HWPEVKQPU� 1PG QT OQTG 5&0 &CVCRCVJU OC[ DG EQPVCKPGF KP C UKPING 
RJ[UKECN� PGVYQTM GNGOGPV̶CP
KPVGITCVGF RJ[UKECN EQODKPCVKQP QH EQOOWPKECVKQPU TGUQWTEGU� OCPCIGF CU C WPKV� #P 5&0 &CVCRCVJ OC[ CNUQ
DG FGិPGF CETQUU OWNVKRNG RJ[UKECN PGVYQTM GNGOGPVU� 6JKU NQIKECN FGិPKVKQP PGKVJGT RTGUETKDGU PQT RTGENWFGU
KORNGOGPVCVKQP FGVCKNU UWEJ CU VJG NQIKECN VQ RJ[UKECN OCRRKPI� OCPCIGOGPV QH UJCTGF RJ[UKECN TGUQWTEGU� XKT�
VWCNK\CVKQP QT UNKEKPI QH VJG 5&0 &CVCRCVJ� KPVGTQRGTCDKNKV[ YKVJ PQP�5&0 PGVYQTMKPI� PQT VJG FCVC RTQEGUUKPI
HWPEVKQPCNKV[� YJKEJ ECP KPENWFG .��� HWPEVKQPU�

SDN Control to Data-Plane Interface (CDPI) 6JG 5&0 %&2+ KU VJG KPVGTHCEG FGិPGF DGVYGGP CP 5&0 %QP�
VTQNNGT CPF CP 5&0 &CVCRCVJ� YJKEJ RTQXKFGU CV NGCUV 
K� RTQITCOOCVKE EQPVTQN QH CNN HQTYCTFKPI QRGTCVKQPU�

KK� ECRCDKNKVKGU CFXGTVKUGOGPV� 
KKK� UVCVKUVKEU TGRQTVKPI� CPF 
KX� GXGPV PQVKិECVKQP� 1PG XCNWG QH 5&0 NKGU KP
VJG GZRGEVCVKQP VJCV VJG %&2+ KU KORNGOGPVGF KP KP CP QRGP� XGPFQT�PGWVTCN CPF KPVGTQRGTCDNG YC[�

SDN Northbound Interfaces (NBI) 5&00$+U CTG KPVGTHCEGU DGVYGGP 5&0#RRNKECVKQPU CPF 5&0%QPVTQNNGTU CPF
V[RKECNN[ RTQXKFG CDUVTCEV PGVYQTM XKGYU CPF GPCDNG FKTGEV GZRTGUUKQP QH PGVYQTM DGJCXKQT CPF TGSWKTGOGPVU�
6JKU OC[ QEEWT CV CP[ NGXGN QH CDUVTCEVKQP 
NCVKVWFG� CPF CETQUU FKាGTGPV UGVU QH HWPEVKQPCNKV[ 
NQPIKVWFG�� 1PG
XCNWG QH 5&0 NKGU KP VJG GZRGEVCVKQP VJCV VJGUG KPVGTHCEGU CTG KORNGOGPVGF KP CP QRGP� XGPFQT�PGWVTCN CPF
KPVGTQRGTCDNG YC[�

16.6 SDN deployment models

Proactive vs Reactive*[21]*[22] +H ីQYU CTTKXG CV C UYKVEJ� C ីQY VCDNG NQQMWR KU RGTHQTOGF� &GRGPFKPI QP VJG ីQY
VCDNG KORNGOGPVCVKQP VJKU KU FQPG KP C UQHVYCTG ីQY VCDNG KH C X5YKVEJ KU WUGF QT KP CP #5+% KH KV	U KORNGOGPVGF
KP JCTFYCTG� +P VJG ECUG YJGP PQ OCVEJKPI ីQY KU HQWPF C TGSWGUV VQ VJG EQPVTQNNGT HQT HWTVJGT KPUVTWEVKQPU KU
UGPV� +P TGCEVKXG OQFG VJG EQPVTQNNGT CEVU CHVGT VJGUG TGSWGUVU CPF ETGCVGU CPF KPUVCNNU C TWNG KP VJG ីQY VCDNG
HQT VJG EQTTGURQPFKPI RCEMGV KH PGEGUUCT[� +P RTQCEVKXG OQFG VJG EQPVTQNNGT RQRWNCVGU ីQY VCDNG GPVTKGU HQT CNN
RQUUKDNG VTCឹE OCVEJGU RQUUKDNG HQT VJKU UYKVEJ KP CFXCPEG� 6JKU OQFG ECP DG EQORCTGF YKVJ V[RKECN TQWVKPI
VCDNG GPVTKGU VQFC[� YJGTG CNN UVCVKE GPVTKGU CTG KPUVCNNGF CJGCF KP VKOG� (QNNQYKPI VJKU PQ TGSWGUV KU UGPV VQ VJG
EQPVTQNNGT UKPEG CNN KPEQOKPI ីQYU YKNN ិPF C OCVEJKPI GPVT[� # OCLQT CFXCPVCIG KP RTQCEVKXG OQFG KU VJCV CNN
RCEMGVU CTG HQTYCTFGF KP NKPG TCVG 
EQPUKFGTKPI CNN ីQY VCDNG GPVTKGU KP 6%#/� CPF PQ FGNC[ KU CFFGF�

+P CFFKVKQP VJGTG GZKUVU C J[DTKF OQFG VJCV HQNNQYU VJG ីGZKDKNKV[ QH C TGCEVKXG OQFG HQT C UGV QH VTCឹE CPF VJG
NQY�NCVGPE[ HQTYCTFKPI 
RTQCEVKXG OQFG� HQT VJG TGUV QH VJG VTCឹE�

16.7 Applications

1PG CRRNKECVKQP QH 5&0 KU VJG KPHTCUVTWEVWTG CU C UGTXKEG 
+CC5��
6JKU GZVGPUKQP OGCPU VJCV 5&0 XKTVWCN PGVYQTMKPI EQODKPGF YKVJ XKTVWCN EQORWVG 
8/U� CPF XKTVWCN UVQTCIG ECP
GOWNCVG GNCUVKE TGUQWTEG CNNQECVKQP CU KH GCEJ UWEJ GPVGTRTKUG CRRNKECVKQP YCU YTKVVGP NKMG C )QQING QT (CEGDQQM
CRRNKECVKQP� +P VJG XCUV OCLQTKV[ QH VJGUG CRRNKECVKQPU TGUQWTEG CNNQECVKQP KU UVCVKECNN[ OCRRGF KP KPVGT RTQEGUU EQO�
OWPKECVKQP 
+2%�� *QYGXGT KH UWEJ OCRRKPI ECP DG GZRCPFGF QT TGFWEGF VQ NCTIG 
OCP[ EQTGU� QT UOCNN 8/U VJG
DGJCXKQT YQWNF DG OWEJ NKMG QPG QH VJG RWTRQUG DWKNV NCTIG +PVGTPGV CRRNKECVKQPU�
1VJGT WUGU KP VJG EQPUQNKFCVGF FCVC�EGPVGT KPENWFG EQPUQNKFCVKQP QH URCTG ECRCEKV[ UVTCPFGF KP UVCVKE RCTVKVKQP QH TCEMU
VQ RQFU� 2QQNKPI VJGUG URCTG ECRCEKVKGU TGUWNVU KP UKIPKិECPV TGFWEVKQP QH EQORWVKPI TGUQWTEGU� 2QQNKPI VJG CEVKXG
TGUQWTEGU KPETGCUGU CXGTCIG WVKNK\CVKQP�

https://en.wikipedia.org/wiki/Infrastructure_as_a_service
https://en.wikipedia.org/wiki/Google
https://en.wikipedia.org/wiki/Facebook
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6JG WUG QH 5&0 FKUVTKDWVGF CPF INQDCN GFIG EQPVTQN CNUQ KPENWFGU VJG CDKNKV[ VQ DCNCPEG NQCF QP NQVU QH NKPMU NGCFKPI
HTQO VJG TCEMU VQ VJG UYKVEJKPI URKPG QH VJG FCVC�EGPVGT� 9KVJQWV 5&0 VJKU VCUM KU FQPG WUKPI VTCFKVKQPCN NKPM�UVCVG
WRFCVGU VJCV WRFCVG CNN NQECVKQPU WRQP EJCPIG KP CP[ NQECVKQP� &KUVTKDWVGF INQDCN 5&0 OGCUWTGOGPVU OC[ GZVGPF VJG
ECR QP VJG UECNG QH RJ[UKECN ENWUVGTU� 1VJGT FCVC�EGPVGT WUGU DGKPI NKUVGF CTG FKUVTKDWVGF CRRNKECVKQP NQCF DCNCPEKPI�
FKUVTKDWVGF ិTG�YCNNU� CPF UKOKNCT CFCRVCVKQPU VQ QTKIKPCN PGVYQTMKPI HWPEVKQPU VJCV CTKUG HTQO F[PCOKE� CP[ NQECVKQP
QT TCEM CNNQECVKQP QH EQORWVG TGUQWTEGU�
1VJGT WUGU QH 5&0 KP GPVGTRTKUG QT ECTTKGTOCPCIGF PGVYQTM UGTXKEGU 
/05� CFFTGUU VJG VTCFKVKQPCN CPF IGQ�FKUVTKDWVGF
ECORWU PGVYQTM� 6JGUG GPXKTQPOGPVU YGTG CNYC[U EJCNNGPIGF D[ VJG EQORNGZKVKGU QH CFFKVKQPU� EJCPIGU� OGTIGTU�
CESWKUKVKQPU� CPF OQXGOGPV QH WUGTU� $CUGF QP 5&0 RTKPEKRNGU� KV KU GZRGEVGF VJCV VJGUG KFGPVKV[ CPF RQNKE[ OCPCIG�
OGPV EJCNNGPIGU EQWNF DG CFFTGUUGF WUKPI INQDCN FGិPKVKQPU FGEQWRNGF HTQO VJG RJ[UKECN KPVGTHCEGU QH VJG PGVYQTM
KPHTCUVTWEVWTG� 1P VJG QVJGT JCPF� GZKUVKPI KPHTCUVTWEVWTG QH RQVGPVKCNN[ VJQWUCPFU QH UYKVEJGU CPF TQWVGTU ECP TGOCKP
KPVCEV�
+V JCU DGGP PQVGF VJCV VJKU“QXGTNC[”CRRTQCEJ TCKUGU C JKIJ NKMGNKJQQF QH KPGឹEKGPE[ CPF NQY RGTHQTOCPEG D[ KIPQTKPI
VJG EJCTCEVGTKUVKEU QH VJG WPFGTN[KPI KPHTCUVTWEVWTG� *GPEG� ECTTKGTU JCXG KFGPVKិGF VJG ICRU KP QXGTNC[U CPF CUMGF HQT
VJGO VQ DG ិNNGF D[ 5&0 UQNWVKQPU VJCV VCMG VTCឹE� VQRQNQI[� CPF GSWKROGPV KPVQ CEEQWPV��=��?

Security using SDN paradigm

5&0 CTEJKVGEVWTGOC[ GPCDNG� HCEKNKVCVG QT GPJCPEG PGVYQTM�TGNCVGF UGEWTKV[ CRRNKECVKQPU FWG VQ VJG EQPVTQNNGT U̓ EGPVTCN
XKGY QH VJG PGVYQTM� CPF KVU ECRCEKV[ VQ TGRTQITCO VJG FCVC RNCPG CV CP[ VKOG� 9JKNG UGEWTKV[ QH 5&0 CTEJKVGEVWTG KVUGNH
TGOCKPU CP QRGP SWGUVKQP VJCV JCU CNTGCF[ DGGP UVWFKGF C EQWRNG QH VKOGU KP VJG TGUGCTEJ EQOOWPKV[��=��?�=��?�=��?
VJG HQNNQYKPI RCTCITCRJU QPN[ HQEWU QP VJG UGEWTKV[ CRRNKECVKQPU OCFG RQUUKDNG QT TGXKUKVGF WUKPI 5&0�
5GXGTCN TGUGCTEJ YQTMU QP 5&0 JCXG CNTGCF[ KPXGUVKICVGF UGEWTKV[ CRRNKECVKQPU DWKNV WRQP VJG 5&0 EQPVTQNNGT� YKVJ
FKាGTGPV CKOU KP OKPF� &KUVTKDWVGF &GPKCN QH 5GTXKEG 
&&Q5� FGVGEVKQP CPF OKVKICVKQP��=��?�=��? CU YGNN CU DQV�
PGV�=��? CPF YQTO RTQRCICVKQP��=��? CTG UQOG EQPETGVG WUG�ECUGU QH UWEJ CRRNKECVKQPU� DCUKECNN[� VJG KFGC EQPUKUVU
KP RGTKQFKECNN[ EQNNGEVKPI PGVYQTM UVCVKUVKEU HTQO VJG HQTYCTFKPI RNCPG QH VJG PGVYQTM KP C UVCPFCTFK\GF OCPPGT 
G�I�
WUKPI 1RGPីQY�� CPF VJGP CRRN[ ENCUUKិECVKQP CNIQTKVJOU QP VJQUG UVCVKUVKEU KP QTFGT VQ FGVGEV CP[ PGVYQTM CPQOCNKGU�
+H CP CPQOCN[ KU FGVGEVGF� VJG CRRNKECVKQP KPUVTWEVU VJG EQPVTQNNGT JQY VQ TGRTQITCO VJG FCVC RNCPG KP QTFGT VQ OKVKICVG
KV�
#PQVJGT MKPF QH UGEWTKV[ CRRNKECVKQPU NGXGTCIGU VJG 5&0 EQPVTQNNGT D[ KORNGOGPVKPI UQOG OQXKPI VCTIGV FGHGPUG

/6&� CNIQTKVJOU� /6& CNIQTKVJOU CTG V[RKECNN[ WUGF VQ OCMG CP[ CVVCEM QP C IKXGP U[UVGO QT PGVYQTM OQTG FKឹ�
EWNV VJCP WUWCN D[ RGTKQFKECNN[ JKFKPI QT EJCPIKPI MG[ RTQRGTVKGU QH VJCV U[UVGO QT PGVYQTM� +P VTCFKVKQPCN PGVYQTMU�
KORNGOGPVKPI /6& CNIQTKVJOU KU PQV C VTKXKCN VCUM UKPEG KV KU FKឹEWNV VQ DWKNF C EGPVTCN CWVJQTKV[ CDNG QH FGVGTOKP�
KPI � HQT GCEJ RCTV QH VJG U[UVGO VQ DG RTQVGEVGF � YJKEJ MG[ RTQRGTVKGU CTG JKF QT EJCPIGF� +P CP 5&0 PGVYQTM�
UWEJ VCUMU DGEQOG OQTG UVTCKIJVHQTYCTF VJCPMU VQ VJG EGPVTCNKV[ QH VJG EQPVTQNNGT� 1PG CRRNKECVKQP ECP HQT GZCORNG
RGTKQFKECNN[ CUUKIP XKTVWCN +2U VQ JQUVU YKVJKP VJG PGVYQTM� CPF VJG OCRRKPI XKTVWCN +2�TGCN +2 KU VJGP RGTHQTOGF D[
VJG EQPVTQNNGT��=��? #PQVJGT CRRNKECVKQP ECP UKOWNCVG UQOG HCMG QRGPGF�ENQUGF�ិNVGTGF RQTVU QP TCPFQO JQUVU KP VJG
PGVYQTM KP QTFGT VQ CFF UKIPKិECPV PQKUG FWTKPI TGEQPPCKUUCPEG RJCUG 
G�I� UECPPKPI� RGTHQTOGF D[ CP CVVCEMGT��=��?
#FFKVKQPCN XCNWG TGICTFKPI UGEWTKV[ KP 5&0 GPCDNGF PGVYQTMU ECP CNUQ DG ICKPGF WUKPI (NQY8KUQT�=��? CPF (NQY%JGEMGT�=��?
TGURGEVKXGN[� 6JG HQTOGT VTKGU VQ WUG C UKPING JCTFYCTG HQTYCTFKPI RNCPG UJCTKPI OWNVKRNG UGRCTCVGF NQIKECN PGVYQTMU�
(QNNQYKPI VJKU CRRTQCEJ VJG UCOG JCTFYCTG TGUQWTEGU ECP DG WUGF HQT RTQFWEVKQP CPF FGXGNQROGPV RWTRQUGU CU YGNN
CU UGRCTCVKPI OQPKVQTKPI� EQPិIWTCVKQP CPF KPVGTPGV VTCឹE� YJGTG GCEJ UEGPCTKQ ECP JCXG KVU QYP NQIKECN VQRQNQI[
YJKEJ KU ECNNGF UNKEG� +P EQPLWPEVKQP YKVJ VJKU CRRTQCEJ (NQY%JGEMGT�=��? TGCNK\GU VJG XCNKFCVKQP QH PGY 1RGP(NQY
TWNGU VJCV CTG FGRNQ[GF D[ WUGTU WUKPI VJGKT QYP UNKEG�
&GXGNQRKPI CRRNKECVKQPU HQT UQHVYCTG FGិPGF PGVYQTMU TGSWKTGU EQORTGJGPUKXG EJGEMU QH RQUUKDNG RTQITCOOKPI GT�
TQTU� 5KPEG 5&0 EQPVTQNNGT CRRNKECVKQPU CTG OQUVN[ FGRNQ[GF KP NCTIG UECNG UEGPCTKQU C RTQITCOOKPI OQFGN EJGEMKPI
UQNWVKQP TGSWKTGU UECNCDKNKV[� 6JGUG HWPEVKQPCNKVKGU CTG RTQXKFGF COQPI QVJGTU VJTQWIJ 0+%'�=��?

16.8 Access control

4GOQVG CEEGUU VQ VJG EQPVTQN RNCPG KU OCFG CXCKNCDNG VQ CFOKPKUVTCVQTU QT WUGTU QH VJG PGVYQTM� V[RKECNN[ YKVJ C
TQNG�DCUGF CEEGUU EQPVTQN 
4$#%� KP QTFGT VQ RTQXKFG UGEWTKV[�

https://en.wikipedia.org/wiki/Load_balancing_(computing)
https://en.wikipedia.org/wiki/Role-based_access_control
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16.9 See also

• #EVKXG 0GVYQTMKPI

• (TGPGVKE 
RTQITCOOKPI NCPIWCIG�

• +''' �����CS

• +PVGN &CVC 2NCPG &GXGNQROGPV -KV 
&2&-�

• 0GVYQTM (WPEVKQPU 8KTVWCNK\CVKQP

• 1RGP(NQY

• 1RGP5VCEM

• 5QHVYCTG�FGិPGF FCVC EGPVGT

• 1RGP&C[NKIJV 2TQLGEV

• 5QHVYCTG�FGិPGF 2TQVGEVKQP

• .KUV QH 5&0 EQPVTQNNGT UQHVYCTG
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16.11 External links

• 1RGP 0GVYQTMKPI (QWPFCVKQP	U FGិPKVKQP QH 5&0
• 2TQH� 0KEM (GCOUVGT	U %QWTUGTC %QWTUG QP 5&0
• 1RGP(NQY�GPCDNGF 5&0 CPF 0GVYQTM (WPEVKQPU 8KTVWCNK\CVKQP
• 5&0 5GEWTKV[ %QPUKFGTCVKQPU KP VJG &CVC %GPVGT
• (NQQFNKIJV� CP QRGP UQWTEG ,CXC DCUGF 1RGP(NQY EQPVTQNNGT
• 0GVYQTM (WPEVKQP 8KTVWCNK\CVKQP 
0(8�
• &GEQFKPI 5&0
• 5QHVYCTG�FGិPGF PGVYQTMKPI 
5&0� HQT VJG PQP�VGEJPKECN
• 1RGTCVKQPCN 1RRQTVWPKVKGU CPF %JCNNGPIGU QH 5&0�0(8 2TQITCOOCDNG +PHTCUVTWEVWTG ཊ C TGRQTV HTQO VJG
#6+5 6GEJPQNQI[ CPF 1RGTCVKQPU %QWPEKN

http://www.opennetworking.org/sdn-resources/sdn-definition
http://www.opennetworking.org/sdn-resources/sdn-library/whitepapers
http://www.opennetworking.org/images/stories/downloads/sdn-resources/technical-reports/SDN-architecture-overview-1.0.pdf
http://networkstatic.net/openflow-proactive-vs-reactive-flows/
https://devcentral.f5.com/articles/reactive-proactive-predictive-sdn-models
http://www.networkworld.com/news/2012/060712-google-openflow-vahdat-259965.html
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
http://www4.ncsu.edu/~hp/Panos.pdf
http://www4.ncsu.edu/~hp/Panos.pdf
https://en.wikipedia.org/wiki/Help:CS1_errors#chapter_ignored
https://www.opennetworking.org/sdn-resources/sdn-defined
http://www.coursera.org/course/sdn/
http://www.projectfloodlight.org/floodlight
http://wikibon.org/wiki/v/Network_Function_Virtualization_or_NFV_Explained
http://forums.juniper.net/t5/The-New-Network/Decoding-SDN/ba-p/174651
http://cxounplugged.com/2013/10/software-defined-networking-sdn
https://www.atis.org/docstore/product.aspx?id=28143
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Network Functions Virtualization

Network Functions Virtualization 
0(8� KU C PGVYQTM CTEJKVGEVWTG EQPEGRV VJCV RTQRQUGU WUKPI +6 XKTVWCNK\CVKQP
TGNCVGF VGEJPQNQIKGU VQ XKTVWCNK\G GPVKTG ENCUUGU QH PGVYQTM PQFG HWPEVKQPU KPVQ DWKNFKPI DNQEMU VJCV OC[ DG EQPPGEVGF�
QT EJCKPGF� VQ ETGCVG EQOOWPKECVKQP UGTXKEGU�
0(8 TGNKGU WRQP� DWV FKាGTU HTQO� VTCFKVKQPCN UGTXGT XKTVWCNK\CVKQP VGEJPKSWGU UWEJ CU VJQUG WUGF KP GPVGTRTKUG +6�
# XKTVWCNK\GF PGVYQTM HWPEVKQP� QT 80(� OC[ EQPUKUV QH QPG QT OQTG XKTVWCN OCEJKPGU TWPPKPI FKាGTGPV UQHVYCTG
CPF RTQEGUUGU� QP VQR QH KPFWUVT[ UVCPFCTF JKIJ XQNWOG UGTXGTU� UYKVEJGU CPF UVQTCIG� QT GXGP ENQWF EQORWVKPI
KPHTCUVTWEVWTG� KPUVGCF QH JCXKPI EWUVQO JCTFYCTG CRRNKCPEGU HQT GCEJ PGVYQTM HWPEVKQP�
(QT GZCORNG� C XKTVWCNK\GF UGUUKQP DQTFGT EQPVTQNNGT HWPEVKQP EQWNF DG FGRNQ[GF VQ RTQVGEV C PGVYQTM YKVJQWV VJG
V[RKECN EQUV CPF EQORNGZKV[ QH QDVCKPKPI CPF KPUVCNNKPI RJ[UKECN WPKVU� 1VJGT GZCORNGU QH 0(8 KPENWFG XKTVWCNK\GF
NQCF DCNCPEGTU� ិTGYCNNU� KPVTWUKQP FGVGEVKQP FGXKEGU CPF 9#0 CEEGNGTCVQTU��=�?

17.1 Background

2TQFWEV FGXGNQROGPV YKVJKP VJG VGNGEQOOWPKECVKQPU KPFWUVT[ JCU VTCFKVKQPCNN[ HQNNQYGF TKIQTQWU UVCPFCTFU HQT UVCDKN�
KV[� RTQVQEQN CFJGTGPEG CPF SWCNKV[� 9JKNG VJKU OQFGN YQTMGF YGNN KP VJG RCUV� KV KPGXKVCDN[ NGF VQ NQPI RTQFWEV E[ENGU�
C UNQY RCEG QH FGXGNQROGPV CPF TGNKCPEG QP RTQRTKGVCT[ QT URGEKCNKUV JCTFYCTG� 6JG TKUG QH UKIPKិECPV EQORGVKVKQP
KP EQOOWPKECVKQPU UGTXKEGU� HTQO HCUV�OQXKPI QTICPK\CVKQPU QRGTCVKPI CV NCTIG UECNG QP VJG RWDNKE +PVGTPGV 
UWEJ CU
)QQING 6CNM�� JCXG URWTTGF UGTXKEG RTQXKFGTU VQ NQQM HQT YC[U VQ FKUTWRV VJG UVCVWU SWQ�

17.2 History

+P 1EVQDGT ����� CP KPFWUVT[ URGEKិECVKQPU ITQWR�“0GVYQTM (WPEVKQPU 8KTVWCNKUCVKQP”��=�? RWDNKUJGF C YJKVG RCRGT
CV C EQPHGTGPEG KP &CTOUVCFV� )GTOCP[ QP UQHVYCTG�FGិPGF PGVYQTMKPI CPF 1RGP(NQY��=�? 6JG ITQWR� RCTV QH VJG
'WTQRGCP 6GNGEQOOWPKECVKQPU 5VCPFCTFU +PUVKVWVG 
'65+�� YCU OCFG WR QH TGRTGUGPVCVKXGU HTQO VJG VGNGEQOOWPK�
ECVKQPU KPFWUVT[ HTQO DQVJ 'WTQRG CPF DG[QPF��=�?�=�?
5KPEG VJG RWDNKECVKQP QH VJG YJKVG RCRGT� VJG ITQWR JCU RTQFWEGF UGXGTCN OQTG KP�FGRVJ OCVGTKCNU� KPENWFKPI C UVCP�
FCTF VGTOKPQNQI[ FGិPKVKQP�=�? CPF WUG ECUGU HQT 0(8 VJCV CEV CU TGHGTGPEGU HQT XGPFQTU CPF QRGTCVQTU EQPUKFGTKPI
KORNGOGPVKPI 0(8�

17.3 NFV Framework

6JG 0(8 HTCOGYQTM EQPUKUVU QH VJTGG OCKP EQORQPGPVU��=�?

�� Virtualized Network Functions (VNF� CTG UQHVYCTG KORNGOGPVCVKQPU QH PGVYQTM HWPEVKQPU VJCV ECP DG FG�
RNQ[GF QP C 0GVYQTM (WPEVKQP 8KTVWCNK\CVKQP +PHTCUVTWEVWTG 
0(8+��

��

https://en.wikipedia.org/wiki/Network_architecture
https://en.wikipedia.org/wiki/Virtualization
https://en.wikipedia.org/wiki/Network_node
https://en.wikipedia.org/wiki/Virtualization
https://en.wikipedia.org/wiki/Virtual_machines
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Load_balancing_(computing)
https://en.wikipedia.org/wiki/Firewall_(computing)
https://en.wikipedia.org/wiki/Intrusion_detection_system
https://en.wikipedia.org/wiki/WAN_optimization
https://en.wikipedia.org/wiki/Google_Talk
https://en.wikipedia.org/wiki/White_paper
https://en.wikipedia.org/wiki/Darmstadt,_Germany
https://en.wikipedia.org/wiki/Software-defined_networking
https://en.wikipedia.org/wiki/OpenFlow
https://en.wikipedia.org/wiki/European_Telecommunications_Standards_Institute
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�� NFV Infrastructure (NFVI) KU VJG VQVCNKV[ QH CNN JCTFYCTG CPF UQHVYCTG EQORQPGPVU YJKEJ DWKNF WR VJG
GPXKTQPOGPV KP YJKEJ 80(U CTG FGRNQ[GF� 6JG 0(8�+PHTCUVTWEVWTG ECP URCP CETQUU UGXGTCN NQECVKQPU� 6JG
PGVYQTM RTQXKFKPI EQPPGEVKXKV[ DGVYGGP VJGUG NQECVKQPU KU TGICTFGF VQ DG RCTV QH VJG 0(8�+PHTCUVTWEVWTG�

�� Network Functions Virtualization Management and Orchestration Architectural Framework (NFV-
MANO Architectural Framework) KU VJG EQNNGEVKQP QH CNN HWPEVKQPCN DNQEMU� FCVC TGRQUKVQTKGU WUGF D[ VJGUG
HWPEVKQPCN DNQEMU� CPF TGHGTGPEG RQKPVU CPF KPVGTHCEGU VJTQWIJ YJKEJ VJGUG HWPEVKQPCN DNQEMU GZEJCPIG KPHQT�
OCVKQP HQT VJG RWTRQUG QH OCPCIKPI CPF QTEJGUVTCVKPI 0(8+ CPF 80(U�

6JG DWKNFKPI DNQEM HQT DQVJ VJG 0(8+ CPF VJG 0(8�/#01 KU VJG 0(8 RNCVHQTO� +P VJG 0(8+ TQNG� KV EQPUKUVU QH DQVJ
XKTVWCN CPF RJ[UKECN EQORWVG CPF UVQTCIG TGUQWTEGU� CPF XKTVWCNK\CVKQP UQHVYCTG� +P KVU 0(8�/#01 TQNG KV EQPUKUVU
QH 80( CPF 0(8+ OCPCIGTU CPF XKTVWCNK\CVKQP UQHVYCTG QRGTCVKPI QP C JCTFYCTG EQPVTQNNGT� 6JG 0(8 RNCVHQTO
KORNGOGPVU ECTTKGT�ITCFG HGCVWTGU WUGF VQ OCPCIG CPF OQPKVQT VJG RNCVHQTO EQORQPGPVU� TGEQXGT HTQO HCKNWTGU CPF
RTQXKFG GាGEVKXG UGEWTKV[ � CNN TGSWKTGF HQT VJG RWDNKE ECTTKGT PGVYQTM�

17.4 Practical aspects

# UGTXKEG RTQXKFGT YJQ HQNNQYU VJG 0(8 FGUKIP YKNN KORNGOGPV QPG QT OQTG XKTVWCNK\GF PGVYQTM HWPEVKQPU� QT 7/'T�
# 80( D[ KVUGNH FQGU PQV CWVQOCVKECNN[ RTQXKFG C WUCDNG RTQFWEV QT UGTXKEG VQ VJG RTQXKFGT	U EWUVQOGTU� 6Q DWKNF
OQTG EQORNGZ UGTXKEGU� VJG PQVKQP QH TFSWJDF DIBJOJOH KU WUGF� YJGTG OWNVKRNG 80(U CTG WUGF KP UGSWGPEG VQ FGNKXGT
C UGTXKEG�
#PQVJGT CURGEV QH KORNGOGPVKPI 0(8 KU VJG PSDIFTUSBUJPO RTQEGUU� +P QTFGT VQ DWKNF JKIJN[ TGNKCDNG CPF UECNCDNG
UGTXKEGU� 0(8 TGSWKTGU VJCV VJG PGVYQTM DG CDNG VQ KPUVCPVKCVG 80( KPUVCPEGU� OQPKVQT VJGO� TGRCKT VJGO� CPF 
OQUV
KORQTVCPVN[ HQT C UGTXKEG RTQXKFGT DWUKPGUU� DKNN HQT VJG UGTXKEGU TGPFGTGF� 6JGUG CVVTKDWVGU� TGHGTTGF VQ CU %CTTKGT�
)TCFG�=�? HGCVWTGU� CTG CNNQECVGF VQ CP QTEJGUVTCVKQP NC[GT KP QTFGT VQ CEJKGXG JKIJ CXCKNCDKNKV[ CPF UGEWTKV[� CPF NQY
QRGTCVKQPU CPF OCKPVGPCPEG EQUVU� +ORQTVCPVN[� VJG QTEJGUVTCVKQP NC[GT OWUV DG CDNG VQ OCPCIG 80(U KTTGURGEVKXG QH
YJCV VJG WPFGTN[KPI VGEJPQNQI[ YKVJKP VJG 80( KU� (QT GZCORNG� CP QTEJGUVTCVKQP NC[GT OWUV DG CDNG VQ OCPCIG CP
5$% 80( HTQO XGPFQT : TWPPKPI QP 8/YCTG X5RJGTG LWUV CU YGNN CU CP +/5 80( HTQO XGPFQT ; TWPPKPI QP -8/

-GTPGN�DCUGF 8KTVWCN /CEJKPG��

17.5 Distributed NFV

6JG KPKVKCN RGTEGRVKQP QH 0(8 YCU VJCV XKTVWCNK\GF ECRCDKNKV[ UJQWNF DG KORNGOGPVGF KP FCVC EGPVGTU� 6JKU CRRTQCEJ
YQTMU KP OCP[ ཊ DWV PQV CNN ཊ ECUGU� 0(8 RTGUWOGU CPF GORJCUK\GU VJG YKFGUV RQUUKDNG ីGZKDKNKV[ CU VQ VJG RJ[UKECN
NQECVKQP QH VJG XKTVWCNK\GF HWPEVKQPU�
+FGCNN[� VJGTGHQTG� XKTVWCNK\GF HWPEVKQPU UJQWNF DG NQECVGF YJGTG VJG[ YKNN DG VJG OQUV GាGEVKXG CPF NGCUV GZRGPUKXG�
6JCV OGCPU C UGTXKEG RTQXKFGT UJQWNF DG HTGG VQ NQECVG 0(8 KP CNN RQUUKDNG NQECVKQPU� HTQO VJG FCVC EGPVGT VQ VJG
PGVYQTM PQFG VQ VJG EWUVQOGT RTGOKUGU� 6JKU CRRTQCEJ� MPQYP CU &KUVTKDWVGF 0(8� JCU DGGP GORJCUK\GF HTQO
VJG DGIKPPKPI CU 0(8 YCU DGKPI FGXGNQRGF CPF UVCPFCTFK\GF� CPF KU RTQOKPGPV KP VJG TGEGPVN[ TGNGCUGF 0(8 +5)
FQEWOGPVU��=�?
(QT UQOG ECUGU VJGTG CTG ENGCT CFXCPVCIGU HQT C UGTXKEG RTQXKFGT VQ NQECVG VJKU XKTVWCNK\GF HWPEVKQPCNKV[ CV VJG EWU�
VQOGT RTGOKUGU� 6JGUG CFXCPVCIGU TCPIG HTQO GEQPQOKEU VQ RGTHQTOCPEG VQ VJG HGCUKDKNKV[ QH VJG HWPEVKQPU DGKPI
XKTVWCNK\GF��=��?

17.6 NFV modularity benefits

9JGP FGUKIPKPI CPF FGXGNQRKPI VJG UQHVYCTG VJCV RTQXKFGU VJG 80(U� XGPFQTU OC[ UVTWEVWTG VJCV UQHVYCTG KPVQ UQHV�
YCTG EQORQPGPVU 
KORNGOGPVCVKQP XKGY QH C UQHVYCTG CTEJKVGEVWTG� CPF RCEMCIG VJQUG EQORQPGPVU KPVQ QPG QT OQTG
KOCIGU 
FGRNQ[OGPV XKGY QH C UQHVYCTG CTEJKVGEVWTG�� 6JGUG XGPFQT�FGិPGF UQHVYCTG EQORQPGPVU CTG ECNNGF 80(
%QORQPGPVU 
80(%U�� 80(U CTG KORNGOGPVGF YKVJ QPG QT OQTG 80(%U CPF KV KU CUUWOGF� YKVJQWV NQUU QH IGPGT�
CNKV[� VJCV 80(%U OCR ��� VQ 8/ +OCIGU� 5ECNG 7R CPF UECNG 1WV GPCDNGOGPV� $[ DGKPI CDNG VQ CNNQECVG ីGZKDNG

XKTVWCN� %27 VQ GCEJ QH VJG 80(% KPUVCPEG� VJG PGVYQTM OCPCIGOGPV NC[GT ECP UECNG 72 � FQYP 80(% TGUQWTEG
VQ HQNNQY WR YKVJ VJG VJTQWIJRWV�RGTHQTOCPEG CPF UECNCDKNKV[ GZRGEVCVKQPU QXGT C UKPING U[UVGO QT C UKPING RNCVHQTO�

https://en.wikipedia.org/wiki/VMware
https://en.wikipedia.org/wiki/VSphere
https://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine


�� $)"15&3 ��� /&5803, '6/$5*0/4 7*356"-*;"5*0/

5KOKNCTN[� VJG PGVYQTM OCPCIGOGPV NC[GT ECP UECNG 176 � FQYP VJG 80(% KPUVCPEGU QXGT OWNVKRNG RNCVHQTOU CPF
VJGTGHQTG TGCEJ QWV VQ VJG RGTHQTOCPEG CPF CTEJKVGEVWTG URGEKិECVKQPU YJKNUV PQV EQORTQOKUKPI VJG QVJGT 80(%
HWPEVKQP UVCDKNKVKGU�
'CTN[ CFQRVGTU QH UWEJ CTEJKVGEVWTG DNWGRTKPVU JCXG CNTGCF[ KORNGOGPVGF VJG 0(8 OQFWNCTKV[ RTKPEKRNGU��=��?

17.7 Relationship to SDN

5&0� QT UQHVYCTG�FGិPGF PGVYQTMKPI� KU C EQPEGRV TGNCVGF VQ 0(8� DWV VJG[ TGHGT VQ FKាGTGPV FQOCKPU�
+P GUUGPEG� 5QHVYCTG�FGិPGF PGVYQTMKPI 
5&0� KU CP CRRTQCEJ VQ DWKNFKPI FCVC PGVYQTMKPI GSWKROGPV CPF UQHVYCTG
VJCV UGRCTCVGU CPF CDUVTCEVU GNGOGPVU QH VJGUG U[UVGOU� +V FQGU VJKU D[ FGEQWRNKPI VJG EQPVTQN RNCPG CPF FCVC RNCPG
HTQO GCEJ QVJGT� UWEJ VJCV VJG EQPVTQN RNCPG TGUKFGU EGPVTCNN[ CPF VJG HQTYCTFKPI EQORQPGPVU TGOCKP FKUVTKDWVGF� 6JG
EQPVTQN RNCPG KPVGTCEVU DQVJ PQTVJDQWPF CPF UQWVJDQWPF� +P VJG PQTVJDQWPF FKTGEVKQP VJG EQPVTQN RNCPG RTQXKFGU C
EQOOQP CDUVTCEVGF XKGY QH VJG PGVYQTM VQ JKIJGT�NGXGN CRRNKECVKQPU CPF RTQITCOU WUKPI #2+U� +P VJG UQWVJDQWPF
FKTGEVKQP VJG EQPVTQN RNCPG RTQITCOU VJG HQTYCTFKPI DGJCXKQT� WUKPI FGXKEG NGXGN #2+U� QH VJG RJ[UKECN PGVYQTM GSWKR�
OGPV FKUVTKDWVGF CTQWPF VJG PGVYQTM�
6JWU� 0(8 KU PQV FGRGPFGPV QP 5&0 QT 5&0 EQPEGRVU� +V KU GPVKTGN[ RQUUKDNG VQ KORNGOGPV C XKTVWCNK\GF PGVYQTM
HWPEVKQP 
80(� CU C UVCPFCNQPG GPVKV[ WUKPI GZKUVKPI PGVYQTMKPI CPF QTEJGUVTCVKQP RCTCFKIOU� *QYGXGT� VJGTG CTG
KPJGTGPV DGPGិVU KP NGXGTCIKPI 5&0 EQPEGRVU VQ KORNGOGPV CPF OCPCIG CP 0(8 KPHTCUVTWEVWTG� RCTVKEWNCTN[ YJGP
NQQMKPI CV VJG OCPCIGOGPV CPF QTEJGUVTCVKQP QH 80(U� CPF VJCV	U YJ[ OWNVKXGPFQT RNCVHQTOU CTG DGKPI FGិPGF VJCV
KPEQTRQTCVG 5&0 CPF 0(8 KP EQPEGTVGF GEQU[UVGOU��=��?
#P 0(8 KPHTCUVTWEVWTG KU OQTG VJCP UKORN[ CFCRVKPI GZKUVKPI PGVYQTM CRRNKECVKQPU VQ TWP QP Z�� VGEJPQNQI[� +V PGGFU
C EGPVTCN QTEJGUVTCVKQP CPF OCPCIGOGPV U[UVGO VJCV VCMGU QRGTCVQT TGSWGUVU CUUQEKCVGF YKVJ C 80(� VTCPUNCVGU VJGO
KPVQ VJG CRRTQRTKCVG EQORWVG� UVQTCIG CPF PGVYQTM EQPិIWTCVKQP PGGFGF VQ DTKPI VJG 80( KPVQ QRGTCVKQP� 1PEG KP
QRGTCVKQP� VJG 80( RQVGPVKCNN[ PGGFU VQ DG OQPKVQTGF HQT ECRCEKV[ CPF WVKNK\CVKQP CPF CFCRVGF KH PGEGUUCT[�
#NN VJGUG HWPEVKQPU ECP DG CEEQORNKUJGF WUKPI 5&0 EQPEGRVU CPF 0(8 EQWNF DG EQPUKFGTGF QPG QH VJG RTKOCT[ 5&0
WUG ECUGU KP UGTXKEG RTQXKFGT GPXKTQPOGPVU� +V KU CNUQ CRRCTGPV VJCV OCP[ 5&0 WUG�ECUGU EQWNF KPEQTRQTCVG EQP�
EGRVU KPVTQFWEGF KP VJG 0(8 KPKVKCVKXG� 'ZCORNGU KPENWFG YJGTG VJG EGPVTCNK\GF EQPVTQNNGT KU EQPVTQNNKPI C FKUVTKDWVGF
HQTYCTFKPI HWPEVKQP VJCV EQWNF KP HCEV DG CNUQ XKUWCNK\GF QP GZKUVKPI EQORWVG QT TQWVKPI GSWKROGPV�

17.8 Industry impact

0(8 JCU RTQXGP C RQRWNCT UVCPFCTF GXGP KP KVU KPHCPE[� +VU KOOGFKCVG CRRNKECVKQPU CTG PWOGTQWU� UWEJ CU XKTVWCN�
K\CVKQP QH /QDKNG DCUG UVCVKQPU� 2NCVHQTO CU C 5GTXKEG� %QPVGPV &GNKXGT[ 0GVYQTMU 
%&0�� ិZGF CEEGUU CPF JQOG
GPXKTQPOGPVU��=��? 6JG RQVGPVKCN DGPGិVU QH 0(8 KU CPVKEKRCVGF VQ DG UKIPKិECPV� 8KTVWCNK\CVKQP QH PGVYQTM HWPEVKQPU
FGRNQ[GF QP IGPGTCN RWTRQUG UVCPFCTFK\GF JCTFYCTG KU GZRGEVGF VQ TGFWEG ECRKVCN CPF QRGTCVKQPCN GZRGPFKVWTGU� CPF
UGTXKEG CPF RTQFWEV KPVTQFWEVKQP VKOGU��=��?�=��? /CP[ OCLQT PGVYQTM GSWKROGPV XGPFQTU JCXG CPPQWPEGF UWRRQTV
HQT 0(8��=��? 6JKU JCU EQKPEKFGF YKVJ 0(8 CPPQWPEGOGPVU HTQO OCLQT UQHVYCTG UWRRNKGTU YJQ RTQXKFG VJG 0(8
RNCVHQTOU WUGF D[ GSWKROGPV UWRRNKGTU VQ DWKNF VJGKT 0(8 RTQFWEVU��=��?�=��?
*QYGXGT� VQ TGCNK\G VJG GZRGEVGF DGPGិVU� VJG PGVYQTM GSWKROGPV XGPFQTU PGGF VQ KORTQXG +6 XKTVWCNK\CVKQP VGEJPQN�
QI[ VQ KPEQTRQTCVG ECTTKGT�ITCFG CVVTKDWVGU TGSWKTGF D[ %NQWF 5GTXKEG 2TQXKFGTU 
%52U�� 6JG[ KPENWFG HCWNV� RGTHQT�
OCPEG� UGEWTKV[� QRGTCVKQPU CPF CFOKPKUVTCVKQP OCPCIGOGPV ECRCDKNKVKGU��=�?

17.9 MANO - Management and Orchestration

'65+ JCU CNTGCF[ KPFKECVGF VJCV CP KORQTVCPV RCTV QH EQPVTQNNKPI VJG 0(8 GPXKTQPOGPV UJQWNF DG FQPG VJTQWIJ CW�
VQOCVKQP CPF QTEJGUVTCVKQP� 6JGTG KU C UGRCTCVG UVTGCO /#01 YKVJKP 0(8 QWVNKPKPI JQY ីGZKDKNKV[ UJQWNF DG EQP�
VTQNNGF� /CPQ CV PGVYQTM�HWPEVKQPU�XKTVWCNK\CVKQP�EQO

https://en.wikipedia.org/wiki/Software-defined_networking
http://network-functions-virtualization.com/mano.html
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17.10 See also

• *CTFYCTG XKTVWCNK\CVKQP

• 5QHVYCTG�FGិPGF PGVYQTMKPI

• 0GVYQTM XKTVWCNK\CVKQP

• 0GVYQTM OCPCIGOGPV

• 5JQTVGUV 2CVJ $TKFIKPI
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https://en.wikipedia.org/wiki/Network_virtualization
https://en.wikipedia.org/wiki/Network_management
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http://portal.etsi.org/NFV/NFV_White_Paper.pdf
http://www.lightreading.com/software-defined-networking/tier-1-carriers-tackle-telco-sdn/240135217
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Cloud computing
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$MPVE DPNQVUJOH NFUBQIPS� 'PS B VTFS
 UIF OFUXPSL FMFNFOUT SFQSFTFOUJOH UIF QSPWJEFS�SFOEFSFE TFSWJDFT BSF JOWJTJCMF
 BT JG PCTDVSFE
CZ B DMPVE�

Cloud computing KU C TGEGPVN[ GXQNXGF EQORWVKPI VGTOKPQNQI[ QT OGVCRJQT DCUGF QP WVKNKV[ CPF EQPUWORVKQP QH
EQORWVKPI TGUQWTEGU� %NQWF EQORWVKPI KPXQNXGU FGRNQ[KPI ITQWRU QH TGOQVG UGTXGTU CPF UQHVYCTG PGVYQTMU VJCV
CNNQY EGPVTCNK\GF FCVC UVQTCIG CPF QPNKPG CEEGUU VQ EQORWVGT UGTXKEGU QT TGUQWTEGU� %NQWFU ECP DG ENCUUKិGF CU RWDNKE�
RTKXCVG QT J[DTKF��=�?�=�?

��

https://en.wikipedia.org/wiki/Utility
https://en.wikipedia.org/wiki/Computing_platform
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Hybrid_cloud
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"OPUIFS SFQSFTFOUBUJPO PG UIF DMPVE DPNQVUJOH NPEFM� )FSF
 UIF FNQIBTJT JT PO UIF EFMJWFSZ PG B TFSWJDF�

18.1 Overview

%NQWF EQORWVKPI�=�? TGNKGU QP UJCTKPI QH TGUQWTEGU VQ CEJKGXG EQJGTGPEG CPF GEQPQOKGU QH UECNG� UKOKNCT VQ C WVKNKV[

NKMG VJG GNGEVTKEKV[ ITKF� QXGT C PGVYQTM��=�? #V VJG HQWPFCVKQP QH ENQWF EQORWVKPI KU VJG DTQCFGT EQPEGRV QH EQPXGTIGF
KPHTCUVTWEVWTG CPF UJCTGF UGTXKEGU�
%NQWF EQORWVKPI� QT KP UKORNGT UJQTVJCPF LWUV“VJG ENQWF”� CNUQ HQEWUGU QP OCZKOK\KPI VJG GាGEVKXGPGUU QH VJG
UJCTGF TGUQWTEGU� %NQWF TGUQWTEGU CTG WUWCNN[ PQV QPN[ UJCTGF D[ OWNVKRNG WUGTU DWV CTG CNUQ F[PCOKECNN[ TGCNNQECVGF
RGT FGOCPF� 6JKU ECP YQTM HQT CNNQECVKPI TGUQWTEGU VQ WUGTU� (QT GZCORNG� C ENQWF EQORWVGT HCEKNKV[ VJCV UGTXGU
'WTQRGCP WUGTU FWTKPI 'WTQRGCP DWUKPGUU JQWTU YKVJ C URGEKិE CRRNKECVKQP 
G�I�� GOCKN� OC[ TGCNNQECVG VJG UCOG
TGUQWTEGU VQ UGTXG 0QTVJ #OGTKECP WUGTU FWTKPI 0QTVJ #OGTKEC	U DWUKPGUU JQWTU YKVJ C FKាGTGPV CRRNKECVKQP 
G�I�� C
YGD UGTXGT�� 6JKU CRRTQCEJ UJQWNF OCZKOK\G VJG WUG QH EQORWVKPI RQYGT VJWU TGFWEKPI GPXKTQPOGPVCN FCOCIG CU
YGNN UKPEG NGUU RQYGT� CKT EQPFKVKQPKPI� TCEM URCEG� GVE� CTG TGSWKTGF HQT C XCTKGV[ QH HWPEVKQPU� 9KVJ ENQWF EQORWVKPI�
OWNVKRNG WUGTU ECP CEEGUU C UKPING UGTXGT VQ TGVTKGXG CPF WRFCVG VJGKT FCVC YKVJQWV RWTEJCUKPI NKEGPUGU HQT FKាGTGPV
CRRNKECVKQPU�
6JG VGTO“OQXKPI VQ ENQWF”CNUQ TGHGTU VQ CP QTICPK\CVKQP OQXKPI CYC[ HTQO C VTCFKVKQPCN %#2': OQFGN 
DW[ VJG
FGFKECVGF JCTFYCTG CPF FGRTGEKCVG KV QXGT C RGTKQF QH VKOG� VQ VJG 12': OQFGN 
WUG C UJCTGF ENQWF KPHTCUVTWEVWTG
CPF RC[ CU QPG WUGU KV��
2TQRQPGPVU ENCKO VJCV ENQWF EQORWVKPI CNNQYU EQORCPKGU VQ CXQKF WRHTQPV KPHTCUVTWEVWTG EQUVU� CPF HQEWU QP RTQLGEVU
VJCV FKាGTGPVKCVG VJGKT DWUKPGUUGU KPUVGCF QH QP KPHTCUVTWEVWTG��=�? 2TQRQPGPVU CNUQ ENCKO VJCV ENQWF EQORWVKPI CNNQYU
GPVGTRTKUGU VQ IGV VJGKT CRRNKECVKQPU WR CPF TWPPKPI HCUVGT� YKVJ KORTQXGF OCPCIGCDKNKV[ CPF NGUU OCKPVGPCPEG� CPF
GPCDNGU +6 VQ OQTG TCRKFN[ CFLWUV TGUQWTEGU VQ OGGV ីWEVWCVKPI CPF WPRTGFKEVCDNG DWUKPGUU FGOCPF��=�?�=�?�=�? %NQWF
RTQXKFGTU V[RKECNN[ WUG C“RC[ CU [QW IQ”OQFGN� 6JKU ECP NGCF VQ WPGZRGEVGFN[ JKIJ EJCTIGU KH CFOKPKUVTCVQTU FQ
PQV CFCRV VQ VJG ENQWF RTKEKPI OQFGN��=�?
6JG RTGUGPV CXCKNCDKNKV[ QH JKIJ�ECRCEKV[ PGVYQTMU� NQY�EQUV EQORWVGTU CPF UVQTCIG FGXKEGU CU YGNN CU VJG YKFGURTGCF
CFQRVKQP QH JCTFYCTG XKTVWCNK\CVKQP� UGTXKEG�QTKGPVGF CTEJKVGEVWTG� CPF CWVQPQOKE CPF WVKNKV[ EQORWVKPI JCXG NGF VQ
C ITQYVJ KP ENQWF EQORWVKPI��=�?�=�?�=��?
%NQWF XGPFQTU CTG GZRGTKGPEKPI ITQYVJ TCVGU QH ��� RGT CPPWO��=��?

https://en.wikipedia.org/wiki/Economies_of_scale
https://en.wikipedia.org/wiki/Electrical_grid
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/Converged_infrastructure
https://en.wikipedia.org/wiki/Shared_services
https://en.wikipedia.org/wiki/Capital_expenditure
https://en.wikipedia.org/wiki/Operating_expense
https://en.wikipedia.org/wiki/Hardware_virtualization
https://en.wikipedia.org/wiki/Service-oriented_architecture
https://en.wikipedia.org/wiki/Autonomic_Computing
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18.2 History

18.2.1 Origin of the term

6JG QTKIKP QH VJG VGTO DMPVE DPNQVUJOH KU WPENGCT� 6JG GZRTGUUKQP DMPVE KU EQOOQPN[ WUGF KP UEKGPEG VQ FGUETKDG C
NCTIG CIINQOGTCVKQP QH QDLGEVU VJCV XKUWCNN[ CRRGCT HTQO C FKUVCPEG CU C ENQWF CPF FGUETKDGU CP[ UGV QH VJKPIU YJQUG
FGVCKNU CTG PQV KPURGEVGF HWTVJGT KP C IKXGP EQPVGZV��=��?
+P CPCNQI[ VQ CDQXG WUCIG VJG YQTF DMPVE YCU WUGF CU C OGVCRJQT HQT VJG +PVGTPGV CPF C UVCPFCTFK\GF ENQWF�NKMG UJCRG
YCU WUGF VQ FGPQVG C PGVYQTM QP VGNGRJQP[ UEJGOCVKEU CPF NCVGT VQ FGRKEV VJG +PVGTPGV KP EQORWVGT PGVYQTM FKCITCOU�
9KVJ VJKU UKORNKិECVKQP� VJG KORNKECVKQP KU VJCV VJG URGEKិEU QH JQY VJG GPF RQKPVU QH C PGVYQTM CTG EQPPGEVGF CTG PQV
TGNGXCPV HQT VJG RWTRQUGU QH WPFGTUVCPFKPI VJG FKCITCO� 6JG ENQWF U[ODQN YCU WUGF VQ TGRTGUGPV VJG +PVGTPGV CU GCTN[
CU ������=��?�=��? KP YJKEJ UGTXGTU YGTG VJGP UJQYP EQPPGEVGF VQ� DWV GZVGTPCN VQ� VJG ENQWF�
4GHGTGPEGU VQ ENQWF EQORWVKPI KP KVU OQFGTP UGPUG CRRGCTGF GCTN[ CU ����� YKVJ VJG GCTNKGUV MPQYP OGPVKQP KP C
%QORCS KPVGTPCN FQEWOGPV��=��?
6JG RQRWNCTK\CVKQP QH VJG VGTO ECP DG VTCEGF VQ ���� YJGP #OC\QP�EQO KPVTQFWEGF VJG 'NCUVKE %QORWVG %NQWF��=��?

18.2.2 The 1950s

6JG WPFGTN[KPI EQPEGRV QH ENQWF EQORWVKPI FCVGU VQ VJG ����U� YJGP NCTIG�UECNG OCKPHTCOG EQORWVGTU YGTG UGGP
CU VJG HWVWTG QH EQORWVKPI� CPF DGECOG CXCKNCDNG KP CECFGOKC CPF EQTRQTCVKQPU� CEEGUUKDNG XKC VJKP ENKGPVU�VGTOKPCN
EQORWVGTU� QHVGP TGHGTTGF VQ CU �FWOD VGTOKPCNU�� DGECWUG VJG[ YGTG WUGF HQT EQOOWPKECVKQPU DWV JCF PQ KPVGTPCN
RTQEGUUKPI ECRCEKVKGU� 6Q OCMG OQTG GឹEKGPV WUG QH EQUVN[ OCKPHTCOGU� C RTCEVKEG GXQNXGF VJCV CNNQYGF OWNVKRNG WUGTU
VQ UJCTG DQVJ VJG RJ[UKECN CEEGUU VQ VJG EQORWVGT HTQO OWNVKRNG VGTOKPCNU CU YGNN CU VJG %27 VKOG� 6JKU GNKOKPCVGF
RGTKQFU QH KPCEVKXKV[ QP VJG OCKPHTCOG CPF CNNQYGF HQT C ITGCVGT TGVWTP QP VJG KPXGUVOGPV� 6JG RTCEVKEG QH UJCTKPI
%27 VKOG QP C OCKPHTCOG DGECOG MPQYP KP VJG KPFWUVT[ CU VKOG�UJCTKPI��=��? &WTKPI VJG OKF ��U� VKOG�UJCTKPI
YCU RQRWNCTN[ MPQYP CU 4,' 
4GOQVG ,QD 'PVT[�� VJKU PQOGPENCVWTG YCU OQUVN[ CUUQEKCVGF YKVJ NCTIG XGPFQTU UWEJ
CU +$/ CPF &'%�

https://en.wikipedia.org/wiki/Computer_network_diagram
https://en.wikipedia.org/wiki/Compaq
https://en.wikipedia.org/wiki/Mainframe_computer
https://en.wikipedia.org/wiki/Computer_terminal
https://en.wikipedia.org/wiki/Computer_terminal#Dumb_terminals
https://en.wikipedia.org/wiki/CPU
https://en.wikipedia.org/wiki/Time-sharing
https://en.wikipedia.org/wiki/Remote_Job_Entry
https://en.wikipedia.org/wiki/IBM
https://en.wikipedia.org/wiki/Digital_Equipment_Corporation


����� 4*.*-"3 $0/$&154 ��

18.2.3 The 1990s

+P VJG ����U� VGNGEQOOWPKECVKQPU EQORCPKGU� YJQ RTGXKQWUN[ QាGTGF RTKOCTKN[ FGFKECVGF RQKPV�VQ�RQKPV FCVC EKTEWKVU�
DGICP QាGTKPI XKTVWCN RTKXCVG PGVYQTM 
820� UGTXKEGU YKVJ EQORCTCDNG SWCNKV[ QH UGTXKEG� DWV CV C NQYGT EQUV� $[
UYKVEJKPI VTCឹE CU VJG[ UCY ិV VQ DCNCPEG UGTXGT WUG� VJG[ EQWNF WUG QXGTCNN PGVYQTM DCPFYKFVJ OQTG GាGEVKXGN[� 6JG[
DGICP VQ WUG VJG ENQWF U[ODQN VQ FGPQVG VJG FGOCTECVKQP RQKPV DGVYGGP YJCV VJG RTQXKFGT YCU TGURQPUKDNG HQT CPF
YJCV WUGTU YGTG TGURQPUKDNG HQT� %NQWF EQORWVKPI GZVGPFU VJKU DQWPFCT[ VQ EQXGT CNN UGTXGTU CU YGNN CU VJG PGVYQTM
KPHTCUVTWEVWTG��=��?
#U EQORWVGTU DGECOG OQTG RTGXCNGPV� UEKGPVKUVU CPF VGEJPQNQIKUVU GZRNQTGF YC[U VQ OCMG NCTIG�UECNG EQORWVKPI
RQYGT CXCKNCDNG VQ OQTG WUGTU VJTQWIJ VKOG�UJCTKPI� 6JG[ GZRGTKOGPVGF YKVJ CNIQTKVJOU VQ QRVKOK\G VJG KPHTCUVTWE�
VWTG� RNCVHQTO� CPF CRRNKECVKQPU VQ RTKQTKVK\G %27U CPF KPETGCUG GឹEKGPE[ HQT GPF WUGTU��=��?

18.2.4 Since 2000

+P GCTN[ ����� 'WECN[RVWU DGECOG VJG ិTUV QRGP�UQWTEG� #95 #2+�EQORCVKDNG RNCVHQTO HQT FGRNQ[KPI RTKXCVG ENQWFU�
+P GCTN[ ����� 1RGP0GDWNC� GPJCPEGF KP VJG 4'5'481+4 'WTQRGCP %QOOKUUKQP�HWPFGF RTQLGEV� DGECOG VJG ិTUV
QRGP�UQWTEG UQHVYCTG HQT FGRNQ[KPI RTKXCVG CPF J[DTKF ENQWFU� CPF HQT VJG HGFGTCVKQP QH ENQWFU��=��? +P VJG UCOG [GCT�
GាQTVU YGTG HQEWUGF QP RTQXKFKPI SWCNKV[ QH UGTXKEG IWCTCPVGGU 
CU TGSWKTGF D[ TGCN�VKOG KPVGTCEVKXG CRRNKECVKQPU� VQ
ENQWF�DCUGF KPHTCUVTWEVWTGU� KP VJG HTCOGYQTM QH VJG +4/15 'WTQRGCP %QOOKUUKQP�HWPFGF RTQLGEV� TGUWNVKPI KP
C TGCN�VKOG ENQWF GPXKTQPOGPV��=��? $[ OKF������ )CTVPGT UCY CP QRRQTVWPKV[ HQT ENQWF EQORWVKPI “VQ UJCRG
VJG TGNCVKQPUJKR COQPI EQPUWOGTU QH +6 UGTXKEGU� VJQUG YJQ WUG +6 UGTXKEGU CPF VJQUG YJQ UGNN VJGO”�=��? CPF
QDUGTXGF VJCV“QTICPK\CVKQPU CTG UYKVEJKPI HTQO EQORCP[�QYPGF JCTFYCTG CPF UQHVYCTG CUUGVU VQ RGT�WUG UGTXKEG�
DCUGF OQFGNU”UQ VJCV VJG“RTQLGEVGF UJKHV VQ EQORWVKPI ��� YKNN TGUWNV KP FTCOCVKE ITQYVJ KP +6 RTQFWEVU KP UQOG
CTGCU CPF UKIPKិECPV TGFWEVKQPU KP QVJGT CTGCU�”�=��?
+P ,WN[ ����� 4CEMURCEG *QUVKPI CPF 0#5# LQKPVN[ NCWPEJGF CP QRGP�UQWTEG ENQWF�UQHVYCTG KPKVKCVKXG MPQYP CU
1RGP5VCEM� 6JG 1RGP5VCEM RTQLGEV KPVGPFGF VQ JGNR QTICPK\CVKQPU QាGT ENQWF�EQORWVKPI UGTXKEGU TWPPKPI QP UVCP�
FCTF JCTFYCTG� 6JG GCTN[ EQFG ECOG HTQO 0#5#	U 0GDWNC RNCVHQTO CU YGNN CU HTQO 4CEMURCEG	U %NQWF (KNGU RNCV�
HQTO��=��?
1P /CTEJ �� ����� +$/ CPPQWPEGF VJG +$/ 5OCTV%NQWF HTCOGYQTM VQ UWRRQTV 5OCTVGT 2NCPGV��=��? #OQPI VJG
XCTKQWU EQORQPGPVU QH VJG 5OCTVGT %QORWVKPI HQWPFCVKQP� ENQWF EQORWVKPI KU C ETKVKECN RKGEG�
1P ,WPG �� ����� 1TCENG CPPQWPEGF VJG 1TCENG %NQWF��=��? 9JKNG CURGEVU QH VJG 1TCENG %NQWF CTG UVKNN KP FGXGN�
QROGPV� VJKU ENQWF QាGTKPI KU RQUGF VQ DG VJG ិTUV VQ RTQXKFG WUGTU YKVJ CEEGUU VQ CP KPVGITCVGF UGV QH +6 UQNWVKQPU�
KPENWFKPI VJG #RRNKECVKQPU 
5CC5�� 2NCVHQTO 
2CC5�� CPF +PHTCUVTWEVWTG 
+CC5� NC[GTU��=��?�=��?�=��?

18.3 Similar concepts

%NQWF EQORWVKPI KU VJG TGUWNV QH GXQNWVKQP CPF CFQRVKQP QH GZKUVKPI VGEJPQNQIKGU CPF RCTCFKIOU� 6JG IQCN QH ENQWF
EQORWVKPI KU VQ CNNQY WUGTU VQ VCMG DGPGិV HTQO CNN QH VJGUG VGEJPQNQIKGU� YKVJQWV VJG PGGF HQT FGGR MPQYNGFIG CDQWV
QT GZRGTVKUG YKVJ GCEJ QPG QH VJGO� 6JG ENQWF CKOU VQ EWV EQUVU� CPF JGNRU VJG WUGTU HQEWU QP VJGKT EQTG DWUKPGUU
KPUVGCF QH DGKPI KORGFGF D[ +6 QDUVCENGU��=��?
6JG OCKP GPCDNKPI VGEJPQNQI[ HQT ENQWF EQORWVKPI KU XKTVWCNK\CVKQP� 8KTVWCNK\CVKQP UQHVYCTG UGRCTCVGU C RJ[UKECN
EQORWVKPI FGXKEG KPVQ QPG QT OQTG“XKTVWCN”FGXKEGU� GCEJ QH YJKEJ ECP DG GCUKN[ WUGF CPF OCPCIGF VQ RGTHQTO
EQORWVKPI VCUMU� 9KVJ QRGTCVKPI U[UVGOཊNGXGN XKTVWCNK\CVKQP GUUGPVKCNN[ ETGCVKPI C UECNCDNG U[UVGO QH OWNVKRNG KP�
FGRGPFGPV EQORWVKPI FGXKEGU� KFNG EQORWVKPI TGUQWTEGU ECP DG CNNQECVGF CPF WUGF OQTG GឹEKGPVN[� 8KTVWCNK\CVKQP
RTQXKFGU VJG CIKNKV[ TGSWKTGF VQ URGGF WR +6 QRGTCVKQPU� CPF TGFWEGU EQUV D[ KPETGCUKPI KPHTCUVTWEVWTG WVKNK\CVKQP�
#WVQPQOKE EQORWVKPI CWVQOCVGU VJG RTQEGUU VJTQWIJ YJKEJ VJG WUGT ECP RTQXKUKQP TGUQWTEGU QP�FGOCPF� $[ OKPK�
OK\KPI WUGT KPXQNXGOGPV� CWVQOCVKQP URGGFU WR VJG RTQEGUU� TGFWEGU NCDQT EQUVU CPF TGFWEGU VJG RQUUKDKNKV[ QH JWOCP
GTTQTU��=��?
7UGTU TQWVKPGN[ HCEG FKឹEWNV DWUKPGUU RTQDNGOU� %NQWF EQORWVKPI CFQRVU EQPEGRVU HTQO 5GTXKEG�QTKGPVGF #TEJKVGE�
VWTG 
51#� VJCV ECP JGNR VJG WUGT DTGCM VJGUG RTQDNGOU KPVQ UGTXKEGU VJCV ECP DG KPVGITCVGF VQ RTQXKFG C UQNWVKQP�
%NQWF EQORWVKPI RTQXKFGU CNN QH KVU TGUQWTEGU CU UGTXKEGU� CPF OCMGU WUG QH VJG YGNN�GUVCDNKUJGF UVCPFCTFU CPF DGUV
RTCEVKEGU ICKPGF KP VJG FQOCKP QH 51# VQ CNNQY INQDCN CPF GCU[ CEEGUU VQ ENQWF UGTXKEGU KP C UVCPFCTFK\GF YC[�
%NQWF EQORWVKPI CNUQ NGXGTCIGU EQPEGRVU HTQO WVKNKV[ EQORWVKPI VQ RTQXKFG OGVTKEU HQT VJG UGTXKEGU WUGF� 5WEJ
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OGVTKEU CTG CV VJG EQTG QH VJG RWDNKE ENQWF RC[�RGT�WUG OQFGNU� +P CFFKVKQP� OGCUWTGF UGTXKEGU CTG CP GUUGPVKCN RCTV QH
VJG HGGFDCEM NQQR KP CWVQPQOKE EQORWVKPI� CNNQYKPI UGTXKEGU VQ UECNG QP�FGOCPF CPF VQ RGTHQTO CWVQOCVKE HCKNWTG
TGEQXGT[�
%NQWF EQORWVKPI KU C MKPF QH ITKF EQORWVKPI� KV JCU GXQNXGF D[ CFFTGUUKPI VJG 3Q5 
SWCNKV[ QH UGTXKEG� CPF TGNKCDKNKV[
RTQDNGOU� %NQWF EQORWVKPI RTQXKFGU VJG VQQNU CPF VGEJPQNQIKGU VQ DWKNF FCVC�EQORWVG KPVGPUKXG RCTCNNGN CRRNKECVKQPU
YKVJ OWEJ OQTG CាQTFCDNG RTKEGU EQORCTGF VQ VTCFKVKQPCN RCTCNNGN EQORWVKPI VGEJPKSWGU��TGH PCOG�*#/�����
%NQWF EQORWVKPI UJCTGU EJCTCEVGTKUVKEU YKVJ�

• %NKGPVཊUGTXGT OQFGN̶$MJFOU࣓TFSWFS DPNQVUJOH TGHGTU DTQCFN[ VQ CP[ FKUVTKDWVGF CRRNKECVKQP VJCV FKUVKPIWKUJGU
DGVYGGP UGTXKEG RTQXKFGTU 
UGTXGTU� CPF UGTXKEG TGSWGUVQTU 
ENKGPVU���=��?

• )TKF EQORWVKPI̶“# HQTO QH FKUVTKDWVGF CPF RCTCNNGN EQORWVKPI� YJGTGD[ C 	UWRGT CPF XKTVWCN EQORWVGT	 KU
EQORQUGF QH C ENWUVGT QH PGVYQTMGF� NQQUGN[ EQWRNGF EQORWVGTU CEVKPI KP EQPEGTV VQ RGTHQTO XGT[ NCTIG VCUMU�”

• /CKPHTCOG EQORWVGT ̶2QYGTHWN EQORWVGTU WUGF OCKPN[ D[ NCTIG QTICPK\CVKQPU HQT ETKVKECN CRRNKECVKQPU� V[R�
KECNN[ DWNM FCVC RTQEGUUKPI UWEJ CU� EGPUWU� KPFWUVT[ CPF EQPUWOGT UVCVKUVKEU� RQNKEG CPF UGETGV KPVGNNKIGPEG
UGTXKEGU� GPVGTRTKUG TGUQWTEG RNCPPKPI� CPF ិPCPEKCN VTCPUCEVKQP RTQEGUUKPI�

• 7VKNKV[ EQORWVKPI̶6JG“RCEMCIKPI QH EQORWVKPI TGUQWTEGU� UWEJ CU EQORWVCVKQP CPF UVQTCIG� CU C OGVGTGF
UGTXKEG UKOKNCT VQ C VTCFKVKQPCN RWDNKE WVKNKV[� UWEJ CU GNGEVTKEKV[�”�=��?�=��?

• 2GGT�VQ�RGGT ̶# FKUVTKDWVGF CTEJKVGEVWTG YKVJQWV VJG PGGF HQT EGPVTCN EQQTFKPCVKQP� 2CTVKEKRCPVU CTG DQVJ
UWRRNKGTU CPF EQPUWOGTU QH TGUQWTEGU 
KP EQPVTCUV VQ VJG VTCFKVKQPCN ENKGPVཊUGTXGT OQFGN��

18.4 Characteristics

%NQWF EQORWVKPI GZJKDKVU VJG HQNNQYKPI MG[ EJCTCEVGTKUVKEU�

• Agility KORTQXGU YKVJ WUGTU	 CDKNKV[ VQ TG�RTQXKUKQP VGEJPQNQIKECN KPHTCUVTWEVWTG TGUQWTEGU�

• Application programming interface 
#2+� CEEGUUKDKNKV[ VQ UQHVYCTG VJCV GPCDNGU OCEJKPGU VQ KPVGTCEV YKVJ
ENQWF UQHVYCTG KP VJG UCOG YC[ VJCV C VTCFKVKQPCN WUGT KPVGTHCEG 
G�I�� C EQORWVGT FGUMVQR� HCEKNKVCVGU KPVGTCE�
VKQP DGVYGGP JWOCPU CPF EQORWVGTU� %NQWF EQORWVKPI U[UVGOU V[RKECNN[ WUG 4GRTGUGPVCVKQPCN 5VCVG 6TCPUHGT

4'56��DCUGF #2+U�

• Cost TGFWEVKQPU ENCKOGF D[ ENQWF RTQXKFGTU� # RWDNKE�ENQWF FGNKXGT[ OQFGN EQPXGTVU ECRKVCN GZRGPFKVWTG VQ
QRGTCVKQPCN GZRGPFKVWTG��=��? 6JKU RWTRQTVGFN[ NQYGTU DCTTKGTU VQ GPVT[� CU KPHTCUVTWEVWTG KU V[RKECNN[ RTQXKFGF
D[ C VJKTF RCTV[ CPF FQGU PQV PGGF VQ DG RWTEJCUGF HQT QPG�VKOG QT KPHTGSWGPV KPVGPUKXG EQORWVKPI VCUMU�
2TKEKPI QP C WVKNKV[ EQORWVKPI DCUKU KU ិPG�ITCKPGF� YKVJ WUCIG�DCUGF QRVKQPU CPF HGYGT +6 UMKNNU CTG TGSWKTGF
HQT KORNGOGPVCVKQP 
KP�JQWUG���=��? 6JG G�(+5%#. RTQLGEV	U UVCVG�QH�VJG�CTV TGRQUKVQT[�=��? EQPVCKPU UGXGTCN
CTVKENGU NQQMKPI KPVQ EQUV CURGEVU KP OQTG FGVCKN� OQUV QH VJGO EQPENWFKPI VJCV EQUVU UCXKPIU FGRGPF QP VJG V[RG
QH CEVKXKVKGU UWRRQTVGF CPF VJG V[RG QH KPHTCUVTWEVWTG CXCKNCDNG KP�JQWUG�

• Device and location independence�=��? GPCDNG WUGTU VQ CEEGUU U[UVGOU WUKPI C YGD DTQYUGT TGICTFNGUU QH
VJGKT NQECVKQP QT YJCV FGXKEG VJG[ WUG 
G�I�� 2%� OQDKNG RJQPG�� #U KPHTCUVTWEVWTG KU Qា�UKVG 
V[RKECNN[ RTQXKFGF
D[ C VJKTF�RCTV[� CPF CEEGUUGF XKC VJG +PVGTPGV� WUGTU ECP EQPPGEV HTQO CP[YJGTG��=��?

• Maintenance QH ENQWF EQORWVKPI CRRNKECVKQPU KU GCUKGT� DGECWUG VJG[ FQ PQV PGGF VQ DG KPUVCNNGF QP GCEJ WUGT	U
EQORWVGT CPF ECP DG CEEGUUGF HTQO FKាGTGPV RNCEGU�

• Multitenancy GPCDNGU UJCTKPI QH TGUQWTEGU CPF EQUVU CETQUU C NCTIG RQQN QH WUGTU VJWU CNNQYKPI HQT�

• centralization QH KPHTCUVTWEVWTG KP NQECVKQPU YKVJ NQYGT EQUVU 
UWEJ CU TGCN GUVCVG� GNGEVTKEKV[� GVE��
• peak-load capacity KPETGCUGU 
WUGTU PGGF PQV GPIKPGGT HQT JKIJGUV RQUUKDNG NQCF�NGXGNU�
• utilisation and efficiency KORTQXGOGPVU HQT U[UVGOU VJCV CTG QHVGP QPN[ ��ཊ��� WVKNKUGF��=��?�=��?

• Performance KU OQPKVQTGF� CPF EQPUKUVGPV CPF NQQUGN[ EQWRNGF CTEJKVGEVWTGU CTG EQPUVTWEVGF WUKPI YGD UGTXKEGU
CU VJG U[UVGO KPVGTHCEG��=��?�=��?�=��?

https://en.wikipedia.org/wiki/Grid_computing
https://en.wikipedia.org/wiki/Reliability_(computer_networking)
https://en.wikipedia.org/wiki/Parallel_computing
https://en.wikipedia.org/wiki/Client%E2%80%93server_model
https://en.wikipedia.org/wiki/Distributed_application
https://en.wikipedia.org/wiki/Grid_computing
https://en.wikipedia.org/wiki/Cluster_(computing)
https://en.wikipedia.org/wiki/Loose_coupling
https://en.wikipedia.org/wiki/Mainframe_computer
https://en.wikipedia.org/wiki/Census
https://en.wikipedia.org/wiki/Enterprise_resource_planning
https://en.wikipedia.org/wiki/Transaction_processing
https://en.wikipedia.org/wiki/Utility_computing
https://en.wikipedia.org/wiki/Computational_resource
https://en.wikipedia.org/wiki/Peer-to-peer
https://en.wikipedia.org/wiki/Application_programming_interface
https://en.wikipedia.org/wiki/Representational_state_transfer
https://en.wikipedia.org/wiki/Operational_expenditure
https://en.wikipedia.org/wiki/Barriers_to_entry
https://en.wikipedia.org/wiki/Device_independence
https://en.wikipedia.org/wiki/Software_maintenance
https://en.wikipedia.org/wiki/Multitenancy
https://en.wikipedia.org/wiki/Computer_performance
https://en.wikipedia.org/wiki/Web_services


����� 4&37*$& .0%&-4 ��

• Productivity OC[ DG KPETGCUGF YJGP OWNVKRNG WUGTU ECP YQTM QP VJG UCOG FCVC UKOWNVCPGQWUN[� TCVJGT VJCP
YCKVKPI HQT KV VQ DG UCXGF CPF GOCKNGF� 6KOG OC[ DG UCXGF CU KPHQTOCVKQP FQGU PQV PGGF VQ DG TG�GPVGTGF YJGP
ិGNFU CTG OCVEJGF� PQT FQ WUGTU PGGF VQ KPUVCNN CRRNKECVKQP UQHVYCTG WRITCFGU VQ VJGKT EQORWVGT��=��?

• Reliability KORTQXGU YKVJ VJG WUG QH OWNVKRNG TGFWPFCPV UKVGU� YJKEJ OCMGU YGNN�FGUKIPGF ENQWF EQORWVKPI
UWKVCDNG HQT DWUKPGUU EQPVKPWKV[ CPF FKUCUVGT TGEQXGT[��=��?

• Scalability and elasticity XKC F[PCOKE 
“QP�FGOCPF”� RTQXKUKQPKPI QH TGUQWTEGU QP C ិPG�ITCKPGF� UGNH�
UGTXKEG DCUKU KP PGCT TGCN�VKOG�=��?�=��? 
0QVG� VJG 8/ UVCTVWR VKOG XCTKGU D[ 8/ V[RG� NQECVKQP� 15 CPF
ENQWF RTQXKFGTU�=��?�� YKVJQWV WUGTU JCXKPI VQ GPIKPGGT HQT RGCM NQCFU��=��?�=��?�=��?

• Security ECP KORTQXG FWG VQ EGPVTCNK\CVKQP QH FCVC� KPETGCUGF UGEWTKV[�HQEWUGF TGUQWTEGU� GVE�� DWV EQPEGTPU
ECP RGTUKUV CDQWV NQUU QH EQPVTQN QXGT EGTVCKP UGPUKVKXG FCVC� CPF VJG NCEM QH UGEWTKV[ HQT UVQTGF MGTPGNU��=��?
5GEWTKV[ KU QHVGP CU IQQF CU QT DGVVGT VJCP QVJGT VTCFKVKQPCN U[UVGOU� KP RCTV DGECWUG RTQXKFGTU CTG CDNG VQ FGXQVG
TGUQWTEGU VQ UQNXKPI UGEWTKV[ KUUWGU VJCV OCP[ EWUVQOGTU ECPPQV CាQTF VQ VCEMNG��=��? *QYGXGT� VJG EQORNGZKV[
QH UGEWTKV[ KU ITGCVN[ KPETGCUGF YJGP FCVC KU FKUVTKDWVGF QXGT C YKFGT CTGC QT QXGT C ITGCVGT PWODGT QH FGXKEGU�
CU YGNN CU KP OWNVK�VGPCPV U[UVGOU UJCTGF D[ WPTGNCVGF WUGTU� +P CFFKVKQP� WUGT CEEGUU VQ UGEWTKV[ CWFKV NQIU OC[
DG FKឹEWNV QT KORQUUKDNG� 2TKXCVG ENQWF KPUVCNNCVKQPU CTG KP RCTV OQVKXCVGF D[ WUGTU	 FGUKTG VQ TGVCKP EQPVTQN QXGT
VJG KPHTCUVTWEVWTG CPF CXQKF NQUKPI EQPVTQN QH KPHQTOCVKQP UGEWTKV[�

6JG 0CVKQPCN +PUVKVWVG QH 5VCPFCTFU CPF 6GEJPQNQI[	U FGិPKVKQP QH ENQWF EQORWVKPI KFGPVKិGU“ិXG GUUGPVKCN EJCT�
CEVGTKUVKEU��

0O�EFNBOE TFMG�TFSWJDF� #EQPUWOGT ECP WPKNCVGTCNN[ RTQXKUKQP EQORWVKPI ECRCDKNKVKGU� UWEJ CU UGTXGT
VKOG CPF PGVYQTM UVQTCIG� CU PGGFGF CWVQOCVKECNN[ YKVJQWV TGSWKTKPI JWOCP KPVGTCEVKQP YKVJ GCEJ UGTXKEG
RTQXKFGT�

#SPBE OFUXPSL BDDFTT� %CRCDKNKVKGU CTG CXCKNCDNG QXGT VJG PGVYQTM CPF CEEGUUGF VJTQWIJ UVCPFCTF
OGEJCPKUOU VJCV RTQOQVG WUG D[ JGVGTQIGPGQWU VJKP QT VJKEM ENKGPV RNCVHQTOU 
G�I�� OQDKNG RJQPGU�
VCDNGVU� NCRVQRU� CPF YQTMUVCVKQPU��

3FTPVSDF QPPMJOH� 6JG RTQXKFGT	U EQORWVKPI TGUQWTEGU CTG RQQNGF VQ UGTXG OWNVKRNG EQPUWOGTU WUKPI
C OWNVK�VGPCPV OQFGN� YKVJ FKាGTGPV RJ[UKECN CPF XKTVWCN TGUQWTEGU F[PCOKECNN[ CUUKIPGF CPF TGCUUKIPGF
CEEQTFKPI VQ EQPUWOGT FGOCPF�

3BQJE FMBTUJDJUZ� %CRCDKNKVKGU ECP DG GNCUVKECNN[ RTQXKUKQPGF CPF TGNGCUGF� KP UQOG ECUGU CWVQOCVKECNN[�
VQ UECNG TCRKFN[ QWVYCTF CPF KPYCTF EQOOGPUWTCVG YKVJ FGOCPF� 6Q VJG EQPUWOGT� VJG ECRCDKNKVKGU
CXCKNCDNG HQT RTQXKUKQPKPI QHVGP CRRGCT WPNKOKVGF CPF ECP DG CRRTQRTKCVGF KP CP[ SWCPVKV[ CV CP[ VKOG�

.FBTVSFE TFSWJDF� %NQWF U[UVGOU CWVQOCVKECNN[ EQPVTQN CPF QRVKOK\G TGUQWTEG WUG D[ NGXGTCIKPI C
OGVGTKPI ECRCDKNKV[ CV UQOG NGXGN QH CDUVTCEVKQP CRRTQRTKCVG VQ VJG V[RG QH UGTXKEG 
G�I�� UVQTCIG� RTQEGUU�
KPI� DCPFYKFVJ� CPF CEVKXG WUGT CEEQWPVU�� 4GUQWTEG WUCIG ECP DG OQPKVQTGF� EQPVTQNNGF� CPF TGRQTVGF�
RTQXKFKPI VTCPURCTGPE[ HQT DQVJ VJG RTQXKFGT CPF EQPUWOGT QH VJG WVKNK\GF UGTXKEG�
̶0CVKQPCN +PUVKVWVG QH 5VCPFCTFU CPF 6GEJPQNQI[�=�?

18.5 Service models

%NQWF EQORWVKPI RTQXKFGTU QាGT VJGKT UGTXKEGU CEEQTFKPI VQ UGXGTCN HWPFCOGPVCN OQFGNU��=�?�=��?

18.5.1 Infrastructure as a service (IaaS)

5GG CNUQ� %CVGIQT[�%NQWF KPHTCUVTWEVWTG CPF 5QHVYCTG�FGិPGF CRRNKECVKQP FGNKXGT[

+P VJG OQUV DCUKE ENQWF�UGTXKEG OQFGN � CEEQTFKPI VQ VJG +'6( 
+PVGTPGV 'PIKPGGTKPI 6CUM (QTEG�� RTQXKFGTU QH
+CC5 QាGT EQORWVGTU ཊ RJ[UKECN QT 
OQTG QHVGP� XKTVWCN OCEJKPGU ཊ CPF QVJGT TGUQWTEGU� 
# J[RGTXKUQT� UWEJ CU :GP�
1TCENG 8KTVWCN$QZ� -8/� 8/YCTG '5:�'5:K� QT *[RGT�8 TWPU VJG XKTVWCN OCEJKPGU CU IWGUVU� 2QQNU QH J[RGTXKUQTU
YKVJKP VJG ENQWF QRGTCVKQPCN UWRRQTV�U[UVGO ECP UWRRQTV NCTIG PWODGTU QH XKTVWCN OCEJKPGU CPF VJG CDKNKV[ VQ UECNG
UGTXKEGU WR CPF FQYP CEEQTFKPI VQ EWUVQOGTU	 XCT[KPI TGSWKTGOGPVU�� +CC5 ENQWFU QHVGP QាGT CFFKVKQPCN TGUQWTEGU
UWEJ CU C XKTVWCN�OCEJKPG FKUM KOCIG NKDTCT[� TCY DNQEM UVQTCIG� CPF ិNG QT QDLGEV UVQTCIG� ិTGYCNNU� NQCF DCNCPEGTU�
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https://en.wikipedia.org/wiki/Hypervisor
https://en.wikipedia.org/wiki/Xen
https://en.wikipedia.org/wiki/VirtualBox
https://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://en.wikipedia.org/wiki/VMware_ESX
https://en.wikipedia.org/wiki/Hyper-V
https://en.wikipedia.org/wiki/Disk_image
https://en.wikipedia.org/wiki/Block_storage
https://en.wikipedia.org/wiki/Object_storage
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+2 CFFTGUUGU� XKTVWCN NQECN CTGC PGVYQTMU 
8.#0U�� CPF UQHVYCTG DWPFNGU��=��? +CC5�ENQWF RTQXKFGTU UWRRN[ VJGUG
TGUQWTEGU QP�FGOCPF HTQO VJGKT NCTIG RQQNU KPUVCNNGF KP FCVC EGPVGTU� (QT YKFG�CTGC EQPPGEVKXKV[� EWUVQOGTU ECP WUG
GKVJGT VJG +PVGTPGV QT ECTTKGT ENQWFU 
FGFKECVGF XKTVWCN RTKXCVG PGVYQTMU��
6Q FGRNQ[ VJGKT CRRNKECVKQPU� ENQWF WUGTU KPUVCNN QRGTCVKPI�U[UVGO KOCIGU CPF VJGKT CRRNKECVKQP UQHVYCTG QP VJG ENQWF
KPHTCUVTWEVWTG� +P VJKU OQFGN� VJG ENQWF WUGT RCVEJGU CPF OCKPVCKPU VJG QRGTCVKPI U[UVGOU CPF VJG CRRNKECVKQP UQHVYCTG�
%NQWF RTQXKFGTU V[RKECNN[ DKNN +CC5 UGTXKEGU QP C WVKNKV[ EQORWVKPI DCUKU� EQUV TGីGEVU VJG COQWPV QH TGUQWTEGU CNNQECVGF
CPF EQPUWOGF��=��?�=��?�=��?

18.5.2 Platform as a service (PaaS)

/CKP CTVKENG� 2NCVHQTO CU C UGTXKEG
5GG CNUQ� %CVGIQT[�%NQWF RNCVHQTOU

+P VJG 2CC5OQFGNU� ENQWF RTQXKFGTU FGNKXGT C EQORWVKPI RNCVHQTO� V[RKECNN[ KPENWFKPI QRGTCVKPI U[UVGO� RTQITCOOKPI
NCPIWCIG GZGEWVKQP GPXKTQPOGPV� FCVCDCUG� CPF YGD UGTXGT� #RRNKECVKQP FGXGNQRGTU ECP FGXGNQR CPF TWP VJGKT UQHVYCTG
UQNWVKQPU QP C ENQWF RNCVHQTO YKVJQWV VJG EQUV CPF EQORNGZKV[ QH DW[KPI CPF OCPCIKPI VJG WPFGTN[KPI JCTFYCTG CPF
UQHVYCTG NC[GTU� 9KVJ UQOG 2CC5 QាGTU NKMG /KETQUQHV #\WTG CPF )QQING #RR 'PIKPG� VJG WPFGTN[KPI EQORWVGT CPF
UVQTCIG TGUQWTEGU UECNG CWVQOCVKECNN[ VQ OCVEJ CRRNKECVKQP FGOCPF UQ VJCV VJG ENQWF WUGT FQGU PQV JCXG VQ CNNQECVG
TGUQWTEGU OCPWCNN[� 6JG NCVVGT JCU CNUQ DGGP RTQRQUGF D[ CP CTEJKVGEVWTG CKOKPI VQ HCEKNKVCVG TGCN�VKOG KP ENQWF
GPXKTQPOGPVU��=��?

https://en.wikipedia.org/wiki/VLAN
https://en.wikipedia.org/wiki/Data_centers
https://en.wikipedia.org/wiki/Wide_area_network
https://en.wikipedia.org/wiki/Carrier_cloud
https://en.wikipedia.org/wiki/Platform_as_a_service
https://en.wikipedia.org/wiki/Category:Cloud_platforms
https://en.wikipedia.org/wiki/Computing_platform
https://en.wikipedia.org/wiki/Microsoft_Azure
https://en.wikipedia.org/wiki/Google_App_Engine
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18.5.3 Software as a service (SaaS)

/CKP CTVKENG� 5QHVYCTG CU C UGTXKEG

+P VJG DWUKPGUU OQFGN WUKPI UQHVYCTG CU C UGTXKEG 
5CC5�� WUGTU CTG RTQXKFGF CEEGUU VQ CRRNKECVKQP UQHVYCTG CPF
FCVCDCUGU� %NQWF RTQXKFGTU OCPCIG VJG KPHTCUVTWEVWTG CPF RNCVHQTOU VJCV TWP VJG CRRNKECVKQPU� 5CC5 KU UQOGVKOGU
TGHGTTGF VQ CU“QP�FGOCPF UQHVYCTG”CPF KU WUWCNN[ RTKEGF QP C RC[�RGT�WUG DCUKU QT WUKPI C UWDUETKRVKQP HGG�
+P VJG 5CC5 OQFGN� ENQWF RTQXKFGTU KPUVCNN CPF QRGTCVG CRRNKECVKQP UQHVYCTG KP VJG ENQWF CPF ENQWF WUGTU CEEGUU VJG
UQHVYCTG HTQO ENQWF ENKGPVU� %NQWF WUGTU FQ PQV OCPCIG VJG ENQWF KPHTCUVTWEVWTG CPF RNCVHQTO YJGTG VJG CRRNKECVKQP
TWPU� 6JKU GNKOKPCVGU VJG PGGF VQ KPUVCNN CPF TWP VJG CRRNKECVKQP QP VJG ENQWF WUGT	U QYP EQORWVGTU� YJKEJ UKORNKិGU
OCKPVGPCPEG CPF UWRRQTV� %NQWF CRRNKECVKQPU CTG FKាGTGPV HTQO QVJGT CRRNKECVKQPU KP VJGKT UECNCDKNKV[̶YJKEJ ECP
DG CEJKGXGF D[ ENQPKPI VCUMU QPVQ OWNVKRNG XKTVWCN OCEJKPGU CV TWP�VKOG VQ OGGV EJCPIKPI YQTM FGOCPF��=��? .QCF
DCNCPEGTU FKUVTKDWVG VJG YQTM QXGT VJG UGV QH XKTVWCN OCEJKPGU� 6JKU RTQEGUU KU VTCPURCTGPV VQ VJG ENQWF WUGT� YJQ UGGU
QPN[ C UKPING CEEGUU RQKPV� 6Q CEEQOOQFCVG C NCTIG PWODGT QH ENQWF WUGTU� ENQWF CRRNKECVKQPU ECP DG NVMUJUFOBOU�
VJCV KU� CP[ OCEJKPG UGTXGU OQTG VJCP QPG ENQWF WUGT QTICPK\CVKQP�
6JG RTKEKPI OQFGN HQT 5CC5 CRRNKECVKQPU KU V[RKECNN[ C OQPVJN[ QT [GCTN[ ីCV HGG RGT WUGT��=��? UQ RTKEG KU UECNCDNG CPF
CFLWUVCDNG KH WUGTU CTG CFFGF QT TGOQXGF CV CP[ RQKPV��=��?
2TQRQPGPVU ENCKO 5CC5 CNNQYU C DWUKPGUU VJG RQVGPVKCN VQ TGFWEG +6 QRGTCVKQPCN EQUVU D[ QWVUQWTEKPI JCTFYCTG CPF
UQHVYCTG OCKPVGPCPEG CPF UWRRQTV VQ VJG ENQWF RTQXKFGT� 6JKU GPCDNGU VJG DWUKPGUU VQ TGCNNQECVG +6 QRGTCVKQPU EQUVU
CYC[ HTQO JCTFYCTG�UQHVYCTG URGPFKPI CPF RGTUQPPGN GZRGPUGU� VQYCTFU OGGVKPI QVJGT IQCNU� +P CFFKVKQP� YKVJ CRRNK�
ECVKQPU JQUVGF EGPVTCNN[� WRFCVGU ECP DG TGNGCUGF YKVJQWV VJG PGGF HQT WUGTU VQ KPUVCNN PGY UQHVYCTG� 1PG FTCYDCEM QH
5CC5 KU VJCV VJG WUGTU	 FCVC CTG UVQTGF QP VJG ENQWF RTQXKFGT	U UGTXGT� #U C TGUWNV� VJGTG EQWNF DG WPCWVJQTK\GF CEEGUU
VQ VJG FCVC� (QT VJKU TGCUQP� WUGTU CTG KPETGCUKPIN[ CFQRVKPI KPVGNNKIGPV VJKTF�RCTV[ MG[ OCPCIGOGPV U[UVGOU VQ JGNR
UGEWTG VJGKT FCVC�

18.5.4 Unified Communications as a Service

/CKP CTVKENG� 7PKិGF EQOOWPKECVKQPU

+P VJG 7%CC5 OQFGN� OWNVK�RNCVHQTO EQOOWPKECVKQPU QXGT VJG PGVYQTM CTG RCEMCIGF D[ VJG UGTXKEG RTQXKFGT� 6JG
UGTXKEGU EQWNF DG KP FKាGTGPV FGXKEGU� UWEJ CU EQORWVGTU CPF OQDKNG FGXKEGU� 5GTXKEGU OC[ KPENWFG +2 VGNGRJQP[�
WPKិGF OGUUCIKPI� XKFGQ EQPHGTGPEKPI CPF OQDKNG GZVGPUKQP�=��? GVE�

18.6 Cloud clients

5GG CNUQ� %CVGIQT[�%NQWF ENKGPVU

7UGTU CEEGUU ENQWF EQORWVKPI WUKPI PGVYQTMGF ENKGPV FGXKEGU� UWEJ CU FGUMVQR EQORWVGTU� NCRVQRU� VCDNGVU CPF UOCTVRJQPGU�
5QOG QH VJGUG FGXKEGU ཊ DMPVE DMJFOUT ཊ TGN[ QP ENQWF EQORWVKPI HQT CNN QT C OCLQTKV[ QH VJGKT CRRNKECVKQPU UQ CU VQ DG
GUUGPVKCNN[ WUGNGUU YKVJQWV KV� 'ZCORNGU CTG VJKP ENKGPVU CPF VJG DTQYUGT�DCUGF %JTQOGDQQM� /CP[ ENQWF CRRNKECVKQPU
FQ PQV TGSWKTG URGEKិE UQHVYCTG QP VJG ENKGPV CPF KPUVGCF WUG C YGD DTQYUGT VQ KPVGTCEV YKVJ VJG ENQWF CRRNKECVKQP�
9KVJ #LCZ CPF *6/.� VJGUG 9GD WUGT KPVGTHCEGU ECP CEJKGXG C UKOKNCT� QT GXGP DGVVGT� NQQM CPF HGGN VQ PCVKXG CR�
RNKECVKQPU� 5QOG ENQWF CRRNKECVKQPU� JQYGXGT� UWRRQTV URGEKិE ENKGPV UQHVYCTG FGFKECVGF VQ VJGUG CRRNKECVKQPU 
G�I��
XKTVWCN FGUMVQR ENKGPVU CPF OQUV GOCKN ENKGPVU�� 5QOG NGICE[ CRRNKECVKQPU 
NKPG QH DWUKPGUU CRRNKECVKQPU VJCV WPVKN PQY
JCXG DGGP RTGXCNGPV KP VJKP ENKGPV EQORWVKPI� CTG FGNKXGTGF XKC C UETGGP�UJCTKPI VGEJPQNQI[�

18.7 Deployment models

18.7.1 Private cloud

2TKXCVG ENQWF KU ENQWF KPHTCUVTWEVWTG QRGTCVGF UQNGN[ HQT C UKPING QTICPK\CVKQP� YJGVJGT OCPCIGF KPVGTPCNN[ QT D[ C VJKTF�
RCTV[� CPF JQUVGF GKVJGT KPVGTPCNN[ QT GZVGTPCNN[��=�? 7PFGTVCMKPI C RTKXCVG ENQWF RTQLGEV TGSWKTGU C UKIPKិECPV NGXGN CPF

https://en.wikipedia.org/wiki/Software_as_a_service
https://en.wikipedia.org/wiki/Business_model
https://en.wikipedia.org/wiki/Virtual_machines
https://en.wikipedia.org/wiki/Load_balancer
https://en.wikipedia.org/wiki/Load_balancer
https://en.wikipedia.org/wiki/Multitenant
https://en.wikipedia.org/wiki/Unified_communications
https://en.wikipedia.org/wiki/Category:Cloud_clients
https://en.wikipedia.org/wiki/Desktop_computers
https://en.wikipedia.org/wiki/Laptop
https://en.wikipedia.org/wiki/Tablet_computer
https://en.wikipedia.org/wiki/Smartphones
https://en.wikipedia.org/wiki/Thin_clients
https://en.wikipedia.org/wiki/Chromebook
https://en.wikipedia.org/wiki/Ajax_(programming)
https://en.wikipedia.org/wiki/HTML5
https://en.wikipedia.org/wiki/Web_user_interface
https://en.wikipedia.org/wiki/Look_and_feel
https://en.wikipedia.org/wiki/Desktop_virtualization
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$MPVE DPNQVUJOH UZQFT

FGITGG QH GPICIGOGPV VQ XKTVWCNK\G VJG DWUKPGUU GPXKTQPOGPV� CPF TGSWKTGU VJG QTICPK\CVKQP VQ TGGXCNWCVG FGEKUKQPU
CDQWV GZKUVKPI TGUQWTEGU� 9JGP FQPG TKIJV� KV ECP KORTQXG DWUKPGUU� DWV GXGT[ UVGR KP VJG RTQLGEV TCKUGU UGEWTKV[
KUUWGU VJCV OWUV DG CFFTGUUGF VQ RTGXGPV UGTKQWU XWNPGTCDKNKVKGU��=��? 5GNH�TWP FCVC EGPVGTU�=��? CTG IGPGTCNN[ ECRKVCN
KPVGPUKXG� 6JG[ JCXG C UKIPKិECPV RJ[UKECN HQQVRTKPV� TGSWKTKPI CNNQECVKQPU QH URCEG� JCTFYCTG� CPF GPXKTQPOGPVCN
EQPVTQNU� 6JGUG CUUGVU JCXG VQ DG TGHTGUJGF RGTKQFKECNN[� TGUWNVKPI KP CFFKVKQPCN ECRKVCN GZRGPFKVWTGU� 6JG[ JCXG
CVVTCEVGF ETKVKEKUO DGECWUG WUGTU “UVKNN JCXG VQ DW[� DWKNF� CPF OCPCIG VJGO”CPF VJWU FQ PQV DGPGិV HTQO NGUU
JCPFU�QPOCPCIGOGPV��=��? GUUGPVKCNN[ �=NCEMKPI? VJG GEQPQOKEOQFGN VJCV OCMGU ENQWF EQORWVKPI UWEJ CP KPVTKIWKPI
EQPEGRV”��=��?�=��?

18.7.2 Public cloud

# ENQWF KU ECNNGF C“RWDNKE ENQWF”YJGP VJG UGTXKEGU CTG TGPFGTGF QXGT C PGVYQTM VJCV KU QRGP HQT RWDNKE WUG� 2WDNKE
ENQWF UGTXKEGU OC[ DG HTGG QT QាGTGF QP C RC[�RGT�WUCIG OQFGN��=��? 6GEJPKECNN[ VJGTG OC[ DG NKVVNG QT PQ FKាGTGPEG
DGVYGGP RWDNKE CPF RTKXCVG ENQWF CTEJKVGEVWTG� JQYGXGT� UGEWTKV[ EQPUKFGTCVKQP OC[ DG UWDUVCPVKCNN[ FKាGTGPV HQT
UGTXKEGU 
CRRNKECVKQPU� UVQTCIG� CPF QVJGT TGUQWTEGU� VJCV CTG OCFG CXCKNCDNG D[ C UGTXKEG RTQXKFGT HQT C RWDNKE CWFKGPEG
CPF YJGP EQOOWPKECVKQP KU GាGEVGF QXGT C PQP�VTWUVGF PGVYQTM� )GPGTCNN[� RWDNKE ENQWF UGTXKEG RTQXKFGTU NKMG
#OC\QP #95� /KETQUQHV CPF )QQING QYP CPF QRGTCVG VJG KPHTCUVTWEVWTG CV VJGKT FCVC EGPVGT CPF CEEGUU KU IGPGTCNN[
XKC VJG +PVGTPGV� #95 CPF /KETQUQHV CNUQ QាGT FKTGEV EQPPGEV UGTXKEGU ECNNGF“#95 &KTGEV %QPPGEV”CPF“#\WTG
'ZRTGUU4QWVG”TGURGEVKXGN[� UWEJ EQPPGEVKQPU TGSWKTG EWUVQOGTU VQ RWTEJCUG QT NGCUG C RTKXCVG EQPPGEVKQP VQ C RGGTKPI
RQKPV QាGTGF D[ VJG ENQWF RTQXKFGT��=��?

18.7.3 Hybrid cloud

*[DTKF ENQWF KU C EQORQUKVKQP QH VYQ QT OQTG ENQWFU 
RTKXCVG� EQOOWPKV[ QT RWDNKE� VJCV TGOCKP FKUVKPEV GPVKVKGU DWV
CTG DQWPF VQIGVJGT� QាGTKPI VJG DGPGិVU QH OWNVKRNG FGRNQ[OGPV OQFGNU� *[DTKF ENQWF ECP CNUQ OGCP VJG CDKNKV[ VQ
EQPPGEV EQNNQECVKQP� OCPCIGF CPF�QT FGFKECVGF UGTXKEGU YKVJ ENQWF TGUQWTEGU��=�?
)CTVPGT� +PE� FGិPGU C J[DTKF ENQWF UGTXKEG CU C ENQWF EQORWVKPI UGTXKEG VJCV KU EQORQUGF QH UQOG EQODKPCVKQP QH
RTKXCVG� RWDNKE CPF EQOOWPKV[ ENQWF UGTXKEGU� HTQO FKាGTGPV UGTXKEG RTQXKFGTU��=��? # J[DTKF ENQWF UGTXKEG ETQUUGU
KUQNCVKQP CPF RTQXKFGT DQWPFCTKGU UQ VJCV KV ECP V̓ DG UKORN[ RWV KP QPG ECVGIQT[ QH RTKXCVG� RWDNKE� QT EQOOWPKV[ ENQWF
UGTXKEG� +V CNNQYU QPG VQ GZVGPF GKVJGT VJG ECRCEKV[ QT VJG ECRCDKNKV[ QH C ENQWF UGTXKEG� D[ CIITGICVKQP� KPVGITCVKQP QT
EWUVQOK\CVKQP YKVJ CPQVJGT ENQWF UGTXKEG�

https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Gartner
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8CTKGF WUG ECUGU HQT J[DTKF ENQWF EQORQUKVKQP GZKUV� (QT GZCORNG� CP QTICPK\CVKQP OC[ UVQTG UGPUKVKXG ENKGPV FCVC KP
JQWUG QP C RTKXCVG ENQWF CRRNKECVKQP� DWV KPVGTEQPPGEV VJCV CRRNKECVKQP VQ C DWUKPGUU KPVGNNKIGPEG CRRNKECVKQP RTQXKFGF
QP C RWDNKE ENQWF CU C UQHVYCTG UGTXKEG��=��? 6JKU GZCORNG QH J[DTKF ENQWF GZVGPFU VJG ECRCDKNKVKGU QH VJG GPVGTRTKUG
VQ FGNKXGT C URGEKិE DWUKPGUU UGTXKEG VJTQWIJ VJG CFFKVKQP QH GZVGTPCNN[ CXCKNCDNG RWDNKE ENQWF UGTXKEGU�
#PQVJGT GZCORNG QH J[DTKF ENQWF KU QPG YJGTG +6 QTICPK\CVKQPU WUG RWDNKE ENQWF EQORWVKPI TGUQWTEGU VQ OGGV VGO�
RQTCT[ ECRCEKV[ PGGFU VJCV ECP PQV DG OGV D[ VJG RTKXCVG ENQWF��=��? 6JKU ECRCDKNKV[ GPCDNGU J[DTKF ENQWFU VQ GORNQ[
ENQWF DWTUVKPI HQT UECNKPI CETQUU ENQWFU��=�? %NQWF DWTUVKPI KU CP CRRNKECVKQP FGRNQ[OGPV OQFGN KP YJKEJ CP CRRNKEC�
VKQP TWPU KP C RTKXCVG ENQWF QT FCVC EGPVGT CPF“DWTUVU”VQ C RWDNKE ENQWF YJGP VJG FGOCPF HQT EQORWVKPI ECRCEKV[
KPETGCUGU� # RTKOCT[ CFXCPVCIG QH ENQWF DWTUVKPI CPF C J[DTKF ENQWF OQFGN KU VJCV CP QTICPK\CVKQP QPN[ RC[U HQT
GZVTC EQORWVG TGUQWTEGU YJGP VJG[ CTG PGGFGF��=��? %NQWF DWTUVKPI GPCDNGU FCVC EGPVGTU VQ ETGCVG CP KP�JQWUG +6
KPHTCUVTWEVWTG VJCV UWRRQTVU CXGTCIG YQTMNQCFU� CPF WUG ENQWF TGUQWTEGU HTQO RWDNKE QT RTKXCVG ENQWFU� FWTKPI URKMGU
KP RTQEGUUKPI FGOCPFU��=��?

18.7.4 Others

Community cloud

%QOOWPKV[ ENQWF UJCTGU KPHTCUVTWEVWTG DGVYGGP UGXGTCN QTICPK\CVKQPU HTQO C URGEKិE EQOOWPKV[ YKVJ EQOOQP EQP�
EGTPU 
UGEWTKV[� EQORNKCPEG� LWTKUFKEVKQP� GVE��� YJGVJGT OCPCIGF KPVGTPCNN[ QT D[ C VJKTF�RCTV[� CPF GKVJGT JQUVGF
KPVGTPCNN[ QT GZVGTPCNN[� 6JG EQUVU CTG URTGCF QXGT HGYGT WUGTU VJCP C RWDNKE ENQWF 
DWV OQTG VJCP C RTKXCVG ENQWF�� UQ
QPN[ UQOG QH VJG EQUV UCXKPIU RQVGPVKCN QH ENQWF EQORWVKPI CTG TGCNK\GF��=�?

Distributed cloud

%NQWF EQORWVKPI ECP CNUQ DG RTQXKFGF D[ C FKUVTKDWVGF UGV QH OCEJKPGU VJCV CTG TWPPKPI CV FKាGTGPV NQECVKQPU� YJKNG
UVKNN EQPPGEVGF VQ C UKPING PGVYQTM QT JWD UGTXKEG� 'ZCORNGU QH VJKU KPENWFG FKUVTKDWVGF EQORWVKPI RNCVHQTOU UWEJ
CU $1+0% CPF (QNFKPI"*QOG� #P KPVGTGUVKPI CVVGORV KP UWEJ FKTGEVKQP KU %NQWF"*QOG� CKOKPI CV KORNGOGPVKPI
ENQWF EQORWVKPI RTQXKUKQPKPI OQFGN QP VQR QH XQNWPVCTKN[ UJCTGF TGUQWTEGU �=��?

Intercloud

/CKP CTVKENG� +PVGTENQWF

6JG +PVGTENQWF�=��? KU CP KPVGTEQPPGEVGF INQDCN“ENQWF QH ENQWFU”�=��?�=��? CPF CP GZVGPUKQP QH VJG +PVGTPGV“PGVYQTM
QH PGVYQTMU”QP YJKEJ KV KU DCUGF� 6JG HQEWU KU QP FKTGEV KPVGTQRGTCDKNKV[ DGVYGGP RWDNKE ENQWF UGTXKEG RTQXKFGTU�
OQTG UQ VJCP DGVYGGP RTQXKFGTU CPF EQPUWOGTU 
CU KU VJG ECUG HQT J[DTKF� CPF OWNVK�ENQWF���=��?�=��?�=��?

Multicloud

/CKP CTVKENG� /WNVKENQWF

/WNVKENQWF KU VJG WUG QH OWNVKRNG ENQWF EQORWVKPI UGTXKEGU KP C UKPING JGVGTQIGPGQWU CTEJKVGEVWTG VQ TGFWEG TGNKCPEG
QP UKPING XGPFQTU� KPETGCUG ីGZKDKNKV[ VJTQWIJ EJQKEG� OKVKICVG CICKPUV FKUCUVGTU� GVE� +V FKាGTU HTQO J[DTKF ENQWF KP
VJCV KV TGHGTU VQ OWNVKRNG ENQWF UGTXKEGU� TCVJGT VJCP OWNVKRNG FGRNQ[OGPV OQFGU 
RWDNKE� RTKXCVG� NGICE[���=��?�=��?

18.8 Architecture

Cloud architecture��=��? VJG U[UVGOU CTEJKVGEVWTG QH VJG UQHVYCTG U[UVGOU KPXQNXGF KP VJG FGNKXGT[ QH ENQWF EQORWV�
KPI� V[RKECNN[ KPXQNXGU OWNVKRNG DMPVE DPNQPOFOUT EQOOWPKECVKPI YKVJ GCEJ QVJGT QXGT C NQQUG EQWRNKPI OGEJCPKUO
UWEJ CU C OGUUCIKPI SWGWG� 'NCUVKE RTQXKUKQP KORNKGU KPVGNNKIGPEG KP VJG WUG QH VKIJV QT NQQUG EQWRNKPI CU CRRNKGF VQ
OGEJCPKUOU UWEJ CU VJGUG CPF QVJGTU�

https://en.wikipedia.org/wiki/Community_cloud
https://en.wikipedia.org/wiki/BOINC
https://en.wikipedia.org/wiki/Folding@Home
https://en.wikipedia.org/wiki/Intercloud
https://en.wikipedia.org/wiki/Multicloud
https://en.wikipedia.org/wiki/Systems_architecture
https://en.wikipedia.org/wiki/Software_systems
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Cloud Storage
(eg Database)

Cloud 
Platform

(eg Web Frontend)

Cloud Service
(eg Queue)

Cloud 
Infrastructure

(eg Billing VMs)

$MPVE DPNQVUJOH TBNQMF BSDIJUFDUVSF

18.8.1 Cloud engineering

Cloud engineering KU VJG CRRNKECVKQP QH GPIKPGGTKPI FKUEKRNKPGU VQ ENQWF EQORWVKPI� +V DTKPIU C U[UVGOCVKE CRRTQCEJ
VQ VJG JKIJ�NGXGN EQPEGTPU QH EQOOGTEKCNK\CVKQP� UVCPFCTFK\CVKQP� CPF IQXGTPCPEG KP EQPEGKXKPI� FGXGNQRKPI� QRGTCVKPI
CPF OCKPVCKPKPI ENQWF EQORWVKPI U[UVGOU� +V KU C OWNVKFKUEKRNKPCT[ OGVJQF GPEQORCUUKPI EQPVTKDWVKQPU HTQO FKXGTUG
CTGCU UWEJ CU U[UVGOU� UQHVYCTG� YGD� RGTHQTOCPEG� KPHQTOCVKQP� UGEWTKV[� RNCVHQTO� TKUM� CPF SWCNKV[ GPIKPGGTKPI�

18.9 Security and privacy

/CKP CTVKENG� %NQWF EQORWVKPI KUUWGU

%NQWF EQORWVKPI RQUGU RTKXCE[ EQPEGTPU DGECWUG VJG UGTXKEG RTQXKFGT ECP CEEGUU VJG FCVC VJCV KU QP VJG ENQWF CV
CP[ VKOG� +V EQWNF CEEKFGPVCNN[ QT FGNKDGTCVGN[ CNVGT QT GXGP FGNGVG KPHQTOCVKQP��=��? /CP[ ENQWF RTQXKFGTU ECP UJCTG
KPHQTOCVKQP YKVJ VJKTF RCTVKGU KH PGEGUUCT[ HQT RWTRQUGU QH NCY CPF QTFGT GXGP YKVJQWV C YCTTCPV� 6JCV KU RGTOKVVGF
KP VJGKT RTKXCE[ RQNKEKGU YJKEJ WUGTU JCXG VQ CITGG VQ DGHQTG VJG[ UVCTV WUKPI ENQWF UGTXKEGU��=��? 5QNWVKQPU VQ RTKXCE[
KPENWFG RQNKE[ CPF NGIKUNCVKQP CU YGNN CU GPF WUGTU	 EJQKEGU HQT JQY FCVC KU UVQTGF��=��? 7UGTU ECP GPET[RV FCVC VJCV KU
RTQEGUUGF QT UVQTGF YKVJKP VJG ENQWF VQ RTGXGPV WPCWVJQTK\GF CEEGUU��=��?
6JGTG KU VJG RTQDNGO QH NGICN QYPGTUJKR QH VJG FCVC 
+H C WUGT UVQTGU UQOG FCVC KP VJG ENQWF� ECP VJG ENQWF RTQXKFGT
RTQិV HTQO KV!�� /CP[ 6GTOU QH 5GTXKEG CITGGOGPVU CTG UKNGPV QP VJG SWGUVKQP QH QYPGTUJKR��=��?
2J[UKECN EQPVTQN QH VJG EQORWVGT GSWKROGPV 
RTKXCVG ENQWF� KU OQTG UGEWTG VJCP JCXKPI VJG GSWKROGPV Qា UKVG CPF
WPFGT UQOGQPG GNUG	U EQPVTQN 
RWDNKE ENQWF�� 6JKU FGNKXGTU ITGCV KPEGPVKXG VQ RWDNKE ENQWF EQORWVKPI UGTXKEG RTQXKFGTU
VQ RTKQTKVK\G DWKNFKPI CPF OCKPVCKPKPI UVTQPI OCPCIGOGPV QH UGEWTG UGTXKEGU��=��? 5QOG UOCNN DWUKPGUUGU VJCV FQP	V
JCXG GZRGTVKUG KP +6 UGEWTKV[ EQWNF ិPF VJCV KV	U OQTG UGEWTG HQT VJGO VQ WUG C RWDNKE ENQWF�
6JGTG KU VJG TKUM VJCV GPF WUGTU FQP	V WPFGTUVCPF VJG KUUWGU KPXQNXGF YJGP UKIPKPI QP VQ C ENQWF UGTXKEG 
RGTUQPU
UQOGVKOGU FQP	V TGCF VJG OCP[ RCIGU QH VJG VGTOU QH UGTXKEG CITGGOGPV� CPF LWUV ENKEM“#EEGRV”YKVJQWV TGCFKPI��
6JKU KU KORQTVCPV PQY VJCV ENQWF EQORWVKPI KU DGEQOKPI RQRWNCT CPF TGSWKTGF HQT UQOG UGTXKEGU VQ YQTM� HQT GZCORNG
HQT CP KPVGNNKIGPV RGTUQPCN CUUKUVCPV 
#RRNG	U 5KTK QT )QQING 0QY��

https://en.wikipedia.org/wiki/Cloud_engineering
https://en.wikipedia.org/wiki/Engineering
https://en.wikipedia.org/wiki/Systems_engineering
https://en.wikipedia.org/wiki/Software_engineering
https://en.wikipedia.org/wiki/Web_engineering
https://en.wikipedia.org/wiki/Performance_engineering
https://en.wikipedia.org/wiki/Information_engineering
https://en.wikipedia.org/wiki/Security_engineering
https://en.wikipedia.org/wiki/Platform_engineering
https://en.wikipedia.org/wiki/Risk_analysis_(engineering)
https://en.wikipedia.org/wiki/Quality_control
https://en.wikipedia.org/wiki/Cloud_computing_issues
https://en.wikipedia.org/wiki/Intelligent_personal_assistant
https://en.wikipedia.org/wiki/Siri
https://en.wikipedia.org/wiki/Google_Now
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(WPFCOGPVCNN[ RTKXCVG ENQWF KU UGGP CU OQTG UGEWTG YKVJ JKIJGT NGXGNU QH EQPVTQN HQT VJG QYPGT� JQYGXGT RWDNKE ENQWF
KU UGGP VQ DG OQTG ីGZKDNG CPF TGSWKTGU NGUU VKOG CPF OQPG[ KPXGUVOGPV HTQO VJG WUGT��=��?

18.10 Cloud Marketplaces

%NQWF RTQXKFGTU CPF QVJGT VJKTF�RCTV[ DTQMGTU QាGT VQ GPF�WUGTU CPF FGXGNQRGTU ENQWF UQNWVKQPU VJTQWIJ QPNKPG OCT�
MGVRNCEG GPXKTQPOGPVU��=��? 6JGUG G�EQOOGTEG UKVGU JCXG CU RTKOCT[ QDLGEVKXG VQ UKORNKH[ VJG EQPUWOGTU	 CEEGUU
VQ VJG XCTKQWU ENQWF RTQFWEVU CPF UGTXKEGU CPF QRVKOK\G CPF HCEKNKVCVG VJGKT OCPCIGOGPV CETQUU VJG ENQWF UVCEM NC[�
GTU� 6JG ENQWF OCTMGVRNCEGU QRGTCVG GKVJGT CU RCTV QH VJG ENQWF RTQXKFGT	U GEQU[UVGO QT CU KPFGRGPFGPV DWUKPGUU
GPVKVKGU YJKEJ UGNN ENQWF�DCUGF UQNWVKQPU WUKPI TGUQWTEGU CPF UGTXKEGU HTQO RWDNKE ENQWFU��=��? 6JTQWIJ VJG ENQWF
OCTMGVRNCEGU� UQHVYCTG� VGEJPQNQIKGU CPF ENQWF TGUQWTEGU CTG VCKNQTGF VQIGVJGT CPF OGTEJCPFKUGF CU DWPFNGU� GZRNQKV�
KPI VGEJPKSWGU HQT CWVQOCVGF KPUVCPVKCVKQP� FGRNQ[OGPV CPF OCPCIGOGPV� CPF CNNQYKPI HQT EGPVTCNK\GF OQPKVQTKPI�
CEEQWPVKPI CPF DKNNKPI��=��? 6JGUG DWPFNGU KPENWFG CRRNKECVKQP UGTXGTU� FCVCDCUGU� UQHVYCTG NKDTCTKGU CPF XKTVWCN OC�
EJKPGU DWV RTCEVKECNN[ CP[ V[RG QH UQHVYCTG CPF VGEJPQNQI[ ECP DG CVVCEJGF WUKPI QTEJGUVTCVKQP CPF EQPិIWTCVKQP VQQNU
UWEJ CU %JGH� 2WRRGV CPF ,WLW�
%NQWF OCTMGVRNCEGU CNUQ KPEQTRQTCVG VJG V[RKECN HGCVWTGU QH VJG OQFGTP QPNKPG OCTMGVRNCEGU HQT TCVKPI CPF HGGFDCEM
QP VJG XCTKQWU QាGTKPIU HTQO VJG EQPUWOGTU� UGVVNGOGPV� RC[OGPVU CPF CPCN[VKEU� YJKEJ CTG CFCRVGF HQT ENQWF�DCUGF
UQHVYCTG CPF UGTXKEG RTQFWEVU� #FFKVKQPCNN[� ENQWF OCTMGVRNCEGU OC[ CNUQ RTQXKFG OGEJCPKUOU HQT 5.# 0GIQVKCVKQP
CPF /CPCIGOGPV��=��? CPCN[UKU QH CRRNKECVKQP TGSWKTGOGPVU CPF FGRGPFGPEKGU��=��? VTWUV OCPCIGOGPV��=��? ីGZKDNG
RTKEKPI 
G�I� URQV KPUVCPEGU� �=��? CPF EQUV ECNEWNCVKQP� +P VJCV UGPUG� VJG EQPUWOGTU ECP HQEWU QP VJG CRRNKECVKQP
HGCVWTGU CPF KVU DWUKPGUU CURGEVU� WUKPI VJG OCTMGVRNCEG CU VJG UKPING RQKPV QH CEEGUU HQT VJG XCTKQWU VGEJPQNQIKGU CPF
ENQWF TGUQWTEGU TGSWKTGF HQT VJG FGNKXGT[ QH VJG CRRNKECVKQP�

18.11 Other services that require it

1VJGT UGTXKEGU TGSWKTG VJG WUG QH %NQWF %QORWVKPI�

• +PVGNNKIGPV RGTUQPCN CUUKUVCPV � 6JG“KPVGNNKIGPV”RCTV QH KV KU WUWCNN[ FQPG KP VJG ENQWF HQT DGKPI EQORWVCVKQPCNN[
GZRGPUKXG 
(QT GZCORNG HQT #RRNG	U 5KTK �=��?�=��?��

18.12 The future

#EEQTFKPI VQ )CTVPGT	U *[RG E[ENG� ENQWF EQORWVKPI JCU TGCEJGF C OCVWTKV[ VJCV NGCFU KV KPVQ C RTQFWEVKXG RJCUG�
6JKU OGCPU VJCV OQUV QH VJG OCKP KUUWGU YKVJ ENQWF EQORWVKPI JCXG DGGP CFFTGUUGF VQ C FGITGG VJCV ENQWFU JCXG
DGEQOG KPVGTGUVKPI HQT HWNN EQOOGTEKCN GZRNQKVCVKQP� 6JKU JQYGXGT FQGU PQV OGCP VJCV CNN VJG RTQDNGOU NKUVGF CDQXG
JCXG CEVWCNN[ DGGP UQNXGF� QPN[ VJCV VJG CEEQTFKPI TKUMU ECP DG VQNGTCVGF VQ C EGTVCKP FGITGG��=��? %NQWF EQORWVKPI
KU VJGTGHQTG UVKNN CU OWEJ C TGUGCTEJ VQRKE� CU KV KU C OCTMGV QាGTKPI��=��? 9JCV KU ENGCT VJTQWIJ VJG GXQNWVKQP QH
%NQWF %QORWVKPI UGTXKEGU KU VJCV VJG %61 KU C OCLQT FTKXKPI HQTEG DGJKPF %NQWF CFQRVKQP��=��? 6JG OCLQT %NQWF
VGEJPQNQI[ FGXGNQRGTU EQPVKPWG VQ KPXGUV DKNNKQPU C [GCT KP %NQWF 4�&� KP ���� /KETQUQHV HQT GZCORNG EQOOKVVGF
��� QH KVU ����DP 4�& DWFIGV VQ %NQWF�=���?

18.13 See also

• %CVGIQT[�%NQWF EQORWVKPI RTQXKFGTU

• %CVGIQT[�%NQWF RNCVHQTOU

• %NQWF EQORWVKPI EQORCTKUQP

• %NQWF OCPCIGOGPV

• %NQWF TGUGCTEJ

• %NQWF UVQTCIG
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• 'FIG EQORWVKPI

• (QI EQORWVKPI

• )TKF EQORWVKPI

• K%NQWF

• /QDKNG ENQWF EQORWVKPI

• 2GTUQPCN ENQWF

• 5[PCRVQR

• 7DKSWKVQWU EQORWVKPI

• 9GD EQORWVKPI
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Chapter 19

Elasticity (cloud computing)

+P ENQWF EQORWVKPI� elasticity KU FGិPGF CU VJG FGITGG VQ YJKEJ C U[UVGO KU CDNG VQ CFCRV VQ YQTMNQCF EJCPIGU D[
RTQXKUKQPKPI CPF FGRTQXKUKQPKPI TGUQWTEGU KP CP CWVQPQOKE OCPPGT� UWEJ VJCV CV GCEJ RQKPV KP VKOG VJG CXCKNCDNG
TGUQWTEGU OCVEJ VJG EWTTGPV FGOCPF CU ENQUGN[ CU RQUUKDNG��=�? +V KU C FGិPKPI EJCTCEVGTKUVKE� VJCV FKាGTGPVKCVGU KV HTQO
RTGXKQWUN[ RTQRQUGF EQORWVKPI RCTCFKIOU� UWEJ CU ITKF EQORWVKPI� 6JKU F[PCOKE XCTKCVKQP KP VJG WUG QH EQORWVGT
TGUQWTEGU VQ OGGV C XCT[KPI YQTMNQCF KU ECNNGF“GNCUVKE EQORWVKPI”��=�?�=�? +P IGPGTCN CP GNCUVKE ENQWF CRRNKECVKQP
QT RTQEGUU JCU VJTGG GNCUVKEKV[ FKOGPUKQPU��=�? $PTU� 2VBMJUZ� CPF 3FTPVSDFT� GPCDNKPI KV VQ KPETGCUG CPF FGETGCUG KVU
EQUV� SWCNKV[� QT CXCKNCDNG TGUQWTEGU� CU VQ CEEQOOQFCVG URGEKិE TGSWKTGOGPVU�

19.1 Example

.GV WU KNNWUVTCVG GNCUVKEKV[ VJTQWIJ C UKORNG GZCORNG QH C UGTXKEG RTQXKFGT YJQ YCPVU VQ TWP C YGDUKVG QP CP +CC5 ENQWF�
#V OQOGPV t0 � VJG YGDUKVG KU WPRQRWNCT CPF C UKPING OCEJKPG 
OQUV EQOOQPN[ C XKTVWCN OCEJKPG� KU UWឹEKGPV VQ UGTXG
CNN YGD WUGTU� #V OQOGPV t1 � VJG YGDUKVG UWFFGPN[ DGEQOGU RQRWNCT� HQT GZCORNG� CU C TGUWNV QH C ីCUJ ETQYF� CPF C
UKPING OCEJKPG KU PQ NQPIGT UWឹEKGPV VQ UGTXG CNN WUGTU� $CUGF QP VJG COQWPV QH YGD WUGTU UKOWNVCPGQWUN[ CEEGUUKPI
VJG YGDUKVG CPF VJG TGUQWTEG TGSWKTGOGPVU QH VJG YGD UGTXGT� KV OKIJV DG VJCV VGP OCEJKPGU CTG PGGFGF� #P GNCUVKE
U[UVGO UJQWNF KOOGFKCVGN[ FGVGEV VJKU EQPFKVKQP CPF RTQXKUKQP PKPG CFFKVKQPCN OCEJKPGU HTQO VJG ENQWF� UQ CU VQ UGTXG
CNN YGD WUGTU TGURQPUKXGN[�
#V VKOG t2 � VJG YGDUKVG DGEQOGU WPRQRWNCT CICKP� 6JG VGP OCEJKPGU VJCV CTG EWTTGPVN[ CNNQECVGF VQ VJG YGDUKVG CTG
OQUVN[ KFNG CPF C UKPING OCEJKPG YQWNF DG UWឹEKGPV VQ UGTXG VJG HGY WUGTU YJQ CTG CEEGUUKPI VJG YGDUKVG� #P GNCUVKE
U[UVGO UJQWNF KOOGFKCVGN[ FGVGEV VJKU EQPFKVKQP CPF FGRTQXKUKQP PKPG OCEJKPGU CPF TGNGCUG VJGO VQ VJG ENQWF�

19.2 Purpose

'NCUVKEKV[ CKOU CV OCVEJKPI VJG COQWPV QH TGUQWTEGU CNNQECVGF VQ C UGTXKEG YKVJ VJG COQWPV QH TGUQWTEGU KV CEVWCNN[
TGSWKTGU� CXQKFKPI QXGT� QT WPFGT�RTQXKUKQPKPI� Over-provisioning� K�G�� CNNQECVKPI OQTG TGUQWTEGU VJCP TGSWKTGF�
UJQWNF DG CXQKFGF CU VJG UGTXKEG RTQXKFGT QHVGP JCU VQ RC[ HQT VJG TGUQWTEGU VJCV CTG CNNQECVGF VQ VJG UGTXKEG� (QT
GZCORNG� CV VJG VKOG QH VJKU YTKVKPI� #OC\QP '%� EJCTIGU �������JQWT HQT CP “GZVTC NCTIG”XKTVWCN OCEJKPG� +H
C UGTXKEG KU CNNQECVGF VYQ XKTVWCN OCEJKPGU� KPUVGCF QH QPG TGSWKTGF� VJG UGTXKEG RTQXKFGT YCUVGU ������ GXGT[ [GCT�
*GPEG� VJG UGTXKEG RTQXKFGT	U GZRGPUGU CTG JKIJGT VJCP QRVKOCN CPF VJG RTQិV KU TGFWEGF�
Under-provisioning� K�G�� CNNQECVKPI HGYGT TGUQWTEGU VJCP TGSWKTGF� OWUV DG CXQKFGF� QVJGTYKUG VJG UGTXKEG ECPPQV
UGTXG KVU WUGTU YKVJ C IQQF UGTXKEG� +P VJG CDQXG GZCORNG� WPFGT�RTQXKUKQPKPI VJG YGDUKVG OC[ OCMG KV UGGO UNQY QT
WPTGCEJCDNG� 9GD WUGTU GXGPVWCNN[ IKXG WR QP CEEGUUKPI KV� VJWU� VJG UGTXKEG RTQXKFGT NQUGU EWUVQOGTU� 1P VJG NQPI
VGTO� VJG RTQXKFGT	U KPEQOG YKNN FGETGCUG� YJKEJ CNUQ TGFWEGU VJG RTQិV�

19.3 Problems

��

https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Grid_computing
https://en.wikipedia.org/wiki/Website
https://en.wikipedia.org/wiki/IaaS
https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Flash_crowd
https://en.wikipedia.org/wiki/Web_server
https://en.wikipedia.org/wiki/Amazon_EC2
https://en.wikipedia.org/wiki/Expenses
https://en.wikipedia.org/wiki/Profit_(accounting)
https://en.wikipedia.org/wiki/Income
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19.3.1 Resources provisioning time

1PG RQVGPVKCN RTQDNGO KU VJCV GNCUVKEKV[ VCMGU VKOG� # ENQWF XKTVWCN OCEJKPG 
8/� ECP DG CESWKTGF CV CP[ VKOG D[ VJG
WUGT� JQYGXGT� KV OC[ VCMG WR VQ UGXGTCN OKPWVGU HQT VJG CESWKTGF 8/ VQ DG TGCF[ VQ WUG� 6JG 8/ UVCTVWR VKOG KU
FGRGPFGPV QP HCEVQTU� UWEJ CU KOCIG UK\G� 8/ V[RG� FCVC EGPVGT NQECVKQP� PWODGT QH 8/U� GVE��=�? %NQWF RTQXKFGTU
JCXG FKាGTGPV 8/ UVCTVWR RGTHQTOCPEG� 6JKU KORNKGU CP[ EQPVTQN OGEJCPKUO FGUKIPGF HQT GNCUVKE CRRNKECVKQPU OWUV
EQPUKFGT KP KVU FGEKUKQP RTQEGUU VJG VKOG PGGFGF HQT VJG GNCUVKEKV[ CEVKQPU VQ VCMG GាGEV��=�? UWEJ CU RTQXKUKQPKPI CPQVJGT
8/ HQT C URGEKិE CRRNKECVKQP EQORQPGPV�

19.3.2 Monitoring elastic applications

'NCUVKE CRRNKECVKQPU ECP CNNQECVG CPF FGCNNQECVG TGUQWTEGU 
UWEJ CU 8/U� QP FGOCPF HQT URGEKិE CRRNKECVKQP EQORQ�
PGPVU� 6JKU OCMGU ENQWF TGUQWTEGU XQNCVKNG� CPF VTCFKVKQPCN OQPKVQTKPI VQQNU YJKEJ CUUQEKCVG OQPKVQTKPI FCVC YKVJ C
RCTVKEWNCT TGUQWTEG 
K�G� 8/�� UWEJ CU )CPINKC QT 0CIKQU� CTG PQ NQPIGT UWKVCDNG HQT OQPKVQTKPI VJG CFIBWJPS QH GNCUVKE
CRRNKECVKQPU� (QT GZCORNG� FWTKPI KVU NKHGVKOG� C FCVC UVQTCIG VKGT QH CP GNCUVKE CRRNKECVKQP OKIJV CFF CPF TGOQXG
FCVC UVQTCIG 8/U FWG VQ EQUV CPF RGTHQTOCPEG TGSWKTGOGPVU� XCT[KPI VJG PWODGT QH WUGF 8/U� 6JWU� CFFKVKQPCN
KPHQTOCVKQP KU PGGFGF KP OQPKVQTKPI GNCUVKE CRRNKECVKQPU� UWEJ CU CUUQEKCVKPI VJG NQIKECN CRRNKECVKQP UVTWEVWTG QXGT
VJG WPFGTN[KPI XKTVWCN KPHTCUVTWEVWTG��=�? 6JKU KP VWTP IGPGTCVGU QVJGT RTQDNGOU� UWEJ CU JQY VQ CIITGICVG FCVC HTQO
OWNVKRNG 8/U VQYCTFU GZVTCEVKPI VJG DGJCXKQT QH VJG CRRNKECVKQP EQORQPGPV TWPPKPI QP VQR QH VJQUG 8/U� CU FKH�
HGTGPV OGVTKEU OKIJV PGGF VQ DG CIITGICVGF FKាGTGPVN[ 
G�I�� ERW WUCIG EQWNF DG CXGTCIGF� PGVYQTM VTCPUHGT OKIJV DG
UWOOGF WR��

19.3.3 Elasticity requirements

9JGP FGRNQ[KPI CRRNKECVKQPU KP ENQWF KPHTCUVTWEVWTGU 
+CC5�2CC5�� TGSWKTGOGPVU QH VJG UVCMGJQNFGT PGGF VQ DG EQP�
UKFGTGF KP QTFGT VQ GPUWTG RTQRGT GNCUVKEKV[ DGJCXKQT� 'XGP VJQWIJ VTCFKVKQPCNN[ QPG YQWNF VT[ VQ ិPF VJG QRVKOCN
VTCFG�Qា DGVYGGP EQUV CPF SWCNKV[ QT RGTHQTOCPEG� HQT TGCN YQTNF ENQWF WUGTU TGSWKTGOGPVU TGICTFKPI VJG DGJCXKQT
CTG OQTG EQORNGZ CPF VCTIGV OWNVKRNG FKOGPUKQPU QH GNCUVKEKV[ 
G�I�� 5;$.�=�?��

19.3.4 Multiple levels of control

%NQWF CRRNKECVKQPU ECP DG QH XCT[KPI V[RGU CPF EQORNGZKVKGU� YKVJ OWNVKRNG NGXGNU QH CTVKHCEVU FGRNQ[GF KP NC[GTU�
%QPVTQNNKPI UWEJ UVTWEVWTGUOWUV VCMG KPVQ EQPUKFGTCVKQP C XCTKGV[ QH KUUWGU� CP CRRTQCEJ KP VJKU UGPUG DGKPI T5;$.��=�?
(QT OWNVK�NGXGN EQPVTQN� EQPVTQN U[UVGOU PGGF VQ EQPUKFGT VJG KORCEV NQYGT NGXGN EQPVTQN JCU WRQP JKIJGT NGXGN QPGU CPF
XKEG XGTUC 
G�I�� EQPVTQNNKPI XKTVWCN OCEJKPGU� YGD EQPVCKPGTU� QT YGD UGTXKEGU KP VJG UCOG VKOG�� CU YGNN CU EQPីKEVU
YJKEJ OC[ CRRGCT DGVYGGP XCTKQWU EQPVTQN UVTCVGIKGU HTQO XCTKQWU NGXGNU��=��?

19.4 See also

• #OC\QP 'NCUVKE %QORWVG %NQWF

• %'.#4� %NQWF '.#UVKEKV[ R4QXKUKPKPI
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Chapter 20

Platform as a service

Platform as a service 
PaaS� KU C ECVGIQT[ QH ENQWF EQORWVKPI UGTXKEGU VJCV RTQXKFGU C RNCVHQTO CNNQYKPI EWUVQOGTU
VQ FGXGNQR� TWP CPF OCPCIG 9GD CRRNKECVKQPU YKVJQWV VJG EQORNGZKV[ QH DWKNFKPI CPF OCKPVCKPKPI VJG KPHTCUVTWEVWTG
V[RKECNN[ CUUQEKCVGF YKVJ FGXGNQRKPI CPF NCWPEJKPI CP CRR��=�?�=�?�=�? 2CC5 ECP DG FGNKXGTGF KP VYQ YC[U� CU C RWDNKE
ENQWF UGTXKEG HTQO C RTQXKFGT� YJGTG VJG EQPUWOGT EQPVTQNU UQHVYCTG FGRNQ[OGPV CPF EQPិIWTCVKQP UGVVKPIU� CPF VJG
RTQXKFGT RTQXKFGU VJG PGVYQTMU� UGTXGTU� UVQTCIG CPF QVJGT UGTXKEGU VQ JQUV VJG EQPUWOGT	U CRRNKECVKQP� QT CU UQHVYCTG
KPUVCNNGF KP RTKXCVG FCVC EGPVGTU QT RWDNKE KPHTCUVTWEVWTG CU C UGTXKEG CPF OCPCIGF D[ KPVGTPCN +6 FGRCTVOGPVU��=�?�=�?
6JG VYQ RTKOCT[ RTQITCOOKPI NCPIWCIGU HQT 2CC5 CTG ,CXC CPF �0'6��=�? CEEQTFKPI VQ )CTVPGT��=�?

20.1 Development and uses

6JG KFGC QH 2CC5 YCU RKQPGGTGF QP VJG 9GD D[ #OC\QP 9GD 5GTXKEGU 
#95� CPF 5CNGUHQTEG�EQO� +P #RTKN �����
)QQING NCWPEJGF #RR 'PIKPG� YKVJ C HTGG VTKCN XGTUKQP NKOKVGF VQ ������ FGXGNQRGTU��=�? 6JKU YCU UCKF VQ JCXG“VWTPGF
VJG +PVGTPGV ENQWF EQORWVKPI URCEG KPVQ C HWNN[�ីGFIGF KPFWUVT[ XKTVWCNN[ QXGTPKIJV�”�=�?
6JG QTKIKPCN KPVGPV QH 2CC5 YCU VQ UKORNKH[ VJG EQFG�YTKVKPI RTQEGUU HQT FGXGNQRGTU� YKVJ VJG KPHTCUVTWEVWTG CPF
QRGTCVKQPU JCPFNGF D[ VJG 2CC5 RTQXKFGT� 1TKIKPCNN[� CNN 2CC5GU YGTG KP VJG RWDNKE ENQWF� $GECWUGOCP[ EQORCPKGU FKF
PQV YCPV VQ JCXG GXGT[VJKPI KP VJG RWDNKE ENQWF� RTKXCVG CPF J[DTKF 2CC5 QRVKQPU 
OCPCIGF D[ KPVGTPCN +6 FGRCTVOGPVU�
YGTG ETGCVGF��=�?
2CC5 RTQXKFGU CP GPXKTQPOGPV HQT FGXGNQRGTU CPF EQORCPKGU VQ ETGCVG� JQUV CPF FGRNQ[ CRRNKECVKQPU� UCXKPI FG�
XGNQRGTU HTQO VJG EQORNGZKVKGU QH VJG KPHTCUVTWEVWTG UKFG 
UGVVKPI WR� EQPិIWTKPI CPF OCPCIKPI GNGOGPVU UWEJ CU
UGTXGTU CPF FCVCDCUGU�� 2CC5 ECP KORTQXG VJG URGGF QH FGXGNQRKPI CP CRR� CPF CNNQY VJG EQPUWOGT VQ HQEWU QP
VJG CRRNKECVKQP KVUGNH� 9KVJ 2CC5� VJG EQPUWOGT OCPCIGU CRRNKECVKQPU CPF FCVC� YJKNG VJG RTQXKFGT 
KP RWDNKE 2CC5�
QT +6 FGRCTVOGPV 
KP RTKXCVG 2CC5� OCPCIGU TWPVKOG� OKFFNGYCTG� QRGTCVKPI U[UVGO� XKTVWCNK\CVKQP� UGTXGTU� UVQTCIG
CPF PGVYQTMKPI��=�?�=��? &GXGNQROGPV VQQNU RTQXKFGF D[ VJG XGPFQT CTG EWUVQOK\GF CEEQTFKPI VQ VJG PGGFU QH VJG
WUGT��=��? 6JG WUGT ECP EJQQUG VQ OCKPVCKP VJG UQHVYCTG� QT JCXG VJG XGPFQT OCKPVCKP KV��=�?
2CC5 QាGTKPIU OC[ CNUQ KPENWFG HCEKNKVKGU HQT CRRNKECVKQP FGUKIP� CRRNKECVKQP FGXGNQROGPV� VGUVKPI CPF FGRNQ[OGPV� CU
YGNN CU UGTXKEGU UWEJ CU VGCO EQNNCDQTCVKQP� YGD UGTXKEG KPVGITCVKQP� CPF OCTUJCNNKPI� FCVCDCUG KPVGITCVKQP� UGEWTKV[�
UECNCDKNKV[� UVQTCIG� RGTUKUVGPEG� UVCVG OCPCIGOGPV� CRRNKECVKQP XGTUKQPKPI� CRRNKECVKQP KPUVTWOGPVCVKQP� CPF FGXGN�
QRGT EQOOWPKV[ HCEKNKVCVKQP� $GUKFGU VJG UGTXKEG GPIKPGGTKPI CURGEVU� 2CC5 QាGTKPIU KPENWFG OGEJCPKUOU HQT UGTXKEG
OCPCIGOGPV� UWEJ CU OQPKVQTKPI� YQTMីQY OCPCIGOGPV� FKUEQXGT[ CPF TGUGTXCVKQP��=��?�=��?

20.2 Advantages and disadvantages

6JG CFXCPVCIGU VQ 2CC5 CTG RTKOCTKN[ VJCV KV CNNQYU HQT JKIJGT�NGXGN RTQITCOOKPI YKVJ FTCOCVKECNN[ TGFWEGF EQORNGZ�
KV[� VJG QXGTCNN FGXGNQROGPV QH VJG CRRNKECVKQP ECP DG OQTG GាGEVKXG� CU KV JCU DWKNV�KP KPHTCUVTWEVWTG� CPF OCKPVGPCPEG
CPF GPJCPEGOGPV QH VJG CRRNKECVKQP KU GCUKGT��=�? +V ECP CNUQ DG WUGHWN KP UKVWCVKQPU YJGTG OWNVKRNG FGXGNQRGTU CTG
YQTMKPI QP C UKPING RTQLGEV KPXQNXKPI RCTVKGU YJQ CTG PQV NQECVGF PGCTD[��=�?
6JG RTKOCT[ FKUCFXCPVCIG YQWNF DG VJG RQUUKDKNKV[ QH DGKPI NQEMGF KP VQ C EGTVCKP RNCVHQTO� *QYGXGT� OQUV 2CC5GU
CTG TGNCVKXGN[ NQEM�KP HTGG��=�? 1VJGT RQUUKDNG FKUCFXCPVCIGU� CEEQTFKPI VQ 'PSCFT� KPENWFG VJG TGNCVKXG [QWVJ QH VJG

���
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ENQWF UGTXKEG OQFGN� VJG NCEM QH UWRRQTV HQT �0'6 D[ OCP[ RTQXKFGTU� CPF VJCV VJG XCNWG CPF FGិPKVKQP QH 2CC5 JCU
DGGP CV VKOGU OKUWPFGTUVQQF D[ VJQUG YQTMKPI KP +6��=�?

20.3 Types

20.3.1 Public, private and hybrid

6JGTG CTG UGXGTCN V[RGU QH 2CC5� KPENWFKPI RWDNKE� RTKXCVG CPF J[DTKF��=�? 2CC5 YCU QTKIKPCNN[ KPVGPFGF CU CP CRRNK�
ECVKQP UQNWVKQP KP VJG RWDNKE ENQWF� DGHQTG GZRCPFKPI VQ KPENWFG RTKXCVG CPF J[DTKF QRVKQPU��=�?
2WDNKE 2CC5 KU FGTKXGF HTQO UQHVYCTG CU C UGTXKEG 
5CC5���=�? CPF KU UKVWCVGF KP ENQWF EQORWVKPI DGVYGGP 5CC5 CPF
KPHTCUVTWEVWTG CU C UGTXKEG 
+CC5���=�? 5CC5 KU UQHVYCTG VJCV KU JQUVGF KP VJG ENQWF� UQ VJCV KV FQGUP	V VCMG WR JCTF FTKXG
QT UGTXGT URCEG� +CC5 RTQXKFGU XKTVWCN UVQTCIG HTQO C RTQXKFGT YKVJ CFLWUVCDNG UECNCDKNKV[��=�? 9KVJ +CC5� VJG WUGT UVKNN
JCU VQ OCPCIG VJG UGTXGT� YJGTGCU YKVJ 2CC5 VJG UGTXGT OCPCIGOGPV KU FQPG D[ VJG RTQXKFGT��=��?
# RTKXCVG 2CC5 ECP V[RKECNN[ DG FQYPNQCFGF CPF KPUVCNNGF GKVJGT QP C EQORCP[	U QP�RTGOKUGU KPHTCUVTWEVWTG� QT KP C
RWDNKE ENQWF� 1PEG VJG UQHVYCTG KU KPUVCNNGF QP QPG QT OQTG OCEJKPGU� VJG RTKXCVG 2CC5 CTTCPIGU VJG CRRNKECVKQP CPF
FCVCDCUG EQORQPGPVU KPVQ C UKPING JQUVKPI RNCVHQTO��=��? 2TKXCVG 2CC5 XGPFQTU KPENWFG #RRTGPFC� YJKEJ UVCTVGF QWV
QP VJG/KETQUQHV �0'6 RNCVHQTO DGHQTG TQNNKPI QWV C ,CXC 2CC5� 4GF *CV	U 1RGP5JKHV CPF 2KXQVCN %NQWF (QWPFT[��=��?
#RRTGPFC CPF /KETQUQHV CTG EQPUKFGTGF VQ DG VYQ QH VJG QPN[ 2CC5GU VJCV RTQXKFG UWRGTKQT �0'6 UWRRQTV��=�?

20.3.2 Mobile PaaS

+PKVKCVGF KP ����� OQDKNG 2CC5 
O2CC5� RTQXKFGU FGXGNQROGPV ECRCDKNKVKGU HQT OQDKNG CRR FGUKIPGTU CPF FGXGNQR�
GTU��=��? 6JG ;CPMGG )TQWR KFGPVKិGF O2CCU CU QPG QH KVU VJGOGU HQT ����� PCOKPI C PWODGT QH RTQXKFGTU KPENWFKPI
-KPXG[� %NQWF/KPG� #P[2TGUGPEG� (GGF*GPT[� (CV(TCEVCN CPF 2QKPV�KQ��=��?�=��?

20.3.3 Open PaaS

1RGP 2CC5 FQGU PQV KPENWFG JQUVKPI� DWV TCVJGT KV RTQXKFGU QRGP UQWTEG UQHVYCTG CNNQYKPI C 2CC5 RTQXKFGT VQ TWP
CRRNKECVKQPU KP CP QRGP UQWTEG GPXKTQPOGPV� (QT GZCORNG� #RR5ECNG CNNQYU C WUGT VQ FGRNQ[ UQOG CRRNKECVKQPU YTKVVGP
HQT )QQING #RR 'PIKPG VQ VJGKT QYP UGTXGTU� RTQXKFKPI FCVCUVQTG CEEGUU HTQO C UVCPFCTF 53. QT 0Q53. FCVCDCUG�
5QOG QRGP RNCVHQTOU NGV VJG FGXGNQRGT WUG CP[ RTQITCOOKPI NCPIWCIG� FCVCDCUG� QRGTCVKPI U[UVGO QT UGTXGT VQ FGRNQ[
VJGKT CRRNKECVKQPU��=��?�=��?

20.3.4 PaaS for Rapid Development

+P ����� (QTTGUVGT 4GUGCTEJ FGិPGF 'PVGTRTKUG 2WDNKE %NQWF 2NCVHQTOU HQT 4CRKF &GXGNQRGTU CU CP GOGTIKPI VTGPF�
PCOKPI C PWODGT QH RTQXKFGU KPENWFKPI 1WV5[UVGOU� /GPFKZ� 5CNGUHQTEG�EQO� CPF #ESWKC��=��?

20.3.5 System types

2CC5 KU HQWPF QP VJG HQNNQYKPI V[RGU QH U[UVGOU�

Add-on development facilities 6JGUG HCEKNKVKGU EWUVQOK\CVKQP QH GZKUVKPI 5CC5 CRRNKECVKQPU� QHVGP TGSWKTKPI 2CC5
FGXGNQRGTU CPF VJGKT WUGTU VQ RWTEJCUG UWDUETKRVKQPU VQ VJG CFF�QP 5CC5 CRRNKECVKQP��=��?

Stand alone environments 5VCPF�CNQPG 2CC5 GPXKTQPOGPVU FQ PQV KPENWFG VGEJPKECN� NKEGPUKPI QT ិPCPEKCN FGRGP�
FGPEKGU QP URGEKិE 5CC5 CRRNKECVKQPU QT YGD UGTXKEGU� CPF CTG KPVGPFGF VQ RTQXKFG C IGPGTCNK\GF FGXGNQROGPV
GPXKTQPOGPV��=��?

Application delivery-only environments &GNKXGT[�QPN[ 2CC5 QាGTKPIU IGPGTCNN[ HQEWU QP JQUVKPI UGTXKEGU� UWEJ CU
UGEWTKV[ CPF QP�FGOCPF UECNCDKNKV[� 6JG UGTXKEG FQGU PQV KPENWFG FGXGNQROGPV� FGDWIIKPI CPF VGUV ECRCDKNKVKGU�
VJQWIJ VJG[ OC[ DG UWRRNKGF QឺKPG 
XKC CP 'ENKRUG RNWIKP� HQT GZCORNG���=��?

https://en.wikipedia.org/wiki/Software_as_a_service
https://en.wikipedia.org/wiki/Infrastructure_as_a_service
https://en.wikipedia.org/wiki/Apprenda
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Red_Hat
https://en.wikipedia.org/wiki/OpenShift
https://en.wikipedia.org/wiki/Pivotal_Software
https://en.wikipedia.org/wiki/Cloud_Foundry
https://en.wikipedia.org/wiki/Yankee_Group
https://en.wikipedia.org/wiki/AppScale
https://en.wikipedia.org/wiki/Google_App_Engine
https://en.wikipedia.org/wiki/SQL
https://en.wikipedia.org/wiki/NoSQL
https://en.wikipedia.org/wiki/Forrester_Research
https://en.wikipedia.org/wiki/OutSystems
https://en.wikipedia.org/wiki/Mendix
https://en.wikipedia.org/wiki/Salesforce.com
https://en.wikipedia.org/wiki/Acquia
https://en.wikipedia.org/wiki/Eclipse_(software)


����� 1307*%&34 ���

20.4 Providers

6JGTG CTG XCTKQWU V[RGU QH 2CC5 RTQXKFGTU� #NN QាGT CRRNKECVKQP JQUVKPI CPF C FGRNQ[OGPV GPXKTQPOGPV� CNQPI YKVJ
XCTKQWU KPVGITCVGF UGTXKEGU� 5GTXKEGU QាGT XCT[KPI NGXGNU QH UECNCDKNKV[ CPF OCKPVGPCPEG��=�? &GXGNQRGTU ECP YTKVG CP
CRRNKECVKQP CPF WRNQCF KV VQ C 2CC5 VJCV UWRRQTVU VJGKT UQHVYCTG NCPIWCIG QH EJQKEG� CPF VJG CRRNKECVKQP TWPU QP VJCV
2CC5��=��?
2WDNKE 2CC5 RTQXKFGTU CPF RTKXCVG 2CC5 XGPFQTU KPENWFG�

• #RRGCT+3

• #RRTGPFC

• #RR5ECNG

• #95 'NCUVKE $GCPUVCNM

• %NQWF (QWPFT[

• %NQWF%QPVTQN

• %NQWFGTC

• 'PIKPG ;CTF

• )QQING #RR 'PIKPG

• *GTQMW

• +$/ $NWGOKZ

• /KETQUQHV #\WTG 9GD 5KVGU

• /GPFKZ

• 0QFGLKVUW

• 1RGP5JKHV

• 1WV5[UVGOU

• 3NKM8KGY

• 5CNGUHQTEG

• 9CXG/CMGT

20.5 See also

• 0GVYQTM CU C UGTXKEG

• 5QHVYCTG CU C UGTXKEG

• +PHTCUVTWEVWTG CU C UGTXKEG

• /QDKNG $CEMGPF CU C UGTXKEG
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Chapter 21

Software as a service

Software as a service 
SaaS� RTQPQWPEGF �U§U� QT �UȒʑU��=�?� KU C UQHVYCTG NKEGPUKPI CPF FGNKXGT[ OQFGN KP YJKEJ UQHV�
YCTG KU NKEGPUGF QP C UWDUETKRVKQP DCUKU CPF KU EGPVTCNN[ JQUVGF��=�?�=�? +V KU UQOGVKOGU TGHGTTGF VQ CU“QP�FGOCPF UQHV�
YCTG”��=�? 5CC5 KU V[RKECNN[ CEEGUUGF D[ WUGTU WUKPI C VJKP ENKGPV XKC C YGD DTQYUGT� 5CC5 JCU DGEQOG C EQOOQP FGNKX�
GT[ OQFGN HQT OCP[ DWUKPGUU CRRNKECVKQPU� KPENWFKPI QឹEG �OGUUCIKPI UQHVYCTG� RC[TQNN RTQEGUUKPI UQHVYCTG� &$/5
UQHVYCTG� OCPCIGOGPV UQHVYCTG� %#& UQHVYCTG� FGXGNQROGPV UQHVYCTG� ICOKិECVKQP� XKTVWCNK\CVKQP��=�? CEEQWPVKPI�
EQNNCDQTCVKQP� EWUVQOGT TGNCVKQPUJKR OCPCIGOGPV 
%4/�� OCPCIGOGPV KPHQTOCVKQP U[UVGOU 
/+5�� GPVGTRTKUG TG�
UQWTEG RNCPPKPI 
'42�� KPXQKEKPI� JWOCP TGUQWTEG OCPCIGOGPV 
*4/�� EQPVGPV OCPCIGOGPV 
%/� CPF UGTXKEG FGUM
OCPCIGOGPV��=�? 5CC5 JCU DGGP KPEQTRQTCVGF KPVQ VJG UVTCVGI[ QH CNN NGCFKPI GPVGTRTKUG UQHVYCTG EQORCPKGU� 1PG QH
VJG DKIIGUV UGNNKPI RQKPVU HQT VJGUG EQORCPKGU KU VJG RQVGPVKCN VQ TGFWEG +6 UWRRQTV EQUVU D[ QWVUQWTEKPI JCTFYCTG CPF
UQHVYCTG OCKPVGPCPEG CPF UWRRQTV VQ VJG 5CC5 RTQXKFGT��=�?
#EEQTFKPI VQ C )CTVPGT )TQWR GUVKOCVG��=�? 5CC5 UCNGU KP ���� TGCEJGF ��� DKNNKQP� CPF YGTG RTQLGEVGF VQ KPETGCUG
VQ �����DP KP ����� WR ����� HTQO ����� )CTVPGT )TQWR GUVKOCVGU VJCV 5CC5 TGXGPWG YKNN DG OQTG VJCP FQWDNG KVU
���� PWODGTU D[ ���� CPF TGCEJ C RTQLGEVGF �����DP� %WUVQOGT TGNCVKQPUJKR OCPCIGOGPV 
%4/� EQPVKPWGU VQ DG
VJG NCTIGUV OCTMGV HQT 5CC5� 5CC5 TGXGPWG YKVJKP VJG %4/ OCTMGV YCU HQTGECUV VQ TGCEJ ����DP KP ����� WR HTQO
����DP KP ������=�?
6JG VGTO“UQHVYCTG CU C UGTXKEG”
5CC5� KU EQPUKFGTGF VQ DG RCTV QH VJG PQOGPENCVWTG QH ENQWF EQORWVKPI� CNQPI
YKVJ KPHTCUVTWEVWTG CU C UGTXKEG 
+CC5�� RNCVHQTO CU C UGTXKEG 
2CC5�� FGUMVQR CU C UGTXKEG 
&CC5�� DCEMGPF CU C UGTXKEG

$CC5�� CPF KPHQTOCVKQP VGEJPQNQI[ OCPCIGOGPV CU C UGTXKEG 
+6/CC5���=�?
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#52�� #52U RTQXKFGF DWUKPGUUGU YKVJ VJG UGTXKEG QH JQUVKPI CPF OCPCIKPI URGEKCNK\GF DWUKPGUU
CRRNKECVKQPU� YKVJ VJG IQCN QH TGFWEKPI EQUVU VJTQWIJ EGPVTCN CFOKPKUVTCVKQP CPF VJTQWIJ VJG UQNWVKQP RTQXKFGT	U URG�
EKCNK\CVKQP KP C RCTVKEWNCT DWUKPGUU CRRNKECVKQP� 6YQ QH VJG YQTNF	U RKQPGGTU CPF NCTIGUV #52U YGTG 75+� YJKEJ YCU
JGCFSWCTVGTGF KP VJG 9CUJKPIVQP� &�%� CTGC� CPF (WVWTGNKPM %QTRQTCVKQP� JGCFSWCTVGTGF KP 1TCPIG %QWPV[ %CNKHQT�
PKC�
5QHVYCTG CU C UGTXKEG GUUGPVKCNN[ GZVGPFU VJG KFGC QH VJG #52 OQFGN� 6JG VGTO 4PGUXBSF BT B 4FSWJDF 	4BB4
� JQYGXGT�
KU EQOOQPN[ WUGF KP OQTG URGEKិE UGVVKPIU�

• 9JGTGCU OQUV KPKVKCN #52U HQEWUGF QP OCPCIKPI CPF JQUVKPI VJKTF�RCTV[ KPFGRGPFGPV UQHVYCTG XGPFQTU	 UQHV�
YCTG� CU QH ���� 5CC5 XGPFQTU V[RKECNN[ FGXGNQR CPF OCPCIG VJGKT QYP UQHVYCTG�

• 9JGTGCU OCP[ KPKVKCN #52U QាGTGF OQTG VTCFKVKQPCN ENKGPV�UGTXGT CRRNKECVKQPU� YJKEJ TGSWKTG KPUVCNNCVKQP QH
UQHVYCTG QP WUGTU	 RGTUQPCN EQORWVGTU� 5CC5 UQNWVKQPU QH VQFC[ TGN[ RTGFQOKPCPVN[ QP VJG9GD CPF QPN[ TGSWKTG
C YGD DTQYUGT VQ WUG�

���
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• 9JGTGCU VJG UQHVYCTG CTEJKVGEVWTG WUGF D[ OQUV KPKVKCN #52U OCPFCVGF OCKPVCKPKPI C UGRCTCVG KPUVCPEG QH VJG
CRRNKECVKQP HQT GCEJ DWUKPGUU� CU QH ���� 5CC5 UQNWVKQPU PQTOCNN[ WVKNK\G C OWNVK�VGPCPV CTEJKVGEVWTG� KP YJKEJ
VJG CRRNKECVKQP UGTXGU OWNVKRNG DWUKPGUUGU CPF WUGTU� CPF RCTVKVKQPU KVU FCVC CEEQTFKPIN[�

6JG 4""4 CETQP[O CNNGIGFN[ ិTUV CRRGCTGF KP CP CTVKENG ECNNGF“5VTCVGIKE $CEMITQWPFGT� 5QHVYCTG #U # 5GTXKEG�”
KPVGTPCNN[ RWDNKUJGF KP (GDTWCT[ ���� D[ VJG 5QHVYCTG � +PHQTOCVKQP +PFWUVT[ #UUQEKCVKQP	U 
5++#� G$WUKPGUU &KXK�
UKQP��=��?
&DCC5 
&CVCDCUG CU C 5GTXKEG� JCU GOGTIGF CU C UWD�XCTKGV[ QH 5CC5��=��?

21.2 Distribution

6JG %NQWF 
QT 5CC5� OQFGN JCU PQ RJ[UKECN PGGF HQT KPFKTGEV FKUVTKDWVKQP UKPEG KV KU PQV FKUVTKDWVGF RJ[UKECNN[ CPF KU
FGRNQ[GF CNOQUV KPUVCPVCPGQWUN[� 6JG ិTUV YCXG QH 5CC5 EQORCPKGU DWKNV VJGKT QYP GEQPQOKE OQFGN YKVJQWV KPENWFKPI
RCTVPGT TGOWPGTCVKQP KP VJGKT RTKEKPI UVTWEVWTG 
GZEGRV YJGP VJGTG YGTG EGTVCKP GZKUVKPI CឹNKCVKQPU�� +V JCU PQV DGGP
GCU[ HQT VTCFKVKQPCN UQHVYCTG RWDNKUJGTU VQ GPVGT KPVQ VJG 5CC5 OQFGN� (KTUVN[� DGECWUG VJG 5CC5 OQFGN FQGU PQV DTKPI
VJGO VJG UCOG KPEQOG UVTWEVWTG� UGEQPFN[� DGECWUG EQPVKPWKPI VQ YQTM YKVJ C FKUVTKDWVKQP PGVYQTM YCU FGETGCUKPI
VJGKT RTQិV OCTIKPU CPF YCU FCOCIKPI VQ VJG EQORGVKVKXGPGUU QH VJGKT RTQFWEV RTKEKPI� 6QFC[ C NCPFUECRG KU VCMKPI
UJCRG YKVJ 5CC5 CPF OCPCIGF UGTXKEG RNC[GTU YJQ EQODKPG VJG KPFKTGEV UCNGU OQFGN YKVJ VJGKT QYP GZKUVKPI DWUKPGUU
OQFGN� CPF VJQUG YJQ UGGM VQ TGFGិPG VJGKT TQNG YKVJKP VJG ��� +6 GEQPQO[��=��?

21.3 Pricing

7PNKMG VTCFKVKQPCN UQHVYCTG YJKEJ KU EQPXGPVKQPCNN[ UQNF CU C RGTRGVWCN NKEGPUG YKVJ CP WR�HTQPV EQUV 
CPF CP QRVKQPCN
QPIQKPI UWRRQTV HGG�� 5CC5 RTQXKFGTU IGPGTCNN[ RTKEG CRRNKECVKQPU WUKPI C UWDUETKRVKQP HGG� OQUV EQOOQPN[ C OQPVJN[
HGG QT CP CPPWCN HGG��=��? %QPUGSWGPVN[� VJG KPKVKCN UGVWR EQUV HQT 5CC5 KU V[RKECNN[ NQYGT VJCP VJG GSWKXCNGPV GPVGTRTKUG
UQHVYCTG� 5CC5 XGPFQTU V[RKECNN[ RTKEG VJGKT CRRNKECVKQPU DCUGF QP UQOG WUCIG RCTCOGVGTU� UWEJ CU VJG PWODGT QH
WUGTU WUKPI VJG CRRNKECVKQP� *QYGXGT� DGECWUG KP C 5CC5 GPXKTQPOGPV EWUVQOGTU	 FCVC TGUKFG YKVJ VJG 5CC5 XGPFQT�
QRRQTVWPKVKGU CNUQ GZKUV VQ EJCTIG RGT VTCPUCEVKQP� GXGPV� QT QVJGT WPKV QH XCNWG��=��?
6JG TGNCVKXGN[ NQY EQUV HQT WUGT RTQXKUKQPKPI 
K�G�� UGVVKPI WR C PGY EWUVQOGT� KP C OWNVK�VGPCPV GPXKTQPOGPV GPCDNGU
UQOG 5CC5 XGPFQTU VQ QាGT CRRNKECVKQPU WUKPI VJG HTGGOKWOOQFGN��=��? +P VJKU OQFGN� C HTGG UGTXKEG KU OCFG CXCKNCDNG
YKVJ NKOKVGF HWPEVKQPCNKV[ QT UEQRG� CPF HGGU CTG EJCTIGF HQT GPJCPEGF HWPEVKQPCNKV[ QT NCTIGT UEQRG��=��? 5QOG QVJGT
5CC5 CRRNKECVKQPU CTG EQORNGVGN[ HTGG VQ WUGTU� YKVJ TGXGPWG DGKPI FGTKXGF HTQO CNVGTPCVG UQWTEGU UWEJ CU CFXGTVKUKPI�
# MG[ FTKXGT QH 5CC5 ITQYVJ KU 5CC5 XGPFQTU	 CDKNKV[ VQ RTQXKFG C RTKEG VJCV KU EQORGVKVKXG YKVJ QP�RTGOKUGU UQHVYCTG�
6JKU KU EQPUKUVGPV YKVJ VJG VTCFKVKQPCN TCVKQPCNG HQT QWVUQWTEKPI +6 U[UVGOU� YJKEJ KPXQNXGU CRRN[KPI GEQPQOKGU QH
UECNG VQ CRRNKECVKQP QRGTCVKQP� K�G�� CP QWVUKFG UGTXKEG RTQXKFGT OC[ DG CDNG VQ QាGT DGVVGT� EJGCRGT� OQTG TGNKCDNG
CRRNKECVKQPU��

21.4 Architecture

6JG XCUV OCLQTKV[ QH 5CC5 UQNWVKQPU CTG DCUGF QP C OWNVK�VGPCPV CTEJKVGEVWTG� 9KVJ VJKU OQFGN� C UKPING XGTUKQP QH VJG
CRRNKECVKQP� YKVJ C UKPING EQPិIWTCVKQP 
JCTFYCTG� PGVYQTM� QRGTCVKPI U[UVGO�� KU WUGF HQT CNN EWUVQOGTU 
“VGPCPVU”
�� 6Q UWRRQTV UECNCDKNKV[� VJG CRRNKECVKQP KU KPUVCNNGF QP OWNVKRNG OCEJKPGU 
ECNNGF JQTK\QPVCN UECNKPI�� +P UQOG ECUGU�
C UGEQPF XGTUKQP QH VJG CRRNKECVKQP KU UGV WR VQ QាGT C UGNGEV ITQWR QH EWUVQOGTU YKVJ CEEGUU VQ RTG�TGNGCUG XGTUKQPU QH
VJG CRRNKECVKQPU 
G�I�� C DGVC XGTUKQP� HQT VGUVKPI RWTRQUGU� 6JKU KU EQPVTCUVGF YKVJ VTCFKVKQPCN UQHVYCTG� YJGTG OWNVKRNG
RJ[UKECN EQRKGU QH VJG UQHVYCTG̶GCEJ RQVGPVKCNN[ QH C FKាGTGPV XGTUKQP� YKVJ C RQVGPVKCNN[ FKាGTGPV EQPិIWTCVKQP� CPF
QHVGP EWUVQOK\GF̶CTG KPUVCNNGF CETQUU XCTKQWU EWUVQOGT UKVGU�
9JKNG CP GZEGRVKQP TCVJGT VJCP VJG PQTO� UQOG 5CC5 UQNWVKQPU FQ PQV WUG OWNVK�VGPCPE[� QT WUG QVJGT OGEJCPKUOU
̶UWEJ CU XKTVWCNK\CVKQP̶VQ EQUV�GាGEVKXGN[ OCPCIG C NCTIG PWODGT QH EWUVQOGTU KP RNCEG QH OWNVK�VGPCPE[��=��?
9JGVJGT OWNVK�VGPCPE[ KU C PGEGUUCT[ EQORQPGPV HQT UQHVYCTG�CU�C�UGTXKEG KU C VQRKE QH EQPVTQXGTU[��=��?
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21.5 Characteristics

9JKNG PQV CNN UQHVYCTG�CU�C�UGTXKEG CRRNKECVKQPU UJCTG CNN VTCKVU� VJG EJCTCEVGTKUVKEU DGNQY CTG EQOOQP COQPI OCP[
5CC5 CRRNKECVKQPU�

21.5.1 Configuration and customization

5CC5 CRRNKECVKQPU UKOKNCTN[ UWRRQTV YJCV KU VTCFKVKQPCNN[ MPQYP CU CRRNKECVKQP DVTUPNJ[BUJPO� +P QVJGT YQTFU� NKMG
VTCFKVKQPCN GPVGTRTKUG UQHVYCTG� C UKPING EWUVQOGT ECP CNVGT VJG UGV QH EQPិIWTCVKQP QRVKQPU 
C�M�C�� RCTCOGVGTU� VJCV
CាGEV KVU HWPEVKQPCNKV[ CPF NQQM�CPF�HGGN� 'CEJ EWUVQOGT OC[ JCXG KVU QYP UGVVKPIU 
QT� RCTCOGVGT XCNWGU� HQT VJG
EQPិIWTCVKQP QRVKQPU� 6JG CRRNKECVKQP ECP DG EWUVQOK\GF VQ VJG FGITGG KV YCU FGUKIPGF HQT DCUGF QP C UGV QH RTGFGិPGF
EQPិIWTCVKQP QRVKQPU�
(QT GZCORNG� VQ UWRRQTV EWUVQOGTU	 EQOOQP PGGF VQ EJCPIG CP CRRNKECVKQP	U NQQM�CPF�HGGN UQ VJCV VJG CRRNKECVKQP
CRRGCTU VQ DG JCXKPI VJG EWUVQOGT	U DTCPF 
QT̶KH UQ FGUKTGF̶EQ�DTCPFGF�� OCP[ 5CC5 CRRNKECVKQPU NGV EWUVQOGTU
RTQXKFG 
VJTQWIJ C UGNH UGTXKEG KPVGTHCEG QT D[ YQTMKPI YKVJ CRRNKECVKQP RTQXKFGT UVCា� C EWUVQO NQIQ CPF UQOGVKOGU
C UGV QH EWUVQO EQNQTU� 6JG EWUVQOGT ECPPQV� JQYGXGT� EJCPIG VJG RCIG NC[QWV WPNGUU UWEJ CP QRVKQP YCU FGUKIPGF
HQT�

21.5.2 Accelerated feature delivery

5CC5 CRRNKECVKQPU CTG QHVGP WRFCVGF OQTG HTGSWGPVN[ VJCP VTCFKVKQPCN UQHVYCTG��=��? KP OCP[ ECUGU QP C YGGMN[ QT
OQPVJN[ DCUKU� 6JKU KU GPCDNGF D[ UGXGTCN HCEVQTU�

• 5IF BQQMJDBUJPO JT IPTUFE DFOUSBMMZ
 TP BO VQEBUF JT EFDJEFE BOE FYFDVUFE CZ UIF QSPWJEFS
 OPU CZ DVTUPNFST�

• 6JG CRRNKECVKQP QPN[ JCU C UKPING EQPិIWTCVKQP� OCMKPI FGXGNQROGPV VGUVKPI HCUVGT�
• 6JG CRRNKECVKQP XGPFQT JCU CEEGUU VQ CNN EWUVQOGT FCVC� GZRGFKVKPI FGUKIP CPF TGITGUUKQP VGUVKPI�
• 6JG UQNWVKQP RTQXKFGT JCU CEEGUU VQ WUGT DGJCXKQT YKVJKP VJG CRRNKECVKQP 
WUWCNN[ XKC YGD CPCN[VKEU�� OCMKPI KV
GCUKGT VQ KFGPVKH[ CTGCU YQTVJ[ QH KORTQXGOGPV�

#EEGNGTCVGF HGCVWTG FGNKXGT[ KU HWTVJGT GPCDNGF D[ CIKNG UQHVYCTG FGXGNQROGPV OGVJQFQNQIKGU��=��? 5WEJ OGVJQF�
QNQIKGU� YJKEJ JCXG GXQNXGF KP VJG OKF�����U� RTQXKFG C UGV QH UQHVYCTG FGXGNQROGPV VQQNU CPF RTCEVKEGU VQ UWRRQTV
HTGSWGPV UQHVYCTG TGNGCUGU�

21.5.3 Open integration protocols

5KPEG 5CC5 CRRNKECVKQPU ECPPQV CEEGUU C EQORCP[	U KPVGTPCN U[UVGOU 
FCVCDCUGU QT KPVGTPCN UGTXKEGU�� VJG[ RTGFQOK�
PCPVN[ QាGT KPVGITCVKQP RTQVQEQNU CPF CRRNKECVKQP RTQITCOOKPI KPVGTHCEGU 
#2+U� VJCV QRGTCVG QXGT C YKFG CTGC PGV�
YQTM� 6[RKECNN[� VJGUG CTG RTQVQEQNU DCUGF QP *662� 4'56� 51#2 CPF ,510�
6JG WDKSWKV[ QH 5CC5 CRRNKECVKQPU CPF QVJGT +PVGTPGV UGTXKEGU CPF VJG UVCPFCTFK\CVKQP QH VJGKT #2+ VGEJPQNQI[ JCU
URCYPGF FGXGNQROGPV QH OCUJWRU� YJKEJ CTG NKIJVYGKIJV CRRNKECVKQPU VJCV EQODKPG FCVC� RTGUGPVCVKQP CPF HWPEVKQP�
CNKV[ HTQO OWNVKRNG UGTXKEGU� ETGCVKPI C EQORQWPF UGTXKEG� /CUJWRU HWTVJGT FKាGTGPVKCVG 5CC5 CRRNKECVKQPU HTQO
QP�RTGOKUGU UQHVYCTG CU VJG NCVVGT ECPPQV DG GCUKN[ KPVGITCVGF QWVUKFG C EQORCP[	U ិTGYCNN�

21.5.4 Collaborative (and “social”) functionality

+PURKTGF D[ VJG UWEEGUU QH QPNKPG UQEKCN PGVYQTMU CPF QVJGT UQ�ECNNGF XFC ��� HWPEVKQPCNKV[� OCP[ 5CC5 CRRNKECVKQPU
QាGT HGCVWTGU VJCV NGV KVU WUGTU EQNNCDQTCVG CPF UJCTG KPHQTOCVKQP�
(QT GZCORNG� OCP[ RTQLGEV OCPCIGOGPV CRRNKECVKQPU FGNKXGTGF KP VJG 5CC5 OQFGN QាGT̶KP CFFKVKQP VQ VTCFKVKQPCN
RTQLGEV RNCPPKPI HWPEVKQPCNKV[̶EQNNCDQTCVKQP HGCVWTGU NGVVKPI WUGTU EQOOGPV QP VCUMU CPF RNCPU CPF UJCTG FQEWOGPVU
YKVJKP CPF QWVUKFG CP QTICPK\CVKQP� 5GXGTCN QVJGT 5CC5 CRRNKECVKQPU NGV WUGTU XQVG QP CPF QាGT PGY HGCVWTG KFGCU�
9JKNG UQOG EQNNCDQTCVKQP�TGNCVGF HWPEVKQPCNKV[ KU CNUQ KPVGITCVGF KPVQ QP�RTGOKUGU UQHVYCTG� 
KORNKEKV QT GZRNKEKV�
EQNNCDQTCVKQP DGVYGGP WUGTU QT FKាGTGPV EWUVQOGTU KU QPN[ RQUUKDNG YKVJ EGPVTCNN[ JQUVGF UQHVYCTG�
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https://en.wikipedia.org/wiki/Web_analytics
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21.6 Adoption drivers

5GXGTCN KORQTVCPV EJCPIGU VQ VJG UQHVYCTG OCTMGV CPF VGEJPQNQI[ NCPFUECRG JCXG HCEKNKVCVGF CEEGRVCPEG CPF ITQYVJ
QH 5CC5 UQNWVKQPU�

• 6JG ITQYKPI WUG QH YGD�DCUGF WUGT KPVGTHCEGU D[ CRRNKECVKQPU� CNQPI YKVJ VJG RTQNKHGTCVKQP QH CUUQEKCVGF RTCE�
VKEGU 
G�I�� YGD FGUKIP�� EQPVKPWQWUN[ FGETGCUGF VJG PGGF HQT VTCFKVKQPCN ENKGPV�UGTXGT CRRNKECVKQPU� %QPUG�
SWGPVN[� VTCFKVKQPCN UQHVYCTG XGPFQT	U KPXGUVOGPV KP UQHVYCTG DCUGF QP HCV ENKGPVU JCU DGEQOG C FKUCFXCPVCIG

OCPFCVKPI QPIQKPI UWRRQTV�� QRGPKPI VJG FQQT HQT PGY UQHVYCTG XGPFQTU QាGTKPI C WUGT GZRGTKGPEG RGTEGKXGF
CU OQTG“OQFGTP”�

• 6JG UVCPFCTFK\CVKQP QH YGD RCIG VGEJPQNQIKGU 
*6/.� ,CXC5ETKRV� %55�� VJG KPETGCUKPI RQRWNCTKV[ QH YGD
FGXGNQROGPV CU C RTCEVKEG� CPF VJG KPVTQFWEVKQP CPF WDKSWKV[ QH YGD CRRNKECVKQP HTCOGYQTMU NKMG 4WD[ QP 4CKNU
QT NCPIWCIGU NKMG 2*2 ITCFWCNN[ TGFWEGF VJG EQUV QH FGXGNQRKPI PGY 5CC5 UQNWVKQPU� CPF GPCDNGF PGY UQNWVKQP
RTQXKFGTU VQ EQOG WR YKVJ EQORGVKVKXG UQNWVKQPU� EJCNNGPIKPI VTCFKVKQPCN XGPFQTU�

• 6JG KPETGCUKPI RGPGVTCVKQP QH DTQCFDCPF +PVGTPGV CEEGUU GPCDNGF TGOQVG EGPVTCNN[ JQUVGF CRRNKECVKQPU VQ QាGT
URGGF EQORCTCDNG VQ QP�RTGOKUGU UQHVYCTG�

• 6JG UVCPFCTFK\CVKQP QH VJG *6625 RTQVQEQN CU RCTV QH VJG YGD UVCEM RTQXKFGF WPKXGTUCNN[ CXCKNCDNG NKIJVYGKIJV
UGEWTKV[ VJCV KU UWឹEKGPV HQT OQUV GXGT[FC[ CRRNKECVKQPU�

• 6JG KPVTQFWEVKQP CPF YKFG CEEGRVCPEG QH NKIJVYGKIJV KPVGITCVKQP RTQVQEQNU UWEJ CU 4'56 CPF 51#2 GPCDNGF
CាQTFCDNG KPVGITCVKQP DGVYGGP 5CC5 CRRNKECVKQPU 
TGUKFKPI KP VJG ENQWF� YKVJ KPVGTPCN CRRNKECVKQPU QXGT YKFG
CTGC PGVYQTMU CPF YKVJ QVJGT 5CC5 CRRNKECVKQPU�

21.7 Adoption challenges

5QOG NKOKVCVKQPU UNQY FQYP VJG CEEGRVCPEG QH 5CC5 CPF RTQJKDKV KV HTQO DGKPI WUGF KP UQOG ECUGU�

• 5KPEG FCVC CTG DGKPI UVQTGF QP VJG XGPFQTʼU UGTXGTU� FCVC UGEWTKV[ DGEQOGU CP KUUWG��=��?

• SaaS CRRNKECVKQPU CTG JQUVGF KP VJG ENQWF� HCT CYC[ HTQO VJG CRRNKECVKQP WUGTU� 6JKU KPVTQFWEGU NCVGPE[ KPVQ VJG
GPXKTQPOGPV� UQ� HQT GZCORNG� VJG 5CC5 OQFGN KU PQV UWKVCDNG HQT CRRNKECVKQPU VJCV FGOCPF TGURQPUG VKOGU KP
VJG OKNNKUGEQPFU�

• /WNVK�VGPCPV CTEJKVGEVWTGU� YJKEJ FTKXG EQUV GឹEKGPE[ HQT 5CC5 UQNWVKQP RTQXKFGTU� NKOKV EWUVQOK\CVKQP QH CR�
RNKECVKQPU HQT NCTIG ENKGPVU� KPJKDKVKPI UWEJ CRRNKECVKQPU HTQO DGKPI WUGF KP UEGPCTKQU 
CRRNKECDNG OQUVN[ VQ NCTIG
GPVGTRTKUGU� HQT YJKEJ UWEJ EWUVQOK\CVKQP KU PGEGUUCT[�

• 5QOG DWUKPGUU CRRNKECVKQPU TGSWKTG CEEGUU VQ QT KPVGITCVKQP YKVJ EWUVQOGT	U EWTTGPV FCVC� 9JGP UWEJ FCVC
CTG NCTIG KP XQNWOG QT UGPUKVKXG 
G�I�� GPF WUGTU	 RGTUQPCN KPHQTOCVKQP�� KPVGITCVKPI VJGO YKVJ TGOQVGN[ JQUVGF
UQHVYCTG ECP DG EQUVN[ QT TKUM[� QT ECP EQPីKEV YKVJ FCVC IQXGTPCPEG TGIWNCVKQPU�

• %QPUVKVWVKQPCN UGCTEJ�UGK\WTG YCTTCPV NCYU FQ PQV RTQVGEV CNN HQTOU QH 5CC5 F[PCOKECNN[ UVQTGF FCVC� 6JG GPF
TGUWNV KU VJCV C NKPM KU CFFGF VQ VJG EJCKP QH UGEWTKV[ YJGTG CEEGUU VQ VJG FCVC� CPF� D[ GZVGPUKQP� OKUWUG QH VJGUG
FCVC� CTG NKOKVGF QPN[ D[ VJG CUUWOGF JQPGUV[ QH �TF RCTVKGU QT IQXGTPOGPV CIGPEKGU CDNG VQ CEEGUU VJG FCVC QP
VJGKT QYP TGEQIPK\CPEG��=��?�=��?�=��?�=��?

• 5YKVEJKPI 5CC5 XGPFQTU OC[ KPXQNXG VJG UNQY CPF FKឹEWNV VCUM QH VTCPUHGTTKPI XGT[ NCTIG FCVC ិNGU QXGT VJG
+PVGTPGV�

• 1TICPK\CVKQPU VJCV CFQRV 5CC5 OC[ ិPF VJG[ CTG HQTEGF KPVQ CFQRVKPI PGY XGTUKQPU� YJKEJ OKIJV TGUWNV KP
WPHQTGUGGP VTCKPKPI EQUVU QT CP KPETGCUG KP RTQDCDKNKV[ VJCV C WUGT OKIJV OCMG CP GTTQT�

• 4GN[KPI QP CP +PVGTPGV EQPPGEVKQP OGCPU VJCV FCVC CTG VTCPUHGTTGF VQ CPF HTQO C 5CC5 ិTO CV +PVGTPGV URGGFU�
TCVJGT VJCP VJG RQVGPVKCNN[ JKIJGT URGGFU QH C ិTOʼU KPVGTPCN PGVYQTM��=��?

6JG UVCPFCTF OQFGN CNUQ JCU NKOKVCVKQPU�
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• %QORCVKDKNKV[ YKVJ JCTFYCTG� QVJGT UQHVYCTG� CPF QRGTCVKPI U[UVGOU��=��?

• .KEGPUKPI CPF EQORNKCPEG RTQDNGOU 
WPCWVJQTK\GF EQRKGU QH VJG UQHVYCTG RTQITCO RWVVKPI VJG QTICPK\CVKQP CV
TKUM QH ិPGU QT NKVKICVKQP��

• /CKPVGPCPEG� UWRRQTV� CPF RCVEJ TGXKUKQP RTQEGUUGU�

21.8 Emerging trends

#U C TGUWNV QH YKFGURTGCF HTCIOGPVCVKQP KP VJG 5CC5 RTQXKFGT URCEG��=��? VJGTG KU CP GOGTIKPI VTGPF VQYCTFU VJG
FGXGNQROGPV QH 5CC5 +PVGITCVKQP 2NCVHQTOU 
5+2���=��? 6JGUG 5+2U CNNQY UWDUETKDGTU VQ CEEGUU OWNVKRNG 5CC5 CRRNK�
ECVKQPU VJTQWIJ C EQOOQP RNCVHQTO� 6JG[ CNUQ QាGT PGY CRRNKECVKQP FGXGNQRGTU CP QRRQTVWPKV[ VQ SWKEMN[ FGXGNQR
CPF FGRNQ[ PGY CRRNKECVKQPU� 6JKU VTGPF KU DGKPI TGHGTTGF VQ CU VJG“VJKTF YCXG”KP UQHVYCTG CFQRVKQP � YJGTG 5CC5
OQXGU DG[QPF UVCPFCNQPG CRRNKECVKQPU VQ DGEQOG C EQORTGJGPUKXG RNCVHQTO� <QJQ CPF 5WVKUQHV CTG VYQ EQORCPKGU
VJCV QាGT EQORTGJGPUKXG 5+2U VQFC[� 5GXGTCN QVJGT KPFWUVT[ RNC[GTU� KPENWFKPI 5CNGUHQTEG� /KETQUQHV� CPF 1TCENG CTG
CIITGUUKXGN[ FGXGNQRKPI UKOKNCT KPVGITCVKQP RNCVHQTOU� #PQVJGT VTGPF FGCNU YKVJ VJG TKUG QH UQHVYCTG RTQFWEVU VJCV
EQODKPG HWPEVKQPU HQT JWOCP TGUQWTEG OCPCIGOGPV� RC[TQNN CEEQWPVKPI� CPF GZRGPUG OCPCIGOGPV CU CP CNN�KP�QPG
UQNWVKQP KP RTQOQVKPI EQNNCDQTCVKQP DGVYGGP CP GORNQ[GT CPF CP GORNQ[GG� 6JKU UWRRNGOGPVU VJG QPIQKPI GាQTV QH
OCP[ DWUKPGUUGU VQ ETGCVG 'ORNQ[GG 5GNH�5GTXKEG VQQNU HQT VJGKT YQTMHQTEG�

21.9 Data escrow

4PGUXBSF BT B TFSWJDF EBUB FTDSPX KU VJG RTQEGUU QH MGGRKPI C EQR[ QH ETKVKECN UQHVYCTG�CU�C�UGTXKEG CRRNKECVKQP FCVC
YKVJ CP KPFGRGPFGPV VJKTF RCTV[� 5KOKNCT VQ UQWTEG EQFG GUETQY� YJGTG ETKVKECN UQHVYCTG UQWTEG EQFG KU UVQTGF YKVJ CP
KPFGRGPFGPV VJKTF RCTV[� 5CC5 FCVC GUETQY KU VJG UCOG NQIKE CRRNKGF VQ VJG FCVC YKVJKP C 5CC5 CRRNKECVKQP� +V CNNQYU
EQORCPKGU VQ RTQVGEV CPF KPUWTG CNN VJG FCVC VJCV TGUKFGU YKVJKP 5CC5 CRRNKECVKQPU� RTQVGEVKPI CICKPUV FCVC NQUU��=��?
6JGTG CTG OCP[ CPF XCTKGF TGCUQPU HQT EQPUKFGTKPI 5CC5 FCVC GUETQY KPENWFKPI EQPEGTPU CDQWV XGPFQT DCPMTWRVE[�
WPRNCPPGF UGTXKEG QWVCIGU CPF RQVGPVKCN FCVC NQUU QT EQTTWRVKQP� /CP[ DWUKPGUUGU CTG CNUQ MGGP VQ GPUWTG VJCV VJG[
CTG EQORN[KPI YKVJ VJGKT QYP FCVC IQXGTPCPEG UVCPFCTFU QT YCPV KORTQXGF TGRQTVKPI CPF DWUKPGUU CPCN[VKEU CICKPUV
VJGKT 5CC5 FCVC� # TGUGCTEJ EQPFWEVGF D[ %NGCTRCEG 5QHVYCTG .VF� KPVQ VJG ITQYVJ QH 5CC5 UJQYGF VJCV �� RGTEGPV
QH VJG RCTVKEKRCPVU YCPVGF VQ VCMG C EQR[ QH VJGKT 5CC5 FCVC� # VJKTF QH VJGUG RCTVKEKRCPVU YCPVGF C EQR[ QP C FCKN[
DCUKU��=��?

21.10 Criticism

1PG PQVCDNG ETKVKEKUO QH 5CC5 EQOGU HTQO 4KEJCTF 5VCNNOCP QH VJG (TGG 5QHVYCTG (QWPFCVKQP TGHGTTKPI VQ KV CU
5GTXKEG CU C 5QHVYCTG 5WDUVKVWVG 
5CC55���=��? *G EQPUKFGTU VJG WUG QH 5CC55 VQ DG C XKQNCVKQP QH VJG RTKPEKRNGU QH
HTGG UQHVYCTG��=��? #EEQTFKPI VQ 5VCNNOCP�

9KVJ 5CC55� VJG WUGTU FQ PQV JCXG C EQR[ QH VJG GZGEWVCDNG ិNG� KV KU QP VJG UGTXGT� YJGTG VJG WUGTU
ECP	V UGG QT VQWEJ KV� 6JWU KV KU KORQUUKDNG HQT VJGO VQ CUEGTVCKP YJCV KV TGCNN[ FQGU� CPF KORQUUKDNG VQ
EJCPIG KV� 5CC5 KPJGTGPVN[ IKXGU VJG UGTXGT QRGTCVQT VJG RQYGT VQ EJCPIG VJG UQHVYCTG KP WUG� QT VJG WUGTU	
FCVC DGKPI QRGTCVGF QP�

6JKU ETKVKEKUO FQGU PQV CRRN[ VQ CNN 5CC5 RTQFWEVU� +P ����� 'PSCFT EQPVTKDWVQT &CP9QQFU PQVGF VJCV &TWRCN )CTFGPU�
C HTGG YGD JQUVKPI RNCVHQTO DCUGF QP VJG QRGP UQWTEG &TWRCN EQPVGPV OCPCIGOGPV U[UVGO� KU C“PGY QRGP UQWTEG
OQFGN HQT 5CC5”� *G CFFGF�“1RGP UQWTEG RTQXKFGU VJG GUECRG JCVEJ� +P &TWRCN )CTFGPU� WUGTU YKNN DG CDNG VQ RTGUU
C DWVVQP CPF IGV C UQWTEG EQFG XGTUKQP QH VJG &TWRCN EQFG VJCV TWPU VJGKT UKVG CNQPI YKVJ VJG FCVC HTQO VJG FCVCDCUG�
6JGP� [QW ECP VCMG VJCV EQFG� RWV KV WR CV QPG QH VJG JQUVKPI EQORCPKGU� CPF [QW ECP FQ CP[VJKPI VJCV [QW YQWNF NKMG
VQ FQ�”�=��?
#PFTGY *QRRKP� C HQTOGT %JKGH +PHQTOCVKQP 1ឹEGT HQT VJG 0GY ;QTM 5VCVG 5GPCVG� TGHGTU VQ VJKU EQODKPCVKQP QH
5CC5 CPF QRGP UQWTEG UQHVYCTG CU 1RGP5CC5 CPF RQKPVU VQ 9QTF2TGUU CU CPQVJGT UWEEGUUHWN GZCORNG QH CP 1RGP5CC5
UQHVYCTG FGNKXGT[ OQFGN VJCV IKXGU EWUVQOGTU“VJG DGUV QH DQVJ YQTNFU� CPF OQTG QRVKQPU� 6JG HCEV VJCV KV KU QRGP
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UQWTEG OGCPU VJCV VJG[ ECP UVCTV DWKNFKPI VJGKT YGDUKVGU D[ UGNH�JQUVKPI 9QTF2TGUU CPF EWUVQOK\KPI VJGKT YGDUKVG VQ
VJGKT JGCTVʼU EQPVGPV� %QPEWTTGPVN[� VJG HCEV VJCV 9QTF2TGUU KU 5CC5 OGCPU VJCV VJG[ FQPʼV JCXG VQ OCPCIG VJG
YGDUKVG CV CNN �� VJG[ ECP UKORN[ RC[ 9QTF2TGUU�EQO VQ JQUV KV�”�=��?

21.11 See also

• 5GTXKEK\KPI

• %NQWF�DCUGF KPVGITCVKQP

• #RRNKECVKQP UGTXKEG RTQXKFGT

21.12 References

=�? 2CPMGT� ,QP� .GYKU� /CTM� (CJG[� 'XCP� 8CUSWG\� /GNXKP ,CHGV 
#WIWUV ������“*QY FQ [QW RTQPQWPEG +6!�� 6GEJ6CTIGV�
4GVTKGXGF �� /C[ �����

=�? 2CWN� )KN� “9JCV +U 	5CC5	 
5QHVYCTG CU C 5GTXKEG�!�� "CPVU�DPN�

=�? “&GិPKVKQP QH�5CC5�� 1$ .BHB[JOF &ODZDMPQFEJB� <Kា &CXKU� 4GVTKGXGF �� /C[ �����

=�? “+6 %JCPPGN )NQUUCT[”� EQORW$CUG� /CTEJ ����� 4GVTKGXGF �� (GDTWCT[ �����

=�? “5QHVYCTG CU C 5GTXKEG 
5CC5��� $MPVE 5BYPOPNZ� 4GVTKGXGF �� #RTKN �����

=�? “5CC5 +ORNGOGPVCVKQP”� UKORNKNGCTP�EQO�

=�? /E*CNN� 6QO 
� ,WN[ ������“)CTVPGT 5C[U 9QTNFYKFG 5QHVYCTG CU C 5GTXKEG 4GXGPWG +U (QTGECUV VQ )TQY �� 2GTEGPV KP
����”� (BSUOFS�DPN� )CTVPGT� 4GVTKGXGF �� ,WN[ �����

=�? $CTTGV� .CTT[ 
�� ,WN[ ������ “5CC5 /CTMGV )TQYKPI D[ .GCRU CPF $QWPFU� )CTVPGT”� %BUBNBUJPO� 3WKP5VTGGV� +PE�

=�? #PFGTUQP� 6KO 
� /C[ ������ “HWNN HQTO QH 5CC5”� 5IF 3FHJTUFS�

=��? “5QHVYCTG #U # 5GTXKEG� 5VTCVGIKE $CEMITQWPFGT”� 9CUJKPIVQP� &�%�� 5QHVYCTG � +PHQTOCVKQP +PFWUVT[ #UUQEKCVKQP�
�� (GDTWCT[ ����� 4GVTKGXGF �� #RTKN �����

=��? (GTTCTK� 'NGPC 
������ "DDFTT $POUSPM JO %BUB .BOBHFNFOU 4ZTUFNT� 5[PVJGUKU .GEVWTGU QP &CVC /CPCIGOGPV� /QTICP �
%NC[RQQN 2WDNKUJGTU� R� ��� +5$0 ������������������ 4GVTKGXGF ����������� =���? C PGY GOGTIKPI QRVKQP KU TGRTGUGPVGF
D[ VJG &CVCDCUG CU C 5GTXKEG 
&DCC5� RCTCFKIO =���?� &DCC5 KU TGIWNCVGF D[ VJG UCOG RTKPEKRNGU CU 5QHVYCTG CU C 5GTXKEG

5CC5� CPF DCUKECNN[ OGCPU VJG FGNKXGT[ QH VJG V[RKECN HWPEVKQPCNKVKGU QH C FCVCDCUG OCPCIGOGPV U[UVGO KP VJG ENQWF�

=��? “6JG [GCT QH %NQWF CFQRVKQP D[ VJG %JCPPGN”� EQORW$CUG� /CTEJ ����� 4GVTKGXGF �� (GDTWCT[� %JGEM FCVG XCNWGU KP�
^CEEGUUFCVG� 
JGNR�

=��? JVVR���YYY�EKQ�EQO�CTVKENG��������5QHVYCTGACUACA5GTXKEGA5CC5A&GHKPKVKQPACPFA5QNWVKQPU

=��? $[TQP &GGVGT CPF 4[CP ,WPI 
,WN[ ������ “5QHVYCTG CU C 5GTXKEG 2TKEKPI 5VTCVGIKGU”�

=��? 9CKPGYTKIJV� 2JKN 
�� 1EVQDGT ������ “9QTMUVTGCO RTGHGTU XKTVWCNK\CVKQP VQ OWNVK�VGPCPE[”� ;%/FU� %$5 +PVGTCEVKXG�
4GVTKGXGF �� #RTKN �����

=��? %CTTCTQ� )KCPRCQNQ 
�� ,WPG ������ “+ ECP	V DGNKGXG YG CTG UVKNN VCNMKPI CDQWV YJGVJGT UCCU �� OWNVK�VGPCPE[���”� (JBO�
QBPMP�T CMPH� /KETQUQHV %QTRQTCVKQP� 4GVTKGXGF �� #RTKN �����

=��? %TGGUG� )W[ 
�� /C[ ������“5CC5 XU� 5QHVYCTG� 6JG 4GNGCUG %[ENG HQT 5CC5 +U 7UWCNN[ 
0QV #NYC[U� (CUVGT”� (BSUOFS
CMPH� )CTVPGT� +PE� 4GVTKGXGF �� #RTKN �����

=��? “,WORKPI VQ 5CC5! 6CMG #IKNG 5QHVYCTG &GXGNQROGPV #NQPI YKVJ ;QW”� %FW9�DPN� 3WKP5VTGGV +PE� � ,CPWCT[ �����
4GVTKGXGF �� #RTKN ����� ^ិTUV�� OKUUKPI ^NCUV�� KP #WVJQTU NKUV 
JGNR�

=��? .KUUGTOCP�/KTQUNCY 
��&GEGODGT ������“5CC5#PF6JG 'XGTNCUVKPI 5GEWTKV[ %QPEGTPU”� (QTTGUVGT 4GUGCTEJ� 4GVTKGXGF
�� #RTKN �����

=��? #TVJWT� %JCTNGU 
������������ “)QQING	U %JTQOG15 OGCPU NQUKPI EQPVTQN QH VJG FCVC� YCTPU )07 HQWPFGT 4KEJCTF
5VCNNOCP ^ 6GEJPQNQI[ ^ IWCTFKCP�EQ�WM”� )WCTFKCP� 4GVTKGXGF �����������

https://en.wikipedia.org/wiki/Servicizing
https://en.wikipedia.org/wiki/Cloud-based_integration
https://en.wikipedia.org/wiki/Application_service_provider
http://searchservervirtualization.techtarget.com/definition/How-do-you-pronounce-IT
http://netforbeginners.about.com/od/s/f/what_is_SaaS_software_as_a_service.htm
http://www.pcmag.com/encyclopedia/term/56112/saas
https://en.wikipedia.org/wiki/Ziff_Davis
http://en.compubase.net/IT-Telecom-Distribution-Glossary_a26.html
http://cloudtaxonomy.opencrowd.com/taxonomy/software-as-a-service/
http://www.simplilearn.com/resources/virtualization-and-cloud-computing-videos/saas-implementation-rrt3co134vd379
http://www.gartner.com/it/page.jsp?id=1739214&M=6e0e6b7e-2439-4289-b697-863578323245
http://www.gartner.com/it/page.jsp?id=1739214&M=6e0e6b7e-2439-4289-b697-863578323245
http://itmanagement.earthweb.com/entdev/article.php/3895101/SaaS-Market-Growing-by-Leaps-and-Bounds-Gartner.htm
https://en.wikipedia.org/wiki/QuinStreet
http://www.doubtz.com/25098/what-is-the-full-form-of-saas
http://www.siia.net/estore/pubs/SSB-01.pdf
https://en.wikipedia.org/wiki/Washington,_D.C.
http://books.google.com/books?id=sfEXMcvWzyoC
https://en.wikipedia.org/wiki/International_Standard_Book_Number
https://en.wikipedia.org/wiki/Special:BookSources/978-1-60845-375-7
http://en.compubase.net/The-year-of-Cloud-adoption-by-the-Channel_a188.html
https://en.wikipedia.org/wiki/Help:CS1_errors#bad_date
http://www.cio.com/article/109704/Software_as_a_Service_SaaS_Definition_and_Solutions
https://bvp.box.com/shared/static/05d7zb2zi64q7rbv1opl.pdf
http://blogs.zdnet.com/SAAS/?p=400
https://en.wikipedia.org/wiki/ZDNet
http://blogs.msdn.com/b/gianpaolo/archive/2008/06/20/i-can-t-believe-we-are-still-talking-about-whether-saas-multi-tenancy.aspx
http://blogs.gartner.com/guy-creese/2010/05/18/saas-vs-software-the-development-cycle-for-saas-is-usually-not-always-faster/
http://www.devx.com/SaaS/Article/36357/0/page/1
https://en.wikipedia.org/wiki/Help:CS1_errors#first_missing_last
http://community.forrester.com/message/10906
https://en.wikipedia.org/wiki/Forrester_Research
http://www.guardian.co.uk/technology/blog/2010/dec/14/chrome-os-richard-stallman-warning?INTCMP=SRCH
http://www.guardian.co.uk/technology/blog/2010/dec/14/chrome-os-richard-stallman-warning?INTCMP=SRCH


������ 3&'&3&/$&4 ���

=��? #FJKMCTK� 4KEJCTF� “9J[ 4KEJCTF 5VCNNOCP 6CMGU 0Q 5JKPG VQ %JTQOG�” -JOVY*OTJEFS� �� &GEGODGT �����

=��? 5VCNNOCP� 4KEJCTF 
������������ “9JQ FQGU VJCV UGTXGT TGCNN[ UGTXG!�� )07� $QUVQP 4GXKGY� 4GVTKGXGF �� ,CPWCT[
�����

=��? 'ZCORNGU� *KNN� $GPLCOKP /CMQ 
� (GD ������ “5JQY /G VJG %QFG”� 3FWFBMJOH &SSPST� 4GVTKGXGF �� ,CPWCT[ �����
#UUCPIG� ,WNKCP 
#RTKN �� ������ 
+PVGTXKGY�� 46� .QPFQP JVVR���TV�EQO�PGYU�YKMKNGCMU�TGXGNCVKQPU�CUUCPIG�KPVGTXKGY��
4GVTKGXGF �� ,CPWCT[ ����� (CEGDQQM� )QQING� ;CJQQ ཊ CNN VJGUG OCLQT 75 QTICPK\CVKQPU JCXG DWKNV�KP KPVGTHCEGU HQT 75
KPVGNNKIGPEG� +V U̓ PQV C OCVVGT QH UGTXKPI C UWDRQGPC� 6JG[ JCXG CP KPVGTHCEG VJCV VJG[ JCXG FGXGNQRGF HQT 75 KPVGNNKIGPEG
VQ WUG� /KUUKPI QT GORV[ ^VKVNG� 
JGNR�

=��? )CNNCWIJGT� ,QJP� “+PHQTOCVKQP 5[UVGOU� # /CPCIGTʼU )WKFG VQ *CTPGUUKPI 6GEJPQNQI[”� (NCV 9QTNF -PQYNGFIG�
4GVTKGXGF �����������

=��? “%NQWF 5QHVYCTG CU C 5GTXKEG 
5CC5� KP %NQWF %QORWVKPI� 6JKU KU PQV TKIJV5GTXKEGU”� %NQWF%QORWVKPI5GE� �����
4GVTKGXGF �����������

=��? )CTQHCNQ� ,QUJ� “9J[ 5CC5 KU $TQMGP 
CPF JQY YG	TG IQKPI VQ ិZ KV��� CMJU[FO�DPN�

=��? JVVR���UCWICVWEMVGEJPQNQI[�EQO�TGUGCTEJ�NCVGUV�TGUGCTEJ���������UVT�UCCU�KPVGITCVKQP�RNCVHQTOU�VJG�NQQOKPI�UCCU�FGRNQ[OGPV�CPF�UWRRQTV�FKNGOOC�
JVON

=��? 9KNUQP� &GDQTCJ 4� $QPC2CTV� #NGZC 
� #WIWUV �� ������“&GXGNQR C (TCOGYQTM HQT 5CC5#RRNKECVKQP $WUKPGUU %QPVKPWKV[
4KUM /KVKICVKQP”� (BSUOFS�DPN� )CTVPGT� +PE� 4GVTKGXGF �� #RTKN ����� %JGEM FCVG XCNWGU KP� ^FCVG� 
JGNR�

=��?“5CC5 &CVC 'UETQY +PVGTPCVKQPCN 4GRQTV”
2&(�� 3BJO4UPS 
)NQWEGUVGT� 'PINCPF� %NGCTRCEG 5QHVYCTG .VF�� �� &GEGODGT
����� 4GVTKGXGF �� #RTKN ����� 1PN[ �� RGT EGPV QH VJQUG YJQ EWTTGPVN[ WUG� QT RNCP VQ WUG� 5CC5 JCXG PQ KPENKPCVKQP VQ
MGGR C EQR[ QH VJGKT FCVC�

=��? JVVRU���YYY�IPW�QTI�RJKNQUQRJ[�YJQ�FQGU�VJCV�UGTXGT�TGCNN[�UGTXG�JVON

=��? 5VCNNOCP� 4KEJCTF 
�� /CTEJ ������ “9JQ &QGU 6JCV 5GTXGT 4GCNN[ 5GTXG!�� $QUVQP 4GXKGY� 4GVTKGXGF � ,WN[ �����

=��? 9QQFU� &CP 
� 0QXGODGT ������ “# 0GY 1RGP�5QWTEG /QFGN (QT 5CC5”� (QTDGU� 4GVTKGXGF �� 5GRVGODGT �����

=��? *QRRKP� #PFTGY 
� ,CPWCT[ ������“1RGP5CC5 CPF VJG HWVWTG QH IQXGTPOGPV KPPQXCVKQP”� 1RGP5QWTEG�EQO� 4GVTKGXGF
�� 5GRVGODGT �����
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https://en.wikipedia.org/wiki/GNU
https://en.wikipedia.org/wiki/Boston_Review
https://en.wikipedia.org/wiki/Benjamin_Mako_Hill
http://revealingerrors.com/show_me_the_code
https://en.wikipedia.org/wiki/Julian_Assange
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https://en.wikipedia.org/wiki/Help:CS1_errors#citation_missing_title
http://catalog.flatworldknowledge.com/bookhub/reader/3816?cid=622401&e=fwk-38086-ch12
http://cloudcomputingsec.com/283/cloud-software-as-a-service-saas-in-cloud-computing-services.html
https://blitzen.com/blog/why-saas-is-broken/
http://saugatucktechnology.com/research/latest-research/1595-255str-saas-integration-platforms-the-looming-saas-deployment-and-support-dilemma.html
http://saugatucktechnology.com/research/latest-research/1595-255str-saas-integration-platforms-the-looming-saas-deployment-and-support-dilemma.html
http://www.gartner.com/DisplayDocument?id=1118412
http://www.gartner.com/DisplayDocument?id=1118412
https://en.wikipedia.org/wiki/Help:CS1_errors#bad_date
http://www.rainstor.com/assets/downloads/SaaS_Data_Escrow_International_Report.pdf
https://en.wikipedia.org/wiki/Rainstor
https://en.wikipedia.org/wiki/Gloucester,_England
https://www.gnu.org/philosophy/who-does-that-server-really-serve.html
http://bostonreview.net/richard-stallman-free-software-DRM
http://www.forbes.com/sites/ciocentral/2010/11/09/a-new-open-source-model-for-saas/
http://opensource.com/government/14/1/opensaas-and-government-innovation


Chapter 22

Cloud computing issues

%NQWF %QORWVKPI JCU DGEQOG C UQEKCN RJGPQOGPQP DGKPI WUGF D[ OQUV RGQRNG GXGT[FC[� #U YKVJ GXGT[ KORQTVCPV
UQEKCN RJGPQOGPQP VJGTG CTG KUUWGU VJCV NKOKV KVU YKFGURTGCF CFQRVKQP�
/QUV KUUWGU UVCTV HTQO VJG HCEV VJCV VJG WUGT NQUGU EQPVTQN QH JKU QT JGT FCVC� DGECWUG KV KU UVQTGF QP UQOGQPG GNUG	U
EQORWVGT 
VJG ENQWF RTQXKFGT�� 6JKU JCRRGPU YJGP VJG QYPGT QH VJG TGOQVG UGTXGTU KU C RGTUQP QT QTICPKUCVKQP
QVJGT VJCP VJG WUGT� CU VJGKT KPVGTGUVU OC[ RQKPV KP FKាGTGPV FKTGEVKQPU� HQT GZCORNG� VJG WUGT OC[ YKUJ VJCV JKU QT
JGT KPHQTOCVKQP KU MGRV RTKXCVG� DWV VJG QYPGT QH VJG TGOQVG UGTXGTU OC[ YCPV VQ VCMG CFXCPVCIG QH KV HQT VJGKT QYP
DWUKPGUU�
6JGTG CTG OCP[ KUUWGU TGNCVKPI VQ ENQWF EQORWVKPI� UQOG QH YJKEJ CTG FKUEWUUGF JGTG�

22.1 Threats and opportunities of the cloud

%TKVKECN XQKEGU KPENWFKPI )07 RTQLGEV KPKVKCVQT 4KEJCTF 5VCNNOCP CPF 1TCENG HQWPFGT .CTT[ 'NNKUQP YCTPGF VJCV VJG
YJQNG EQPEGRV KU TKHG YKVJ RTKXCE[ CPF QYPGTUJKR EQPEGTPU CPF EQPUVKVWVG OGTGN[ C HCF��=�?
*QYGXGT� ENQWF EQORWVKPI EQPVKPWGU VQ ICKP UVGCO�=�? YKVJ ��� QH VJG OCLQT 'WTQRGCP VGEJPQNQI[ FGEKUKQP�OCMGTU
GUVKOCVG VJCV VJG ENQWF KU C RTKQTKV[ KP ���� CPF ����� CPF VJG ENQWF DWFIGV OC[ TGCEJ ��� QH VJG QXGTCNN +6 DWF�
IGV��=�?
#EEQTFKPI VQ VJG 5FDI*OTJHIUT 3FQPSU ����� $MPVE 4VDDFFET DCUGF QP C UWTXG[� VJG ENQWF KORNGOGPVCVKQPU IGPGTCNN[
OGGVU QT GZEGGFU GZRGEVCVKQPU CETQUU OCLQT UGTXKEG OQFGNU� UWEJ CU +PHTCUVTWEVWTG CU C 5GTXKEG 
+CC5�� 2NCVHQTO CU C
5GTXKEG 
2CC5� CPF 5QHVYCTG CU C 5GTXKEG 
5CC5���=�?
5GXGTCN FGVGTTGPVU VQ VJG YKFGURTGCF CFQRVKQP QH ENQWF EQORWVKPI TGOCKP� #OQPI VJGO CTG TGNKCDKNKV[� CXCKNCDKNKV[
QH UGTXKEGU CPF FCVC� UGEWTKV[� EQORNGZKV[� EQUVU� TGIWNCVKQPU CPF NGICN KUUWGU� RGTHQTOCPEG� OKITCVKQP� TGXGTUKQP� VJG
NCEM QH UVCPFCTFU� NKOKVGF EWUVQOK\CVKQP CPF KUUWGU QH RTKXCE[� 6JG DMPVE QាGTU OCP[ UVTQPI RQKPVU� KPHTCUVTWEVWTG
ីGZKDKNKV[� HCUVGT FGRNQ[OGPV QH CRRNKECVKQPU CPF FCVC� EQUV EQPVTQN� CFCRVCVKQP QH ENQWF TGUQWTEGU VQ TGCN PGGFU� KO�
RTQXGF RTQFWEVKXKV[� GVE� 6JG GCTN[ ����U ENQWF OCTMGV KU FQOKPCVGF D[ UQHVYCTG CPF UGTXKEGU KP 5CC5 OQFG CPF +CC5

KPHTCUVTWEVWTG�� GURGEKCNN[ VJG RTKXCVG ENQWF� 2CC5 CPF VJG RWDNKE ENQWF CTG HWTVJGT DCEM�

22.2 Privacy

6JG KPETGCUGF WUG QH ENQWF EQORWVKPI UGTXKEGU UWEJ CU )OCKN CPF )QQING &QEU JCU RTGUUGF VJG KUUWG QH RTKXCE[
EQPEGTPU QH ENQWF EQORWVKPI UGTXKEGU VQ VJG WVOQUV KORQTVCPEG��=�? 6JG RTQXKFGT QH UWEJ UGTXKEGU NKG KP C RQUKVKQP
UWEJ VJCV YKVJ VJG ITGCVGT WUG QH ENQWF EQORWVKPI UGTXKEGU JCU IKXGP CEEGUU VQ C RNGVJQTC QH FCVC��=�? 6JKU CEEGUU
JCU VJG KOOGPUG TKUM QH FCVC DGKPI FKUENQUGF GKVJGT CEEKFGPVCNN[ QT FGNKDGTCVGN[��=�? 2TKXCE[ CFXQECVGU JCXG ETKVKEK\GF
VJG ENQWF OQFGN HQT IKXKPI JQUVKPI EQORCPKGU	 ITGCVGT GCUG VQ EQPVTQN̶CPF VJWU� VQ OQPKVQT CV YKNN̶EQOOWPKECVKQP
DGVYGGP JQUV EQORCP[ CPF GPF WUGT� CPF CEEGUU WUGT FCVC 
YKVJ QT YKVJQWV RGTOKUUKQP�� +PUVCPEGU UWEJ CU VJG UGETGV
05# RTQITCO� YQTMKPI YKVJ #6�6� CPF 8GTK\QP� YJKEJ TGEQTFGF QXGT �� OKNNKQP VGNGRJQPG ECNNU DGVYGGP #OGTKECP
EKVK\GPU� ECWUGU WPEGTVCKPV[ COQPI RTKXCE[ CFXQECVGU� CPF VJG ITGCVGT RQYGTU KV IKXGU VQ VGNGEQOOWPKECVKQP EQORCPKGU
VQ OQPKVQT WUGT CEVKXKV[��=�?�=�? # ENQWF UGTXKEG RTQXKFGT 
%52� ECP EQORNKECVG FCVC RTKXCE[ DGECWUG QH VJG GZVGPV QH

���

https://en.wikipedia.org/wiki/Cloud_Computing
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/GNU
https://en.wikipedia.org/wiki/Richard_Stallman
https://en.wikipedia.org/wiki/Larry_Ellison
https://en.wikipedia.org/wiki/Room_641A
https://en.wikipedia.org/wiki/Room_641A
https://en.wikipedia.org/wiki/AT&T
https://en.wikipedia.org/wiki/Verizon
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XKTVWCNK\CVKQP 
XKTVWCN OCEJKPGU� CPF ENQWF UVQTCIG WUGF VQ KORNGOGPV ENQWF UGTXKEG��=�? %52 QRGTCVKQPU� EWUVQOGT
QT VGPCPV FCVC OC[ PQV TGOCKP QP VJG UCOG U[UVGO� QT KP VJG UCOG FCVC EGPVGT QT GXGP YKVJKP VJG UCOG RTQXKFGT	U
ENQWF� VJKU ECP NGCF VQ NGICN EQPEGTPU QXGT LWTKUFKEVKQP� 9JKNG VJGTG JCXG DGGP GាQTVU 
UWEJ CU 75�'7 5CHG *CTDQT�
VQ“JCTOQPKUG”VJG NGICN GPXKTQPOGPV� RTQXKFGTU UWEJ CU #OC\QP UVKNN ECVGT VQ OCLQT OCTMGVU 
V[RKECNN[ VQ VJG 7PKVGF
5VCVGU CPF VJG 'WTQRGCP 7PKQP� D[ FGRNQ[KPI NQECN KPHTCUVTWEVWTG CPF CNNQYKPI EWUVQOGTU VQ UGNGEV “TGIKQPU CPF
CXCKNCDKNKV[ \QPGU”��=�? %NQWF EQORWVKPI RQUGU RTKXCE[ EQPEGTPU DGECWUG VJG UGTXKEG RTQXKFGT ECP CEEGUU VJG FCVC
VJCV KU QP VJG ENQWF CV CP[ VKOG� +V EQWNF CEEKFGPVCNN[ QT FGNKDGTCVGN[ CNVGT QT GXGP FGNGVG KPHQTOCVKQP��=��? 6JKU
DGEQOGU C OCLQT EQPEGTP CU VJGUG UGTXKEG RTQXKFGTU� YJQ GORNQ[ CFOKPKUVTCVQTU YJKEJ ECP NGCXG TQQO HQT RQVGPVKCN
WPYCPVGF FKUENQUWTG QH KPHQTOCVKQP QP VJG ENQWF��=�?

22.2.1 Sharing information without a warrant

/CP[ ENQWF RTQXKFGTU ECP UJCTG KPHQTOCVKQP YKVJ VJKTF RCTVKGU KH PGEGUUCT[ HQT RWTRQUGU QH NCY CPF QTFGT GXGP YKVJQWV
C YCTTCPV� 6JCV KU RGTOKVVGF KP VJGKT RTKXCE[ RQNKEKGU YJKEJ WUGTU JCXG VQ CITGG VQ DGHQTG VJG[ UVCTV WUKPI ENQWF UGTXKEGU�
6JGTG CTG NKHG�VJTGCVGPKPI UKVWCVKQPU KP YJKEJ VJGTG KU PQ VKOG VQ YCKV HQT VJG RQNKEG VQ KUUWG C YCTTCPV� /CP[ ENQWF
RTQXKFGTU ECP UJCTG KPHQTOCVKQP KOOGFKCVGN[ VQ VJG RQNKEG KP UWEJ UKVWCVKQPU�

Example of a Privacy Policy that allows this

6JG &TQRDQZ 2TKXCE[ RQNKE[ UVCVGU VJCV �=��?

9G OC[ UJCTG KPHQTOCVKQP CU FKUEWUUGF DGNQY…
.CY�1TFGT� 9GOC[ FKUENQUG [QWT KPHQTOCVKQP VQ VJKTF RCTVKGU KH YG FGVGTOKPG VJCV UWEJ FKUENQUWTG

KU TGCUQPCDN[ PGEGUUCT[ VQ 
C� EQORN[ YKVJ VJG NCY� 
D� RTQVGEV CP[ RGTUQP HTQO FGCVJ QT UGTKQWU DQFKN[
KPLWT[� 
E� RTGXGPV HTCWF QT CDWUG QH &TQRDQZ QT QWT WUGTU� QT 
F� RTQVGEV &TQRDQZ	U RTQRGTV[ TKIJVU�

Previous situation about this

6JG 5[FPG[ /QTPKPI *GTCNF TGRQTVGF CDQWV VJG /QUOCP DQOD JQCZ� YJKEJ YCU C NKHG VJTGCVGPKPI UKVWCVKQP� VJCV�
�=��?

#U VQ YJGVJGT 059 2QNKEG PGGFGF C YCTTCPV VQ CEEGUU VJG KPHQTOCVKQP KV YCU NKMGN[ VQ JCXG� $[TPG
UCKF KV FGRGPFGF QP VJG RTQEGUU VCMGP� “)OCKN FQGU UGV QWV KP VJGKT RTQEGUU KP VGTOU QH VJGKT NGICN
FKUENQUWTG IWKFGNKPGU =VJCV? KV ECP DG FQPG D[ C UGCTEJ YCTTCPV ��� DWV VJGTG CTG GZEGRVKQPU VJCV ECP CRRN[
KP FKាGTGPV RCTVU QH VJG YQTNF CPF FKាGTGPV UGTXKEG RTQXKFGTU� (QT GZCORNG� (CEGDQQM IGPGTCNN[ RTQXKFGU
CP GZEGRVKQP HQT GOGTIGPE[ NKHG VJTGCVGPKPI UKVWCVKQPU VJCV CTG UKIPGF Qា D[ NCY GPHQTEGOGPV�”

#PQVJGT EQORWVGT HQTGPUKE GZRGTV CV K6�GPUKEU� YJKEJ YQTMU HQT NCTIG EQTRQTCVKQPU FGCNKPI YKVJ
OCVVGTU NKMG KPVGTPCN HTCWF� 5EQVV .CUCM� UCKF VJCV RQNKEG“YQWNF LWUV EQPVCEV )QQING”CPF“DGKPI QH
C RQNKEG QT ($+ DCEMITQWPF )QQING YQWNF CUUKUV VJGO”�
“9JGVJGT QT PQV VJG[ PGGF VQ IQ VJTQWIJ YCTTCPVU QT VJCV UQTV QH VJKPI +	O PQV UWTG� $WV GXGP HQT LWUV

CP +2 CFFTGUU VJG[ OKIJV PQV GXGP PGGF C YCTTCPV HQT UQOGVJKPI NKMG VJCV DGKPI QH C RQNKEG DCEMITQWPF�
���
059 2QNKEG YQWNF PQV EQOOGPV QP YJGVJGT KV JCF TGEGKXGF JGNR HTQO )QQING� 6JG UGCTEJ IKCPV CNUQ

FGENKPGF VQ EQOOGPV� KPUVGCF QាGTKPI C UVCPFCTF UVCVGOGPV QP JQY KV EQQRGTCVGF YKVJ NCY GPHQTEGOGPV�
# URQMGUOCP HQT VJG QPNKPG WUGTU	 NQDD[ ITQWR 'NGEVTQPKE (TQPVKGTU #WUVTCNKC� 5VGRJGP %QNNKPU� UCKF

)QQING YCU NKMGN[ VQ JCXG JCPFGF QXGT VJG PGGF KPHQTOCVKQP QP VJG DCUKU QH“RTQDCDNG ECWUG QT C YCTTCPV”
� YJKEJ JG UCKF YCU“RGTHGEVN[ NGIKVKOCVG”� *G CNUQ UCKF“+V JCRRGPU YKVJ TGNCVKXG HTGSWGPE[� …5WEJ
VJKPIU CTG TCTGN[ WUGF KP #WUVTCNKC HQT VTKXKCN QT OCNGXQNGPV RWTRQUGU�”

22.3 Privacy solutions

5QNWVKQPU VQ RTKXCE[ KP ENQWF EQORWVKPI KPENWFG RQNKE[ CPF NGIKUNCVKQP CU YGNN CU GPF WUGTU	 EJQKEGU HQT JQY FCVC KU
UVQTGF��=�? 6JG ENQWF UGTXKEG RTQXKFGT PGGFU VQ GUVCDNKUJ ENGCT CPF TGNGXCPV RQNKEKGU VJCV FGUETKDG JQY VJG FCVC QH GCEJ
ENQWF WUGT YKNN DG CEEGUUGF CPF WUGF��=�? %NQWF UGTXKEG WUGTU ECP GPET[RV FCVC VJCV KU RTQEGUUGF QT UVQTGF YKVJKP VJG
ENQWF VQ RTGXGPV WPCWVJQTK\GF CEEGUU��=�?

https://en.wikipedia.org/wiki/Cloud_storage
https://en.wikipedia.org/wiki/US-EU_Safe_Harbor
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/Mosman_bomb_hoax
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22.4 Compliance

6Q EQORN[ YKVJ TGIWNCVKQPU KPENWFKPI (+5/#� *+2##� CPF 51: KP VJG 7PKVGF 5VCVGU� VJG &CVC 2TQVGEVKQP &KTGEVKXG
KP VJG '7 CPF VJG ETGFKV ECTF KPFWUVT[	U 2%+ &55� WUGTU OC[ JCXG VQ CFQRV DPNNVOJUZ QT IZCSJE FGRNQ[OGPV OQFGU
VJCV CTG V[RKECNN[ OQTG GZRGPUKXG CPF OC[ QាGT TGUVTKEVGF DGPGិVU� 6JKU KU JQY )QQING KU CDNG VQ“OCPCIG CPF OGGV
CFFKVKQPCN IQXGTPOGPV RQNKE[ TGSWKTGOGPVU DG[QPF (+5/#”�=��?�=��? CPF 4CEMURCEG %NQWF QT 3WDG5RCEG CTG CDNG
VQ ENCKO 2%+ EQORNKCPEG��=��?
/CP[ RTQXKFGTU CNUQ QDVCKP C 5#5 �� 6[RG ++ CWFKV� DWV VJKU JCU DGGP ETKVKEKUGF QP VJG ITQWPFU VJCV VJG JCPF�RKEMGF
UGV QH IQCNU CPF UVCPFCTFU FGVGTOKPGF D[ VJG CWFKVQT CPF VJG CWFKVGG CTG QHVGP PQV FKUENQUGF CPF ECP XCT[ YKFGN[��=��?
2TQXKFGTU V[RKECNN[ OCMG VJKU KPHQTOCVKQP CXCKNCDNG QP TGSWGUV� WPFGT PQP�FKUENQUWTG CITGGOGPV��=��?�=��?
%WUVQOGTU KP VJG '7 EQPVTCEVKPI YKVJ ENQWF RTQXKFGTU QWVUKFG VJG '7�''# JCXG VQ CFJGTG VQ VJG '7 TGIWNCVKQPU QP
GZRQTV QH RGTUQPCN FCVC��=��?
7�5� (GFGTCN #IGPEKGU JCXG DGGP FKTGEVGF D[ VJG 1ឹEG QH/CPCIGOGPV CPF $WFIGV VQ WUG C RTQEGUU ECNNGF (GF4#/2

(GFGTCN 4KUM CPF #WVJQTK\CVKQP /CPCIGOGPV 2TQITCO� VQ CUUGUU CPF CWVJQTK\G ENQWF RTQFWEVU CPF UGTXKEGU� (GFGTCN
%+1 5VGXGP 8CP4QGMGN KUUWGF C OGOQTCPFWO VQ HGFGTCN CIGPE[ %JKGH +PHQTOCVKQP 1ឹEGTU QP &GEGODGT �� ����
FGិPKPI JQY HGFGTCN CIGPEKGU UJQWNF WUG (GF4#/2� (GF4#/2 EQPUKUVU QH C UWDUGV QH 0+56 5RGEKCN 2WDNKECVKQP ����
�� UGEWTKV[ EQPVTQNU URGEKិECNN[ UGNGEVGF VQ RTQXKFG RTQVGEVKQP KP ENQWF GPXKTQPOGPVU� # UWDUGV JCU DGGP FGិPGF HQT VJG
(+25 ��� NQY ECVGIQTK\CVKQP CPF VJG (+25 ��� OQFGTCVG ECVGIQTK\CVKQP� 6JG (GF4#/2 RTQITCO JCU CNUQ GUVCDNKUJGF
C ,QKPV #EETGFKVCVKQP $QCTF 
,#$� EQPUKUVKPI QH %JKGH +PHQTOCVKQP 1ឹEGTU HTQO &Q&� &*5� CPF )5#� 6JG ,#$ KU
TGURQPUKDNG HQT GUVCDNKUJKPI CEETGFKVCVKQP UVCPFCTFU HQT �TF RCTV[ QTICPK\CVKQPU YJQ RGTHQTO VJG CUUGUUOGPVU QH ENQWF
UQNWVKQPU� 6JG ,#$ CNUQ TGXKGYU CWVJQTK\CVKQP RCEMCIGU� CPF OC[ ITCPV RTQXKUKQPCN CWVJQTK\CVKQP 
VQ QRGTCVG�� 6JG
HGFGTCN CIGPE[ EQPUWOKPI VJG UGTXKEG UVKNN JCU ិPCN TGURQPUKDKNKV[ HQT ិPCN CWVJQTKV[ VQ QRGTCVG��=��?
# OWNVKVWFG QH NCYU CPF TGIWNCVKQPU JCXG HQTEGF URGEKិE EQORNKCPEG TGSWKTGOGPVU QPVQ OCP[ EQORCPKGU VJCV EQNNGEV�
IGPGTCVG QT UVQTG FCVC� 6JGUG RQNKEKGU OC[ FKEVCVG C YKFG CTTC[ QH FCVC UVQTCIG RQNKEKGU� UWEJ CU JQY NQPI KPHQTOCVKQP
OWUV DG TGVCKPGF� VJG RTQEGUU WUGF HQT FGNGVKPI FCVC� CPF GXGP EGTVCKP TGEQXGT[ RNCPU� $GNQY CTG UQOG GZCORNGU QH
EQORNKCPEG NCYU QT TGIWNCVKQPU�

• 7PKVGF 5VCVGU� VJG *GCNVJ +PUWTCPEG 2QTVCDKNKV[ CPF #EEQWPVCDKNKV[ #EV 
*+2##� TGSWKTGU C EQPVKPIGPE[ RNCP
VJCV KPENWFGU� FCVC DCEMWRU� FCVC TGEQXGT[� CPF FCVC CEEGUU FWTKPI GOGTIGPEKGU�

• 6JG RTKXCE[ NCYU QH 5YKV\GTNCPF FGOCPF VJCV RTKXCVG FCVC� KPENWFKPI GOCKNU� DG RJ[UKECNN[ UVQTGF KP 5YKV\GTNCPF�
• +P VJG 7PKVGF -KPIFQO� VJG %KXKN %QPVKPIGPEKGU #EV QH ���� UGVU HQTVJ IWKFCPEG HQT C DWUKPGUU EQPVKPIGPE[
RNCP VJCV KPENWFGU RQNKEKGU HQT FCVC UVQTCIG�

+P C XKTVWCNK\GF ENQWF EQORWVKPI GPXKTQPOGPV� EWUVQOGTU OC[ PGXGT MPQY GZCEVN[ YJGTG VJGKT FCVC KU UVQTGF� +P
HCEV� FCVC OC[ DG UVQTGF CETQUU OWNVKRNG FCVC EGPVGTU KP CP GាQTV VQ KORTQXG TGNKCDKNKV[� KPETGCUG RGTHQTOCPEG� CPF
RTQXKFG TGFWPFCPEKGU� 6JKU IGQITCRJKE FKURGTUKQP OC[ OCMG KV OQTG FKឹEWNV VQ CUEGTVCKP NGICN LWTKUFKEVKQP KH FKURWVGU
CTKUG��=��?

22.5 Legal

#U YKVJ QVJGT EJCPIGU KP VJG NCPFUECRG QH EQORWVKPI� EGTVCKP NGICN KUUWGU CTKUG YKVJ ENQWF EQORWVKPI� KPENWFKPI
VTCFGOCTM KPHTKPIGOGPV� UGEWTKV[ EQPEGTPU CPF UJCTKPI QH RTQRTKGVCT[ FCVC TGUQWTEGU�
6JG 'NGEVTQPKE (TQPVKGT (QWPFCVKQP JCU ETKVKEK\GF VJG 7PKVGF 5VCVGU IQXGTPOGPV FWTKPI VJG /GICWRNQCF UGK\WTG RTQ�
EGUU HQT EQPUKFGTKPI VJCV RGQRNG NQUG RTQRGTV[ TKIJVU D[ UVQTKPI FCVC QP C ENQWF EQORWVKPI UGTXKEG��=��?
1PG KORQTVCPV DWV PQV QHVGP OGPVKQPGF RTQDNGO YKVJ ENQWF EQORWVKPI KU VJG RTQDNGO QH YJQ KU KP“RQUUGUUKQP”QH
VJG FCVC� +H C ENQWF EQORCP[ KU VJG RQUUGUUQT QH VJG FCVC� VJG RQUUGUUQT JCU EGTVCKP NGICN TKIJVU� +H VJG ENQWF EQORCP[
KU VJG “EWUVQFKCP”QH VJG FCVC� VJGP C FKាGTGPV UGV QH TKIJVU YQWNF CRRN[� 6JG PGZV RTQDNGO KP VJG NGICNKVKGU QH
ENQWF EQORWVKPI KU VJG RTQDNGO QH NGICN QYPGTUJKR QH VJG FCVC� /CP[ 6GTOU QH 5GTXKEG CITGGOGPVU CTG UKNGPV QP VJG
SWGUVKQP QH QYPGTUJKR��=��?
6JGUG NGICN KUUWGU CTG PQV EQPិPGF VQ VJG VKOG RGTKQF KP YJKEJ VJG ENQWF�DCUGF CRRNKECVKQP KU CEVKXGN[ DGKPI WUGF�
6JGTG OWUV CNUQ DG EQPUKFGTCVKQP HQT YJCV JCRRGPU YJGP VJG RTQXKFGT�EWUVQOGT TGNCVKQPUJKR GPFU� +P OQUV ECUGU� VJKU
GXGPV YKNN DG CFFTGUUGF DGHQTG CP CRRNKECVKQP KU FGRNQ[GF VQ VJG ENQWF� *QYGXGT� KP VJG ECUG QH RTQXKFGT KPUQNXGPEKGU
QT DCPMTWRVE[ VJG UVCVG QH VJG FCVC OC[ DGEQOG DNWTTGF��=��?

https://en.wikipedia.org/wiki/FISMA
https://en.wikipedia.org/wiki/HIPAA
https://en.wikipedia.org/wiki/Sarbanes%E2%80%93Oxley_Act
https://en.wikipedia.org/wiki/Data_Protection_Directive
https://en.wikipedia.org/wiki/Payment_Card_Industry_Data_Security_Standard
https://en.wikipedia.org/wiki/Statement_on_Auditing_Standards_No._70:_Service_Organizations
https://en.wikipedia.org/wiki/Non-disclosure_agreement
https://en.wikipedia.org/wiki/United_States_Department_of_Defense
https://en.wikipedia.org/wiki/DHS
https://en.wikipedia.org/wiki/GSA
https://en.wikipedia.org/wiki/Electronic_Frontier_Foundation
https://en.wikipedia.org/wiki/United_States_government
https://en.wikipedia.org/wiki/Megaupload
https://en.wikipedia.org/wiki/Property_right
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22.6 Vendor lock-in

$GECWUG ENQWF EQORWVKPI KU UVKNN TGNCVKXGN[ PGY� UVCPFCTFU CTG UVKNN DGKPI FGXGNQRGF��=��? /CP[ ENQWF RNCVHQTOU CPF
UGTXKEGU CTG RTQRTKGVCT[� OGCPKPI VJCV VJG[ CTG DWKNV QP VJG URGEKិE UVCPFCTFU� VQQNU CPF RTQVQEQNU FGXGNQRGF D[ C
RCTVKEWNCT XGPFQT HQT KVU RCTVKEWNCT ENQWF QាGTKPI��=��? 6JKU ECP OCMG OKITCVKPI Qា C RTQRTKGVCT[ ENQWF RNCVHQTO
RTQJKDKVKXGN[ EQORNKECVGF CPF GZRGPUKXG��=��?
6JTGG V[RGU QH XGPFQT NQEM�KP ECP QEEWT YKVJ ENQWF EQORWVKPI��=��?

• 2NCVHQTO NQEM�KP� ENQWF UGTXKEGU VGPF VQ DG DWKNV QP QPG QH UGXGTCN RQUUKDNG XKTVWCNK\CVKQP RNCVHQTOU� HQT GZCORNG
8/9CTG QT :GP� /KITCVKPI HTQO C ENQWF RTQXKFGT WUKPI QPG RNCVHQTO VQ C ENQWF RTQXKFGT WUKPI C FKាGTGPV
RNCVHQTO EQWNF DG XGT[ EQORNKECVGF�

• &CVC NQEM�KP� UKPEG VJG ENQWF KU UVKNN PGY� UVCPFCTFU QH QYPGTUJKR� K�G� YJQ CEVWCNN[ QYPU VJG FCVC QPEG KV NKXGU
QP C ENQWF RNCVHQTO� CTG PQV [GV FGXGNQRGF� YJKEJ EQWNF OCMG KV EQORNKECVGF KH ENQWF EQORWVKPI WUGTU GXGT
FGEKFG VQ OQXG FCVC Qា QH C ENQWF XGPFQT	U RNCVHQTO�

• 6QQNU NQEM�KP� KH VQQNU DWKNV VQ OCPCIG C ENQWF GPXKTQPOGPV CTG PQV EQORCVKDNG YKVJ FKាGTGPV MKPFU QH DQVJ
XKTVWCN CPF RJ[UKECN KPHTCUVTWEVWTG� VJQUG VQQNU YKNN QPN[ DG CDNG VQ OCPCIG FCVC QT CRRU VJCV NKXG KP VJG XGPFQT	U
RCTVKEWNCT ENQWF GPXKTQPOGPV�

*GVGTQIGPGQWU ENQWF EQORWVKPI KU FGUETKDGF CU C V[RG QH ENQWF GPXKTQPOGPV VJCV RTGXGPVU XGPFQT NQEM�KP� CPF CNKIPU
YKVJ GPVGTRTKUG FCVC EGPVGTU VJCV CTG QRGTCVKPI J[DTKF ENQWF OQFGNU��=��? 6JG CDUGPEG QH XGPFQT NQEM�KP NGVU ENQWF
CFOKPKUVTCVQTU UGNGEV JKU QT JGT EJQKEG QH J[RGTXKUQTU HQT URGEKិE VCUMU� QT VQ FGRNQ[ XKTVWCNK\GF KPHTCUVTWEVWTGU VQ
QVJGT GPVGTRTKUGU YKVJQWV VJG PGGF VQ EQPUKFGT VJG ីCXQT QH J[RGTXKUQT KP VJG QVJGT GPVGTRTKUG��=��?
# JGVGTQIGPGQWU ENQWF KU EQPUKFGTGF QPG VJCV KPENWFGU QP�RTGOKUG RTKXCVG ENQWFU� RWDNKE ENQWFU CPF UQHVYCTG�CU�C�
UGTXKEG ENQWFU� *GVGTQIGPGQWU ENQWFU ECP YQTM YKVJ GPXKTQPOGPVU VJCV CTG PQV XKTVWCNK\GF� UWEJ CU VTCFKVKQPCN FCVC
EGPVGTU��=��? *GVGTQIGPGQWU ENQWFU CNUQ CNNQY HQT VJG WUG QH RKGEG RCTVU� UWEJ CU J[RGTXKUQTU� UGTXGTU� CPF UVQTCIG�
HTQO OWNVKRNG XGPFQTU��=��?
%NQWF RKGEG RCTVU� UWEJ CU ENQWF UVQTCIG U[UVGOU� QាGT #2+U DWV VJG[ CTG QHVGP KPEQORCVKDNG YKVJ GCEJ QVJGT��=��?
6JG TGUWNV KU EQORNKECVGF OKITCVKQP DGVYGGP DCEMGPFU� CPF OCMGU KV FKឹEWNV VQ KPVGITCVG FCVC URTGCF CETQUU XCTKQWU
NQECVKQPU��=��? 6JKU JCU DGGP FGUETKDGF CU C RTQDNGO QH XGPFQT NQEM�KP��=��? 6JG UQNWVKQP VQ VJKU KU HQT ENQWFU VQ
CFQRV EQOOQP UVCPFCTFU��=��?
*GVGTQIGPGQWU ENQWF EQORWVKPI FKាGTU HTQO JQOQIGPGQWU ENQWFU� YJKEJ JCXG DGGP FGUETKDGF CU VJQUG WUKPI EQP�
UKUVGPV DWKNFKPI DNQEMU UWRRNKGF D[ C UKPING XGPFQT��=��? +PVGN )GPGTCN /CPCIGT QH JKIJ�FGPUKV[ EQORWVKPI� ,CUQP
9CZOCP� KU SWQVGF CU UC[KPI VJCV C JQOQIGPGQWU U[UVGO QH ������ UGTXGTU YQWNF EQUV �� OKNNKQP OQTG KP ECRKVCN
GZRGPFKVWTG CPF WUG � OGICYCVV QH RQYGT��=��?

22.7 Open source

5GG CNUQ� %CVGIQT[�(TGG UQHVYCTG HQT ENQWF EQORWVKPI

1RGP�UQWTEG UQHVYCTG JCU RTQXKFGF VJG HQWPFCVKQP HQT OCP[ ENQWF EQORWVKPI KORNGOGPVCVKQPU� RTQOKPGPV GZCORNGU
DGKPI VJG *CFQQR HTCOGYQTM�=��? CPF 8/YCTG	U %NQWF (QWPFT[��=��? +P 0QXGODGT ����� VJG (TGG 5QHVYCTG (QWP�
FCVKQP TGNGCUGF VJG #ាGTQ )GPGTCN 2WDNKE .KEGPUG� C XGTUKQP QH )2.X� KPVGPFGF VQ ENQUG C RGTEGKXGF NGICN NQQRJQNG
CUUQEKCVGF YKVJ HTGG UQHVYCTG FGUKIPGF VQ TWP QXGT C PGVYQTM��=��?

22.8 Open standards

5GG CNUQ� %CVGIQT[�%NQWF UVCPFCTFU

/QUV ENQWF RTQXKFGTU GZRQUG #2+U VJCV CTG V[RKECNN[ YGNN FQEWOGPVGF 
QHVGP WPFGT C %TGCVKXG %QOOQPU NKEGPUG�=��?�
DWV CNUQ WPKSWG VQ VJGKT KORNGOGPVCVKQP CPF VJWU PQV KPVGTQRGTCDNG� 5QOG XGPFQTU JCXG CFQRVGF QVJGTU	 #2+U CPF VJGTG
CTG C PWODGT QH QRGP UVCPFCTFU WPFGT FGXGNQROGPV� YKVJ C XKGY VQ FGNKXGTKPI KPVGTQRGTCDKNKV[ CPF RQTVCDKNKV[��=��?

https://en.wikipedia.org/wiki/Category:Free_software_for_cloud_computing
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Apache_Hadoop
https://en.wikipedia.org/wiki/VMware
https://en.wikipedia.org/wiki/Cloud_Foundry
https://en.wikipedia.org/wiki/Free_Software_Foundation
https://en.wikipedia.org/wiki/Free_Software_Foundation
https://en.wikipedia.org/wiki/Affero_General_Public_License
https://en.wikipedia.org/wiki/GNU_General_Public_License
https://en.wikipedia.org/wiki/Legal_technicality
https://en.wikipedia.org/wiki/Free_software
https://en.wikipedia.org/wiki/Category:Cloud_standards
https://en.wikipedia.org/wiki/Creative_Commons
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#U QH 0QXGODGT ����� VJG 1RGP 5VCPFCTF YKVJ DTQCFGUV KPFWUVT[ UWRRQTV KU RTQDCDN[ 1RGP5VCEM� HQWPFGF KP ���� D[
0#5# CPF 4CEMURCEG� CPF PQY IQXGTPGF D[ VJG 1RGP5VCEM (QWPFCVKQP��=��? 1RGP5VCEM UWRRQTVGTU KPENWFG #/&�
+PVGN� %CPQPKECN� 575' .KPWZ� 4GF *CV� %KUEQ� &GNN� *2� +$/� ;CJQQ CPF PQY 8/YCTG��=��?

22.9 Security

/CKP CTVKENG� %NQWF EQORWVKPI UGEWTKV[

#U ENQWF EQORWVKPI KU CEJKGXKPI KPETGCUGF RQRWNCTKV[� EQPEGTPU CTG DGKPI XQKEGF CDQWV VJG UGEWTKV[ KUUWGU KPVTQFWEGF
VJTQWIJ CFQRVKQP QH VJKU PGY OQFGN��=��?�=��? 6JG GាGEVKXGPGUU CPF GឹEKGPE[ QH VTCFKVKQPCN RTQVGEVKQP OGEJCPKUOU
CTG DGKPI TGEQPUKFGTGF CU VJG EJCTCEVGTKUVKEU QH VJKU KPPQXCVKXG FGRNQ[OGPV OQFGN ECP FKាGT YKFGN[ HTQO VJQUG QH
VTCFKVKQPCN CTEJKVGEVWTGU��=��? #P CNVGTPCVKXG RGTURGEVKXG QP VJG VQRKE QH ENQWF UGEWTKV[ KU VJCV VJKU KU DWV CPQVJGT�
CNVJQWIJ SWKVG DTQCF� ECUG QH“CRRNKGF UGEWTKV[”CPF VJCV UKOKNCT UGEWTKV[ RTKPEKRNGU VJCV CRRN[ KP UJCTGF OWNVK�WUGT
OCKPHTCOG UGEWTKV[ OQFGNU CRRN[ YKVJ ENQWF UGEWTKV[��=��?
6JG TGNCVKXG UGEWTKV[ QH ENQWF EQORWVKPI UGTXKEGU KU C EQPVGPVKQWU KUUWG VJCV OC[ DG FGNC[KPI KVU CFQRVKQP��=��? 2J[U�
KECN EQPVTQN QH VJG 2TKXCVG %NQWF GSWKROGPV KU OQTG UGEWTG VJCP JCXKPI VJG GSWKROGPV Qា UKVG CPF WPFGT UQOGQPG
GNUG	U EQPVTQN� 2J[UKECN EQPVTQN CPF VJG CDKNKV[ VQ XKUWCNN[ KPURGEV FCVC NKPMU CPF CEEGUU RQTVU KU TGSWKTGF KP QTFGT VQ
GPUWTG FCVC NKPMU CTG PQV EQORTQOKUGF� +UUWGU DCTTKPI VJG CFQRVKQP QH ENQWF EQORWVKPI CTG FWG KP NCTIG RCTV VQ VJG
RTKXCVG CPF RWDNKE UGEVQTU	 WPGCUG UWTTQWPFKPI VJG GZVGTPCN OCPCIGOGPV QH UGEWTKV[�DCUGF UGTXKEGU� +V KU VJG XGT[ PC�
VWTG QH ENQWF EQORWVKPI�DCUGF UGTXKEGU� RTKXCVG QT RWDNKE� VJCV RTQOQVG GZVGTPCN OCPCIGOGPV QH RTQXKFGF UGTXKEGU�
6JKU FGNKXGTU ITGCV KPEGPVKXG VQ ENQWF EQORWVKPI UGTXKEG RTQXKFGTU VQ RTKQTKVK\G DWKNFKPI CPF OCKPVCKPKPI UVTQPI OCP�
CIGOGPV QH UGEWTG UGTXKEGU��=��? 5GEWTKV[ KUUWGU JCXG DGGP ECVGIQTKUGF KPVQ UGPUKVKXG FCVC CEEGUU� FCVC UGITGICVKQP�
RTKXCE[� DWI GZRNQKVCVKQP� TGEQXGT[� CEEQWPVCDKNKV[� OCNKEKQWU KPUKFGTU� OCPCIGOGPV EQPUQNG UGEWTKV[� CEEQWPV EQP�
VTQN� CPF OWNVK�VGPCPE[ KUUWGU� 5QNWVKQPU VQ XCTKQWU ENQWF UGEWTKV[ KUUWGU XCT[� HTQO ET[RVQITCRJ[� RCTVKEWNCTN[ RWDNKE
MG[ KPHTCUVTWEVWTG 
2-+�� VQ WUG QH OWNVKRNG ENQWF RTQXKFGTU� UVCPFCTFKUCVKQP QH #2+U� CPF KORTQXKPI XKTVWCN OCEJKPG
UWRRQTV CPF NGICN UWRRQTV��=��?�=��?�=��?
%NQWF EQORWVKPI QាGTU OCP[ DGPGិVU� DWV KU XWNPGTCDNG VQ VJTGCVU� #U ENQWF EQORWVKPI WUGU KPETGCUG� KV KU NKMGN[
VJCV OQTG ETKOKPCNU ិPF PGY YC[U VQ GZRNQKV U[UVGO XWNPGTCDKNKVKGU� /CP[ WPFGTN[KPI EJCNNGPIGU CPF TKUMU KP ENQWF
EQORWVKPI KPETGCUG VJG VJTGCV QH FCVC EQORTQOKUG� 6Q OKVKICVG VJG VJTGCV� ENQWF EQORWVKPI UVCMGJQNFGTU UJQWNF
KPXGUV JGCXKN[ KP TKUM CUUGUUOGPV VQ GPUWTG VJCV VJG U[UVGO GPET[RVU VQ RTQVGEV FCVC� GUVCDNKUJGU VTWUVGF HQWPFCVKQP VQ
UGEWTG VJG RNCVHQTO CPF KPHTCUVTWEVWTG� CPF DWKNFU JKIJGT CUUWTCPEG KPVQ CWFKVKPI VQ UVTGPIVJGP EQORNKCPEG� 5GEWTKV[
EQPEGTPU OWUV DG CFFTGUUGF VQ OCKPVCKP VTWUV KP ENQWF EQORWVKPI VGEJPQNQI[��=��?
&CVC DTGCEJ KU C DKI EQPEGTP KP ENQWF EQORWVKPI� # EQORTQOKUGF UGTXGT EQWNF UKIPKិECPVN[ JCTO VJG WUGTU CU YGNN
CU ENQWF RTQXKFGTU� # XCTKGV[ QH KPHQTOCVKQP EQWNF DG UVQNGP� 6JGUG KPENWFG ETGFKV ECTF CPF UQEKCN UGEWTKV[ PWODGTU�
CFFTGUUGU� CPF RGTUQPCN OGUUCIGU� 6JG 7�5� PQY TGSWKTGU ENQWF RTQXKFGTU VQ PQVKH[ EWUVQOGTU QH DTGCEJGU� 1PEG
PQVKិGF� EWUVQOGTU PQY JCXG VQ YQTT[ CDQWV KFGPVKV[ VJGHV CPF HTCWF� YJKNG RTQXKFGTU JCXG VQ FGCN YKVJ HGFGTCN KP�
XGUVKICVKQPU� NCYUWKVU CPF TGRWVCVKQPCN FCOCIG� %WUVQOGT NCYUWKVU CPF UGVVNGOGPVU JCXG TGUWNVGF KP QXGT �� DKNNKQP KP
NQUUGU VQ ENQWF RTQXKFGTU��=��?

22.10 Sustainability

#NVJQWIJ ENQWF EQORWVKPI KU QHVGP CUUWOGF VQ DG C HQTO QH HSFFO DPNQVUJOH� VJGTG KU EWTTGPVN[ PQ YC[ VQ OGCUWTG
JQY“ITGGP”EQORWVGTU CTG��=��?
6JG RTKOCT[ GPXKTQPOGPVCN RTQDNGO CUUQEKCVGF YKVJ VJG ENQWF KU GPGTI[ WUG� 2JKN 4CFHQTF QH )TGGPRGCEG UCKF“YG
CTG EQPEGTPGF VJCV VJKU PGY GZRNQUKQP KP GNGEVTKEKV[ WUG EQWNF NQEM WU KPVQ QNF� RQNNWVKPI GPGTI[ UQWTEGU KPUVGCF QH VJG
ENGCP GPGTI[ CXCKNCDNG VQFC[�”�=��? )TGGPRGCEG TCPMU VJG GPGTI[ WUCIG QH VJG VQR VGP DKI DTCPFU KP ENQWF EQORWVKPI�
CPF UWEEGUUHWNN[ WTIGF UGXGTCN EQORCPKGU VQ UYKVEJ VQ ENGCP GPGTI[� 1P 6JWTUFC[� &GEGODGT ��� ����� )TGGPRGCEG
CPF (CEGDQQM CPPQWPEGF VQIGVJGT VJCV (CEGDQQM YQWNF UJKHV VQ WUG ENGCP CPF TGPGYCDNG GPGTI[ VQ RQYGT KVU QYP
QRGTCVKQPU��=��?�=��? 5QQP VJGTGCHVGT� #RRNG CITGGF VQ OCMG CNN QH KVU FCVC EGPVGTUʻEQCN HTGGʼD[ VJG GPF QH ����
CPF FQWDNGF VJG COQWPV QH UQNCT GPGTI[ RQYGTKPI KVU /CKFGP� 0% FCVC EGPVGT��=��? (QNNQYKPI UWKV� 5CNGUHQTEG CITGGF
VQ UJKHV VQ ���� ENGCP GPGTI[ D[ ������=��?
%KVKPI VJG UGTXGTU	 GាGEVU QP VJG GPXKTQPOGPVCN GាGEVU QH ENQWF EQORWVKPI� KP CTGCU YJGTG ENKOCVG HCXQTU PCVWTCN
EQQNKPI CPF TGPGYCDNG GNGEVTKEKV[ KU TGCFKN[ CXCKNCDNG� VJG GPXKTQPOGPVCN GាGEVU YKNN DG OQTG OQFGTCVG� 
6JG UCOG

https://en.wikipedia.org/wiki/OpenStack
https://en.wikipedia.org/wiki/NASA
https://en.wikipedia.org/wiki/Rackspace
https://en.wikipedia.org/wiki/OpenStack_Foundation
https://en.wikipedia.org/wiki/AMD
https://en.wikipedia.org/wiki/Intel
https://en.wikipedia.org/wiki/Canonical_Ltd.
https://en.wikipedia.org/wiki/SUSE_Linux
https://en.wikipedia.org/wiki/Cisco
https://en.wikipedia.org/wiki/Dell
https://en.wikipedia.org/wiki/HP
https://en.wikipedia.org/wiki/IBM
https://en.wikipedia.org/wiki/Yahoo
https://en.wikipedia.org/wiki/Cloud_computing_security
https://en.wikipedia.org/wiki/Green_computing
https://en.wikipedia.org/wiki/Phil_Radford
https://en.wikipedia.org/wiki/Greenpeace
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JQNFU VTWG HQT“VTCFKVKQPCN”FCVC EGPVGTU�� 6JWU EQWPVTKGU YKVJ HCXQTCDNG EQPFKVKQPU� UWEJ CU (KPNCPF��=��? 5YGFGP
CPF 5YKV\GTNCPF��=��? CTG VT[KPI VQ CVVTCEV ENQWF EQORWVKPI FCVC EGPVGTU� 'PGTI[ GឹEKGPE[ KP ENQWF EQORWVKPI ECP
TGUWNV HTQO GPGTI[�CYCTG UEJGFWNKPI CPF UGTXGT EQPUQNKFCVKQP��=��? *QYGXGT� KP VJG ECUG QH FKUVTKDWVGF ENQWFU QXGT
FCVC EGPVGTU YKVJ FKាGTGPV UQWTEGU QH GPGTI[ KPENWFKPI TGPGYCDNG GPGTI[� VJG WUG QH GPGTI[ GឹEKGPE[ TGFWEVKQP EQWNF
TGUWNV KP C UKIPKិECPV ECTDQP HQQVRTKPV TGFWEVKQP��=��?

22.11 Abuse

#U YKVJ RTKXCVGN[ RWTEJCUGF JCTFYCTG� EWUVQOGTU ECP RWTEJCUG VJG UGTXKEGU QH ENQWF EQORWVKPI HQT PGHCTKQWU RWT�
RQUGU� 6JKU KPENWFGU RCUUYQTF ETCEMKPI CPF NCWPEJKPI CVVCEMU WUKPI VJG RWTEJCUGF UGTXKEGU��=��? +P ����� C DCPMKPI
VTQLCP KNNGICNN[ WUGF VJG RQRWNCT #OC\QP UGTXKEG CU C EQOOCPF CPF EQPVTQN EJCPPGN VJCV KUUWGF UQHVYCTG WRFCVGU CPF
OCNKEKQWU KPUVTWEVKQPU VQ 2%U VJCV YGTG KPHGEVGF D[ VJG OCNYCTG��=��?

22.12 IT governance

/CKP CTVKENG� %QTRQTCVG IQXGTPCPEG QH KPHQTOCVKQP VGEJPQNQI[

6JG KPVTQFWEVKQP QH ENQWF EQORWVKPI TGSWKTGU CP CRRTQRTKCVG +6 IQXGTPCPEG OQFGN VQ GPUWTG C UGEWTGF EQORWVKPI
GPXKTQPOGPV CPF VQ EQORN[ YKVJ CNN TGNGXCPV QTICPK\CVKQPCN KPHQTOCVKQP VGEJPQNQI[ RQNKEKGU��=��?�=��? #U UWEJ� QT�
ICPK\CVKQPU PGGF C UGV QH ECRCDKNKVKGU VJCV CTG GUUGPVKCN YJGP GាGEVKXGN[ KORNGOGPVKPI CPF OCPCIKPI ENQWF UGTXKEGU�
KPENWFKPI FGOCPF OCPCIGOGPV� TGNCVKQPUJKR OCPCIGOGPV� FCVC UGEWTKV[ OCPCIGOGPV� CRRNKECVKQP NKHGE[ENG OCPCIG�
OGPV� TKUM CPF EQORNKCPEG OCPCIGOGPV��=��? # FCPIGT NKGU YKVJ VJG GZRNQUKQP QH EQORCPKGU LQKPKPI VJG ITQYVJ KP
ENQWF EQORWVKPI D[ DGEQOKPI RTQXKFGTU� *QYGXGT� OCP[ QH VJG KPHTCUVTWEVWTCN CPF NQIKUVKECN EQPEGTPU TGICTFKPI
VJG QRGTCVKQP QH ENQWF EQORWVKPI DWUKPGUUGU CTG UVKNN WPMPQYP� 6JKU QXGT�UCVWTCVKQP OC[ JCXG TCOKិECVKQPU HQT VJG
KPFWUVT[ CU C YJQNG��=��?

22.13 Consumer end storage

6JG KPETGCUGF WUG QH ENQWF EQORWVKPI EQWNF NGCF VQ C TGFWEVKQP KP FGOCPF HQT JKIJ UVQTCIG ECRCEKV[ EQPUWOGT GPF
FGXKEGU� FWG VQ EJGCRGT NQY UVQTCIG FGXKEGU VJCV UVTGCO CNN EQPVGPV XKC VJG ENQWF DGEQOKPI OQTG RQRWNCT� +P C 9KTGF
CTVKENG� ,CMG )CTFPGT GZRNCKPU VJCV YJKNG WPTGIWNCVGF WUCIG KU DGPGិEKCN HQT +6 CPF VGEJ OQIWNU NKMG #OC\QP� VJG
CPQP[OQWU PCVWTG QH VJG EQUV QH EQPUWORVKQP QH ENQWF WUCIG OCMGU KV FKឹEWNV HQT DWUKPGUU VQ GXCNWCVG CPF KPEQTRQTCVG
KV KPVQ VJGKT DWUKPGUU RNCPU��=��?

22.14 Ambiguity of terminology

1WVUKFG QH VJG KPHQTOCVKQP VGEJPQNQI[ CPF UQHVYCTG KPFWUVT[� VJG VGTO“ENQWF”ECP DG HQWPF VQ TGHGTGPEG C YKFG
TCPIG QH UGTXKEGU� UQOG QH YJKEJ HCNN WPFGT VJG ECVGIQT[ QH ENQWF EQORWVKPI� YJKNG QVJGTU FQ PQV� 6JG ENQWF KU QHVGP
WUGF VQ TGHGT VQ C RTQFWEV QT UGTXKEG VJCV KU FKUEQXGTGF� CEEGUUGF CPF RCKF HQT QXGT VJG +PVGTPGV� DWV KU PQV PGEGUUCTKN[ C
EQORWVKPI TGUQWTEG� 'ZCORNGU QH UGTXKEG VJCV CTG UQOGVKOGU TGHGTTGF VQ CU“VJG ENQWF”KPENWFG� DWV CTG PQV NKOKVGF
VQ� ETQYF UQWTEKPI� ENQWF RTKPVKPI� ETQYF HWPFKPI� ENQWF OCPWHCEVWTKPI��=��?�=��?

22.15 Performance interference and noisy neighbors

&WG VQ KVU OWNVK�VGPCPV PCVWTG CPF TGUQWTEG UJCTKPI� ENQWF EQORWVKPI OWUV CNUQ FGCN YKVJ VJG“PQKU[ PGKIJDQT”GាGEV�
6JKU GាGEV KP GUUGPEG KPFKECVGU VJCV KP C UJCTGF KPHTCUVTWEVWTG� VJG CEVKXKV[ QH C XKTVWCN OCEJKPG QP C PGKIJDQTKPI EQTG
QP VJG UCOG RJ[UKECN JQUV OC[ NGCF VQ KPETGCUGF RGTHQTOCPEG FGITCFCVKQP QH VJG 8/U KP VJG UCOG RJ[UKECN JQUV� FWG
VQ KUUWGU UWEJ CU G�I� ECEJG EQPVCOKPCVKQP� &WG VQ VJG HCEV VJCV VJG PGKIJDQTKPI 8/U OC[ DG CEVKXCVGF QT FGCEVKXCVGF
CV CTDKVTCT[ VKOGU� VJG TGUWNV KU CP KPETGCUGF XCTKCVKQP KP VJG CEVWCN RGTHQTOCPEG QH ENQWF TGUQWTEGU� 6JKU GាGEV UGGOU
VQ DG FGRGPFGPV QP VJG PCVWTG QH VJG CRRNKECVKQPU VJCV TWP KPUKFG VJG 8/U DWV CNUQ QVJGT HCEVQTU UWEJ CU UEJGFWNKPI
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https://en.wikipedia.org/wiki/Cloud_manufacturing
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RCTCOGVGTU CPF VJG ECTGHWN UGNGEVKQP OC[ NGCF VQ QRVKOK\GF CUUKIPOGPV KP QTFGT VQ OKPKOK\G VJG RJGPQOGPQP� 6JKU
JCU CNUQ NGF VQ FKឹEWNVKGU KP EQORCTKPI XCTKQWU ENQWF RTQXKFGTU QP EQUV CPF RGTHQTOCPEG WUKPI VTCFKVKQPCN DGPEJOCTMU
HQT UGTXKEG CPF CRRNKECVKQP RGTHQTOCPEG� CU VJG VKOG RGTKQF CPF NQECVKQP KP YJKEJ VJG DGPEJOCTM KU RGTHQTOGF ECP
TGUWNV KP YKFGN[ XCTKGF TGUWNVU��=��? 6JKU QDUGTXCVKQP JCU NGF KP VWTP VQ TGUGCTEJ GាQTVU VQ OCMG ENQWF EQORWVKPI
CRRNKECVKQPU KPVTKPUKECNN[ CYCTG QH EJCPIGU KP VJG KPHTCUVTWEVWTG UQ VJCV VJG CRRNKECVKQP ECP CWVQOCVKECNN[ CFCRV VQ
CXQKF HCKNWTG��=��?

22.16 Monopolies and privatization of cyberspace

2JKNQUQRJGT 5NCXQL ľKĿGM RQKPVU QWV VJCV� CNVJQWIJ ENQWF EQORWVKPI GPJCPEGU EQPVGPV CEEGUUKDKNKV[� VJKU CEEGUU KU
“KPETGCUKPIN[ ITQWPFGF KP VJG XKTVWCNN[ OQPQRQNKUVKE RTKXCVK\CVKQP QH VJG ENQWF YJKEJ RTQXKFGU VJKU CEEGUU”� #EEQTFKPI
VQ JKO� VJKU CEEGUU� PGEGUUCTKN[ OGFKCVGF VJTQWIJ C JCPFHWN QH EQORCPKGU� GPUWTGU C RTQITGUUKXG RTKXCVK\CVKQP QH INQDCN
E[DGTURCEG� ľKĿGM ETKVKEKUGU VJG CTIWOGPV RWTRQTVGF D[ UWRRQTVGTU QH ENQWF EQORWVKPI VJCV VJKU RJGPQOGPQP KU RCTV
QH VJG“PCVWTCN GXQNWVKQP”QH VJG +PVGTPGV� UWUVCKPKPI VJCV VJG SWCUK�OQPQRQNKGU“UGV RTKEGU CV YKNN DWV CNUQ ិNVGT VJG
UQHVYCTG VJG[ RTQXKFG VQ IKXG KVU“WPKXGTUCNKV[”C RCTVKEWNCT VYKUV FGRGPFKPI QP EQOOGTEKCN CPF KFGQNQIKECN KPVGTGUVU�”
�=��?
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6JG HQNNQYKPI KU C EQORCTKUQP QH UQOG ENQWF EQORWVKPI UQHVYCTG CPF RTQXKFGTU� # OQTG EQORTGJGPUKXG NKUV ECP DG
HQWPF CV VJG HQQV QH VJKU RCIG�

23.1 General information

23.2 Supported Hosts


YJCV VJG ENQWF UQHVYCTG TWPU QP�

23.3 Supported Clients


YJCV VJG ENQWF UQHVYCTG YKNN TWP CU C XKTVWCN KPUVCPEG�

23.4 Providers

2CC5 RTQXKFGTU YJKEJ ECP TWP QP +CC5 RTQXKFGTU 
“KVUGNH”OGCPU VJG RTQXKFGT KU DQVJ 2CC5 CPF +CC5��
2CC5 RTKEKPI EQORCTKUQP QH JQUVKPI UGTXKEGU�

23.5 Features

• (CKNQXGT � UWRRQTVU CWVQOCVKE JCPFNKPI QH JCTFYCTG HCKNWTGU 
(CKNQXGT� 
RCTVKCN KPFKECVGU HCKNQXGTU QH EQPVTQNNGT
PQFGU CTG PQV UWRRQTVGF�

• 1%%+ � UWRRQTVU 1RGP %NQWF %QORWVKPI +PVGTHCEG

• X%NQWF � UWRRQTVU X%NQWF OKITCVKQP

• 5� � UWRRQTVU #OC\QP 5� XQNWOGU

23.6 See also
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https://en.wikipedia.org/wiki/Platform_as_a_service
https://en.wikipedia.org/wiki/Failover
https://en.wikipedia.org/wiki/Open_Cloud_Computing_Interface
https://en.wikipedia.org/wiki/VCloud
https://en.wikipedia.org/wiki/Amazon_S3
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23.8 Text and image sources, contributors, and licenses

23.8.1 Text
• Virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�8KTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� $TGCMRQKPV� 'ZRCVTKEM� (WTT[MGH�

,GាS� $GCTECV� 2GPIQ� 6QDKCU $GTIGOCPP� -CM� 7\WOG� 'PE[� 8GNGNNC� 8GTUCIGGM� /CJCPIC� 9QQJQQMKVV[� 2QN���� 5KFFJCPV� 9CXGNGPIVJ�
$JP[� ,GPIGNJ� 5OCEM$QV� )TKDGEQ� 8GTOQTGN� 6JWORGTYCTF� 0KEM .GXKPG� 9CTTGP� ��"T� -XPI� 3WCGNGT� 6GTT['� %QNQPGN 9CTFGP� 7P�
ENG&QWIIKG� #TVGOI[� (NGGV%QOOCPF� 5KT .QVJCT� ;WMQDC� )QIQ &QFQ� -WDCPE\[M� 9KFGHQZ� 8KEVQT#P[CMKP� ,#P&DQV� 0CRQNK4QOC�
-KVFCFFKQ� &GMKOCUW� )GTOCP:� +P 6TCPUKV� (WPCPFVTXN� 8QNMQX$QV� 9TGX� <JGPSKPNK� *GKUGT� ,GT\[6CTCUKWM� 5XKEM� 5VCVKE)WNN� (CTTCJK�
%KWFCFCPQ)NQDCN� .OU����� 4CHC#\GXGFQ� 2QKPVKNNKUV� 5YVGEJYT� 8FOGTCL� 5(���� :.KPM$QV� 0GRGPVJGU� &UKOKE� $C\L� #FFDQV� )JGV�
VQDNCUVGT� -KVEJ/� /T1NNKG� ,CURGT &GPI� ,CTDNG� .WEMCU�DQV� 2ECR� 9CFCOLC� ,MGQIJ� #PQOKG$16� /CVGTKCNUEKGPVKUV� /�COLCF�UCGGF�
0CMCMCRCIRCDCICDCI� <GTQ 6JTWUV� )GGM����� 9KUGYCXG� $QNG[P�� 7OCYGTC� 2KPGVJKEMGV� *4QGUV$QV� /*25/� ;WPUJWK� 9Q�NWTGP�
4CMCTNKP� 4KREJKR $QV� 5ODCV�RGVTQU[CP� 8KTVKOQ� &DCUVTQ� 'OCWU$QV� 5NKEGQHOKCOK� $CVJCYGU� )QKPI$CVV[� +ECPVVJKPMQHCPCOG�OUP�
. -GPUKPIVQP� 5WPKN���� 2GVTD� %NWG$QV 0)� /GNDQWTPG5VCT� #TFCJCN�PKVY� %PVTCU� 9KFT� 1RGPU[UVGOUOGFKC� $NGYKUQRGPU[UVGOUOG�
FKC� $UNGYKU�� 6GZCUិIJV����� 9CUDGGT� 6KVK\GDKQWVKHQWN� /KEJCGN 8KEM 2*+� ,/,GFKVQT� %QNNKPWUE� )NCEKCNHQZ� #PUJWNP��� 2FGNXGE�
EJKQ� &CT[NIQNFGP� 5QHVYCTGSC� %CNUQHV���� %JTKU)WCNVKGTK� &YTKIJV����� 5KOQP$TCOិVV� )KUQ����� %QFGPCOG .KUC� 9GDENKGPV����
,COGUG[�� .WIKC����� 5VGHOQTTQY� &CXG $TCWPUEJYGKI� &$JCXUCT���� 4WD[ /WTTC[� %MQNKCU� $TM� �� 5EQV:9� 9KNNU��� /QPMDQV�
5JTWVKD���� CPF #PQP[OQWU� ���

• Hardware virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�*CTFYCTG���XKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� 2PO� 4QP\�
0WTI� 4UFWJCOGN� &TCVOCP� %ORTKPEG� 2QN���� $KNDQ����� 4LYKNOUK� $GTPCTF XCP FGT 9GGU� %JQDQV� 9CXGNGPIVJ� 5OCEM$QV� &CI'T�
NKPI5O¹TITCX� &N����� /TQ\NQI� 7PENG&QWIIKG� 5KT .QVJCT� /DNWODGT� ,#P&DQV� *QPGVVG� -YGUVGTJ� %WEKPQVVC� $KNNKPIJWTUV� *GKUGT�
1QKKYY� ,GTT[QDLGEV� 5XKEM� 0KEGIW[GFE� 4RTRT� ,WUFCHCZ� <QFQP� &UKOKE� #FFDQV� /QTVGPUG� 6JGECTR[� /T1NNKG� ,CURGT &GPI� ;QDQV�
2ECR� $GEM[ 5C[NGU� -COKMC\G$QV� #PQOKG$16� :SDQV� 6C[NQL� #PKOKUV� #PPC (TQFGUKCM� (TGUEQ$QV� 5MCVGUOGP� 9KNNKCO 5WT[C 2GT�
OCPC� #�YCU[NGYUMK� ,GUUG 8�� ,HOCPVKU� ,UFWUVKP� /CPCURTCMCUJ��� 5JGPE[RGVGT� 4QDDKGOQTTKUQP� ,QJP #RNGUUGF� %NWG$QV 0)� ,HCNMGPV�
*CTKJU� %VQRJCO� %QFGPCOG .KUC� $DCTVNQOKGL� 4QVNKPM� ;K(GK$QV� /QPMDQV� %QOUEK5VWFGPV CPF #PQP[OQWU� ��

• Full virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�(WNN���XKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� 7\WOG� $GNCPF� 'C�
ING1PG� 1FCNEGV� )TGIQT$� 5GIC���� 4LYKNOUK� %JQDQV� (TQVJ� /QFKH[� 'NQPMC� )TKDGEQ� ,GTQOG %JCTNGU 2QVVU� %QNQPKGU %JTKU� (TCR�
5RKPCNKV[� 3WCGNGT� 7PENG&QWIIKG� /YCTTGP WU� $TCFOMLT� 6GFKEMG[� 9JKVGINKVVGT��� %QOOQPU&GNKPMGT� .KNCE 5QWN� 9TGX� $KUEWKVVKP�
'YQMK9KMK� #NV\KPP� %NWG$QV� *KFTQ� 5(���� &UKOKE� #FFDQV� 'NUGPFGTQ� /T1NNKG� ,WIINGT����� #PQOKG$16� 9QQF[TKFFNG� %:%8�
5OTGFQ� .NWMQOUM� 'ZRGTVQWT� 5JUJOG� 9GNVOGKUVGT����� 8KTVKOQ� #PIT[VQCUV� 9���� %NWG$QV 0)� %QFGPCOG .KUC� 5QOGQPG PQV
WUKPI JKU TGCN PCOG CPF #PQP[OQWU� ��

• Paravirtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�2CTCXKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� &COKCP ;GTTKEM� .GCPFTQF�
4N� 2CDQWM� .WRKP� ,KO&� #NKUVCKT/E/KNNCP� -JCNKF JCUUCPK� %QPTCF2KPQ� -WVWNW� +OTQ[� 4KEJ (CTODTQWIJ� ;NCK� .KPWZNCF� +PVGTKQV�
5WTWGPC� 5WPDK\����� )TGIQT$� 4GKUKQ� 2OE� +PVIT� 9KMK9KMK2JKN� 9CUVGF 6KOG 4� 2EQWNQODGCW� <KICOQTRJ� &CPKGN $QPPKQV FG 4WKU�
UGNGV� 5XGPUVCTQ� 2GIUJKR� &T*QM� %JKR <GTQ� $CPWU� /CTM JGTOGNKPI� #OWZ� 6JWORGTYCTF� (TCR� #FCOCPVKQU� 6QORUEK� 9CTTGP� ,\)�
0CING� 3WCGNGT� 4KQTFCPOT� 7PENG&QWIIKG� 2CWN (QZYQTVJ[� :N[PZ� $TCFOMLT� *NUW� 8QNMQX$QV� :CPFGTFCF� 5KG$QV� +UVJKUVJKPIYQTMKPI�
ϞϷЁϴЂϰ ϾϬϲϵϩϬϱ� #FFDQV� &CY[PP� (CNVUEJWNGT� 'NUGPFGTQ� ;QDQV� *QWUGNKHVGT� 2CDNQ%CUVGNNCPQ� 0CX�YKMK� #NHQPU�ETGURQ� (TGUEQ$QV�
)CTCPFGN� 8KTVKOQ� %H� *C[� -JCLCGC� &CXKF.GKIJ'NNKU CPF #PQP[OQWU� ��

• Hypervisor 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�*[RGTXKUQT!QNFKF���������� $POUSJCVUPST� #ZGN$QNFV� )JCMMQ� &EQGV\GG� *CXCTFM�
8KUQTUVWា� 'CTVJUQWPF� 0WTI� $TQWJCJC� .GXKP� &TCVOCP� &CX�KU� /DQXGTNQCF� 7\WOG� %QPTCF2KPQ� 2DCPPKUVGT� 6JG1DVWUG#PING1H�
&QQO� /QZH[TG� 6JQTYCNF� 2TCZKU� )TUVCKP� 4QUU2CVVGTUQP� 5DD� %JTKU,� $GPFGT���� 2CWN/'FYCTFU� %UCDQ� #PFTGYROM� 5PQYQNH�
8GNGNNC� 4QPCTM� &CP5JGCTGT� 4QVJICT� 2CWNK���� 4KPIDCPI� .KPCU� ,()� )TGIQT$� /CTM 9KNNKCOUQP� /CTWFWDUJKPMK� 4LYKNOUK� /HYKNNU�
2*GPT[� 2OE� (NC$QV� 2TWGHGT� 3WWZRNWUQPG� 'WIGPG 'UVGTN[ +++� $IYJKVG� (TCPM6QDKC� ;WTKM$QV� 2EQWNQODGCW� ,GាJQ[� $QXKPGQPG�
ϗϵϳϧϴ ψϬϱϱϬϷ� &YCTHRQYGT� %NGCTGF CU ិNGF� 8QKFZQT� 5EQRG ETGGR� &TFCXKU� 6JKPMKPI+P$KPCT[� <\WW\\� ,.C6QPFTG� 8KRGT5PCMG����
$GPCPFQTUSWGCMU� (KPGNN� /CTM JGTOGNKPI� 5OCEM$QV� /OGTPGZ� *GPTKQM� 1OPKWPK� )KNNKCO� $TKCPUMK� *OCKPU� %JTKU VJG URGNNGT�
6JWORGTYCTF� -GXKP 4[FG� 6QP[JKPMNG� .KQPVQQVJ� (TCR� 'NK[CJW 5� ,CEQD 2QQP� &YGCXGT� #FCOCPVKQU� 77� /GUQP���� 5EJWNVOE�
9CTTGP� 4WFQNRJ��� 5RKPCNKV[� 4OQJPU� /CTVKPMQR� 5QWO[CUEJ� 0CING� -QTGLQTC� 5OUYKICTV� 7PENG&QWIIKG� 6JGYGDFTWKF� 4C[UQPJQ�
%[FGDQV� 2CO&� 6JKLU�DQV� -WDCPE\[M� 0KEM 0WODGT� #RRNGOGKUVGT� %JCPINKPP� &QWIJGT� 5MCTMMCK� ,#P&DQV� /CIKQNCFKVKU� #RRTCKUGT�
$UYKPPGTVQP� 'JFT� 5GCUJQTGYKMK� 5[ODQNV� )YGTP� &GNWECTFGPCN� *NUW� 2CPCTEJ[� %[RTKGP��� +VU2TQITCOOCDNG� &CXG 6WVVNG� 4GPPKG2GV�
,WNKCPEQNVQP� )%(TGCM�� /KNPKXNGM� /CZ$TQYPG� /G\\CNWPC� /YKNUQ��� &4CF[� -DTQUG� )CODNGT���� *GKUGT� 5KG$QV� 'YQMK9KMK� 0QX�
GNV[IJQUV� :/0DQ[� #NCP75� 'FKH[[Q� %2����� 'EJQ��� *WOCP$GKPI��� %KWFCFCPQ)NQDCN� %JCQUHTGCM��� )NGPKMKPU� 4CPEG&G.QPI�
4QD%JCHGT� 0KEGIW[GFE� &TCIQP$QV� 5QETCVGU����� #GQNKCP���� #PQP N[PZ� $GPPQRKC� 2CWN .K\GT� 0GQ����� 5(���� #VZD[GC� &UKOKE�
#FFDQV� :KQPINKPIHGPI� 'COGK� 'NUGPFGTQ� 4CVQMGUJK� /T1NNKG� 'PQTOCVQT� (CXQPKCP� 6KFG TQNNU� .KIJVDQV� ,CTDNG� $GP $GP� ;QDQV� $WPP[�
JQR��� 2ECR� -COKMC\G$QV� 2GVGT (NCUU� -GJWUVQP� (WNVJGKO� #PQOKG$16� #PGCJ� 2CDNQ%CUVGNNCPQ� 5OTGFQ� .CTT[5VGXGPU� -KEGMRKEGM�
6GEJPQRGFKCP� 6GTTKXUO� 0CUC�XGTXG� 4KDQV$16� .QEQDQV� #NHQPU�ETGURQ� $TGCFVM� $CKUJWYGK� (TGUEQ$QV� .NWMQOUM� %JTKZ*� 9KP�
VGTUV� 5M[GTKUG� ,CPFCNJCPFNGT� #NGZG[ +\D[UJGX� #�YCU[NGYUMK� .KPWZRWPFKV� *CPM[��� 2JNGICV� &DCUVTQ� 'OCWU$QV� ,QJP QH 4GCF�
KPI� $CTPGV�*GTVU� .KCO9GUVNG[� 5NCUJWUTDKP� $DCNDCP� $QNN[LGា� -KYK���� 5KPICRQTKCP� &GOQPMQT[W� 1PG2V���� 'TIGV����� /CKP�
(TCOG� 8QQOQQ� %TQYFVJKPM� ,Gា 5QPI� $DTWEG��� +#O6JG%CPF[OCP� -JCLCGC� 4CIJW 7FK[CT� )GGMD[EJQKEG� 5WOGTEKR� ))5JKPQDK�
5PQY $NK\\CTF� /GCDCPFKV� 8ZCUUKUV� 8KEGPVGPKEQNCWICNNGIQ� 5KOQP$TCOិVV� %QFGPCOG .KUC� ,PCTIWU� &GDTGNN� 9CPFGTGPX[� $QWPE[UJQV�
5EQV:9� #UYKTVJO� /QPMDQV� 8OFQEMGT CPF #PQP[OQWU� ���

• Hardware-assisted virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�*CTFYCTG�CUUKUVGF���XKTVWCNK\CVKQP!QNFKF���������� $PO�
USJCVUPST� -MW� 4EJCPFTC� 7\WOG� 5WRGTINQQO� 9QQJQQMKVV[� 2QN���� $QXKPGQPG� 'NMOCP� 4YZTYZTYZ� 5OCEM$QV� *GPTKQM� )TKDGEQ�
#PVJQP[ .KIWQTK� -PGWHGNF� ,GTQOG %JCTNGU 2QVVU� 5RKPCNKV[� #TMTKUJPC� 3WCGNGT� 7PENG&QWIIKG� %OFT1DQV� 7EQPPDKNN� -WDCPE\[M�
&CXKFJQTOCP� $TCFOMLT� 2VGT[� 6GFKEMG[� 6Q 5GTXG /CP� 8CPRGFKC� #PF[ &KPING[� ,QLCNQ\\Q� )GTCTFQJE� 6TGGMKFU� 5QOG LGTM QP VJG
+PVGTPGV� 'NUGPFGTQ� &QYPNQCF� ;QDQV� 2ECR� 9QQF[TKFFNG� (TGUEQ$QV� .QQQFK� 5JUJOG� ,CPFCNJCPFNGT� #MQN[VJ� :[\\[CXCVCT� 8QQOQQ�
2GVGT ,COGU� +UYCPVQWO[� 5KOQP$TCOិVV� %QFGPCOG .KUC� /CTM XKMKPI� /QPMDQV CPF #PQP[OQWU� ��

• Emulator 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�'OWNCVQT!QNFKF���������� $POUSJCVUPST� &COKCP ;GTTKEM� .GG &CPKGN %TQEMGT� %;&�
7TK[CP� $T[CP &GTMUGP� 4QDGTV /GTMGN� 2KGTTG#DDCV� 5KOQP2� $GP�<KP� /KEJCGN *CTF[� .GZQT� 2PO� 9CRECRNGV� +ZHF��� 6CMW[C/W�
TCVC� ;CTQPH� &EQGV\GG� 6GFKWU <CPCTWMCPFQ� #PFTGYOCP���� (WTT[MGH� )TGPFGNMJCP� 9GTPJGT� ,PK� 4QDDQV� (TGFTKM� #NVGPOCPP�
2KPIXGPQ� 9KMKDQV� &CXKF )GTCTF� /E&WVEJKG� /CTE 8GPQV� &U��� 'XGT[MKPI� 5KTQZQ� -JCNKF JCUUCPK� 8COR9KNNQY� 'FEQNKPU� /CEMGTKX�

http://en.wikipedia.org/wiki/Virtualization?oldid=642075507
http://en.wikipedia.org/wiki/Hardware%2520virtualization?oldid=643479034
http://en.wikipedia.org/wiki/Full%2520virtualization?oldid=619103932
http://en.wikipedia.org/wiki/Paravirtualization?oldid=612470011
http://en.wikipedia.org/wiki/Hypervisor?oldid=635631285
http://en.wikipedia.org/wiki/Hardware-assisted%2520virtualization?oldid=608150636
http://en.wikipedia.org/wiki/Emulator?oldid=634340488
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.K&CQDKPI� $KNNRQUGT� &YGFKV� %GUCT(GNKRG� 7TJKZKFWT� ,Q[QWU�� /UEJNKPFYGKP� /�UU�QPVQOCTU�M�� <QPFQT� #FCUJKGN� &OKVT[-Q� 1UMCT
5KIXCTFUUQP� /QTOGIKN� (TGCMQHPWTVWTG� 5[U[� &KUEQURKPUVGT� *EU� 'XKEG� *V����� 7NK� ;NGG� %CPKU4WHWU� )GP�EKFG� /CVVGJ� (QQDC\�
/KPIJQPI� *CUJCT$QV� #NCPUQJP� .KCQ� ,VCNNGFQ� /CNQ� 6QP[ 5KFCYC[� /TLC��� )QTVW� 5VGKPD&,� -C[ &GMMGT� (QTVGDNCUV� 5KOGVTKECN�
3PQPUGPUG� 9QQJQQMKVV[� 4*CYQTVJ� 6TGXQT #PFGTUGP� 6JQOCU*CTVG� )TCJCO��� 3YGTV[WU� -DFCPM��� ;WTKM� ,+2� 4LYKNOUK� /DWVVU�
.L.� 4CXW[C� :OQQING� )WTEJ� 8K\PWV� 5MK&TCIQP� -TK� %JQDQV� ,RHCIGTDCEM� 4QDQV'� +UWNFQT� 2GVKCVKN� *GFG����� %RE���� $QXKPGQPG�
%NCWPKC� #PQOCNQECTKU� 6KO DCMGT� $QVC��� %CURKCP� <WPCKF� .V�YKMK�DQV� +EGFQI� #TVJWT 4WDKP� 4G[M� )TCGOG.� )TKP$QV� 1PG� .WM�
'TKM 5CPFDGTI� 5OCEM$QV� /OGTPGZ� /KTC� /CGNY[U� &CTMNQEM� %CPVJWUWU� #MUK ITGCV� 5NQ�OQ� %JTKU VJG URGNNGT� 6JWORGTYCTF� %QTP�
ីCMG RKTCVG� &CTVJ 2CPFC� %CP	V UNGGR� ENQYP YKNN GCV OG� (WTD[���� #FFUJQTG� 4GF*KNNKCP� 5JCFQY� 0CMQP� 6QO����� 5CUJCVQ$QV�
0LQOCP[� -WTW� ������� 6JGUQEEGTLWPM[�� #PF[RCPF[�7-� 4QEM�CTQNNC� #TMTKUJPC� 9CVEJUOCTV� /CVVCDCV� *GKV\W� /CPKHGUVCVKQP�
9KUGIQNFិUJ� ,GUVKZ� 6CYMGTDQV�� 'OQVG� 5EQVV9� 4CPFCNNNKP� 4�VIQMWPMU� /QQPMPKIJVWU� #PFTGY*QYUG� &CPEVGT� *KVTQ/KNCPGUG�
%JTKUNM��� 5NQTFCM� &CPKGN 1NUGP� 6JKLU�DQV� 9KMKF��� ,QJP���� ,WUV#)CN� 6CPIGPV%WDG� 5KNXGT 'FIG� .CEJNCP#� #PVK8CPFCN$QV� 9KFG�
HQZ� ,JUQWPFU� 4GCNMQ� -GVJKPQX� /CTM )TCPV� /CNKIPCPV /CPQT� )TGGPUDWTIGT� /CIKQNCFKVKU� $QPIYCTTKQT� 8Q#$QV ++� .GHVDNCPM� 4QDQV�
OCP����� 6TKUCT� %CPFGT����� 5VGRJGPEJQW����� /QIIKG����� #TLWP��� /OGPFG\U� *CាPGT� 2JCTCQJ QH VJG 9K\CTFU� /CPIG��� 'W�
HQZ��� 5RKIQV/CR� 'OWIWTW� 4DCMMGT��� &TWPM5QNQ� 6[ITTT� )%(TGCM�� %CUVNGXCPKCOCUVGT�� ,EGC� 8QNMQX$QV� 6:K-K$Q6� 4GK�DQV�
)HQTEG��� %QOOQFQTGMKF� 5N[URNCEG� .GCXG5NGCXGU� /CUVGT $KIQFG� 9KMK.QEQ� /CNWU %CVWNWU� 5JGឹGNF5VGGN� $CTTQKFU� 5[PVJGDQV�
*GNC[PGJCI� 0GRCTKU� 5KG$QV� 2CWN������ ;QPC$QV� :�(K�� ;KPVCP� *CE��� (N[GT��� 1Z[OQTQP��� 6GEJOCP���� 5VCVKE)WNN� %NWG$QV�
%\CTMQា� /KNF $KNN *KEEWR� 5[UVGO��� &QOKPCT 4[IGN :8+� 9CNVGT)4� &GMKUWIK� #D,��� '/7(QT\C� &GT$QTI� %JKNFUTGXQNV� + ETGCVGF
QPG� 5(���� &CTMKEGDQV� 0GWTCNYCTR� 4QZ[ VJG FQI� 4TQT� +PIGT#N*CQUWNWK� &UKOKE� #FFDQV� *CTXKGE\� /T1NNKG� ����YEV� ,WPQ����
$TWVWUNXT��� #CR����� 1XRC� ,CTDNG� 2CDNQKIPCEKQ ��� ;QDQV� 2/.CYTGPEG� 6*'0 9*1 9#5 2*10'!� #PQOKG$16� .CY� /CVGTK�
CNUEKGPVKUV� :SDQV� �+���+�� /KEJCGOK� ,GាYCPI� #OCWT[� %JCTXGUV� %JCVWN� %JCJGGN 4KGPU� %CVVGT��� (TGUEQ$QV� 2FGDQPVG� 2KPGVJKEMGV�
#FNGTDQV� 4GF$QV� /CUVK$QV� 7PTWN[GXKN� /#:::����� &#5*$QV� 'OCWU$QV� 9KMKVCPXKT$QV� #XKE#9$� 'DTCODQV� %QCUVGTNQXGT�����
4QOCNKCU� 4CTG #MWOC� %NWG$QV 0)� #WTGNKQ����� 6KVQFWVVC� 2JPQO2GPEKN� +UCEFCCXKF� $CVV[$QV� /SWKPUQP� %QFGPCOG .KUC� 2CXGN
6MCEJWM� /QIKUO� #$WPPGNN� ,QFQUOC� 4GFC EQUK� 1TCPLGNQ���� /QPMDQV� #DE ��� FGH ���� #U*C(.QMK� 2TCVCRU�� CPF #PQP[OQWU�
���

• Snapshot (computer storage) 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�5PCRUJQV���
EQORWVGT���UVQTCIG�!QNFKF���������� $POUSJCV�
UPST� )JCMMQ� 2PO� )NGPP� 7\WOG� ;7.��;;<� &CPJCUJ� 2F&GOGVGT� 9QQJQQMKVV[� .QUV�IQDNKP� (NC$QV� )TG[%CV� %JQDQV� 4WUU$QV�
պնխցօ չղօյ� 5CRGT� 8QKFZQT� 5OCEM$QV� 4GGF[� *OCKPU� /CKTKDQV� 6JWORGTYCTF� ,GTQOG %JCTNGU 2QVVU� *CTT[DQ[NGU� 0,#� .GG %CTTG�
%[FGDQV� +CP /CEKPVQUJ� 6JKLU�DQV� 0KEM 0WODGT� .GP\)T� %QORWVGT�2GTU� )YGTP� 5VGRJGPEJQW����� -NCWU 9WGUVGHGNF� &QE CDGTFGGP�
$C\ YJ[VG� 1OE� 5KIPCNJGCF� %LWCPU� ,EGC� (UOQWTC� /CTVCTKWU� %NWG$QV� 2KZGN$QV� ,KOO[ (NGKUEJGT� /[UV$QV� &UKOKE� #FFDQV� 4QP�
)TGXKPM� .WEMCU�DQV� ;QDQV� (TGUEQ$QV� ()TQUG� 5VGHCP9GKN� *CLGECVG� /CUVK$QV� 'OCWU$QV� (CKTYKP��� %NWG$QV 0)� 4COCMUQWF�����
%JTKU)WCNVKGTK� .CIQUGV� *CKHC#NOUJCTK� /QPMDQV� 6GTT[#NGZ� $GPOCVJCV� ,QUGRJKPGDKVCPIEQT CPF #PQP[OQWU� ��

• Migration (virtualization) 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�/KITCVKQP���
XKTVWCNK\CVKQP�!QNFKF���������� $POUSJCVUPST� $TGCM�
RQKPV� $GCTECV� /IKICPVGWU�� ;JP/\Y� &UKOKE� *GNRHWN 2KZKG $QV� $CVV[$QV CPF #PQP[OQWU� �

• Operating-system-level virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�1RGTCVKPI�U[UVGO�NGXGN���XKTVWCNK\CVKQP!QNFKF����������
$POUSJCVUPST� 4R� 2TCV[GMC� ,Q[� .RTQXGP�9OCJCP� 'TQWZ� 4QUU2CVVGTUQP� &GOKVUW� *CZYGNN� )JQUGD� 6JG2CTCPQKF1PG� ,JGTVGN� 5WTWGPC�
9QQJQQMKVV[� %COY� 4GKUKQ� +PVIT� 4QDQVQ FG #LXQN� )CTFCT 4WTCM� )CKWU %QTPGNKWU� $QXKPGQPG� <CE$QYNKPI� /KMJCKN)WUCTQX� 5OCEM�
$QV� 1FKNG$� $TKCPUMK� $NWGDQV� 6JWORGTYCTF� ,UCXKV� 9CTTGP� #�D� 5QWO[CUEJ� .GMUG[� .WKU+DCPG\� &KEMN[QP� ,CEM 9CWIJ� 3WCGNGT�
7PENG&QWIIKG� 4C[UQPJQ� 2WGT'Z/CEJKPC� &TGCO QH )QCVU� 6JKLU�DQV� <CRRCEM[� -���� 'NGEVTQP�� ,Gា8� 0CRQNK4QOC� $TCFOMLT�
$GTVN� .QIUPCCVJ� .GPI[GNVQO� &QE CDGTFGGP� 4	P	$� 0QPQ��� #PFCTGGF� 5KNCU 5� $TQYP� %CTNC 5CិICP� 6TCU\� �UVTQMGYQQN� :CPFGTFCF�
5EJGKDGP\CJN� (TGGXRU� $NWGDNK\\[� 'YQMK9KMK� 'EJQ��� $TKCP )GRRGTV� 6JG 6JKPI 6JCV 5JQWNF 0QV $G� 0KEGIW[GFE� 5(���� &GNV���
&UKOKE� #FFDQV� -KVEJ/� /T1NNKG� 5KODKT� ;QDQV� 'FQG� ,NITQEM� #PQOKG$16� .KN*GNRC� $DGPUQP���� 6GTTKXUO� /CPQN4QWLKPQX� .W�
EKGP$16� 9CNFKT$QV� 3ិUUNGT� 'ZRGTVQWT� 5CិPCUMCT� &KXKPKV[��� ,CPFCNJCPFNGT� 6TGOCUVGT� 6KOVGORNGVQP� 4QCFDWTPU� /[UVGT[VTG[� -W�
OCT&5WMJCPK� /WUKM#PKOCN� 4GNKGPV��� #K������� %COWUGPUGK� 5KOQP$TCOិVV� %QOR�CTEJ� 5[UVGODGNNG� #NZHCTT� &QWIJ��� 5EQV:9�
/CEJQTDKVCN� %CRV6QHQ� 0GNUQPMCO CPF #PQP[OQWU� ��

• Application virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�#RRNKECVKQP���XKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� /KEJCGN
*CTF[� #PFGTU (GFGT� )NGPP� 4EJCPFTC� 9OCJCP� -GXKP $��� ;QPMGNVTQP� 'PTKE 0CXCN� 5CO -QTP� /WUKRJKN� #PVJQP[ #RRNG[CTF�
4LYKNOUK� 7VWCFQ� $WVTQU� 9CXGNGPIVJ� $JP[� &ENCRR� $QXKPGQPG� 2GIUJKR� %NQUGFOQWVJ� &CTTGN HTCPEKU� 5OCEM$QV� 4C[YQQF� )TKDGEQ�
,):GPKVG� ,QP*CTFGT� 4QOCP5RC� 6CUV[2QWVKPG� 7PENG&QWIIKG� %JGDWTCUJMC� /OEECT� 2JCVQO��� ;WMQDC� 5CNCJZ� /CTE"CIGPVQU�PGV�
&CYPUGGMGT����� ,QJP 'TKEUQP� 6[RQEJKOR� 5JKIFQP� /CIKQNCFKVKU� 9CCEUVCVU� &TO���� #PCPFEX� 8RHCK\� ,QGYUMK� 6UOKVV[��� 56$QV&�
'IOCUQP� 6:K-K$Q6� 1NCX0� &MCTQHUM[� 2JQDQU��� &CVC5[PCRUG+PE� &GPKUCTQPC� ,XNQEM���� %NWG$QV� 4CL�GOOCPWGN� 'Q)W[� #TVGO�
4C\KP� -CVJNGGP�YTKIJV�� 5QETCVGU����� /WTQ $QV� 5WDCUJ�EJCPFTCP���� 5(���� 6TCXKU#(� &UKOKE� 0QXGODGTFQDD[� #FFDQV� /QTVGPUG�
/T1NNKG� ,CURGT&GPI� %JTKU 0GXKNNG�5OKVJ�/C[CPMLQJTK� /LSWKPP KF� ,CTDNG� 1VKFGPGDQVUGPTG� 'VJKQ4WUUKCP� %NQWF�M\� ,GTGDKP� #PQOKG$16�
#TVJWT$QV� &RGTPCT� 4CMGUJ KPFKC� 6GTTKXUO� 7����� 0LQJPU��� (TGUEQ$QV� 5YUOKVJ��� 9KPVGTUV� 'NXKPCUQUC� /KMGOQP\QP� 6TCRRKUV VJG
OQPM� 9Q�NWTGP� /QTG0GV� %JTQPQ-KPGVKE� ,GUUG 8�� /VI����� &#5*$QV� 6KOVGORNGVQP� /OGKLGTK� 4QEMGVDKTF��� +VURTCIGG� .CTUTGKP�
/[QJCK� %TWKUGT ���� .QQUGECDQQUG����� /GNDQWTPG5VCT� 5JCFFKO� /GTN+Y$QV� /KNYQTMGT� .GGNCP3WDKE� 5KOQP$TCOិVV� %JGQNUQQ�
5OCTVRCEMGT� &CXG $TCWPUEJYGKI� 'RKEIGPKWU� /GNQPMGNQP� %GFTKE�XKPEGPV� $2.CDU9KMK� *QUVGFFGUMVQRIWTW� 8KTVWCNUCIG� 8KTVWCN���
)KQTIKQ�DQPWEEGNNK� .GQPYCNUJ��� 6�CFMG��� 0U UCK CPF #PQP[OQWU� ��

• Portable application 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�2QTVCDNG���CRRNKECVKQP!QNFKF���������� $POUSJCVUPST� &COKCP ;GTTKEM�
*CCMQP� +PFGHCVKICDNG� 'RK8KEVQT� #NKUVCKT/E/KNNCP� &ECPFGVQ� 'PTKE 0CXCN� &CTYKPRQNKEG� )W[ *CTTKU� 9QQJQQMKVV[� ,CPPGZ� 2QN����
,YQQFIGT� 5GKFGPUVWF� /T�7PMPQYP� (TCIINGV� $QTIZ� %[DGTECV� ,� /�� ,GPIGNJ� 5RWTKQWU3� %���� 4YYYY� 5OCEM$QV� 4OEEWG� )KNNKCO�
%JTKU VJG URGNNGT� $NWGDQV� 6JWORGTYCTF� 'PE/UVT� *CKFWV� 'FIG1H'RUKNQP� <JKPMGT� /CVVJGY-CTNUGP� 2YLD� #NFCFGP� 5RKPCNKV[� /QLQ�
EJCP� 9CNMU9KVJ)TK\\NKGU� 'NK[CM� 5LNGYKU� -QYGLC� 7PENG&QWIIKG� *KQIWK� %JQXCKP� 6/0� #PFTGY*QYUG� /DNWODGT� %ICPF� %TKV�
VGT0;%� 2CFFNGU� 0WYGYUEQ� 6JKLU�DQV� 5CNCJZ� .QWKU 9CYGTW� #PVK8CPFCN$QV� .KSWKF�CKO�DQV� &K\\[6GEJ� ,CVMKPU� +PHQXCTKWU� ,GTQOG�
,GTQOG� 0WODQ�� 5JCYP KP /QPVTGCN� 56$QV&� 8QNMQX$QV� 6:K-K$Q6� 1NCX0� ,JU$QV� ,COGNCP� 6QG2GW�DQV� #PVQPKQ .QRG\� %2�����
5PCTMQUKU� %NWG$QV� .KQPU2JKN� 2CUECN�MQVVG� -CURQDQV� 5QETCVGU����� 1ECTTG� %QNQTOCIKE� ���7� $16CTCVG� 2QTVC���� /QQPTCFCT�
5(���� /KCOK������ &WO<K$Q6� :.KPM$QV� 5GCP <JW� #FFDQV� 'NUGPFGTQ� .KXGDKTF� 0LCTFCT$QV� /T1NNKG� &C[QHUYQTFU� 6KFG TQNNU� ,CT�
DNG� 2VDQVIQWTQW� 1MI����� %TQEQFKNG/KUិV� -COKMC\G$QV� ,GTGDKP� 6GORQFKXCNUG� #PQOKG$16� 4LCPCI� -KPIRKP��� &T .GCP� #TVJWT�
$QV� 2CFGPPK� 1DGTUCEJUGDQV� 6JGFQP���� 2KNNDWIUCOO[� /CTVP[O� 1OPKRCGFKUVC� /KEJCGN������ $GP\QN$QV� -CNMK���� *GNNMPQY\�
5M[GTKUG� 6C\���� /WVGM #PFTQKF� .KPWZ#PIGN� #UFHUHU� &KCOQPFNCPF� %NWG$QV 0)� 5JCFFKO� .QRGUOCKQ� $UJQRG� */OCP� ,UCP�
VGUOCUGU� .GGNCP3WDKE� &CTCHUJ$QV� .QICPHCNEQ� /[EQPKZ� %GFTKE�XKPEGPV� .CIQUGV� 2QTVCDNGUQHVYCTG\QPG� 6�CFMG�� CPF #PQP[OQWU�
���

http://en.wikipedia.org/wiki/Snapshot%2520(computer%2520storage)?oldid=640025235
http://en.wikipedia.org/wiki/Migration%2520(virtualization)?oldid=636167927
http://en.wikipedia.org/wiki/Operating-system-level%2520virtualization?oldid=644214561
http://en.wikipedia.org/wiki/Application%2520virtualization?oldid=644001211
http://en.wikipedia.org/wiki/Portable%2520application?oldid=634261877
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• Memory virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�/GOQT[���XKTVWCNK\CVKQP!QNFKF����������$POUSJCVUPST� 'ZRCVTKEM� ,QUJ
2CTTKU� (TCR� *W��� 7PENG&QWIIKG� 7PKQPJCYM� 0GWUVTCFCOWU� -WDCPE\[M� 5JCT�4� 8QNMQX$QV� ,.�$QV� %CTN XQP $NKZGP� 5EJTGKDGT$KMG�
$WPP[JQR��� 2NC[U9KVJ.KHG� (TGUEQ$QV� :�S� 6UKRK� %NWG$QV 0)� -JKNCFK ����� %QFGPCOG .KUC� -CWNICWTCX��� 5VGHOQTTQY� /C[MWTWVW
CPF #PQP[OQWU� ��

• Storage virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�5VQTCIG���XKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� 2PO� /KEJCGN
&GXQTG� %JQYDQM� #O���� +ECKTPU� %QTVK� +N[C*C[MKPUQP� %DFQTUGVV� ,QTWPP� 4LYKNOUK� 5EJWOKP9GD� +PVIT� 9CXGNGPIVJ� $JP[� 6JG�
&TGY� 5VGXG.QWIJTCP�/GPPKU� 5OCEM$QV� 4GGF[� 6CP\GNOQ� ,QP*CTFGT� 0CMQP� ,\)�-WTW� 5QWO[CUEJ� &KEMN[QP� %OFT1DQV� 4C[UQPJQ�
.%2� -WDCPE\[M� 0KEM 0WODGT� &2F*� -TOCFJWMCT� #WUVKPOWTRJ[� 5YRD� %CVIWV� 4HGNNQYU� #PPUKNXGTVJQTP� 2GVGT %JCUVCKP� ,QJPJC�
$C\ YJ[VG� %NGTMU� 2TQXKDG� /CFGTKCDQ[� )6����� -DTQUG� /T�LGា�UJGNNG[� #CI�\� 4KEJCTFINGPFGPPKPI� 5QNGTC6GE� 'UVJQP� (GNKPG *[O�
PKE� )RHYGUVKG� #NGMUF� 4QDGTVKPHCPVKPQ� #PVKEKRCVKQP QH C 0GY .QXGT	U #TTKXCN� 6JG� #FFDQV� 1NFGT CPF ��� YGNN QNFGT� ;QDQV� 1\IWTFQ�
ICP� 6QODQJCPPQP� /CVGTKCNUEKGPVKUV� ,QDWVCG� :SDQV� ,��P� 1OPKRCGFKUVC� ,KPZ[PKZ� 5IV (NQ[F 2GRRGT� (TGUEQ$QV� $GVCVGUVGT�� 0VQGRHGT�
$GP\QN$QV� 9KMKFWFG���� 0Q�ECP� /GPUEJ����� #PCPFJO� /JGUMGVV� #OKNN\KG� ,QJP QH 4GCFKPI� (CKTYKP��� 8KPC[EJKVVK� /CTEី� /W�
UKE 5QTVGT� $QOC\K� /KTQUNCY�HTCPGM� %NWG$QV 0)� /CVVJKCURCWN� 0KVKPVJGMJCPFGNYCN� %CPCFKCP$GCV,WPMKG� 9KFT� *GNRHWN 2KZKG $QV�
#WUUKG5VQT$NQI� %KV[1H5KNXGT� #KUVGEQ� %CODGTNG[DCVGU� -PKGTKGOGP� 0QYH CPF #PQP[OQWU� ���

• Network virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�0GVYQTM���XKTVWCNK\CVKQP!QNFKF���������� $POUSJCVUPST� 6JG #PQOG�
2KIUQPVJGYKPI� /KEJCGN &GXQTG� 4EJCPFTC� &KUEQURKPUVGT� (KTUHTQP� 4LYKNOUK� &CFGTQV� (KPGNN� 5OCEM$QV� 7PHQTIGVVCDNGKF� <CE��� +TKFGU�
EGPV� 7PENG&QWIIKG� %OFT1DQV� 0CRQNK4QOC� %WTVDGEMOCPP� 5VGHCPKCD� #NGZ)CNKU� (CTTCJK� &TOKGU� $QKPI� UCKF <GDGFGG� 8KVCDTGXKU�
UKOC� #FFDQV� )TCJCO�(QWPVCKP� /T1NNKG� (KHV[SWKF� .WEMCU�DQV� ;QDQV� /CVGTKCNUEKGPVKUV� :SDQV� (TGUEQ$QV� )TGGPDQKVG� /KMG�������
&CVCEGPVGTCTEJKVGEV� 5JCYP ZKG� /DTCPFYKP� #YCV��� %MQNKCU� ,KCPJWK��� (NCXKQ�GURQUKVQ�YKMK� .TQPI\JGPK� .KCPI���� CPF #PQP[OQWU�
��

• Software-defined networking 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�5QHVYCTG�FGHKPGF���PGVYQTMKPI!QNFKF���������� $POUSJCVUPST�
&KUFGTQ� ,Q[� ,GាS� $GCTECV� &GPYKF� 4EJCPFTC� -JCNKF JCUUCPK� )NCWEWU� 9CLNGG� 2NCPGVPGWVTCN� /CNEQNOC� ,RDQYGP� /QWEJGT� #DWPG�
$CEM CEJG� 5EQVV &KCN� 6JWORGTYCTF� 'GYCPEQ� &GTGM 4 $WNNCOQTG� $WUJUH� -XPI� 2CVTKEMYQQNFTKFIG� /GGM/CTM� ,CE������ #PF[L�
UOKVJ� 0KEM 0WODGT� 'TKM*GFDGTI� &QWIJGT� 4CKNTWNG\� %WTVDGEMOCPP� %QOOQPU&GNKPMGT� )KNNYKNN����� ,ECUOCP� 8LCTFKP� 9FYF�
/KNF $KNN *KEEWR� 5JCFGF�� 2JKNGCUUQP� :.KPM$QV� &UKOKE� 5NWD)NWD� #FFDQV� .WEMCU�DQV� ;QDQV� *GCFKPI� #PQOKG$16� 4QJKV VCNWM�
FCT� 4QVGNNCO�� 5JWNKPK� /YGJNG� #YCPI��� 0COGNGUU��� (TGUEQ$QV� .NKD ZQE� 8ONCMGT� 0CIGJ� 9 0QYKEMK� ,0QTOCP���� )LECTVGT�
,P4QWXKIPCE� 8�RQF\KOGM� 'OCWU$QV� &GYTKVGEJ� #NHTGFQ QWICQYGP� $QD)QWTNG[� /CKP(TCOG� %NWG$QV 0)� &HCTTGNN��� *GNRHWN 2KZKG
$QV� 2TQHLGTQOG� $)��DQV� #NCKP 2CPPGVKGT� 0[CXCVCT� /QTPKPI 5WPUJKPG� /CTVKPECUCFQ� ,WUVKPEJGPI������DQV� 5OKPKOCP� /�UFCVC�
5CTFGNNC�� /CTOCFWMGJWUUG[� 'RKEIGPKWU� 1PGGKIJVGGP���� /CTEGNNC 9QNHG� 'XGTITGGP(KT� 5KTPGTF� -�\MC� 5QOGQPG PQV WUKPI JKU TGCN
PCOG� 3VIW[��� (GCOUVGT� 5GCPMOEENQUMG[��� )QNFCXDGTI� 4CLGGXKLG[VC� 9TKV NCTIG� $PDCZCPK� &CXGIKPUDWTI� 5U)GT����� *MRTGUU�
4DWTMG�� 0QSWGF� 5CTFGNNC��� 4GDGEEC5CNKG� CPF #PQP[OQWU� ��

• Network Functions Virtualization 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�0GVYQTM���(WPEVKQPU���8KTVWCNK\CVKQP!QNFKF����������
$POUSJCVUPST� #PFTGYOCP���� %JWWPGP $CMC� $NCZVJQU� +VJKPMVិCO� -KPCYK� <Q\QWNKC� 1RVKMQU� &UEJTCFGT� &QWIJGT� 6JGTQCFKUNQPI�
0MCPV� &QYPNQCF� <KTKQP� ;QDQV� #PQOKG$16� *CKTJQTP� -CMQMCNQ� (TGUEQ$QV� 9 0QYKEMK� ,QPGUG[��� *CTX VJG� #�YCU[NGYUMK� 4QD�
RCVGT� 1PGN����� 2KPMDGCUV� 6KOVGORNGVQP� -�MC� $QNN[LGា� $QOC\K� $)��DQV� 5QPI1� $CVV[$QV� %JTKU)WCNVKGTK� %QFGPCOG .KUC� 'RKE�
IGPKWU� %MQNKCU� )ICTQP� 0CTU����� )GTCTFQ�ICTEKCFGDNCU� ,COKG%CRVCKP9K\CTF� 2GGRU���� .CYCN���� 6JGYKIINGT���� &EKPPQXCVKQP�
4CLGGXKLG[VC� +IECTTKNNQ� 4C[UJCTOCREE� /UEJQTGT� ,VGTOKPCVQT� 5CTFGNNC�� CPF #PQP[OQWU� ��

• Cloud computing 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�%NQWF���EQORWVKPI!QNFKF����������$POUSJCVUPST� <WPFCTM� %JCPI%JKGP(W�
*GTQP� ,QUG +EC\C� ,FNJ� /KEJCGN *CTF[� /CJLQPII� 4Y�� *CCMQP� 4QP\� ,WNGUF� #PFTGYOCP���� &, %NC[YQTVJ� 6RDTCFDWT[� (WTT[MGH�
5CNVKPG� (XY� &DCDDKVV� 6MFEQCEJ� 4QUUWOECRGM� %JGCNGT� .CRCZ� 4WTUWU� 5%� ,NGGFGX� 5WRGTO���� 6QDKCU $GTIGOCPP� .[U[� /CTVKP�
YIW[� )KHVNKVG� /GVCRU[EJG� 5OLI� )TCGOG $CTVNGVV� 4[CPTU� *CPIKPI%WTXG� /EMC[UCNKUDWT[� &CXKF.CO� 7VEWTUEJ� 5Q9J[� 2ICP����
5CTGM1H8WNECP� $GNCPF� $WOO��� 5HQUMGVV� :KPEQPPW� #ZGNCPIGNK� 0QY�F� 5JQTV$WU� %JGO�� 6JQTYCNF� /KMG 4QUQHV� 5NCF[� &KU�
EQURKPUVGT� 4KEJ (CTODTQWIJ� *[FTQZ� ;7.��;;<� $GPFGT���� '5MQI� 0GMQ�EJCP� 5[R� 5JCPGU� ,RIQTFQP� 5JCZ� 5CPLKX UYCTWR� 4KEJK�
%-NWPEM� ,WUVKPE� /FF� #NCPUQJP� )CT[� %UCDQ� 4KEJCTF*CTXG[� 6QD[EJ� (TGG $GCT� -GUUNGT� &KGIQ/Q[C� #PFTGYROM� #UJNG[ 2QOGTQ[�
5PQYQNH� 9VOKVEJGNN� 8GNGNNC� 9VUJ[OCPUMK� 5VGRJCP .GGFU� 4WDGP5EJCFG� .(CTCQPG� $NCZVJQU� 4KEJYCNGU� 9CNUJIC� 1NGI #NGZCPFTQX�
5MTGYNGT� 5VWCTV[GCVGU� $TKCPYE� .QTFHCWUV� (KTUHTQP� 9QQJQQMKVV[� /KPFOCVTKZ� 4*CYQTVJ� 6JG0KIJV(N[� 4WWF -QQV� 9CFG5KO/KUGT�
6T·FGN� %DFQTUGVV� )TGIQT$� &QIUDQF[� 52#%'$#4� .KVVNGYKNF� /CPFCTCZ� 5SWGCM$QZ� $&����� 2OL� ,QTWPP� 4LYKNOUK� 0KIJVUETGCO�
9QQRVQQ� 5CNKZ CNDC� /</E$TKFG� 8GICUYKMKCP� $QFJTCP� 'N-GXDQ� $WDDC��� 6JG YWD� 0KEQNCU����� (C[UUCN(� /CMTW� 9KPFEJCUGT�
,OE� 0QIDWTV� %TC\[EQORWVGTU� ,CEQD����� #�-�-CTVJKMG[CP� +PVIT� &CXKF * $TCWP 
������ #JWPV� +OPQVOKPMWU� %JQDQV� &8FO�
)WNKQNQRG\� 9CXGNGPIVJ� 4WUU$QV� $JP[� 5VGRJGPD� /CPQR� 5VGXG.QWIJTCP� 4UTKMCPVJ��� $QXKPGQPG� 6WPIUVGP� 5CO,QJPUVQP� .CPFQ5T�
)TCO���� 0CYNKP9KMK� &KCNGEVTKE� )TCHGP� 9GNUJ� *QIPG� #MTQRR� &GVJQOCU� 2JKNKR%� /QG 'RUKNQP� 6QP[�� ,GTQOG -GNN[� 9K\\CTF�
,GJ� 5CTCVJE� $KMGDQTI� ;QPKFGDGUV� 4QNH�2GVGT 9KNNG� <\WW\\� 5KUU[PGEM� 6KOYC[PG� ' 9KPI� ,WNKCPQ� ,.C6QPFTG� &QTK5OKVJ� #NNGPU�
-CVKGJ����� 5PCZG���� 1VVQ VGT *CCT� $GTPF KP ,CRCP� .KWLKCPI� 6QO /QTTKU� 8KEVQT HCNM� -KOFKPQ� &CP5VGTP� .WM� /ICាPG[� 2CNCRC�
5OCEM$QV� #UJNG[ VJQOCU��� ,QUJ&Wា/CP� /E)GFFQP� )KIU� 2JKN,CEMUQP� %CUV#5VQPG� %�(TGF� 'NOKPUVGT #WOCT� &CXGYKNF� 9QQM�
KG+P*GCV� ,CD���� #P1FF0COG� .CKPCIKGT� ;COCIWEJK 先⽣� )KNNKCO� 1JPQKVULCOKG� 5MK\\KM� 5COXGGP� -CYCPC� 4OQUNGT����� %JTKU
VJG URGNNGT� $KFIGG� 'DJCMV� 6JWORGTYCTF� 5KFFKK� 4C[#;CPI� &GNK PM� ,GTQOG %JCTNGU 2QVVU� &NQJEKGTGMKO	U UQEM� .GVFQTH� 0DCTVJ�
%QNQPKGU %JTKU� #� $�� ,QJP 4GCXGU� 5EYNQPI� 9[PCPF�YKPVGTDCEJ� 0CDGG\� /KMG JC[GU� 6RGF� (TCR� 5VGHCP$ UX� ,CEQD 2QQP� 15DQTP�
7Q\GH� $KNN[VMKF� )8PC[4� .WEJQ:� #DTCJCOK� 5RGGFRNCPG� 8CNGPEKCPQ� 2TGGVGUJ�TCQ� &TGCFUVCT� &TRJKNJCTOQPKE� &/CEMU� 5JUYCP�
UQP� 8KPC�KYDQV� $GLPCT� 8CUKNK[ (CTQPQX� 5RKTKVKC� -GP%CXCNNQP� #ETQQPG[� #TINGDCTING+8� #DFWNNCJ*C[FCT� *CTT[DQ[NGU� )CPFCNH���
,\)� -WTW� 1UMKNKCP� 6QOJWDDCTF� )QDQPQDQ� &CTMVGORNCT� 4QDQិUJ� ,QUJWC<� -CUJOKTK� /KPPC 5QTC PQ 5JKVC� +TQP)CTIQ[NG� %MCV\�
-QORGTG� $GGVUVTC� /T 5VGRJGP� 'JJGJ� .CTT[OER� 1RVCMGQXGT� 9CIIGTU� 6CUV[2QWVKPG� &T�-�� -XPI� $GNHT[� -GCJCRCPC� *W��� /GKVCT�
3WCGNGT� 5RQ�POCP� ,QPCUCNOGKFC� +XCP.CPKP� 7PENG&QWIIKG� 4PD� /LDQPKHCEG� %QWTEGNNGU� &NQJEKGTGMKO� %JTKU��� 2CVTKEMYQQNFTKFIG�
(CVCN'TTQT� ,(QTIGV� 8QZ.WPC� 1WTJKUVQT[���� 4CPFJKTTGFF[� 'CTVJN[TGCUQP� 'TKE� ,QJP%&� $KNN�CNDKPI� -OUOIKNN� 0C$7TW��� (NQQF��
5CPURGWT� 9GKUJGKV5WEJGP� #NGZCOKGU� /[CUWFC� /GVCVKPCTC� ,GJHGU� 4QVKTQ� ;CTKU���� %[FGDQV� /DNWODGT� /%��� 7PENG$WDDC� #P�
VJQP[JEQNG� )4GXQNWVKQP���� &CPEVGT� %NQXKU 5CPITCKN� %JTKUVKCP��� #OGNKQTCVG�� -Q\WEJ� 0GWUVTCFCOWU� %CUNKDGT� /CNNGWU (CVWQTWO�
6JKLU�DQV� 'RDT���� -WDCPE\[M� &UEJTCFGT� 9KMKF��� 8KEYGCUV� 5JQCKDP\� 7ICTKV� 8QPFTWUMC� 8GTVKWO� ,QJP���� ,COGU���� 'FEJK� 'F�
,QJPUVQP� 0KEM 0WODGT� $QD�IQWTNG["EQOECUV�PGV� *GTQGUYKVJOGVCRJQTU� 6TGG *WIIGT� &CYPUGGMGT����� 'UECTDQV� 2QTSKP� /T/CT�
OKVG� 5GCRJQVQ� 5JKTV��� /CTQMYKV\� 5OCTVUG� &KPHGTPQ� 5KNXGT UGTGP� /T-)� .DGESWG� &CWF5JCTKH� 6CPIWTGPC� &QWIJGT� $CTGM� /'4�
%� &UR��� ,NFWRQPV� /$����� /YCTTGP WU� 4OU��� +URCDKGTVQ� )TGGPUDWTIGT� 'CUV���� 0[���WM� 5RQLT\GPKG� /CIKQNCFKVKU� 5YKMKF�
$QPIYCTTKQT� .ODJWNN� ,COGU$9CVUQP� /CVJGOCVTWEMGT� )CT[)Q� 5VGXGP 9CNNKPI� (QTVJ1-� ,GាUPQZ� *COKNVQPUVQPG� $G�PKEG���� 2NGHV�
-KDDNGF DKVU� %RN 5[Z� $CNCCTLWPCP� 5$WPEG� ,C)C� -IីGKUEJOCPP� 2JKNI��� 2KMQNCU� <GXPKM� %WTVDGEMOCPP� 2KUCRCVKU� &G\TVNWXGT�
%NKា%� +COVJGPGYPQ�� %CUKGI� %KVK\GP$� 2CTXGUQP� ,CEM���� :KNGT� $WU UVQR� 8GTOVV� /KIWGNECNFCU� #NCPME� /CTKQNKPC� .KPWZDCDW�

http://en.wikipedia.org/wiki/Memory%2520virtualization?oldid=595710038
http://en.wikipedia.org/wiki/Storage%2520virtualization?oldid=631264281
http://en.wikipedia.org/wiki/Network%2520virtualization?oldid=643678125
http://en.wikipedia.org/wiki/Software-defined%2520networking?oldid=643668694
http://en.wikipedia.org/wiki/Network%2520Functions%2520Virtualization?oldid=644288448
http://en.wikipedia.org/wiki/Cloud%2520computing?oldid=644529964
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,QPCVJQP4GKPJCTV� 6IGCKTP� ,�FGNCPQ[� 2%QEM� 6TWUKNXGT� #PCPFEX� 8RHCK\� 7PENG &KEM� /CWTKEG %CTDQPCTQ� ,GUCPV��� )KPUGPIDQOD�
/CVJINQV� ,CTTCF .GYKU� 6UOKVV[��� $GVUYKMK� 6QP[UJCP� 5VCEG[GUEJPGKFGT� 0GY'PINCPF;CPMGG� 3WCPVNKPI� $QUVQP4GF� $KINQXKPD� 1NGI�
YKMK� $UJGPFG� -[NKG6CUVKE� 4CURCNEJKOC� *GPT[.CTUGP� 2CWNOOP� 5QPILKP� $QPCFGC� 2GIQTFQP� 5YQNHUI� +FKQOC�DQV� .CWTGPEGF� /CT�
VKP�CUJETQHV� +OVK[C\CNK�CNN� $QDYJKVVGP� 1DFWTQFQP� *W[IGPU ��� 8TCPCM� ��D[VGU� 8QNMQX$QV� ,Gា )�� &QIDGTVYR� 'FGUMQPNKPG� $MGPI�
NCPF� 2TK[Q���� (CV7IN[,Q� 0[NNQ� 2JKNKR 6TWGOCP� #�9CTF� 6:K-K$Q6� +VCPICNQ� 8KRKPJCTK� 6GEJPQRCV� )WKNNCWOG����� #PQP[OQWU
&KUUKFGPV� &CPKGNEJCNGH� /CTMWU��� /CTMHGVJGTQNH� )E5Y4J+E� /QPMG[ $QWPEG� 2KRGTJ� 4KEJ ,CPKU� (GNKRGDO� /CTVKP���� $TQCFDQV�
9KNNKV��� #OQI� (KIWTGUMCVKPIHCP� 'XGT[VJKPI EQWPVU� 5RGE/QFG� ,QJPRNVUWK� #PF[ &KPING[� (KPPICNN� *CUGQ����� .COTQ� )CTKOC�TCK���
6JG 5GXGPVJ 6C[NQT� (CNEQP����� 8CPKUJGF7UGT#$%� 0GNNKGLGNN[PQQPCC� 5CRGPQX� .KVVNG$GP9� ,KOOK *WIJ� .QICP� 1UCOC-� $KUEWKVVKP�
5KG$QV� 5M[TCKN� /QQPTKFFGPIKTN� 'YQMK9KMK� &QEVQTHTGG� 5CMCCN� &CYP $CTF� 0CX[YKPIU� ;KPVCP� 5W\CPPG+#/� -RCNUUQP� ,GTT[QDLGEV�
(KUJVTQP� -GKNCPC� %JO[T� *G[KVUEQT[� $GPVQIQC� *CRR[UCKNQT� (N[GT��� ,QLCNQ\\Q� 0QRGVTQ� 5PKFGQNQI[� ;GTRQ� 4GUGTXQKTJKNN� 1UCO�
C$KP.QIKP� &QOKPKM��� :G�CN� 0QTVJ YKMK� 6GEJOCP���� 8[MM� 4QUKGUVGR� (WFFNG� 5VCVKE)WNN� %NCUUKXGTVUGP� $KLQ[UT� 9KMK.CWTGPV�
5WRGTDGGECV� .CUGT���� 5JKPGTWPPGT� &GPKUCTQPC� /QV[MC� &NTQJTGT����� /CTVCTKWU� 5KOQPOCTVKP��� 'NCUUKPV� %NWG$QV� )QTKNNC9CT�
HCTG� 9CUCOK���� 6JG 6JKPI 6JCV 5JQWNF 0QV $G� %FJMOOCGU� 0PGOQ� %\CTMQា� #ZQTE� ,CUCRKT� &TOKGU� 83WCMT� /KNF $KNN *KEEWR�
/[QMQDKNN� #NNGPOYPE� 'PE����� .K\CTF,T�� $QD DQDCVQ� &CTTGP WM� 'UVJQP� #WPVQH�� ��� $QV� 2QKPVKNNKUV� ,QPCVJCP�TQDKG� .QCFDCPI�
5VWCTV�ENC[VQP���� -VT���� 'ZEKTKCN� 2WOROGWR� #NGZDQV� ,WUFCHCZ� 5CLGGT��� *HQZYGNN� 'GGMUVGT� 0CUQPOGFKC� /WJCPFGU� 5WPP[5KFG�
1H5VTGGV� 6GEJPQDCFIGT� ���7� %OCTVGNN� /�1�:� 4C\QTីCOG� ,KPN[G� 5EJTGKDGT$KMG� (KXG�VQGF�UNQVJ� %TCKI�%QYCTF� ,CMGOQKNCPGP� 8F�
OGTCL� 2%*5�0,416%� ,QJPWPKS� 8KIKNKWU� &WO<K$Q6� ,CEM $CWGT��� 5VGXGQ\QPG� &CTMKEGDQV� $GNVOCP 4�� .QTFFWPXGICP� :.KPM$QV�
#IPQUVKE2TGCEJGTU-KF� 4QZ[ VJG FQI� 0LMQQN� 5VKEMGG� 5RQPUKQP� (GKPQJC� %JCPCMCN� $RITKPGT� %� #� 4WUUGNN� #XQKFGF� (GTIWU %NQWIJ�
NG[� +ONNQTGPVG� 5MCTGDQ� 9KM*GCF� )CN\KINGT� /KHVGT� 2E%QាGG� ,DGCPU� 'NGXGP GXGP� ,JV����� 0QP0QDKU5QNWO� 4KEJCTF�/E)WKTG���
5CPFKRM UKPIJ� 4GCN9QTNF'ZRGTKGPEG� ;�N�� 'FGRC� $ (K\\� &DTKUKPFC� &GKPGMC� $C\L� #FFDQV� #OGTKECP 'CING� 6KO(TGGOCP����
4COW��� /QTVGPUG� 4GCNVKOGT� 5GCP 4 (QZ� /CDFWN� +:CXKGT� 8KLC[-TKUJPC28� (ECNEWNCVQTU� /MFQPSWK� #OQTG RTQRTKQ� 6CPJCDQV�
$CTOKLQ� 6WVVGT/QWUG� (KGNFFC[�UWPFC[� 5EKGPVWU� 5JCMGGNTCUJGF� %CPCFKCP.KPWZ7UGT� 'VJQUNKIJV� -TKUVKGYGNNU� %UV��� /QJCOGF/CIF[�
/T1NNKG� &QYPNQCF� 4QDGTV�*CTMGT� *CVិGNFU� )NCPG��� /JQFCRR� )NCUU 5YQTF� ,KO&GN4QUUK� (CXQPKCP� 1RVCVWU� 5VDTQFKG�� 6GTTKNNLC�
0WODQ��DQV� 5WRGTMKNNDCNN� %[DGTEQQN��� *CPF6JCV(GGFU� #UJNG[OEPGា� 6KFG TQNNU� նֆ հղհ� #XQPQ� 0G&��� *WP[CF[O� .WEMCU $NCFG�
6GNGU� %NQWFEQFGT� ,CTDNG� /NCXCPPKU� 5JTK TCO T� *GTEWNG$QV� 'PCKDWTI� )CODGT��� .GIQDQV� #XNPGV� ,GTKEJQEJCPI��� .WEMCU�DQV� $CNF�
2CTM� <:��� ;QDQV� 'XCICTHGT� 6JGOHTQOURCEG� &HZFGKOQU� .GIQDQV ++� .KDTUJ� ,COCN[UVKE� $TWEG���� #UKGQ� +PFKIQMM� 4GUJCFKRQQT�
9CUJDWTPOCX� +FGPVKV[��� #FCO *CWPGT� +OGUQP� ,CXCGW� 6JGUWTHRWR� #EJKOGY� .GTKEJCTF� -PQZK���� $[/�M�� 6KDWTQPFWFG� #DWTTG�
UQP� ,GCP�LWNKWU� 5YGGTGM� 2GVGT (NCUU� 5SN GT��9KMK5ETWDDGT� 5KXCPGUJ� +#0;.� &GKEQQN� #PQOKG$16�/QOQTKEMU� &OKEJCWF� 2IL�����
�GZGE�� %TQPQU�F� 6JCFFGWU$� ,KO����� +*5UEL� ,CEMKG$QV� +COFCXKPEK� %NQWF%QORWVKPI� ;CTCOCP� /DDNCMG� #FKV[C6CPFQP� %UK�
ICDK� (GNKZEJW� /CVGTKCNUEKGPVKUV� 4QDGTV'XGU��� ,COGU.9KNNKCOU����� 6JG *KIJ (KP 5RGTO 9JCNG� %KVCVKQP DQV� ,MGNNG[[� 1NNKG(WT[�
5JCP�TCLCF��� #TVJWT$QV� 3WGDGE��� ;QWPI/CP$NWGU� 09	U 2WDNKE 5QEM� 2CXGN5QNKP� .GOQPCKTG2CKFGU� /YOCZG[� :SDQV� .������U�
#NGZNCPIG� .CKTFR� #XPGTCNIQO� %CRTKEQTP��� 4CMGUJ KPFKC� 5WTCLRCPFG[��� 2QPVKិECNKDWU� 0HT�/CCV� 0CUPGOC� 2QNKXGTCEJ� )MQTNCPF�
1JURKVG� 4COPCVJME� 9NQWVJ� 6CVCVGOE� %JCFCUVTQRJKE� &DCMG� 0(&����� 'OTGMGPEK� #PPC (TQFGUKCM� 'ZRNQTGT��� $TKCP9TGP� 2G�
VGTFWាGNN� /CEJQNN� #PCOKMC�UGCTEJ� 'TKE6JG4GF��� /KEJCGN�QYGP�� /CTM%2JKPP� 0QEVWTPG0QKT� /K[O� ,��P� )TQWEJQ$QV� 1PO[�
VQGU�GXC� (TQUVGF��� 2QRPQUG� 2TQVGEVKQP6CIIKPI$QV� 4UKFFJCTVJ� 1OPKRCGFKUVC� #PF[I���� &CTTGP12� 4KDQV$16� /CVVI��� 6QP[*C�
ICNG� ,DGMW[MGPFCNN� ,YV����� /CVJQPKWU� ;QFCURKTKPG� 8OQRU� 9QQV(69� .K[H� /QDKNGENQWF� (KICTQPNKPG� $TGPPC'NKUG� 5JCFQYLCOU�
'�UVGXGP� %JCJGGN 4KGPU� ,GH����� 2GTUQP����� #�COKVMWOCT� &CP�JGNN��� 4GVKTGF9KMKRGFKCP���� /OCPKG� (TGUEQ$QV� +OVK[C\ ���
#FNCYNQT� ;WEJCP����� <CEJPJ� /CPWUPCMG� $NCEMIWCTF 5(� %CLGVCP FC MKF� 2CL OEECTVJ[� 4QPGP�JCOKCU� /CTM 4GPKGT� %NQWF$QV�
5CTKOCP� ,CMGDWTPU��� ,GUUG�IKDDU�GNCUVTC� 9 0QYKEMK� 'UVCJN� 2QVVGTUUQP� (TGFF[OC[� 4GEQIPK\CPEG� 0CMCMCRCIRCDCICDCI� /KEJGCN*�
)TCVTKFIG� #UJCMGTK����� 7OOGNITQWR� 5GDCUVKCPICTVJ� *, /KVEJGNN� 2GVG OCNQPG[� 5EQVV # *GTDGTV� <JCPIJCKUW� $GTP[��� 9KTGNGUU
-G[DQCTF� *CODWTIGT4CFKQ� ;KPEJWPZKCPI� .OR��� 4KEM[RJ[NNKU� #ECPFWU� 8CUS����� 9KPVGTUV� /QPMG[HWPHQTKFKQVU� 2KPGVJKEMGV� +
FTGCO QH JQTUGU� 'NQEMKF� *4QGUV$QV� 5COWTCKIW[� ,QPGUG[��� 'FFKGX��� #EWVG5[U� /,��� 2/UVFPV� ,.4GFRGTUQP� .K ;WG &GRCWN�
6KPVQP�� 5M[GTKUG� )ICHTCUGT� #�7&+� &CPP[OLQJPUQP� 0KODWU RTQH� 4GF$QV� ,CPPKUEWK� /CPKUJGMJCYCV� $KIHGNNC����� 5RCEG(NKIJV���
#PGGUJ����� 6TQ[�HTGTKEMU� ͚� 0CVKUJCNQO� #IGOQK� 2KCPFEQORCP[� 0QKUCNV� %NQWFPKVE� ,CPFCNJCPFNGT� &GXKPGM��� 7PFKUEQXGTGF����
0Q�ECP� 4CU��� /CCUOKNG[� #DNKIJ� 4GEQPUKFGT VJG UVCVKE� #UVTCN9KMK� ,WNKCUJCRKTQ� 59� �&.� 0KTK�/� /UKNGKPCF� *WIJGULR� 5MQXKIQ�
-LQJPVJQOCU� ,DWTPU����� ,CPC)CPGUCP� %QPEGTPGF8CPEQWXGTKVG� 6TCRRKUV VJG OQPM� &GENCP %NCO� +OKPXKPEKDNGMTKU� 5EJTG[2� 4C�
LGUJMCODQL� #XGTOCRWD� -QVGVUW-CV� 5CPOWTWIGUCP� /CTMWU VCWDGT� $WTTQYU��� .QVLG� -KGTCPUKOMKP� '&%����� &KPCOKM�DQV� 8TGPC�
VQT� &CPKGNTU� .KN[-KVV[� 4KEJTCOQU� %NCTMEL��� 4QDUEJGGNG� 5GQ/CE� /KTCENG 2GP� �CNòĠVC[� #PUWOCPI� ;ECIGP� #QKFJ� 'EQ��� 4GCRGT
'VGTPCN� %T[UD� 9JKVGJQWUGUGQ� +PHQ��������� ,GាTF��� 2OGNN� +OP\���� %GOIWTMQM� 5WាWUKQP QH ;GNNQY� 6CKEN��� 6DJQVEJ� .CVJC
CU� %QNNGGPJCUMGVV� $CNXQTF� *WVEJ����� /CTUJCNN9KNGPUM[� 0GULQ� &#46* 5+&+175 �� 1ODWFU6GEJ� /KFING[%� /GCP CU EWUVCTF�
5WOFGWU� 4LYKNOUK$QV� 8GGTCRCVT�M� 6L$QV� &GZ&QT� #NRJ $QV� 6FR���� ,QP�UUUU� 0CUUGTLWPG� #OCTV[C��� 8GTPQ9JKVPG[� &CTM[GាGEVV�
%JTKUYTKVKPI� 8RQNCXKC� $GNGI 6£N� +CPOQN[P\� &WKPG5KFJG� &52�WUGT� .GCTP����� #WTKិGT� ,KPGUJXCTKC� 2OQTKPTGNKCDNGPJ� $COVGNKO�
#FLGEVKXQTG� .KRWP�W� 4������ 0QQMPETCPP[� ,��OKNGU� 'OCWU$QV� 'FKVQTHT[� 7PFGTUVCVGF�� #ECVJGT��� 2LRQUWNNKXCP� &GGRCNLC� 9KM�
KVCPXKT$QV� )Q\\KNNK� 4WVIGT��� 2CWN35CNKUDWT[� .QIKECN %QYDQ[� 6KOVGORNGVQP� 'WUDNU� &TCIQPី[4GNQCFGF� /CEGECPWEM� #LTCFFCV\�
*GTCENGU��� 0QNQCFGT� ,DCFIGT��� &GYTKVGEJ� %NWVVGTRCF� +CPNQXGUIQNH� )OO��� )QKPI$CVV[� 4#����� 5P[FGS� #Q8�� 8CPKUJGF WUGT
\S��RY��� 6KUCPG� 5R��F[RJKN� (\M EJE� .WKIK $CNFCUUCTK� 5QNCTTC� 0LECWU� /QUYGPVQ� 9KMKRGNNK� ���FGU� -�MC� 6OIWTW� #UEGVKE4QUG�
5TCUVQIKU� #PKTWFJ 'OCPK� <CHCT������� 6JGEJGGU[MKF� (TCPEKU�Y�WUJGT� *CTFFWEM� 8KUJYCTCL�CPCPF��� 3WGPVKP7-� /CPCURTCMCUJ���
,VUEJQQPJQXGP� $QD)QWTNG[� $QPIQTCOUG[� (§� ,QUXG��C� &GNGQ$� 2RCEJYCFMCT� 5VGXGPTQ� #CFKV[C���� 6TKPKFCFG� 9CEM[YCEG� �'P�
IKPG� 6WPC(TGG&QNិP� 6QO�� -TQPQUVCT� 9VUCQ� #CXKPFTCC� #������� )<�$QV� *�NN$QV� %JKPVCP�W� 'PKCITQO� #OCPKUFWFG� -[GTWU�
UGNN� /CEJKNFG� /T NKVVNG KTKUJ� 6QNN[�DQNN[� ,C[�5GDCUVQU� 6JGZOCP��� %QCUVGTNQXGT����� 5EQVV�UQOQJCPQ� . -GPUKPIVQP� 4GCF[� /C[WT�
#ីCII��� &QPPGT��� 5MWOCTXKOCN� <ិUJ���� /KNNKP-KNNK� 2WឹP� 'IQ 9JKVG 6TC[� 1TCPIG 5WGFG 5QHC� 4CPIQQP��� $KNN YKNNKCO EQOR�
VQP� /CKP(TCOG� ,QJPP[,QJPP[� 5VCTVWR/QPMG[� %NCO&KR� -GPP[ 5VTCYP� /CZGFQWVPL0,+69+..� #NGZ����� /UិV\IKDDQPUC\� 5JC�
LWNKP� 0WTPYCTG� 'OKN['IP[VG� &#5*$QV#8� 0CVVGT,COGU� ,JQFIG��� ,QJP,COGU9+NUQP� ��DQV� ,QP4KEJិGNF� (TQ\GP 9KPF� 2GVTD� 45�
*-)� &[GRQ[��� %NWG$QV 0)� 5JCTMVQRWU� *QTQRQTQ� /KEJCGNOCU����� &GNN6GEJ9GD)W[� ,CEM )TGGPOCXGP� 5NYTK� 8KEQ5[UVGOU��
$WUKPGUUVGEJQ� &T(WTG[� &CFQOWUKE� %NQWFEVQ� #OQGDCV� /GNDQWTPG5VCT� 6JKU NQWU[ 6�UJKTV� 3CTCMGUGM� %2KGTCU� 5CVGNNK\GT� #����
/CTMSW� $WNNFQI��� -MJ��� 'VJKECNJCEMGTKP����� $RGF����� 5VKEM[DQK� %CPFCEG )KNNJQQNNG[� *CRR[KPOCKPG� .GKHPUP� *GOCRK� .QTF
4QGO� )ZGNC� 0KMQUEJCPEG� 6JG /CUVGT QH /C[JGO� 5JCYPEQPCYC[� 'KPCUOCFK� 3WUC[HCFJGN� %GTVKVWFG�� 6[NGTUMH� 2,*��0,+69+..�
+&TKXGDCEMWR� .KQPJGCTVH� 1�-QUNQYUMK� -GXKP )QTOCP� &KOQU�M� 5EQVV5VGKPGT� *GNQVT[FQVQTI� #NCPOQPVGKVJ� &KIGUVQT��� 9KFT� 5EQV�
VQPUQEMU� 9KMK2WRRKGU� )CYCNK�LKVGUJ� #PFGTUQPKQQK� 4GDWMGT� %JWCJEU[� %CTN RTGUUEQVV� 3QPEGRV� -G[PQVGYQTNF� (GCTNGUUCHTCKF� ,Q�
JCPCPN� *GNRHWN 2KZKG $QV� 1#PKOQUKV[� .GQKPURCEG� +UVG 2TCGVQT� */55QNGPV� 6CUVKE���� 6KVQFWVVC� %CNCDG����� &$KI:TC[� .CXCP[CNCXC�
#FKV[C�UOP� 9JKVGJCVRGQRNG� 'NCWOKPTK� #PIT[YKMKWUGT� $)��DQV� 4.5PQY� 5QEKCN4CFKWU1N[� /KMG)GNFGPU� 1NWTQRQ� -TGPCKT� %NQWFZ�
VGEJ� 5ិVGFKVQT� 8CN5VGRCPQXC� ,QGTCLGGX� 4QDGTV�QJCXGT� %QTPGNKWU���� &RUF ������ ,KOUKOYKMK� /CTMQQ�� 4KLKPCVYKMK� $JCTICXGG�
5QHVFGXWUC� 0QTVJCOGTKEC����� 0CFGGOCOKP� ,C[XF� 5CP����� 5JC[UQO��� .GG�MKPUGT� )JQUV/QFGTP� 1O��� 2CPQTCOCM� #XKNNCDC�
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*CNNQYU #)� 9KMK��� 5VGXGXKEVQT���� /WUKM#PKOCN� (T\G� 'T�OCFPGV� $&CXKU��� 6[NGT(CTGNN� +V\MKUJQT� /CTM #TUVGP� %QORHTGCM��
-KTCPCPKNU� ''NFTKFIG�� .GKPUVGTDQ[� &OEGNTQ[�� 2JKNQRCRRQU��� 6JQOCU6TCRRNGT� 5VTCVGIKE$NWG� ,Q[FGGR� #PPG�PCKOQNK� ,DWEMGV� ,/�
,GFKVQT� $NXTCQ� /[EJCNOEECDG� ,&%���� 9CVCN� .CVVKEGNCVVWEG� 9TGVOCP� (TFHO� 2JKN�ICIPGT� 'NCUVKERTQXKUKQPGT� &2. DQV� #PFTQ�
OCPK� 6TCOGP��� 6QTVWTGFIGPKWU� 2JC\QPK� %JCROCIT� ,OKNNGTHCOKN[� 6,-����� 5WDDWOX� &KPJVJCKJQCPI� %JCTXQYQTNF� /REKTDC� 5OK�
NG[TCPIGT� -NKNKFKRNQOWU� 5UCDKJCJOGF� #EJQYCV� 9CPPCDGOQFGN� %JCODGTU&QP� ([NDGECVWNQWU� $TKCP9Q� -PQFKT� 'TKE'PHGTOGTQ� ,QG�
$WNUCM� $CVV[$QV� ��JCVVQPICTFGPU� 'FWCTFQHGNF� -TKFLUUU� &NQYGPDGTIGT� ����*�::�4� -WPKVCMCMQ� 'NDCTEKPQ� %JCPPGN(CP� *CTQNF�
RQNQ� %NQWFHGUV� 6GCOOO� :GPC��� #PJVTQDQVG� 2TCV[[C )JQUJ� 6WYC� /FCPP��� & TQWUUNCP� /25614� 2GC�JCOKNVQP� %TCEMGTU�
RGCPWV��� /TV����� %NQWFTGXKGYGT� %JTKU)WCNVKGTK� .CTT['(CUV� ,CEMQDQUU� 8CNGPVKPC 1EJQC� $GCPKNMWOCT� /GFKTCP� 'NK[CJW5VGTP�
$GGT�DGGT� 'WTQ%CT)6� 2TQFKTWU� (D�VU� 5KOQP$TCOិVV� :Z[V��T� /JGKMMWTKPGP� 0KVJFCNGOCP� ,CIU���� 'CIGT6QFFNGT��� &CXKFQIO�
2CFOCLC EQQN� <KPIQRJCNKVKU� <GG[CPYKMK� /EUCPVCECVGTKPC� 5JKGTTQ� 9GVGTPWPK� 9GDENKGPV���� 4CWUJCP 5JCJK� 5LCOGU�� /QIKUO� )Q�
VQENQWF� &GTGMXKEGPVG� 0Q\QOKOQWU� #PFGTUQP� %GTCDQV� %JKUJVKIJCTCPC� .QPG DQCVOCP� (CDTKEG (NQTKP 
9/(�� 2QPOCICN/CNCT� 0C�
VWTGNQXGT���� 6YQ6YQ*GNNQ� 6JGYGDCTVKUVU���� 6GEJ[1PG� #NQCM�� 8KMCU IWRVC��� #TPCXTQZ� (TQUV[� 5(-��/CTVKP/KEJNOC[T� 5M�VTDQK����
1U EQPPGEV� ,COGUZ������ 5JWDJK EJQWFJCT[� ,QG����� 5TKJCTUJ����� 8KTCNUJCJ����� /KNN[E[NCP� .QTGPTD� -GXKP��ZF� %JQQT OQPUVGT�
&TLQUGRJ�� $WTTKVQ$C\QQMC� 154WNGU� 9C[PGL�� #XCECO� -JCP�UJCTKSWG����� #OKVIWRVC����� <KO\COCP� (CK\CP� %JKGHURCTVCP� 'RKE�
IGPKWU� 5JKXCNKMKUCO� (CNNKPI)TCXKV[� 4WKPLCOGU� 4COCPTCYCN� #ECNKIWKTCP� 8CPCOQPFG��� 5�UCOGGTOCPCU� ,CTGF4%NGOGPEG� + CO 1PG
QH /CP[� ,QJP�TGCF[URCEG� 9JKVGECPXCU� ,NCOWU� /CPKUJTCK VGUVGT� (WPM[/QPM���� %CTTQV .QTF� ,R�IU� /GNQPMGNQP� /CPICK 8GNNKPIKTK�
.GPC���� %TCKI FGXGNQRGT� &CPKGNLQJPE� #NH[��� 5QNQOQP��� 4MQEJGT� �E�VV�PQG� 6JKPMEF� .UVGKPD� 6GPVKPCVQT� /CTKPCE��� #CTQPKVQ�
'XCPQ�XCP� -CRKNU����� 1N[PKEMLGា� /CTEKQ��.WK\� %QQMKPIYKVJT[G� ,QRITQ� (UCPFNKPWZ� $CEMGPFICOKPI� �CPFTGY�� 0GZVNGXGNYD�
/CWTC &TKUEQNN� (NCV 1WV� *CNMGOR� %QWVJ� &TGCOិIWTG� /WTWU� 5CSKDC\OCV� ,WICUVG� $CDKVCCTQTC� $NQQPUVFHCP���� %QOR�CTEJ� -GYK���
/GVCFQZ� ,DTWED� 2QFIGT�VJG� *GPJWCYCPI� -CVGRTGUUGF� 6DKNKUK����� #UCTCFC� 4\KECTK� #EKF$NQD� 4QFKG���� (CVFCP���� /CZ�����
/CTKCVKO� )KPUWNQHV� #TOKVCIG#O[� &KFK�JTKUVQXC� +//5� +PUQOPKCE��� %QTG[ 4QUG� #ECN[EKPG� ,CEMOEDCTP� &WFGYJGTGKUO[DKMG� 2TCE�
VKECN5ETWO� 6&$#� $QD 5VCIIGTV� 4MCPQLKC� 2ERFGF� ,QTC����� &GGGRCM����� *CTUJCE��� )QQHGVVG� 9KMK,WIIGTPCWV� )TCEGEJGWPI���
%NQWF IWTW��� .WE[����� %NQWF$WTUVGT� 2KGTTG%Q[PG� 5YGGVUCFCOCNK� .QQM6Q.WMG� ,WUVWL� /CTGGR� 9NYGNNU������ ,CEQPC(TGTG� 6JG�
YQTO����� ,GPPKHGT#PF[� 5MT��������� 4CZ UC� 5UIOW��� 0ENGOGP�� �5KF\� 5QិC .WEKHCKT[� #DJKPCXIWRVC���� 5HTQDGTVU� /WUCDJCK��
#LCDCM� 'FYCTFUOKVJ���� 0[CUJKPUMK� /VVJY#PFTP� 5JCPJW[CPI� 0CUUCTCH� #OGP[EJVCU� 7M����� &GGRKMC 5TGGTCOC� /QPMDQV� %LD�
YKP� #NNCPCOKNNGT� 5[NXGUVC���� .WE[NQQ��� -CNRGUJ TCFCFK[C� &CPUWNNKXCPRFZ� $KPIQCTWPRTCUCVJ� $GVJ0CWIJV� 5GEWTKV[�UWEEGUUHCEVQTU�
,DNGYU� /DQZGNN� /CPPCPUGQ� /QTG2KZ� 6JCV9TKVGT$NQMG� +RUTUQNWVKQPU� ,QGN#CTQP5GGN[� $KDNKQYQTO� 5EKGPEG�9CTTKQT� &CPKGN�OQNFQXCP�
5EJYCTTTV\� )M����� 0QTVJDTKFIG 5GEWTG� 6YQQUJ� %NQWFYK\CTF� 6JCPFK OQ[Q� 9TKIJVCPFTW� (GTQ\CJOGF����� /MEJGPFKN� 6QP[�
UOKVJ�����/CPLCTKDCNW� 4COXCNNGTW� &CPKGNC %&G/CTKC� $TCPFQP%QPPQT� #PF[����� %JKEQFQQFQQ�/10+5*#)'14)'�/8/GGPC�
)CT[YHEJCP� 5CJKV����� 6YGGMU�XC� 5U�LCTXKUDQ[NG� %WDGZUYGCVJGTN[� 5VGRJGP\JCPI�EU� 5TKPKXCU�FIO� &VGEJKPURKTCVKQP� #OCIK��� .CNKVJ����
*GCFKPVJGENQWF� 5JCPVCP ����� 'FCXKPOEEQ[� <GNNCDQZ� #DEFWFVE� 'PMCMCF� 0GK 9I -JCPI� 5GNXCTCLTCLMCPPC� 0CXGGPYKNFGT� #NGZ�
UOKVJ�� CPF #PQP[OQWU� ����

• Elasticity (cloud computing) 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�'NCUVKEKV[���
ENQWF���EQORWVKPI�!QNFKF���������� $POUSJCV�
UPST� *GTQUVTCVWU� 5EJTGKDGT$KMG� %TKUVKMNGKP� ;QDQV� /GPQ$QV ++� ,QJP QH 4GCFKPI� %JTKU)WCNVKGTK� -O\C[GGO� #OGP[EJVCU� /QPMDQV�
&CPKGN�OQNFQXCP CPF #PQP[OQWU� �

• Platform as a service 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�2NCVHQTO���CU���C���UGTXKEG!QNFKF���������� $POUSJCVUPST� /KEJCGN
*CTF[� -MW� +JEQ[E� 4GFFK� ,Q[� 0WTI� 9LJQPUQP� &KUEQURKPUVGT� 5EWNNFGT� 5JWXGD� 4F���� &GPPKU $TCVNCPF� 9QQJQQMKVV[� 4*CYQTVJ�
&O� %JQDQV� 4CFKQ(CP� 5VGXG.QWIJTCP� 5CO,QJPUVQP� 0CYNKP9KMK� -CYKMC� <\WW\\� &QTK5OKVJ� 5OCEM$QV� &NQJEKGTGMKO	U UQEM�
(TCR� ,DDFWFG� %[DGTEQDTC� /CTE�#PFTª # DTQEM� ,GTGO[D� #XKDTC\KN� %COKNQ 5CPEJG\� 6CUV[2QWVKPG� )RKGTTG� &NQJEKGTGMKO� (CVCN'T�
TQT� $KNN�CNDKPI� 5GPUGKLCEM� .GQ*GUMC� &CPEVGT� #NCKDQV� 5TOQQP� 5QFCDQVVNG� /MFY� 5WTGUJUCODCPFCO� ,�FGNCPQ[� #PVQPKQCXOGNQ�
,FGEJCODGCW� %TWPM[� 8KPEGPV .GZVTCKV� 5JCUJKDI� 4QPCNF&WPECP� .KVVNG$GP9� 5EQVV[YQPI� /,CIICTF� 6QFFUV�� ,QLCNQ\\Q� 7UGT�����
%VMGGPG� (CFGUIC� %\CTMQា� 5JMCNCPVCT� ,CUCRKT� ,2�/CTVKP�(NCVKP� #NGZDQV� &YMKVEJGP� /UQTUCNGUNKG� /WTQ $QV� &LU\QV� ,QJPWPKS�
#RRCTKVKQP��� &WO<K$Q6� :.KPM$QV� 5KNXQPGP$QV� #FFDQV� 4COW��� /T1NNKG� .CCMPQT$QV� (CXQPKCP� 5JCTOCICWTCX��� (TKCTOKPQT�
0KEQQUWPC� %QPVTGO� 'FKVQT����� /KFFC[GZRTGUU� &TPKE� ;QDQV� 'XCICTHGT� 2VDQVIQWTQW� #NCIYKMK� ,CXCGW� #PQOKG$16� ,KO�����
#FKV[C6CPFQP� 5WP-KPI��/CVGTKCNUEKGPVKUV� ,COGU.9KNNKCOU����� ;QWPI/CP$NWGU� /GVTKUQHV� &TKNPQVJ� 5EQVVN[QPU��� &DCMG� 5EJWNV\VGT�
5COCPVJC FCVCUVC[� #EJTKUU� 4MGPPGF[���� /NHWPI� 4QDGTVU LCEQDU� ,CMGDWTPU��� ,$WTPU����� &TKN$QV� +XCPNKPJCTGU� /CUVK$QV� #FCOO�
YQQFU� ,WNKCUJCRKTQ� +PNCPFOCODC� (ECGUCT� (TCPEKUEQUQW\C� 6DJQVEJ� $CNXQTF� ,WFIN\� .QRKHCNMQ� 'OCWU$QV� 6WCPMKGV��� )OO���
,GាFNCPG� <ªTQ$QV� �'PIKPG� /CMGECV� %NWG$QV 0)� $GP#TK#V/KETQUQHV� 8UYCRPGN� #PF[RKRGTWM� $GTPKG��� &KOQU�M� 4G\CDQV� -KR�
UVGGNG� (GCTNGUUCHTCKF� /T�6#/'4�5JNCUJ� *CNNQYU #)� 5CPLW���� %QNQPGN C�� $CVV[$QV� & TQWUUNCP� %JTKU)WCNVKGTK� 0KZHW� .GOGD�
2K[WUJFCP� 4LKOGPG\RGTKU� $CUVKEJGNCCT� 7TK����� 5LCOGU�� 7UKEGEQQN� 2KCTUFGH� 1U EQPPGEV� 6GPVKPCVQT� #TWP�/CTKCRRCP� ,CMGE� *%-������
%NGOGPU�DGTPFV� 'GRGGZ� 6KOJCPNG[� .ECTXCNJQ�� 4QIWG5N[� )TCPMXKUV� 4KUM0GTF� #OPQTIG� 2CV&QWI4Q� )TCEGEJGWPI��� #OGP[EJVCU�
<VR\VR� -CYCLC� ,QJPOCVJQP� 2CUKPFWT� &)/#56� #F������� (ONGOQU� ,DGEM���� %RCWOGNNG CPF #PQP[OQWU� ���

• Software as a service 4PVSDF� JVVR���GP�YKMKRGFKC�QTI�YKMK�5QHVYCTG���CU���C���UGTXKEG!QNFKF���������� $POUSJCVUPST� &COKCP
;GTTKEM� &GD� #PV� &\QH� 'FYCTF� /KEJCGN *CTF[� -MW� 5JGNFQP 4CORVQP� 5M[UOKVJ� 4Y�� 4QP\� ,WNGUF� %JWWPGP $CMC� 2CWN 9� 4QD�
DQV� #NVGPOCPP� 0WTI� 4QUUIM� ,CUGPNGG� 'XGT[MKPI� <KPPOCPP� 5CTGM1H8WNECP� 5JCMCVC)C0CK� 1YGP$NCEMGT� $T[CPNJCTTKU� 7MGZRCV�
(TGCMQHPWTVWTG� &KUEQURKPUVGT� 4KEJ (CTODTQWIJ� '5MQI� 5�-�� $CTEGNQXC� #,2� %TGVQI�� ,QJP8CPFGPDGTI� 5CPLKX UYCTWR� +�3��Q.��-K.�36(*I[E�
'URQQ� )CT[� +ZPC[� ,G\OEM� #UJNG[ 2QOGTQ[� )WTWNGIGPF� 8GNGNNC� 5VGRJCP .GGFU� 4CKPDQY1H.KIJV� -GP[QD� /CTVKPKCPQ� 9QQJQQMKVV[�
4*CYQTVJ� #PFTGYURGPEGT� )TKMC� /CPFCTCZ� 6TQI.� 4GKUKQ� 4LYKNOUK� 2LGVVGT� &CXKFR� .QTFUCVTK� 6CYMGT� $QFJTCP� &WTKP� 5NGGR[�
JGCF��� (TGF $TCFUVCFV� %TC\[EQORWVGTU� 4KMK� 9GCUGNXKNNG� 2IM�� )WTWDTCJOC� %JQDQV� &8FO� 2KPGECT� 9CXGNGPIVJ� 5GCJEL� 9#XGI�
GVCTKCP� .CT� 4CFKQ(CP� 5VGXG.QWIJTCP� 5CO,QJPUVQP� $CEJTCEJ��� &KRUMKPP[� 0KEM� &CXGOEM� )TCិMO HT� 5NGGRPQOQTG� #NRJC �����
<\WW\\� /CZKU����� %NQUGFOQWVJ� #PKOG,CPCK� 8KRGT5PCMG���� 5COWGN $NCPPKPI� 5OCEM$QV� 4Q[CNIWCTF��� )KIU� 2TGPCIJC� -[NKR�
VKZ� #TWPRE� )KNNKCO� 1JPQKVULCOKG� %CTN�DWPFGTUQP� &GNK PM� 0GQ�,C[� $GJCCHCTKF� #O[ %TGUEGP\Q� -ZTC� '5VGGIG� %VDQNV� 4QPGYQNH�
(TCR� 2MEJCP� ,QP*CTFGT� #NGLCPFTQ%J� $GPLCOKP /CMQ *KNN� 4IKNN� 0QPHQTOC� 'OGVCOMVI� -PQY$WFF[� 5ELPUP� 2IKNNOCP� 5YCVLGUVGT�
5OKVJJ� ,\)� -WTW� (QTGUVHWិIJVKPI� #ZGNUEJWNV\G� $KND[� ,*WPVGT,� $GGVUVTC� 5KTGNCPF� 6CUV[2QWVKPG� 5JKPKG��� *W��� 2LTO� 5VGRJGP $
5VTGCVGT� 'U RGGT� %NCTKV[ិGPF� 'IIGP� +XCP.CPKP� /WFIGP� 7PENG&QWIIKG� &KUCCU� 'KNQP�TGUJGH� $YX���� (NGGV%QOOCPF� 8QZ.WPC�
#J[�� 9CHWN\� 5VCPUWNV� &QPCNFRWIJ� 4KEJCTF $QVNG[� 2OGTUQP� 5ETKDDNGTOCP� #NRJC�� /KEJCGN ,� /WNNCP[� ,WORិIJVIQ� %[FGDQV�
.GEJGXTG� ,ONGKEJV� ,CUQPDTCFិGNF� #FCOI��� 'TP SWGGPUW� 2CUECN�6GUUQP� 6CYMGTDQV�� &KEMG[5KPIJ� &WOD$16� /UQCTGU� 1RVKOKUV QP
VJG TWP� 1OPGUQHV� 4CPCYGGTCO� 'RDT���� -WDCPE\[M� +PUCPQ��� &QWINCU /KEJCGN /CUUKPI� (TGF�NWFF[� *CIKPU� ,WUV#)CN� 4COEMC[�
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