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Chapter 1

Virtualization

Virtualization, in computing, refers to the act of creating a virtual (rather than actual) version of something, including
but not limited to a virtual computer hardware platform, operating system (OS), storage device, or computer network
resources.

Virtualization began in 1960s mainframe computers as a method of logically dividing the system resources provided
by mainframes between different applications. Since then, the meaning of the term has broadened.”[1]

1.1 Hardware virtualization

Main article: Hardware virtualization
See also: Mobile virtualization

Hardware virtualization or platform virtualization refers to the creation of a virtual machine that acts like a real
computer with an operating system. Software executed on these virtual machines is separated from the underlying
hardware resources. For example, a computer that is running Microsoft Windows may host a virtual machine that
looks like a computer with the Ubuntu Linux operating system; Ubuntu-based software can be run on the virtual
machine.”[2]"[3]

In hardware virtualization, the host machine is the actual machine on which the virtualization takes place, and the
guest machine is the virtual machine. The words host and guest are used to distinguish the software that runs on the
physical machine from the software that runs on the virtual machine. The software or firmware that creates a virtual
machine on the host hardware is called a hypervisor or Virtual Machine Manager.

Different types of hardware virtualization include:

e Full virtualization — almost complete simulation of the actual hardware to allow software, which typically
consists of a guest operating system, to run unmodified.

e Partial virtualization — some but not all of the target environment is simulated. Some guest programs, therefore,
may need modifications to run in this virtual environment.

e Paravirtualization — a hardware environment is not simulated; however, the guest programs are executed in
their own isolated domains, as if they are running on a separate system. Guest programs need to be specifically
modified to run in this environment.

Hardware-assisted virtualization is a way of improving overall efficiency of virtualization. It involves CPUs that
provide support for virtualization in hardware, and other hardware components that help improve the performance of
a guest environment.

Hardware virtualization can be viewed as part of an overall trend in enterprise IT that includes autonomic computing,
a scenario in which the IT environment will be able to manage itself based on perceived activity, and utility com-
puting, in which computer processing power is seen as a utility that clients can pay for only as needed. The usual
goal of virtualization is to centralize administrative tasks while improving scalability and overall hardware-resource
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utilization. With virtualization, several operating systems can be run in parallel on a single central processing unit
(CPU). This parallelism tends to reduce overhead costs and differs from multitasking, which involves running several
programs on the same OS. Using virtualization, an enterprise can better manage updates and rapid changes to the
operating system and applications without disrupting the user. “Ultimately, virtualization dramatically improves the
efficiency and availability of resources and applications in an organization. Instead of relying on the old model of
“one server, one application” that leads to underutilized resources, virtual resources are dynamically applied to meet
business needs without any excess fat” (ConsonusTech).

Hardware virtualization is not the same as hardware emulation. In hardware emulation, a piece of hardware imitates
another, while in hardware virtualization, a hypervisor (a piece of software) imitates a particular piece of computer
hardware or the entire computer. Furthermore, a hypervisor is not the same as an emulator; both are computer
programs that imitate hardware, but their domain of use in language differs.

1.1.1 Snapshots

Main article: Snapshot (computer storage)

A snapshot is the state of a virtual machine, and generally its storage devices, at an exact point in time. A snapshot
enables the virtual machine's state at the time of the snapshot to be restored later, effectively undoing any changes
that occurred afterwards. This capability is useful as a backup technique, for example, prior to performing a risky
operation.

Virtual machines frequently use virtual disks for their storage; in a very simple example, a 10-gigabyte hard disk drive
is simulated with a 10-gigabyte flat file. Any requests by the VM for a location on its physical disk are transparently
translated into an operation on the corresponding file. Once such a translation layer is present, however, it is possible
to intercept the operations and send them to different files, depending on various criteria. Every time a snapshot is
taken, a new file is created, and used as an overlay for its predecessors. New data are written to the topmost overlay;
reading existing data, however, needs the overlay hierarchy to be scanned, resulting in accessing the most recent
version. Thus, the entire stack of snapshots is virtually a single coherent disk; in that sense, creating snapshots works
similarly to the incremental backup technique.

Other components of a virtual machine can also be included in a snapshot, such as the contents of its random-access
memory (RAM), BIOS settings, or its configuration settings. "Save state" feature in video game console emulators is
an example of such snapshots.

Restoring a snapshot consists of discarding or disregarding all overlay layers that are added after that snapshot, and
directing all new changes to a new overlay.

1.1.2 Migration

Main article: Migration (virtualization)

The snapshots described above can be moved to another host machine with its own hypervisor; when the VM is
temporarily stopped, snapshotted, moved, and then resumed on the new host, this is known as migration. If the older
snapshots are kept in sync regularly, this operation can be quite fast, and allow the VM to provide uninterrupted
service while its prior physical host is, for example, taken down for physical maintenance.

1.1.3 Failover

Main article: Failover

Similar to teleportation above, failover allows the VM to continue operations if the host fails. However, in this case,
the VM continues operation from the last-known coherent state, rather than the current state, based on whatever
materials the backup server was last provided with.
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1.1.4 Video game console emulation

Main article: Video game console emulator

A video game console emulator is a program that allows a personal computer or video game console to emulate
a different video game console's behavior. Video game console emulators and hypervisors both perform hardware
virtualization; words like “virtualization” , “virtual machine” , “host” and “guest” are not used in conjunction
with console emulators.

1.1.5 Licensing

Virtual machines running proprietary operating systems require licensing, regardless of the host machine's operating
system. For example, installing Microsoft Windows into a VM guest requires its licensing requirements to be satisfied.

1.2 Desktop virtualization
Main article: Desktop virtualization

Desktop virtualization is the concept of separating the logical desktop from the physical machine.

One form of desktop virtualization, virtual desktop infrastructure (VDI), can be thought of as a more advanced form
of hardware virtualization. Rather than interacting with a host computer directly via a keyboard, mouse, and monitor,
the user interacts with the host computer using another desktop computer or a mobile device by means of a network
connection, such as a LAN, Wireless LAN or even the Internet. In addition, the host computer in this scenario
becomes a server computer capable of hosting multiple virtual machines at the same time for multiple users.”[4]

As organizations continue to virtualize and converge their data center environment, client architectures also continue
to evolve in order to take advantage of the predictability, continuity, and quality of service delivered by their converged
infrastructure. For example, companies like HP and IBM provide a hybrid VDI model with a range of virtualization
software and delivery models to improve upon the limitations of distributed client computing.”[5] Selected client
environments move workloads from PCs and other devices to data center servers, creating well-managed virtual
clients, with applications and client operating environments hosted on servers and storage in the data center. For
users, this means they can access their desktop from any location, without being tied to a single client device. Since
the resources are centralized, users moving between work locations can still access the same client environment with
their applications and data.”[5] For IT administrators, this means a more centralized, efficient client environment that
is easier to maintain and able to more quickly respond to the changing needs of the user and business.”[6]"[7]

Another form, session virtualization, allows multiple users to connect and log into a shared but powerful computer
over the network and use it simultaneously. Each is given a desktop and a personal folder in which they store their
files.”[4] With multiseat configuration, session virtualization can be accomplished using a single PC with multiple
monitors keyboards and mice connected.

Thin clients, which are seen in desktop virtualization, are simple and/or cheap computers that are primarily designed
to connect to the network. They may lack significant hard disk storage space, RAM or even processing power, but
many organizations are beginning to look at the cost benefits of eliminating “thick client” desktops that are packed
with software (and require software licensing fees) and making more strategic investments.”[8] Desktop virtualization
simplifies software versioning and patch management, where the new image is simply updated on the server, and the
desktop gets the updated version when it reboots. It also enables centralized control over what applications the user
is allowed to have access to on the workstation.

Moving virtualised desktops into the cloud creates hosted virtual desktops (HVD), where the desktop images are
centrally managed and maintained by a specialist hosting firm. Benefits include scalability and the reduction of
capital expenditure, which is replaced by a monthly operational cost. [9]

1.3 Other types

Software
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Operating system-level virtualization, hosting of multiple virtualized environments within a single OS instance.

Application virtualization and workspace virtualization, the hosting of individual applications in an environment
separated from the underlying OS. Application virtualization is closely associated with the concept of portable
applications.

Service virtualization, emulating the behavior of dependent (e.g., third-party, evolving, or not implemented)
system components that are needed to exercise an application under test (AUT) for development or testing
purposes. Rather than virtualizing entire components, it virtualizes only specific slices of dependent behavior
critical to the execution of development and testing tasks.

Memory

Memory virtualization, aggregating random-access memory (RAM) resources from networked systems into a
single memory pool

Virtual memory, giving an application program the impression that it has contiguous working memory, isolating
it from the underlying physical memory implementation

Storage

Data

Storage virtualization, the process of completely abstracting logical storage from physical storage

Distributed file system, any file system that allows access to files from multiple hosts sharing via a computer
network

Virtual file system, an abstraction layer on top of a more concrete file system, allowing client applications to
access different types of concrete file systems in a uniform way

Storage hypervisor, the software that manages storage virtualization and combines physical storage resources
into one or more flexible pools of logical storage”[10]

Virtual disk drive, a computer program that emulates a disk drive such as a hard disk drive or optical disk drive
(see comparison of disc image software)

Data virtualization, the presentation of data as an abstract layer, independent of underlying database systems,
structures and storage.

Database virtualization, the decoupling of the database layer, which lies between the storage and application
layers within the application stack over all.

Network

14

Network virtualization, creation of a virtualized network addressing space within or across network subnets

Virtual private network (VPN), a network protocol that replaces the actual wire or other physical media in a
network with an abstract layer, allowing a network to be created over the Internet

Nested virtualization

Nested virtualization refers to the ability of running a virtual machine within another, having this general concept
extendable to an arbitrary depth. In other words, nested virtualization refers to running one or more hypervisors
inside another hypervisor. Nature of a nested guest virtual machine does not need not be homogenous with its host
virtual machine; for example, application virtualization can be deployed within a virtual machine created by using
hardware virtualization."[11]
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Nested virtualization becomes more necessary as widespread operating systems gain built-in hypervisor functionality,
which in a virtualized environment can be used only if the surrounding hypervisor supports nested virtualization; for
example, Windows 7 is capable of running Windows XP applications inside a built-in virtual machine. Furthermore,
moving already existing virtualized environments into a cloud, following the Infrastructure as a Service (IaaS) ap-
proach, is much more complicated if the destination IaaS platform does not support nested virtualization. [12]"[13]

The way nested virtualization can be implemented on a particular computer architecture depends on supported
hardware-assisted virtualization capabilities. In case a particular architecture does not provide hardware support
required for nested virtualization, various software techniques are employed to enable it."[12] Over time, more ar-
chitectures gain required hardware support; for example, since the Haswell microarchitecture (announced in 2013),
Intel started to include VMCS shadowing as a technology that accelerates nested virtualization.”[14]
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Chapter 2

Hardware virtualization

Computer hardware virtualization is the virtualization of computers or operating systems. It hides the physical
characteristics of a computing platform from users, instead showing another abstract computing platform.”[1]7[2] At
its origins, the software that controlled virtualization was called a “control program” , but the terms "hypervisor"
or “virtual machine monitor” are now preferred.* [3]

2.1 Concept

The term “virtualization” was coined in the 1960s to refer to a virtual machine (sometimes called “pseudo machine”
), a term which itself dates from the experimental IBM M44/44X system. The creation and management of virtual
machines has been called “platform virtualization” , or “server virtualization” , more recently.

Platform virtualization is performed on a given hardware platform by host software (a control program), which creates
a simulated computer environment, a virfual machine (VM), for its guest software. The guest software is not limited
to user applications; many hosts allow the execution of complete operating systems. The guest software executes as if
it were running directly on the physical hardware, with several notable caveats. Access to physical system resources
(such as the network access, display, keyboard, and disk storage) is generally managed at a more restrictive level than
the host processor and system-memory. Guests are often restricted from accessing specific peripheral devices, or may
be limited to a subset of the device's native capabilities, depending on the hardware access policy implemented by
the virtualization host.

Virtualization often exacts performance penalties, both in resources required to run the hypervisor, and as well as in
reduced performance on the virtual machine compared to running native on the physical machine.

2.2 Reasons for virtualization

e In the case of server consolidation, many small physical servers are replaced by one larger physical server to
increase the utilization of costly hardware resources such as CPU. Although hardware is consolidated, typically
OSs are not. Instead, each OS running on a physical server becomes converted to a distinct OS running inside
a virtual machine. The large server can “host” many such “guest” virtual machines. This is known as
Physical-to-Virtual (P2V) transformation.

e Consolidating servers can also have the added benefit of reducing energy consumption. A typical server runs
at 425 W*[4] and VMware estimates an average server consolidation ratio of 10:1.%[5]

e A virtual machine can be more easily controlled and inspected from outside than a physical one, and its configu-
ration is more flexible. This is very useful in kernel development and for teaching operating system courses. [6]

e A new virtual machine can be provisioned as needed without the need for an up-front hardware purchase.

e A virtual machine can easily be relocated from one physical machine to another as needed. For example, a
salesperson going to a customer can copy a virtual machine with the demonstration software to his laptop,
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without the need to transport the physical computer. Likewise, an error inside a virtual machine does not harm
the host system, so there is no risk of breaking down the OS on the laptop.

e Because of the easy relocation, virtual machines can be used in disaster recovery scenarios.

However, when multiple VMs are concurrently running on the same physical host, each VM may exhibit a varying
and unstable performance, which highly depends on the workload imposed on the system by other VMs, unless proper
techniques are used for temporal isolation among virtual machines.

There are several approaches to platform virtualization.

Examples of virtualization scenarios:

e Running one or more applications that are not supported by the host OS: A virtual machine running the required
guest OS could allow the desired applications to be run, without altering the host OS.

e Evaluating an alternate operating system: The new OS could be run within a VM, without altering the host OS.

e Server virtualization: Multiple virtual servers could be run on a single physical server, in order to more fully
utilize the hardware resources of the physical server.

e Duplicating specific environments: A virtual machine could, depending on the virtualization software used, be
duplicated and installed on multiple hosts, or restored to a previously backed-up system state.

e Creating a protected environment: if a guest OS running on a VM becomes damaged in a way that is difficult
to repair, such as may occur when studying malware or installing badly behaved software, the VM may simply
be discarded without harm to the host system, and a clean copy used next time.

2.3 Full virtualization

Main article: Full virtualization

In full virtualization, the virtual machine simulates enough hardware to allow an unmodified “guest” OS (one
designed for the same instruction set) to be run in isolation. This approach was pioneered in 1966 with the IBM CP-
40 and CP-67, predecessors of the VM family. Examples outside the mainframe field include Parallels Workstation,
Parallels Desktop for Mac, VirtualBox, Virtual Iron, Oracle VM, Virtual PC, Virtual Server, Hyper-V, VMware
Workstation, VMware Server (formerly GSX Server), QEMU, Adeos, Mac-on-Linux, Win4BSD, Win4Lin Pro, and
Egenera vBlade technology.

2.4 Hardware-assisted virtualization

Main article: Hardware-assisted virtualization

In hardware-assisted virtualization, the hardware provides architectural support that facilitates building a virtual ma-
chine monitor and allows guest OSes to be run in isolation.”[7] Hardware-assisted virtualization was first introduced
on the IBM System/370 in 1972, for use with VM/370, the first virtual machine operating system. In 2005 and
2006, Intel and AMD provided additional hardware to support virtualization. Sun Microsystems (now Oracle Cor-
poration) added similar features in their UltraSPARC T-Series processors in 2005. Examples of virtualization plat-
forms adapted to such hardware include Linux KVM, VMware Workstation, VMware Fusion, Microsoft Hyper-V,
Microsoft Virtual PC, Xen, Parallels Desktop for Mac, Oracle VM Server for SPARC, VirtualBox and Parallels
Workstation.

In 2006 first-generation 32- and 64-bit x86 hardware support was found rarely to offer performance advantages over
software virtualization.”[8]

2.5 Partial virtualization

In partial virtualization, including address space virtualization, the virtual machine simulates multiple instances of
much of an underlying hardware environment, particularly address spaces. Usually, this means that entire operating
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Logical diagram of full virtualization.

systems cannot run in the virtual machine—which would be the sign of full virtualization—but that many applications
can run. A key form of partial virtualization is address space virtualization, in which each virtual machine consists
of an independent address space. This capability requires address relocation hardware, and has been present in most
practical examples of partial virtualization.

Partial virtualization was an important historical milestone on the way to full virtualization. It was used in the first-
generation time-sharing system CTSS, in the IBM M44/44X experimental paging system, and arguably systems like
MVS and the Commodore 64 (a couple of 'task switch' programs). The term could also be used to describe any
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operating system that provides separate address spaces for individual users or processes, including many that today
would not be considered virtual machine systems. Experience with partial virtualization, and its limitations, led to
the creation of the first full virtualization system (IBM's CP-40, the first iteration of CP/CMS which would eventually
become IBM's VM family). (Many more recent systems, such as Microsoft Windows and Linux, as well as the
remaining categories below, also use this basic approach.)

Partial virtualization is significantly easier to implement than full virtualization. It has often provided useful, robust
virtual machines, capable of supporting important applications. Partial virtualization has proven highly successful for
sharing computer resources among multiple users.

However, in comparison with full virtualization, its drawback is in situations requiring backward compatibility or
portability. It can be hard to anticipate precisely which features have been used by a given application. If certain
hardware features are not simulated, then any software using those features will fail.

2.6 Paravirtualization

Main article: Paravirtualization

In paravirtualization, the virtual machine does not necessarily simulate hardware, but instead (or in addition) offers a
special API that can only be used by modifying the “guest” OS. For this to be possible, the “guest” OS's source
code must be available. If the source code is available, it is sufficient to replace sensitive instructions with calls to
VMM APIs (e.g.: “cli” with “vm_handle_cli()"), then re-compile the OS and use the new binaries. This system
call to the hypervisor is called a “hypercall” in TRANGO and Xen; it is implemented via a DIAG ( “diagnose”
) hardware instruction in IBM's CMS under VM (which was the origin of the term hypervisor). Examples include
IBM's LPARs, [9] Win4Lin 9x, Sun's Logical Domains, z/VM, and TRANGO.

2.7 Operating-system-level virtualization
Main article: Operating-system-level virtualization

In operating-system-level virtualization, a physical server is virtualized at the operating system level, enabling multiple
isolated and secure virtualized servers to run on a single physical server. The “guest” operating system environments
share the same running instance of the operating system as the host system. Thus, the same operating system kernel
is also used to implement the “guest” environments, and applications running in a given “guest” environment
view it as a stand-alone system. The pioneer implementation was FreeBSD jails; other examples include Solaris
Containers, OpenVZ, Linux-VServer, LXC, AIX Workload Partitions, Parallels Virtuozzo Containers, and iCore
Virtual Accounts.

2.8 Hardware virtualization disaster recovery

A disaster recovery (DR) plan is good business practice for a hardware virtualization platform solution. DR of a
virtualization environment can ensure high rate of availability during a wide range of situations that disrupt normal
business operations. Continued operations of VMs is mission critical and a DR can compensate for concerns of
hardware performance and maintenance requirements. A hardware virtualization DR environment involves hard-
ware and software protection solutions based on business continuity needs, which include the methods described
below. [10]7[11]

Tape backup for software data long-term archival needs This common method can be used to store data offsite
but can be a difficult and lengthy process to recover your data. Tape backup data is only as good as the latest
copy stored. Tape backup methods will require a backup device and ongoing storage material.

Whole-file and application replication The implementation of this method will require control software and stor-
age capacity for application and data file storage replication typically on the same site. The data is replicated
on a different disk partition or separate disk device and can be a scheduled activity for most servers and is
implemented more for database-type applications.
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Hardware and software redundancy Ensures the highest level of disaster recovery protection for a hardware vir-

2.9

tualization solution, by providing duplicate hardware and software replication in two distinct geographic ar-
*
eas. [12]
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2.11 External links

e An introduction to Virtualization

Xen and the Art of Virtualization

e Linux Virtualization Software

Using a hypervisor to reconcile GPL and proprietary embedded code

Server virtualization consolidation calculator

e Virtualization News, Info & Forums from Virtualization.net
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Chapter 3

Full virtualization
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Screenshot of one virtualization environment

In computer science, full virtualization is a virtualization technique used to provide a certain kind of virtual machine
environment, namely, one that is a complete simulation of the underlying hardware. Full virtualization requires that
every salient feature of the hardware be reflected into one of several virtual machines — including the full instruction
set, input/output operations, interrupts, memory access, and whatever other elements are used by the software that
runs on the bare machine, and that is intended to run in a virtual machine. In such an environment, any software
capable of execution on the raw hardware can be run in the virtual machine and, in particular, any operating systems.
The obvious test of full virtualization is whether an operating system intended for stand-alone use can successfully
run inside a virtual machine.

Other forms of platform virtualization allow only certain or modified software to run within a virtual machine. The
concept of full virtualization is well established in the literature, but it is not always referred to by this specific term;
see platform virtualization for terminology.
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An important example of full virtualization was that provided by the control program of IBM's CP/CMS operating
system. It was first demonstrated with IBM's CP-40 research system in 1967, then distributed via open source in
CP/CMS in 1967-1972, and re-implemented in IBM's VM family from 1972 to the present. Each CP/CMS user
was provided a simulated, stand-alone computer. Each such virtual machine had the complete capabilities of the
underlying machine, and (for its user) the virtual machine was indistinguishable from a private system. This simulation
was comprehensive, and was based on the Principles of Operation manual for the hardware. It thus included such
elements as instruction set, main memory, interrupts, exceptions, and device access. The result was a single machine
that could be multiplexed among many users.

Full virtualization is possible only with the right combination of hardware and software elements. For example, it
was not possible with most of IBM's System/360 series with the exception being the IBM System/360-67; nor was it
possible with IBM's early System/370 system until IBM added virtual memory hardware to the System/370 series in
1972.

Similarly, full virtualization was not quite possible with the x86 platform until the 2005-2006 addition of the AMD-
V and Intel VT-x extensions (see x86 virtualization). Many platform virtual machines for the x86 platform came
very close and claimed full virtualization even prior to the AMD-V and Intel VT-x additions. Examples include
Adeos, Mac-on-Linux, Parallels Desktop for Mac, Parallels Workstation, VMware Workstation, VMware Server
(formerly GSX Server), VirtualBox, Win4BSD, and Win4Lin Pro. VMware, for instance, employs a technique called
binary translation to automatically modify x86 software on-the-fly to replace instructions that “pierce the virtual
machine” with a different, virtual machine safe sequence of instructions; this technique provides the appearance of
full virtualization. [1]

A key challenge for full virtualization is the interception and simulation of privileged operations, such as I/O in-
structions. The effects of every operation performed within a given virtual machine must be kept within that virtual
machine — virtual operations cannot be allowed to alter the state of any other virtual machine, the control program,
or the hardware. Some machine instructions can be executed directly by the hardware, since their effects are entirely
contained within the elements managed by the control program, such as memory locations and arithmetic registers.
But other instructions that would “pierce the virtual machine” cannot be allowed to execute directly; they must
instead be trapped and simulated. Such instructions either access or affect state information that is outside the virtual
machine.

Full virtualization has proven highly successful for:

e sharing a computer system among multiple users;
e isolating users from each other (and from the control program);

e emulating new hardware to achieve improved reliability, security and productivity.

3.1 See also

o Platform virtualization

e CP/CMS

e Popek and Goldberg Virtualization Requirements
e Hardware-assisted virtualization

e Partial virtualization

e Paravirtualization

e Comparison of platform virtual machines

e Operating system-level virtualization

e LPAR

e PR/SM

e Hypervisor
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e [/0O virtualization

e Virtual machine

3.2 References

[1] VMware (11 Sep 2007). “Understanding Full Virtualization, Paravirtualization, and Hardware Assist” (PDF). VMware.
Retrieved 2007-12-09.

See specific sources listed under platform virtualization and (for historical sources) CP/CMS.
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e Compatibility is Not Transparency: VMM Detection Myths and Realities
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Chapter 4

Paravirtualization

In computing, paravirtualization is a virtualization technique that presents a software interface to virtual machines
that is similar, but not identical to that of the underlying hardware.

The intent of the modified interface is to reduce the portion of the guest's execution time spent performing operations
which are substantially more difficult to run in a virtual environment compared to a non-virtualized environment. The
paravirtualization provides specially defined 'hooks' to allow the guest(s) and host to request and acknowledge these
tasks, which would otherwise be executed in the virtual domain (where execution performance is worse). A successful
paravirtualized platform may allow the virtual machine monitor (VMM) to be simpler (by relocating execution of
critical tasks from the virtual domain to the host domain), and/or reduce the overall performance degradation of
machine-execution inside the virtual-guest.

Paravirtualization requires the guest operating system to be explicitly ported for the para-API —a conventional OS
distribution that is not paravirtualization-aware cannot be run on top of a paravirtualizing VMM. However, even
in cases where the operating system cannot be modified, components may be available that enable many of the
significant performance advantages of paravirtualization. For example, the Xen Windows GPLPV project provides a
kit of paravirtualization-aware device drivers, licensed under the terms of the GPL, that are intended to be installed
into a Microsoft Windows virtual-guest running on the Xen hypervisor. [1]

4.1 History

Paravirtualization is a new term for an old idea. IBM's VM operating system has offered such a facility since 1972°[2]
(and earlier as CP-67). In the VM world, this is referred to asa “DIAGNOSE code” , because it uses an instruction
code used normally only by hardware maintenance software and thus undefined.

The Parallels Workstation operating system calls its equivalent a “hypercall” . All are the same thing: a system call
to the hypervisor below. Such calls require support in the “guest” operating system, which has to have hypervisor-
specific code to make such calls.

The term “paravirtualization” was first used in the research literature in association with the Denali Virtual Ma-
chine Manager.*[S] The term is also used to describe the Xen, L4, TRANGO, VMware, Wind River and XtratuM
hypervisors. All these projects use or can use paravirtualization techniques to support high performance virtual ma-
chines on x86 hardware by implementing a virtual machine that does not implement the hard-to-virtualize parts of
the actual x86 instruction set.”[4]

A hypervisor provides the virtualization abstraction of the underlying computer system. In full virtualization, a
guest operating system runs unmodified on a hypervisor. However, improved performance and efficiency is achieved
by having the guest operating system communicate with the hypervisor. By allowing the guest operating system
to indicate its intent to the hypervisor, each can cooperate to obtain better performance when running in a virtual
machine. This type of communication is referred to as paravirtualization.

In 2005, VMware proposed a paravirtualization interface, the Virtual Machine Interface (VMI), as a communication
mechanism between the guest operating system and the hypervisor. This interface enabled transparent paravirtualiza-
tion in which a single binary version of the operating system can run either on native hardware or on a hypervisor in
paravirtualized mode. In September 2009, VMWare announced that VMI would be retired from future products.”[5]
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4.2

Linux paravirtualization support

At the USENIX conference in 2006 in Boston, Massachusetts, a number of Linux development vendors (including
IBM, VMware, Xen, and Red Hat) collaborated on an alternative form of paravirtualization, initially developed by
the Xen group, called “paravirt-ops” ."[6] The paravirt-ops code (often shortened to pv-ops) was included in the
mainline Linux kernel as of the 2.6.23 version, and provides a hypervisor-agnostic interface between the hypervisor
and guest kernels. Distribution support for pv-ops guest kernels appeared starting with Ubuntu 7.04 and RedHat 9.
Xen hypervisors based on any 2.6.24 or later kernel support pv-ops guests, as does VMware's Workstation product
beginning with version 6."[7]

4.3

4.4

(1]

(2]
(3]
(4]
(5]

(6]
(7]

4.5

See also

Operating system-level virtualization
Exokernel

KVM

Logical Domains

Virtual Machine Interface (VMI)

Hypervisor

References

“Installing signed GPLPV drivers in Windows Xen instances” . Univention Wiki. Retrieved 2013-04-10. The GPLPV
driver is a driver for Microsoft Windows, which enables Windows DomU systems virtualised in Xen to access the network
and block drivers of the Xen Dom0. This provides a significant performance and reliability gain over the standard devices
emulated by Xen/Qemu/Kvm.

“VM History and Heritage” . IBM. Retrieved 2007-10-10.

A. Whitaker, M. Shaw, and S. D. Gribble, “Denali: Lightweight Virtual Machines for Distributed and Networked Ap-
plications” , Univ. of Washington Technical Report 02-02-01, (2002). (Available from Denali publications, technical
reports, and talks)

Strobl, Marius (2013). Virtualization for Reliable Embedded Systems. Munich: GRIN Publishing GmbH. p. 54,63. ISBN
978-3-656-49071-5.

Update: Support for guest OS paravirtualization using VMware VMI to be retired from new products in 2010-2011 http:
//blogs.vmware.com/guestosguide/2009/09/vmi-retirement.html

http://wiki.xenproject.org/wiki/XenParavirtOps

http://www.vmware.com/company/news/releases/050907PV.html

External links

Anandtech - Hardware Virtualization: the Nuts and Bolts Technical article on paravirtualization

Virtualization.net Virtualization & Cloud Computing


https://en.wikipedia.org/wiki/Boston,_Massachusetts
https://en.wikipedia.org/wiki/Linux_kernel
https://en.wikipedia.org/wiki/Operating_system-level_virtualization
https://en.wikipedia.org/wiki/Exokernel
https://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://en.wikipedia.org/wiki/Logical_Domains
https://en.wikipedia.org/wiki/Virtual_Machine_Interface
https://en.wikipedia.org/wiki/Hypervisor
http://wiki.univention.de/index.php?title=Installing-signed-GPLPV-drivers
http://www.vm.ibm.com/history/
https://en.wikipedia.org/wiki/IBM
http://denali.cs.washington.edu/pubs/index.html
http://denali.cs.washington.edu/pubs/index.html
http://www.grin.com/e-book/233001/
https://en.wikipedia.org/wiki/International_Standard_Book_Number
https://en.wikipedia.org/wiki/Special:BookSources/978-3-656-49071-5
http://blogs.vmware.com/guestosguide/2009/09/vmi-retirement.html
http://blogs.vmware.com/guestosguide/2009/09/vmi-retirement.html
http://wiki.xenproject.org/wiki/XenParavirtOps
http://www.vmware.com/company/news/releases/050907PV.html
http://www.anandtech.com/show/2480
http://www.virtualization.net/

Chapter 5

Hypervisor

A hypervisor or virtual machine monitor (VMM) is a piece of computer software, firmware or hardware that
creates and runs virtual machines.

A computer on which a hypervisor is running one or more virtual machines is defined as a host machine. Each virtual
machine is called a guest machine. The hypervisor presents the guest operating systems with a virtual operating
platform and manages the execution of the guest operating systems. Multiple instances of a variety of operating
systems may share the virtualized hardware resources.

5.1 Classification
HYPER
VISOR
HARD
WARE

TYPE 1 TYPE 2

native
(bare metal) hosted

)
)

Type-1 and type-2 hypervisors

In their 1974 article “Formal Requirements for Virtualizable Third Generation Architectures” Gerald J. Popek and
Robert P. Goldberg classified two types of hypervisor: [1]

Type-1: native or bare-metal hypervisors These hypervisors run directly on the host's hardware to control the

hardware and to manage guest operating systems. For this reason, they are sometimes called bare metal hy-
pervisors. A guest operating system runs as a process on the host. The first hypervisors, which IBM developed
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in the 1960s, were native hypervisors. These included the test software SIMMON and the CP/CMS operating
system (the predecessor of IBM's z/VM). Modern equivalents include Oracle VM Server for SPARC, Oracle
VM Server for x86, the Citrix XenServer, VMware ESX/ESXi and Microsoft Hyper-V 2008/2012.

Type-2: hosted hypervisors These hypervisors run on a conventional operating system just as other computer pro-
grams do. Type-2 hypervisors abstract guest operating systems from the host operating system. VMware
Workstation and VirtualBox are examples of type-2 hypervisors.

However, the distinction between these two types is not necessarily clear. Linux's Kernel-based Virtual Machine
(KVM) and FreeBSD's bhyve are kernel modules”[2] that effectively convert the host operating system to a type-1
hypervisor.“[3] Nevertheless, since Linux distributions and FreeBSD are still general-purpose operating systems, with
other applications competing for VM resources, KVM and bhyve can also be categorized as type-2 hypervisors.”[4]

In 2012, a US software development company called LynuxWorks proposed a type-0 (zero) hypervisor—one with
no kernel or operating system whatsoever”[5]*[6]—which might not be entirely possible.”[7]

5.2 Mainframe origins

The first hypervisors providing full virtualization were the test tool SIMMON and IBM's one-off research CP-40
system, which began production use in January 1967, and became the first version of IBM's CP/CMS operating
system. CP-40 ran on a S/360-40 that was modified at the IBM Cambridge Scientific Center to support Dynamic
Address Translation, a key feature that allowed virtualization. Prior to this time, computer hardware had only been
virtualized enough to allow multiple user applications to run concurrently (see CTSS and IBM M44/44X). With CP-
40, the hardware's supervisor state was virtualized as well, allowing multiple operating systems to run concurrently in
separate virtual machine contexts.

Programmers soon re-implemented CP-40 (as CP-67) for the IBM System/360-67, the first production computer-
system capable of full virtualization. IBM first shipped this machine in 1966; it included page-translation-table
hardware for virtual memory, and other techniques that allowed a full virtualization of all kernel tasks, including
I/0O and interrupt handling. (Note that its “official” operating system, the ill-fated TSS/360, did not employ full
virtualization.) Both CP-40 and CP-67 began production use in 1967. CP/CMS was available to IBM customers
from 1968 to 1972, in source code form without support.

CP/CMS formed part of IBM's attempt to build robust time-sharing systems for its mainframe computers. By run-
ning multiple operating systems concurrently, the hypervisor increased system robustness and stability: Even if one
operating system crashed, the others would continue working without interruption. Indeed, this even allowed beta or
experimental versions of operating systems — or even of new hardware*[8] — to be deployed and debugged, without
jeopardizing the stable main production system, and without requiring costly additional development systems.

IBM announced its System/370 series in 1970 without any virtualization features, but added them in the August
1972 Advanced Function announcement. Virtualization has been featured in all successor systems (all modern-day
IBM mainframes, such as the zSeries line, retain backwards-compatibility with the 1960s-era IBM S/360 line) The
1972 announcement also included VM/370, a reimplementation of CP/CMS for the S/370. Unlike CP/CMS, IBM
provided support for this version (though it was still distributed in source code form for several releases). VM stands
for Virtual Machine, emphasizing that all, and not just some, of the hardware interfaces are virtualized. Both VM and
CP/CMS enjoyed early acceptance and rapid development by universities, corporate users, and time-sharing vendors,
as well as within IBM. Users played an active role in ongoing development, anticipating trends seen in modern open
source projects. However, in a series of disputed and bitter battles, time-sharing lost out to batch processing through
IBM political infighting, and VM remained IBM's “other” mainframe operating system for decades, losing to MVS.
It enjoyed a resurgence of popularity and support from 2000 as the z/VM product, for example as the platform for
Linux for zSeries.

As mentioned above, the VM control program includes a hypervisor-call handler that intercepts DIAG ( “Diagnose” )
instructions used within a virtual machine. This provides fast-path non-virtualized execution of file-system access and
other operations (DIAG is a model-dependent privileged instruction, not used in normal programming, and thus is
not virtualized. It is therefore available for use as a signal to the “host” operating system). When first implemented in
CP/CMS release 3.1, this use of DIAG provided an operating system interface that was analogous to the System/360
Supervisor Call instruction (SVC), but that did not require altering or extending the system's virtualization of SVC.

In 1985 IBM introduced the PR/SM hypervisor to manage logical partitions (LPAR).
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5.3 Unix and Linux servers

Several factors led to a resurgence around 2005 in the use of virtualization technology among Unix and Linux server
vendors:*[9]

e Expanding hardware capabilities, allowing each single machine to do more simultaneous work

Efforts to control costs and to simplify management through consolidation of servers

The need to control large multiprocessor and cluster installations, for example in server farms and render farms

The improved security, reliability, and device independence possible from hypervisor architectures

The ability to run complex, OS-dependent applications in different hardware or OS environments

Major Unix vendors, including Sun Microsystems, HP, IBM, and SGI, have been selling virtualized hardware since
before 2000. These have generally been large systems with hefty, server-class price-tags (in the multi-million dollar
range at the high end), although virtualization has also been available on some low- and mid-range systems, such as
IBM's pSeries servers, Sun/Oracle's T-series CoolThreads servers and HP Superdome series machines.

Although Solaris has always been the only guest domain OS officially supported by Sun/Oracle on their Logical
Domains hypervisor, as of late 2006, Linux (Ubuntu and Gentoo), and FreeBSD have been ported to run on top of
the hypervisor (and can all run simultaneously on the same processor, as fully virtualized independent guest OSes).
Wind River "Carrier Grade Linux" also runs on Sun's Hypervisor."[10] Full virtualization on SPARC processors
proved straightforward: since its inception in the mid-1980s Sun deliberately kept the SPARC architecture clean of
artifacts that would have impeded virtualization. (Compare with virtualization on x86 processors below.) [11]

HP calls its technology to host multiple OS technology on its Itanium powered systems “Integrity Virtual Machines”
(Integrity VM). Itanium can run HP-UX, Linux, Windows and OpenVMS. Except for OpenVMS, to be supported in
a later release, these environments are also supported as virtual servers on HP's Integrity VM platform. The HP-UX
operating system hosts the Integrity VM hypervisor layer that allows for many important features of HP-UX to be
taken advantage of and provides major differentiation between this platform and other commodity platforms - such as
processor hotswap, memory hotswap, and dynamic kernel updates without system reboot. While it heavily leverages
HP-UX, the Integrity VM hypervisor is really a hybrid that runs on bare-metal while guests are executing. Running
normal HP-UX applications on an Integrity VM host is heavily discouraged, because Integrity VM implements its
own memory management, scheduling and I/O policies that are tuned for virtual machines and are not as effective
for normal applications. HP also provides more rigid partitioning of their Integrity and HP9000 systems by way of
VPAR and nPar technology, the former offering shared resource partitioning and the latter offering complete 1/0 and
processing isolation. The flexibility of virtual server environment (VSE) has given way to its use more frequently in
newer deployments.

IBM provides virtualization partition technology known as logical partitioning (LPAR) on System/390, zSeries,
pSeries and iSeries systems. For IBM's Power Systems, the Power Hypervisor (PowerVM) functions as a native
(bare-metal) hypervisor in firmware and provides isolation between LPARs. Processor capacity is provided to LPARs
in either a dedicated fashion or on an entitlement basis where unused capacity is harvested and can be re-allocated
to busy workloads. Groups of LPARs can have their processor capacity managed as if they were ina “pool” - IBM
refers to this capability as Multiple Shared-Processor Pools (MSPPs) and implements it in servers with the POWERG6
processor. LPAR and MSPP capacity allocations can be dynamically changed. Memory is allocated to each LPAR
(at LPAR initiation or dynamically) and is address-controlled by the POWER Hypervisor. For real-mode addressing
by operating systems (AIX, Linux, IBM i), the POWER processors (POWER4 onwards) have designed virtualization
capabilities where a hardware address-offset is evaluated with the OS address-offset to arrive at the physical memory
address. Input/Output (I/O) adapters can be exclusively “owned” by LPARs or shared by LPARs through an appli-
ance partition known as the Virtual I/O Server (VIOS). The Power Hypervisor provides for high levels of reliability,
availability and serviceability (RAS) by facilitating hot add/replace of many parts (model dependent: processors,
memory, I/O adapters, blowers, power units, disks, system controllers, etc.) It is interesting to note that because this
PowerVM hypervisor is integral and part of every single POWER system IBM has made since the POWER4 systems,
that every benchmark ever run on those systems is technically virtualized and as the benchmark results indicate this
virtualization works extremely well. Furthermore it is extremely secure and in fact to date there has never been a
single reported security flaw reported in the PowerVM hypervisor itself.
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Similar trends have occurred with x86/x86_64 server platforms, where open-source projects such as Xen have led
virtualization efforts. These include hypervisors built on Linux and Solaris kernels as well as custom kernels. Since
these technologies span from large systems down to desktops, they are described in the next section.

5.4 x86 systems
Main article: x86 virtualization

Starting in 2005, CPU vendors have added hardware virtualization assistance to their products, for example: Intel
VT-x (codenamed Vanderpool) and AMD-V (codenamed Pacifica).

An alternative approach requires modifying the guest operating-system to make system calls to the hypervisor, rather
than executing machine I/O instructions that the hypervisor simulates. This is called paravirtualization in Xen, a
“hypercall” in Parallels Workstation, and a “DIAGNOSE code” in IBM's VM. VMware supplements the slowest
rough corners of virtualization with device drivers for the guest. All are really the same thing, a system call to the
hypervisor below. Some microkernels such as Mach and L4 are flexible enough such that "paravirtualization" of guest
operating systems is possible.

In June 2008, Microsoft delivered a new Type-1 hypervisor called Hyper-V (codenamed “Viridian” and previously
referred to as “Windows Server virtualization” ); the design features OS integration at the lowest level.“[12] Versions
of Windows beginning with Windows Vista include extensions to boost performance when running on top of the
Hyper-V hypervisor.

5.5 Embedded systems

Embedded hypervisors, targeting embedded systems and certain real-time operating system (RTOS) environments,
are designed with different requirements when compared to desktop and enterprise systems, including robustness,
security and real-time capabilities. The resource-constrained nature of many embedded systems, especially battery-
powered mobile systems, imposes a further requirement for small memory-size and low overhead. Finally, in contrast
to the ubiquity of the x86 architecture in the PC world, the embedded world uses a wider variety of architectures
and less standardized environments. Support for virtualization requires memory protection (in the form of a memory
management unit or at least a memory protection unit) and a distinction between user mode and privileged mode,
which rules out most microcontrollers. This still leaves x86, MIPS, ARM and PowerPC as widely deployed architec-
tures on medium- to high-end embedded systems.”[13]

As manufacturers of embedded systems usually have the source code to their operating systems, they have less need
for full virtualization in this space. Instead, the performance advantages of paravirtualization make this usually the
virtualization technology of choice. Nevertheless, ARM and MIPS have recently added full virtualization support as
an IP option and has included it in their latest high-end processors and architecture versions, such as ARM Cortex-A15
MPCore and ARMvS EL2.

Other differences between virtualization in server/desktop and embedded environments include requirements for
efficient sharing of resources across virtual machines, high-bandwidth, low-latency inter-VM communication, a global
view of scheduling and power management, and fine-grained control of information flows."[14]

5.6 Security implications

The use of hypervisor technology by malware and rootkits installing themselves as a hypervisor below the operating
system can make them more difficult to detect because the malware could intercept any operations of the operating
system (such as someone entering a password) without the anti-malware software necessarily detecting it (since the
malware runs below the entire operating system). Implementation of the concept has allegedly occurred in the SubVirt
laboratory rootkit (developed jointly by Microsoft and University of Michigan researchers*[15]) as well as in the Blue
Pill malware package. However, such assertions have been disputed by others who claim that it would be possible to
detect the presence of a hypervisor-based rootkit. [ 16]
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In 2009, researchers from Microsoft and North Carolina State University demonstrated a hypervisor-layer anti-rootkit
called Hooksafe that can provide generic protection against kernel-mode rootkits. [17]
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Chapter 6

Hardware-assisted virtualization

In computing, hardware-assisted virtualization is a platform virtualization approach that enables efficient full vir-
tualization using help from hardware capabilities, primarily from the host processors. Full virtualization is used to
simulate a complete hardware environment, or virtual machine, in which an unmodified guest operating system (using
the same instruction set as the host machine) executes in complete isolation. Hardware-assisted virtualization was
added to x86 processors (Intel VT-x or AMD-V) in 2006.

Hardware-assisted virtualization is also known as accelerated virtualization; Xen calls it hardware virtual machine
(HVM), and Virtual Iron calls it native virtualization.

6.1 History

See also: Timeline of virtualization development

Hardware-assisted virtualization first appeared on the IBM System/370 in 1972, for use with VM/370, the first virtual-
machine operating system. With the increasing demand for high-definition computer graphics (e.g. CAD), virtual-
ization of mainframes lost some attention in the late 1970s, when the upcoming minicomputers fostered resource
allocation through distributed computing, encompassing the commoditization of microcomputers.

IBM offer hardware virtualization for their POWER CPUs under AIX (e.g. System p) and for their IBM-Mainframes
System z. IBM refers to their specific form of hardware virtualization as “logical partition” , or more commonly as
LPAR.

The increase in compute capacity per x86 server and in particular the substantial increase in modern networks' band-
widths rekindled interest in data-center based computing which is based on virtualization techniques. The primary
driver was the potential for server consolidation: virtualization allowed a single server to cost-efficiently consolidate
compute power on multiple underutilized dedicated servers. Cloud computing as the new synonym for the said data
center based computing (or mainframe-like computing, respectively) through high bandwidth networks is the most
visible hallmark of a return to the roots of computing. It is closely connected to virtualization.

The initial implementation x86 architecture did not meet the Popek and Goldberg virtualization requirements to
achieve “classical virtualization":

e cquivalence: a program running under the virtual machine monitor (VMM) should exhibit a behavior essentially
identical to that demonstrated when running on an equivalent machine directly

e resource control (also called safety): the VMM must be in complete control of the virtualized resources

o cfficiency: a statistically dominant fraction of machine instructions must be executed without VMM interven-
tion

This made it difficult to implement a virtual machine monitor for this type of processor. Specific limitations included
the inability to trap on some privileged instructions.[1]
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To compensate for these architectural limitations, designers have accomplished virtualization of the x86 architecture
through two methods: full virtualization or paravirtualization.”[2] Both create the illusion of physical hardware to
achieve the goal of operating system independence from the hardware but present some trade-offs in performance
and complexity.

1. Paravirtualization is a technique in which the hypervisor provides an API and the OS of the guest virtual
machine calls that API, requiring OS modifications.

2. Full virtualization was implemented in first-generation x86 VMM s. It relies on binary translation to trap and
virtualize the execution of certain sensitive, non-virtualizable instructions. With this approach, critical in-
structions are discovered (statically or dynamically at run-time) and replaced with traps into the VMM to be
emulated in software. Binary translation can incur a large performance overhead in comparison to a virtual
machine running on natively virtualized architectures such as the IBM System/370. VirtualBox, VMware
Workstation (for 32-bit guests only), and Microsoft Virtual PC, are well-known commercial implementations
of full virtualization.

In 2005 and 2006, Intel and AMD (working independently) created new processor extensions to the x86 architecture
called Intel VT-x and AMD-V, respectively (On the Itanium architecture, hardware-assisted virtualization is known
as VT-i). The first generation of x86 processors to support these extensions were released in late 2005 early 2006:

e On November 13, 2005, Intel released two models of Pentium 4 (Model 662 and 672) as the first Intel proces-
sors to support VT-x.

e On May 23, 2006, AMD released the Athlon 64 ( “Orleans” ), the Athlon 64 X2 ( “Windsor” ) and the Athlon
64 FX ( “Windsor” ) as the first AMD processors to support this technology.

Well-known implementations of hardware-assisted x86 virtualization include VMware Workstation (for 64-bit guests
only), Xen 3.x (including derivatives like Virtual Iron), Linux KVM and Microsoft Hyper-V.

6.2 Pros

Hardware-assisted virtualization reduces the maintenance overhead of paravirtualization as it reduces (ideally, elim-
inates) the changes needed in the guest operating system. It is also considerably easier to obtain better performance.
A practical benefit of hardware-assisted virtualization has been cited by VMware engineers”[3] and Virtual Iron.

6.3 Cons

Hardware-assisted virtualization requires explicit support in the host CPU, which is not available on all x86/x86_64
processors.

A “pure” hardware-assisted virtualization approach, using entirely unmodified guest operating systems, involves
many VM traps, and thus high CPU overheads, limiting scalability and the efficiency of server consolidation.”[4]
This performance hit can be mitigated by the use of paravirtualized drivers; the combination has been called “hybrid
virtualization” .*[5]

In 2006 first-generation 32- and 64-bit x86 hardware support was found rarely to offer performance advantages over
software virtualization.”[6]

6.4 See also

e Further refinements of hardware-assisted virtualization are possible using an IOMMU; this allows native-speed
access to dedicated hardware from a guest operating system, including DMA-capable hardware

e Rapid Virtualization Indexing

e Extended Page Table
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6.6

Other virtualization techniques include operating system-level virtualization, as practiced by Parallels Virtuozzo
Containers, and application virtualization.

Nanokernel

Hardware emulation

Emulator

Joint Test Action Group
Background Debug Mode interface

In-circuit emulator
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Chapter 7

Emulator

This article is about emulators in computing. For a line of digital musical instruments, see E-mu Emulator. For
the Transformers character, see Circuit Breaker (Transformers)#Shattered Glass. For other uses, see Emulation
(disambiguation).

In computing, an emulator is hardware or software or both that duplicates (or emulates) the functions of one
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HAVE FUN?
The DOSBox Team http://waas.dosbox.com

Z2:\>SET BLASTER=AZ220 17 D1 HS5 T6
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DOSBox emulates the command-line interface of DOS.

computer system (the guest) in another computer system (the host), different from the first one, so that the emulated
behavior closely resembles the behavior of the real system (the guest).

The above described focus on exact reproduction of behavior is in contrast to some other forms of computer simula-
tion, in which an abstract model of a system is being simulated. For example, a computer simulation of a hurricane
or a chemical reaction is not emulation.

7.1 Emulators in computing

Emulation refers to the ability of a computer program in an electronic device to emulate (imitate) another program
or device. Many printers, for example, are designed to emulate Hewlett-Packard LaserJet printers because so much
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software is written for HP printers. If a non-HP printer emulates an HP printer, any software written for a real HP
printer will also run in the non-HP printer emulation and produce equivalent printing.

A hardware emulator is an emulator which takes the form of a hardware device. Examples include the DOS-
compatible card installed in some old-world Macintoshes like Centris 610 or Performa 630 that allowed them to run
PC programs and FPGA-based hardware emulators.

In a theoretical sense, the Church-Turing thesis implies that (under the assumption that enough memory is available)
any operating environment can be emulated within any other. However, in practice, it can be quite difficult, particu-
larly when the exact behavior of the system to be emulated is not documented and has to be deduced through reverse
engineering. It also says nothing about timing constraints; if the emulator does not perform as quickly as the original
hardware, the emulated software may run much more slowly than it would have on the original hardware, possibly
triggering time interrupts that alter performance.

7.2 Emulation in preservation

Emulation is a strategy in digital preservation to combat obsolescence. Emulation focuses on recreating an original
computer environment, which can be time-consuming and difficult to achieve, but valuable because of its ability to
maintain a closer connection to the authenticity of the digital object.”[2]

Emulation addresses the original hardware and software environment of the digital object, and recreates it on a current
machine.”[3] The emulator allows the user to have access to any kind of application or operating system on a current
platform, while the software runs as it did in its original environment.”[4] Jeffery Rothenberg, an early proponent of
emulation as a digital preservation strategy states, *the ideal approach would provide a single extensible, long-term
solution that can be designed once and for all and applied uniformly, automatically, and in synchrony (for example,
at every refresh cycle) to all types of documents and media” .*[5] He further states that this should not only apply to
out of date systems, but also be upwardly mobile to future unknown systems.”[6] Practically speaking, when a certain
application is released in a new version, rather than address compatibility issues and migration for every digital object
created in the previous version of that application, one could create an emulator for the application, allowing access
to all of said digital objects.

7.2.1 Benefits

e Potentially better graphics quality than original hardware.

e Potentially additional features original hardware didn't have.

e Save states

e Emulators allow users to play games for discontinued consoles.

e Emulators maintain the original look, feel, and behavior of the digital object, which is just as important as the
digital data itself."[7]

e Despite the original cost of developing an emulator, it may prove to be the more cost efficient solution over
time."[8]

e Reduces labor hours, because rather than continuing an ongoing task of continual data migration for every
digital object, once the library of past and present operating systems and application software is established in
an emulator, these same technologies are used for every document using those platforms.”[4]

e Many emulators have already been developed and released under GNU General Public License through the
open source environment, allowing for wide scale collaboration.”[9]

e Emulators allow software exclusive to one system to be used on another. For example, a PlayStation 2 exclusive
video game could be played on a PC using an emulator. This is especially useful when the original system is
difficult to obtain, or incompatible with modern equipment (e.g. old video game consoles which connect via
analog outputs may be unable to connect to modern TVs which may only have digital inputs).
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Basilisk Il emulates a Macintosh 68k using interpretation code and dynamic recompilation.

7.2.2 Obstacles

e Intellectual property - Many technology vendors implemented non-standard features during program develop-
ment in order to establish their niche in the market, while simultaneously applying ongoing upgrades to remain
competitive. While this may have advanced the technology industry and increased vendor's market share, it
has left users lost in a preservation nightmare with little supporting documentation due to the proprietary nature
of the hardware and software.”[10]

e Copyright laws are not yet in effect to address saving the documentation and specifications of proprietary
software and hardware in an emulator module.[11]

e Emulators are often used as a copyright infringement tool, since they allow users to play video games without
having to buy the console, and rarely make any attempt to prevent the use of illegal copies. This leads to a
number of legal uncertainties regarding emulation, and leads to software being programmed to refuse to work if
it can tell the host is an emulator; some video games in particular will continue to run, but not allow the player to
progress beyond some late stage in the game, often appearing to be faulty or just extremely difficult.”[12]"[13]
These protections make it more difficult to design emulators, since they must be accurate enough to avoid
triggering the protections, whose effects may not be obvious.

e Emulators require better hardware than the original system has.

7.3 Emulators in new media art

Because of its primary use of digital formats, new media art relies heavily on emulation as a preservation strategy.
Artists such as Cory Arcangel specialize in resurrecting obsolete technologies in their artwork and recognize the
importance of a decentralized and deinstitutionalized process for the preservation of digital culture.
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In many cases, the goal of emulation in new media art is to preserve a digital medium so that it can be saved indefinitely
and reproduced without error, so that there is no reliance on hardware that ages and becomes obsolete. The paradox
is that the emulation and the emulator have to be made to work on future computers.“[14]

7.4 Emulation in future systems design
Main article: Full system simulation

Emulation techniques are commonly used during the design and development of new systems. It eases the devel-
opment process by providing the ability to detect, recreate and repair flaws in the design even before the system is
actually built."[15] It is particularly useful in the design of multi-cores systems, where concurrency errors can be very
difficult to detect and correct without the controlled environment provided by virtual hardware.”[16] This also allows
the software development to take place before the hardware is ready, [17] thus helping to validate design decisions.

7.5 Types of emulators
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Windows XP running an Acorn Archimedes emulator, which is in turn running a Sinclair ZX Spectrum emulator.

Most emulators just emulate a hardware architecture—if operating system firmware or software is required for the
desired software, it must be provided as well (and may itself be emulated). Both the OS and the software will then be
interpreted by the emulator, rather than being run by native hardware. Apart from this interpreter for the emulated
binary machine's language, some other hardware (such as input or output devices) must be provided in virtual form
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Tetris running on the Wzonka-Lad GameBoy emulator on AmigaOS, itself running on E-UAE on a modern Fedora Linux system.

as well; for example, if writing to a specific memory location should influence what is displayed on the screen, then
this would need to be emulated.

While emulation could, if taken to the extreme, go down to the atomic level, basing its output on a simulation of
the actual circuitry from a virtual power source, this would be a highly unusual solution. Emulators typically stop
at a simulation of the documented hardware specifications and digital logic. Sufficient emulation of some hardware
platforms requires extreme accuracy, down to the level of individual clock cycles, undocumented features, unpre-
dictable analog elements, and implementation bugs. This is particularly the case with classic home computers such
as the Commodore 64, whose software often depends on highly sophisticated low-level programming tricks invented
by game programmers and the demoscene.

In contrast, some other platforms have had very little use of direct hardware addressing. In these cases, a simple
compatibility layer may suffice. This translates system calls for the emulated system into system calls for the host
system e.g., the Linux compatibility layer used on *BSD to run closed source Linux native software on FreeBSD,
NetBSD and OpenBSD. For example, while the Nintendo 64 graphic processor was fully programmable, most games
used one of a few pre-made programs, which were mostly self-contained and communicated with the game via FIFO;
therefore, many emulators do not emulate the graphic processor at all, but simply interpret the commands received
from the CPU as the original program would.

Developers of software for embedded systems or video game consoles often design their software on especially ac-
curate emulators called simulators before trying it on the real hardware. This is so that software can be produced
and tested before the final hardware exists in large quantities, so that it can be tested without taking the time to copy
the program to be debugged at a low level and without introducing the side effects of a debugger. In many cases, the
simulator is actually produced by the company providing the hardware, which theoretically increases its accuracy.

Math coprocessor emulators allow programs compiled with math instructions to run on machines that don't have the
coprocessor installed, but the extra work done by the CPU may slow the system down. If a math coprocessor isn't
installed or present on the CPU, when the CPU executes any coprocessor instruction it will make a determined inter-
rupt (coprocessor not available), calling the math emulator routines. When the instruction is successfully emulated,
the program continues executing.
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7.6 Structure of an emulator

Typically, an emulator is divided into modules that correspond roughly to the emulated computer's subsystems. Most
often, an emulator will be composed of the following modules:

e a CPU emulator or CPU simulator (the two terms are mostly interchangeable in this case), unless the target
being emulated has the same CPU architecture as the host, in which case a virtual machine layer may be used
instead

e a memory subsystem module

e various I/O devices emulators

Buses are often not emulated, either for reasons of performance or simplicity, and virtual peripherals communicate
directly with the CPU or the memory subsystem.

7.6.1 Memory subsystem

It is possible for the memory subsystem emulation to be reduced to simply an array of elements each sized like an
emulated word; however, this model falls very quickly as soon as any location in the computer's logical memory does
not match physical memory.

This clearly is the case whenever the emulated hardware allows for advanced memory management (in which case,
the MMU logic can be embedded in the memory emulator, made a module of its own, or sometimes integrated into
the CPU simulator).

Even if the emulated computer does not feature an MMU, though, there are usually other factors that break the
equivalence between logical and physical memory: many (if not most) architectures offer memory-mapped I/O; even
those that do not often have a block of logical memory mapped to ROM, which means that the memory-array module
must be discarded if the read-only nature of ROM is to be emulated. Features such as bank switching or segmentation
may also complicate memory emulation.

As a result, most emulators implement at least two procedures for writing to and reading from logical memory, and
it is these procedures' duty to map every access to the correct location of the correct object.

On a base-limit addressing system where memory from address 0 to address ROMSIZE-1 is read-only memory, while
the rest is RAM, something along the line of the following procedures would be typical:

void WriteMemory(word Address, word Value) { word RealAddress; RealAddress = Address + BaseRegister; if
((RealAddress < LimitRegister) && (RealAddress > ROMSIZE)) { Memory[RealAddress] = Value; } else { Rai-
selnterrupt(INT_SEGFAULT); } }

word ReadMemory(word Address) { word RealAddress; RealAddress=Address+BaseRegister; if (RealAddress <
LimitRegister) { return Memory[RealAddress]; } else { Raiselnterrupt(INT_SEGFAULT); return NULL; } }

7.6.2 CPU simulator

The CPU simulator is often the most complicated part of an emulator. Many emulators are written using “pre-
packaged” CPU simulators, in order to concentrate on good and efficient emulation of a specific machine.

The simplest form of a CPU simulator is an interpreter, which is a computer program that follows the execution flow
of the emulated program code and, for every machine code instruction encountered, executes operations on the host
processor that are semantically equivalent to the original instructions.

This is made possible by assigning a variable to each register and flag of the simulated CPU. The logic of the simulated
CPU can then more or less be directly translated into software algorithms, creating a software re-implementation that
basically mirrors the original hardware implementation.

The following example illustrates how CPU simulation can be accomplished by an interpreter. In this case, interrupts
are checked-for before every instruction executed, though this behavior is rare in real emulators for performance
reasons (it is generally faster to use a subroutine to do the work of an interrupt).
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void Execute(void) { if (Interrupt != INT_NONE) { SuperUser = TRUE; WriteMemory(++StackPointer, Program-
Counter); ProgramCounter = InterruptPointer; } switch (ReadMemory(ProgramCounter++)) { /* * Handling of
every valid instruction * goes here... */ default: Interrupt = INT_ILLEGAL; } }

Interpreters are very popular as computer simulators, as they are much simpler to implement than more time-efficient
alternative solutions, and their speed is more than adequate for emulating computers of more than roughly a decade
ago on modern machines.

However, the speed penalty inherent in interpretation can be a problem when emulating computers whose processor
speed is on the same order of magnitude as the host machine. Until not many years ago, emulation in such situations
was considered completely impractical by many.

What allowed breaking through this restriction were the advances in dynamic recompilation techniques. Simple a
priori translation of emulated program code into code runnable on the host architecture is usually impossible because
of several reasons:

e code may be modified while in RAM, even if it is modified only by the emulated operating system when loading
the code (for example from disk)

o there may not be a way to reliably distinguish data (which should not be translated) from executable code.

Various forms of dynamic recompilation, including the popular Just In Time compiler (JIT) technique, try to cir-
cumvent these problems by waiting until the processor control flow jumps into a location containing untranslated
code, and only then ( “just in time” ) translates a block of the code into host code that can be executed. The trans-
lated code is kept in a code cache, and the original code is not lost or affected; this way, even data segments can be
(meaninglessly) translated by the recompiler, resulting in no more than a waste of translation time.

Speed may not be desirable as some older games were not designed with the speed of faster computers in mind. A
game designed for a 30 MHz PC with a level timer of 300 game seconds might only give the player 30 seconds on
a 300 MHz PC. Other programs, such as some DOS programs, may not even run on faster computers. Particularly
when emulating computers which were “closed-box” , in which changes to the core of the system were not typical,
software may use techniques that depend on specific characteristics of the computer it ran on (i.e. its CPU's speed)
and thus precise control of the speed of emulation is important for such applications to be properly emulated.

7.6.3 1/0

Most emulators do not, as mentioned earlier, emulate the main system bus; each I/O device is thus often treated as a
special case, and no consistent interface for virtual peripherals is provided.

This can result in a performance advantage, since each I/O module can be tailored to the characteristics of the emulated
device; designs based on a standard, unified I/O API can, however, rival such simpler models, if well thought-out, and
they have the additional advantage of “automatically” providing a plug-in service through which third-party virtual
devices can be used within the emulator.

A unified I/O API may not necessarily mirror the structure of the real hardware bus: bus design is limited by sev-
eral electric constraints and a need for hardware concurrency management that can mostly be ignored in a software
implementation.

Even in emulators that treat each device as a special case, there is usually a common basic infrastructure for:

e managing interrupts, by means of a procedure that sets flags readable by the CPU simulator whenever an
interrupt is raised, allowing the virtual CPU to “poll for (virtual) interrupts”

e writing to and reading from physical memory, by means of two procedures similar to the ones dealing with
logical memory (although, contrary to the latter, the former can often be left out, and direct references to the
memory array be employed instead)
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7.7 Emulation versus simulation

The word “emulator” was coined in 1963 at IBM"[18] during development of the NPL (IBM 360) product line,
usinga “new combination of software, microcode, and hardware” .*[19] They discovered that using microcode hard-
ware instead of software simulation, to execute programs written for earlier IBM computers, dramatically increased
simulation speed. Earlier, IBM provided simulators for, e.g., the 650 on the 705.7120]

In addition to simulators, IBM had compatibility features on the 709 and 7090, “[21] for which it provided the IBM 709
computer with a program to run legacy programs written for the IBM 704 on the 709 and later on the IBM 7090. This
program used the instructions added by the compatibility feature*[22] to trap instructions requiring special handling;
all other 704 instructions ran the same on a 7090. The compatibility feature on the 1410°[23] only required setting
a console toggle switch, not a support program.

In 1963, when microcode was first used to speed up this simulation process, IBM engineers coined the term “emu-
lator” to describe the concept.

It has recently become common to use the word “emulate” in the context of software. However, before 1980,
“emulation” referred only to emulation with a hardware or microcode assist, while “simulation” referred to pure
software emulation.”[24] For example, a computer specially built for running programs designed for another archi-
tecture is an emulator. In contrast, a simulator could be a program which runs on a PC, so that old Atari games can
be simulated on it. Purists continue to insist on this distinction, but currently the term “emulation” often means
the complete imitation of a machine executing binary code while “simulation” often refers to computer simulation,
where a computer program is used to simulate an abstract model. Computer simulation is used in virtually every
scientific and engineering domain and Computer Science is no exception, with several projects simulating abstract
models of computer systems, such as network simulation.

7.8 Logic simulators

Main article: Logic simulation

Logic simulation is the use of a computer program to simulate the operation of a digital circuit such as a processor.
This is done after a digital circuit has been designed in logic equations, but before the circuit is fabricated in hardware.

7.9 Functional simulators
Main article: High level emulation

Functional simulation is the use of a computer program to simulate the execution of a second computer program
written in symbolic assembly language or compiler language, rather than in binary machine code. By using a functional
simulator, programmers can execute and trace selected sections of source code to search for programming errors
(bugs), without generating binary code. This is distinct from simulating execution of binary code, which is software
emulation.

The first functional simulator was written by Autonetics about 1960 for testing assembly language programs for later
execution in military computer D-17B. This made it possible for flight programs to be written, executed, and tested
before D-17B computer hardware had been built. Autonetics also programmed a functional simulator for testing
flight programs for later execution in the military computer D-37C.

7.10 Video game console emulators

Main article: Video game console emulator

Video game console emulators are programs that allow a personal computer or video game console to emulate another
video game console. They are most often used to play older video games on personal computers and more contem-
porary video game consoles, but they are also used to translate games into other languages, to modify existing games,
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and in the development process of home brew demos and new games for older systems. The internet has helped in
the spread of console emulators, as most - if not all - would be unavailable for sale in retail outlets. Examples of
console emulators that have been released in the last 2 decades are: Dolphin, PCSX2, PPSSPP, Zsnes, Kega Fusion,
Desmume, Epsxe, Project64, Visual Boy Advance, NullDC and Nestopia.

7.11 Terminal emulators

Main article: Terminal emulator

Terminal emulators are software programs that provide modern computers and devices interactive access to appli-
cations running on mainframe computer operating systems or other host systems such as HP-UX or OpenVMS.
Terminals such as the IBM 3270 or VT100 and many others, are no longer produced as physical devices. Instead,
software running on modern operating systems simulates a “dumb” terminal and is able to render the graphical
and text elements of the host application, send keystrokes and process commands using the appropriate terminal
protocol. Some terminal emulation applications include Attachmate Reflection, IBM Personal Communications,
Stromasys CHARON-VAX/AXP and Micro Focus Rumba.

7.12 1In literature

Vernor Vinge's 1999 novel A Deepness in the Sky depicts a human interstellar culture that relies on software written
over five thousand years, some from “before Humankind ever left Earth” . Its computers still “can run most of
them” through “a million million circuitous threads of inheritance ... layers upon layers of support” . “Down at the
very bottom” of the culture's “incredibly complex” timekeeping systems, for example, “was a little program that ran
a counter [from] the 0-second of one of Humankind's first computer operating systems". Programmer-archaeologists
find and modify old software written hundreds of years ago (one character states that “all of them are buggy” ) to
solve modern problems.”[25]

7.13 Legal controversy

See article Console emulator —Legal issues

7.14 See also

e The list of emulators

e The list of video game emulators

The list of computer system emulators

Computer simulation is the larger field of modeling real-world phenomenon (e.g. physics and economy) using
computers.

Other uses of the term “emulator” in the field of computer science:

e Console emulator

e Flash emulator

e Instruction set simulator
e Network emulation

e Server emulator

e Terminal emulator

e Semulation


https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Dolphin_(emulator)
https://en.wikipedia.org/wiki/PCSX2
https://en.wikipedia.org/wiki/PPSSPP
https://en.wikipedia.org/wiki/Zsnes
https://en.wikipedia.org/wiki/Kega_Fusion
https://en.wikipedia.org/wiki/Desmume
https://en.wikipedia.org/wiki/Epsxe
https://en.wikipedia.org/wiki/Project64
https://en.wikipedia.org/wiki/Visual_Boy_Advance
https://en.wikipedia.org/wiki/NullDC
https://en.wikipedia.org/wiki/Nestopia
https://en.wikipedia.org/wiki/Terminal_emulator
https://en.wikipedia.org/wiki/Mainframe_computer
https://en.wikipedia.org/wiki/HP-UX
https://en.wikipedia.org/wiki/OpenVMS
https://en.wikipedia.org/wiki/IBM_3270
https://en.wikipedia.org/wiki/VT100
https://en.wikipedia.org/wiki/Attachmate
https://en.wikipedia.org/wiki/List_of_IBM_products
https://en.wikipedia.org/wiki/Stromasys
https://en.wikipedia.org/wiki/Micro_Focus
https://en.wikipedia.org/wiki/Vernor_Vinge
https://en.wikipedia.org/wiki/A_Deepness_in_the_Sky
https://en.wikipedia.org/wiki/Unix_time
https://en.wikipedia.org/wiki/Software_archaeology
https://en.wikipedia.org/wiki/Console_emulator#Legal_issues
https://en.wikipedia.org/wiki/List_of_emulators
https://en.wikipedia.org/wiki/List_of_video_game_emulators
https://en.wikipedia.org/wiki/List_of_computer_system_emulators
https://en.wikipedia.org/wiki/Computer_simulation
https://en.wikipedia.org/wiki/Console_emulator
https://en.wikipedia.org/wiki/Flash_emulator
https://en.wikipedia.org/wiki/Instruction_set_simulator
https://en.wikipedia.org/wiki/Network_emulation
https://en.wikipedia.org/wiki/Server_emulator
https://en.wikipedia.org/wiki/Terminal_emulator
https://en.wikipedia.org/wiki/Semulation

7.15.

NOTES 35

Logic simulation
Functional simulation
Translation:

e Binary translation

In-circuit emulator (ICE)

e Joint Test Action Group
e Background Debug Mode interface

QEMU

Q (emulator)

Hardware emulation
Hardware-assisted virtualization

Virtual machine
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Chapter 8

Snapshot (computer storage)

In computer systems, a snapshot is the state of a system at a particular point in time. The term was coined as an
analogy to that in photography. It can refer to an actual copy of the state of a system or to a capability provided by
certain systems.

8.1 Rationale

A full backup of a large data set may take a long time to complete. On multi-tasking or multi-user systems, there
may be writes to that data while it is being backed up. This prevents the backup from being atomic and introduces a
version skew that may result in data corruption. For example, if a user moves a file into a directory that has already
been backed up, then that file would be completely missing on the backup media, since the backup operation had
already taken place before the addition of the file. Version skew may also cause corruption with files which change
their size or contents underfoot while being read.

One approach to safely backing up live data is to temporarily disable write access to data during the backup, either by
stopping the accessing applications or by using the locking API provided by the operating system to enforce exclusive
read access. This is tolerable for low-availability systems (on desktop computers and small workgroup servers, on
which regular downtime is acceptable). High-availability 24/7 systems, however, cannot bear service stoppages.

To avoid downtime, high-availability systems may instead perform the backup on a snapshot—a read-only copy
of the data set frozen at a point in time—and allow applications to continue writing to their data. Most snapshot
implementations are efficient and can create snapshots in O(/). In other words, the time and I/O needed to create the
snapshot does not increase with the size of the data set; by contrast, the time and I/O required for a direct backup is
proportional to the size of the data set. In some systems once the initial snapshot is taken of a data set, subsequent
snapshots copy the changed data only, and use a system of pointers to reference the initial snapshot. This method of
pointer-based snapshots consumes less disk capacity than if the data set was repeatedly cloned.

Read-write snapshots are sometimes called branching snapshots, because they implicitly create diverging versions
of their data. Aside from backups and data recovery, read-write snapshots are frequently used in virtualization,
sandboxing and virtual hosting setups because of their usefulness in managing changes to large sets of files.

8.2 Implementations

8.2.1 Volume managers

Some Unix systems have snapshot-capable logical volume managers. These implement copy-on-write on entire block
devices by copying changed blocks—just before they are to be overwritten within “parent” volumes—to other storage,
thus preserving a self-consistent past image of the block device. Filesystems on such snapshot images can later be
mounted as if they were on a read-only media.

Some volume managers also allow creation of writable snapshots, extending the copy-on-write approach by disasso-
ciating any blocks modified within the snapshot from their “parent” blocks in the original volume. Such a scheme
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could be also described as performing additional copy-on-write operations triggered by the writes to snapshots.

On Linux, Logical Volume Manager (LVM) allows creation of both read-only and read-write snapshots. Writable
snapshots were introduced with the LVM version 2 (LVM2)."[1]

8.2.2 File systems

Some file systems, such as WAFL,” [note 1] fossil for Plan 9 from Bell Labs, and ODS-5, internally track old versions
of files and make snapshots available through a special namespace. Others, like UFS2, provide an operating system
API for accessing file histories. In NTFES, access to snapshots is provided by the Volume Shadow-copying Service
(VSS) in Windows XP and Windows Server 2003 and Shadow Copy in Windows Vista. Melio FS provides snapshots
via the same VSS interface for shared storage.”[2] Snapshots have also been available in the NSS (Novell Storage
Services) file system on NetWare since version 4.11, and more recently on Linux platforms in the Open Enterprise
Server product.

EMC's Isilon OneFS clustered storage platform implements a single scalable file system that supports read-only snap-
shots at the file or directory level. Any file or directory within the file system can be snapshotted and the system
will implement a copy-on-write or point-in-time snapshot dynamically based on which method is determined to be
optimal for the system.

On Linux, the Btrfs and OCFS2 file systems support creating snapshots (cloning) of individual files. Additionally,
Btrfs also supports the creation of snapshots of subvolumes. On AIX, JFS2 also support snapshots.

Sun Microsystems ZFS has a hybrid implementation which tracks read-write snapshots at the block level, but makes
branched file sets nameable to user applications as “clones” .

Time Machine, included in Apple's Mac OS X v10.5 operating system, is not a snapshotting scheme but a system-level
incremental backup service: it merely watches mounted volumes for changes and copies changed files periodically to
a specially-designated volume using hard links.

8.2.3 In databases

The SQL specification mandates four levels of transaction isolation. In the highest, SERIALIZABLE, a snapshot is
implicitly created at the start of every transaction. The backup utilities for many popular SQL databases use this
feature to generate self-consistent dumps of table data.

A database snapshot provides a read-only, static view of a source database as it existed at snapshot creation, minus any
uncommitted transactions. Uncommitted transactions are rolled back in a newly created database snapshot because
the Database Engine runs recovery after the snapshot has been created (transactions in the database are not affected).

Database snapshots are dependent on the source database. The snapshots of a database must be on the same server in-
stance as the database. Furthermore, if that database becomes unavailable for any reason, all of its database snapshots
also become unavailable.

Snapshots can be used for reporting purposes. Also, in the event of a user error on a source database, you can revert
the source database to the state it was in when the snapshot was created. Data loss is confined to updates to the
database since the snapshot's creation. Also, creating a database snapshot can be useful immediately before making
a major change to a database, such as changing the schema or the structure of a table. For more information on the
uses of snapshots, see Typical Uses of Database Snapshots.

Understanding how snapshots work is helpful though not essential to using them. Database snapshots operate at the
data-page level. Before a page of the source database is modified for the first time, the original page is copied from
the source database to the snapshot. This process is called a copy-on-write operation. The snapshot stores the original
page, preserving the data records as they existed when the snapshot was created. Subsequent updates to records in a
modified page do not affect the contents of the snapshot. The same process is repeated for every page that is being
modified for the first time. In this way, the snapshot preserves the original pages for all data records that have ever
been modified since the snapshot was taken.

To store the copied original pages, the snapshot uses one or more sparse files. Initially, a sparse file is an essentially
empty file that contains no user data and has not yet been allocated disk space for user data. As more and more pages
are updated in the source database, the size of the file grows. When a snapshot is taken, the sparse file takes up little
disk space. As the database is updated over time, however, a sparse file can grow into a very large file.
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8.2.4 In virtualization

Virtualization environments host a guest operating system inside a virtual machine; some of them (including VMware,
XenServer, VirtualBox, Parallels Desktop, QEMU and Virtual PC) can perform whole-system snapshots by dumping
the entire machine state to a backing file, and redirecting future guest writes to a second file, which then acts as a
copy-on-write table.

8.2.5 Other applications

Software transactional memory is a scheme which applies the same concepts to data structures held only in memory.

8.3 See also

e Application checkpointing

e System image

e VM snapshots (Linux)

e Persistence (computer science)

e R1Soft Hot Copy (Linux)

e Microsoft Volume Shadow Copy

o Storage Hypervisor

8.4 Notes

[1] WAFL is not a file system. WAFL is a file layout that provides mechanisms that enable a variety of file systems and
technologies that want to access disk blocks.

8.5 References
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[2] “Optimized Storage Solution for Enterprise Scale Hyper-V Deployments” . Microsoft. March 2010. p. 15. Retrieved
25 October 2012.
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e Project web page of rsnapshot
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Chapter 9

Migration (virtualization)

In the context of virtualization, where a guest simulation of an entire computer is actually merely a software virtual
machine (VM) running on a host computer under a hypervisor, migration (also known as teleportation™[1]) is the
process by which a running virtual machine is moved from one physical host to another, with little or no disruption
in service.

9.1 Subjective effects

Ideally, the process is completely transparent, resulting in no disruption of service (or downtime). In practice, there
is always some minor pause in availability, though it may be low enough that only hard real-time systems are affected.
Virtualization is far more frequently used with network services and user applications, and these can generally tolerate
the brief delays which may be involved. The perceived impact, if any, is similar to a longer-than-usual kernel delay.

9.2 Objective effects

The actual process is heavily dependent on the particular virtualization package in use, but in general, the process is
as follows:

1. Regular snapshots of the VM (its simulated hard disk storage, its memory, and its virtual peripherals) are taken
in the background by the hypervisor, or by a set of administrative scripts.

2. Each new snapshot adds a differential overlay file to the top of a stack that, as a whole, fully describes the
machine. Only the topmost overlay can be written to.

3. Since the older overlays are read-only, they are safe to copy to another machine—the backup host. This is done
at regular intervals, and each overlay need only be copied once.

4. When a migration operation is requested, the virtual machine is paused, and its current state is saved to disk.
5. These new, final overlay files are transferred to the backup host.

6. Since this new current state consists only of changes made since the last backup synchronization, for many
applications there is very little to transfer, and this happens very quickly.

7. The hypervisor on the new host resumes the guest virtual machine.

8. Ideally, the administrative scripts resume backup operations, the new host becomes the primary, and the pre-
vious host now receives the backup copies, readying it for a subsequent migration operation.

Note that in practice, regular maintenance operations are required to “merge down” the snapshot stack into a more
manageable number of files, to improve performance and optimize storage (redundant overwrites are merged out).
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9.3 Relation to failover

Migration is similar to the failover capability some virtualization suites provide. In true failover, the host may have
suddenly completely failed, which precludes the latest state of the VM having been copied to the backup host. How-
ever, the backup host has everything except for the very latest changes, and may indeed be able to resume operation
from its last known coherent state.

Because the operations are so similar, systems that provide one capability may provide the other.

9.4 References

[1]1 “Sun Brings 'Teleportation’ to VirtualBox Virtualization Software” . eWeek.com. 30 Nov 2009. Retrieved 24 Apr 2012.
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Chapter 10

Operating-system-level virtualization

Operating-system-level virtualization is a server virtualization method where the kernel of an operating system
allows for multiple isolated user space instances, instead of just one. Such instances (often called containers,
virtualization engines (VE), virtual private servers (VPS), or jails) may look and feel like a real server from the
point of view of its owners and users.

On Unix-like operating systems, this technology can be seen as an advanced implementation of the standard chroot
mechanism. In addition to isolation mechanisms, the kernel often provides resource management features to limit
the impact of one container's activities on the other containers.

10.1 Uses

Operating-system-level virtualization is commonly used in virtual hosting environments, where it is useful for securely
allocating finite hardware resources amongst a large number of mutually-distrusting users. System administrators may
also use it, to a lesser extent, for consolidating server hardware by moving services on separate hosts into containers
on the one server.

Other typical scenarios include separating several applications to separate containers for improved security, hardware
independence, and added resource management features. The improved security provided by the use of a chroot
mechanism, however, is nowhere near ironclad.”[1] Operating-system-level virtualization implementations capable
of live migration can also be used for dynamic load balancing of containers between nodes in a cluster.

10.1.1 Overhead

Operating-system-level virtualization usually imposes little to no overhead, because programs in virtual partitions
use the operating system's normal system call interface and do not need to be subjected to emulation or be run in
an intermediate virtual machine, as is the case with whole-system virtualizers (such as VMware ESXi, QEMU or
Hyper-V) and paravirtualizers (such as Xen or UML). This form of virtualization also does not require support in
hardware to perform efficiently.

10.1.2  Flexibility

Operating-system-level virtualization is not as flexible as other virtualization approaches since it cannot host a guest
operating system different from the host one, or a different guest kernel. For example, with Linux, different distri-
butions are fine, but other operating systems such as Windows cannot be hosted.

Solaris partially overcomes the above described limitation with its branded zones feature, which provides the ability
to run an environment within a container that emulates an older Solaris 8 or 9 version in a Solaris 10 host. Linux
branded zones (referred to as “Ix” branded zones) are also available on x86-based Solaris systems, providing a
complete Linux userspace and support for the execution of Linux applications; additionally, Solaris provides utilities
needed to install Red Hat Enterprise Linux 3.x or CentOS 3.x Linux distributions inside “1x” zones."[2]"[3] However,
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in 2010 Linux branded zones were removed from Solaris; in 2014 they were reintroduced in Illumos, which is the
open source Solaris fork, supporting 32-bit Linux kernels. [4]

10.1.3 Storage

Some operating-system-level virtualization implementations provide file-level copy-on-write (CoW) mechanisms.
(Most commonly, a standard file system is shared between partitions, and those partitions that change the files au-
tomatically create their own copies.) This is easier to back up, more space-efficient and simpler to cache than the
block-level copy-on-write schemes common on whole-system virtualizers. Whole-system virtualizers, however, can
work with non-native file systems and create and roll back snapshots of the entire system state.

10.2 Implementations

10.3 See also

e Application virtualization
e CoreOS

e Hypervisor

Portable application creators

Platform virtualization

Storage Hypervisor
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Each container may have root access without possibly affecting other containers. .
Auvailable since version 4.0, January 2008.
Pijewski, Bill. “Our ZFS I/O Throttle” .

See OpenSolaris Network Virtualization and Resource Control and Network Virtualization and Resource Control (Cross-
bow) FAQ for details.

Cold migration (shutdown-move-restart) is implemented.

Non-global zones are restricted so they may not affect other zones via a capability-limiting approach. The global zone may
administer the non-global zones. (Oracle Solaris 11.1 Administration, Oracle Solaris Zones, Oracle Solaris 10 Zones and
Resource Management E29024.pdf, pages 356-—360. Available within archive)
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Available since TL 02. See Fix pack information for: WPAR Network Isolation for details.

See Live Application Mobility in AIX 6.1
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An introduction to Virtualization

A short intro to three different virtualization techniques
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Application virtualization

Application virtualization is software technology that encapsulates application software from the underlying operating
system on which it is executed. A fully virtualized application is not installed in the traditional sense, [1] although
it is still executed as if it were. The application behaves at runtime like it is directly interfacing with the original
operating system and all the resources managed by it, but can be isolated or sandboxed to varying degrees.

In this context, the term “virtualization” refers to the artifact being encapsulated (application), which is quite different
from its meaning in hardware virtualization, where it refers to the artifact being abstracted (physical hardware).

11.1 Description

1. Application in Native Environment 2. Application in Non-Native Environment

Program A. Input Output
System
Program A.
Graphics Drivers|

Hardware interfac
Linked Libraries

Hlustration of an application running in a native environment and running in an application virtualization environment

Modern operating systems such as Microsoft Windows and Linux can include limited application virtualization. For
example, Windows 7 provides Windows XP Mode that enables older Windows XP application to run unmodified on
Windows 7.

Full application virtualization requires a virtualization layer.”[2] Application virtualization layers replace part of the
runtime environment normally provided by the operating system. The layer intercepts all disk operations of virtu-
alized applications and transparently redirects them to a virtualized location, often a single file.”[3] The application
remains unaware that it accesses a virtual resource instead of a physical one. Since the application is now working
with one file instead of many files spread throughout the system, it becomes easy to run the application on a dif-
ferent computer and previously incompatible applications can be run side-by-side. Examples of this technology for
the Windows platform include AppZero, BoxedApp, Cameyo, Ceedo, AppliDis, Evalaze, InstallFree, 2X Software,
Citrix XenApp, Systancia , Novell ZENworks Application Virtualization, Numecent Application Jukebox, Microsoft
Application Virtualization, Software Virtualization Solution, Spoon (formerly Xenocode), Symantec Workspace Vir-
tualization and Workspace Streaming, VMware ThinApp, P-apps, Sandboxie and Oracle Secure Global Desktop.
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11.2 Related technologies

Technology categories that fall under application virtualization include:

e Application streaming. Pieces of the application's code, data, and settings are delivered when they're first
needed, instead of the entire application being delivered before startup. Running the packaged application may
require the installation of a lightweight client application. Packages are usually delivered over a protocol such
as HTTP, CIFS or RTSP."[4]

e Remote Desktop Services (also called terminal services, server based computing, and presentation virtualiza-
tion) is a component of Microsoft Windows that allows a user to access applications and data hosted on a
remote computer over a network. Remote Desktop Services sessions run in a single shared server operating
system (e.g. Windows Server 2008 R2, Windows Server 2012, etc.) and are accessed using the RDP Remote
Desktop Protocol.

e Desktop virtualization is an umbrella term that describes software technologies that improve portability, man-
ageability and compatibility of a personal computer's desktop environment by separating part or all of the
desktop environment and associated applications from the physical client device that is used to access it. A
common implementation of this approach is to host multiple desktop operating system instances on a server
hardware platform running a hypervisor. This is generally referred to as “Virtual Desktop Infrastructure” or
“vDI” .

11.3 Benefits of application virtualization

e Allows applications to run in environments that do not suit the native application:

e ¢.g. Wine allows some Microsoft Windows applications to run on Linux.

e c.g. CDE, a lightweight application virtualization, allows Linux applications to run in a distribution ag-
nostic way.*[S]*[6]

e May protect the operating system and other applications from poorly written or buggy code and in some cases
provide memory protection and IDE style debugging features, for example as in the IBM OLIVER.

e Uses fewer resources than a separate virtual machine.

e Run applications that are not written correctly, for example applications that try to store user data in a read-only
system-owned location.

e Run incompatible applications side-by-side, at the same time”[4] and with minimal regression testing against
one another.”[7]

e Reduce system integration and administration costs by maintaining a common software baseline across multiple
diverse computers in an organization.

e Implement the security principle of least privilege by removing the requirement for end-users to have Admin-
istrator privileges in order to run poorly written applications.

e Simplified operating system migrations.”[4]
e Improved security, by isolating applications from the operating system.”[4]

e Allows applications to be copied to portable media and then imported to client computers without need of
installing them, so called Portable software.”[6]"[8]
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11.4 Limitations of application virtualization

Not all software can be virtualized. Some examples include applications that require a device driver and 16-bit
applications that need to run in shared memory space."[9]

Some types of software such as anti-virus packages and applications that require heavy OS integration, such as
Stardock's WindowBlinds or TGTSoft's StyleXP are difficult to virtualize.

Only file and registry-level compatibility issues between legacy applications and newer operating systems can
be addressed by application virtualization. For example, applications that don't manage the heap correctly will
not execute on Windows Vista as they still allocate memory in the same way, regardless of whether they are
virtualized or not.”[10] For this reason, specialist application compatibility fixes (shims) may still be needed,
even if the application is virtualized."[11]

Moreover, in software licensing, application virtualization bears great licensing pitfalls mainly because both
the application virtualization software and the virtualized applications must be correctly licensed. [12]

11.5 See also

Application streaming

Desktop virtualization

Workspace virtualization

Portable application creators

Comparison of application virtual machines
Emulator

Software as a service

Shim (computing)

Virtual application
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Portable application

A portable application (portable app), sometimes also called standalone, is a program designed to run on a com-
patible computer without being installed in a way that modifies the computer's configuration information. This type
of application can be stored on any storage device, including internal mass storage and external storage such as USB
drives and floppy disks — storing its program files and any configuration information and data on the storage medium
alone. If no configuration information is required a portable program can be run from read-only storage such as
CD-ROMs and DVD-ROMs. Some applications are available in both installable and portable versions.

Like any application, portable applications must be compatible with the computer system hardware and operating
system.

Depending on the operating system, portability is more or less complex to implement; to operating systems such as
AmigaOS, all applications are by definition portable. Portable apps are distinct from software portability, source code
written to be compilable into different executable programs for different computing platforms.

12.1 Portable Windows applications

A portable application does not leave its files or settings on the host computer, which may be convenient or required if
you have no administrator privileges on a computer. Typically the application does not write to the Windows registry
or store its configuration files (such as an INI file) in the user's profile; instead, it stores its configuration files in the
program's directory. Another requirement, since file paths will often differ on changing computers due to variation
in Windows drive letter assignments, is the need for applications to store them in a relative format. While some
applications have options to support this behavior, many programs are not designed to do this. A common technique
for such programs is the use of a launcher program to copy necessary settings and files to the host computer when the
application starts and move them back to the application's directory when it closes.

An alternative strategy for achieving application portability within Windows, without requiring application source
code changes, is application virtualization: An applicationis “sequenced” or “packaged” against a runtime layer
that transparently intercepts its file system and registry calls, then redirects these to other persistent storage without
the application's knowledge. This approach leaves the application itself unchanged, yet portable.

The same approach is used for individual application components: run-time libraries, COM components or ActiveX,
not only for the entire application.”[1] As a result, when individual components are ported in such manner they
are able to be: integrated into original portable applications, repeatedly instantiated (virtually installed) with different
configurations/settings on the same operating system (OS) without mutual conflicts. As the ported components do not
affect the OS-protected related entities (registry and files), the components will not require administrative privileges
for installation and management.

Microsoft saw the need for an application-specific registry for its Windows operating system as far back as 2005."[2]
It eventually incorporated some of this technology, using the techniques mentioned above, via its Application Com-
patibility Database “[3] using its Detours “[4] code library, into Windows XP. It did not, however, make any of this
technology available via one of its system APIs.
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A USB drive can carry portable applications

12.2 Portability on Linux and UNIX-like systems

See also: Autopackage, RUNZ and Zero Install

Programs written with a Unix-like base in mind often do not make any assumptions. Whereas many Windows
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programs assume the user is an administrator—something very prevalent in the days of Windows 95/98/ME (and
to some degree in Windows XP/2000, though not in Windows Vista or Windows 7)—such would quickly result
in “Permission denied” errors in Unix-like environments since users will be in an unprivileged state much more
often. Programs are therefore generally designed around using the HOME environment variable to store settings (e.g.
SHOME/.w3m for the w3m browser). The dynamic linker provides an environment variable LD_LIBRARY_PATH
that programs can use to load libraries from non-standard directories. Assuming /mnt contains the portable programs
and configuration, a command line may look like:

HOME=/mnt/home/user LD_LIBRARY_PATH=/mnt/ust/lib /mnt/usr/bin/w3m www.example.com

A Linux application without need for a user-interaction (e.g. adapting a script or environment variable) on varying
directory paths can be achieved with the GCC Linker option SORIGIN which allows a relative library search path.“[5]

Not all programs honor this — some completely ignore $HOME and instead do a user look-up in /etc/passwd to find
the home directory, therefore thwarting portability.

Some Linux distributions already have native support for portable apps (Super OS, with RUNZ files).

There are also cross-distro package formats that don't require admin rights to run, like Autopackage, CDE or CARE,
but with only limited acceptance and support in the Linux community.* [61°[71°[8]

12.3 Portable cross-platform applications

Cross-platform portability of applications can be achieved using an abstraction layer. The first well-known one was
the Java programming language. One project which focuses on the Java platform is called jPort “[9] and is accessible
from the jPort web site. The main goal was to provide free applications written in Java using a Java-enabled application
launcher. The concept is based on the assumption that the host system already runs Java Virtual Machine.

Likewise, the concept can be transferred to well-defined scripting languages like Python, Perl, or Ruby, where the
application is interpreted instead of compiled to machine code.

12.4 See also

e Comparison of application launchers
e Application virtualization

e Windows To Go

e Ceedo

e WinPenPack

e LiberKey

e List of portable software

e Live USB

e Platform virtualization software
e Portable application creators

e PortableApps.com

e Portable-VirtualBox

e RUNZ

e Spoon (software)

e VMware ThinApp

e Virtual appliance

e U3
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Chapter 13

Memory virtualization

In computer science, memory virtualization decouples volatile random access memory (RAM) resources from
individual systems in the data center, and then aggregates those resources into a virtualized memory pool available to
any computer in the cluster. The memory pool is accessed by the operating system or applications running on top of
the operating system. The distributed memory pool can then be utilized as a high-speed cache, a messaging layer, or
a large, shared memory resource for a CPU or a GPU application.

13.1 Description

Memory virtualization allows networked, and therefore distributed, servers to share a pool of memory to overcome
physical memory limitations, a common bottleneck in software performance. With this capability integrated into the
network, applications can take advantage of a very large amount of memory to improve overall performance, system
utilization, increase memory usage efficiency, and enable new use cases. Software on the memory pool nodes (servers)
allows nodes to connect to the memory pool to contribute memory, and store and retrieve data. Management software
and the technologies of memory overcommitment manage shared memory, data insertion, eviction and provisioning
policies, data assignment to contributing nodes, and handles requests from client nodes. The memory pool may be
accessed at the application level or operating system level. At the application level, the pool is accessed through an
API or as a networked file system to create a high-speed shared memory cache. At the operating system level, a page
cache can utilize the pool as a very large memory resource that is much faster than local or networked storage.

Memory virtualization implementations are distinguished from shared memory systems. Shared memory systems do
not permit abstraction of memory resources, thus requiring implementation with a single operating system instance
(i.e. not within a clustered application environment).

Memory virtualization is also different from storage based on flash memory such as solid-state drives (SSDs) - SSDs
and other similar technologies replace hard-drives (networked or otherwise), while memory virtualization replaces or
complements traditional RAM.

13.2 Benefits

e Improves memory utilization via the sharing of scarce resources
o Increases efficiency and decreases run time for data intensive and I/O bound applications
o Allows applications on multiple servers to share data without replication, decreasing total memory needs

e Lowers latency and provides faster access than other solutions such as SSD, SAN or NAS

13.3 Products

e RNA networks Memory Virtualization Platform - A low latency memory pool, implemented as a shared cache
and a low latency messaging solution.

53


https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Random_access_memory
https://en.wikipedia.org/wiki/Memory_overcommitment
https://en.wikipedia.org/wiki/Shared_memory
https://en.wikipedia.org/wiki/Solid-state_drive
http://www.rnanetworks.com/cache-architecture
http://www.rnanetworks.com/products/rnacache
http://www.rnanetworks.com/products/rnamessenger

54 CHAPTER 13. MEMORY VIRTUALIZATION

e ScaleMP - A platform to combine resources from multiple computers for the purpose of creating a single
computing instance.

o Wombat Data Fabric — A memory based messaging fabric for delivery of market data in financial services.
e Oracle Coherence is a Java-based in-memory data-grid product by Oracle

o AppFabric Caching Service is a distributed cache platform for in-memory caches spread across multiple sys-
tems, developed by Microsoft.

o IBM Websphere extremeScale is a Java based distributed cache much like Oracle Coherence

o GigaSpaces XAP is a Java based in-memory computing software platform like Oracle Coherence and VMWare
Gemfire

13.4 Implementations

13.4.1 Application level integration

In this case, applications running on connected computers connect to the memory pool directly through an API or
the file system.

(Application )( Application )(Application ) . (Application j

~

Virtualized Memory Pool )

§i 1§ 1 i

(Contributor 1)(Contributor ZJ(Contributor3) . (Contributor n)

Memory Virtualization: Application Level Implementation

Cluster implementing memory virtualization at the application level. Contributors 1...n contribute memory to the pool. Applications
read and write data to the pool using Java or C APIs, or a file system API.

13.4.2 Operating System Level Integration

In this case, the operating system connects to the memory pool, and makes pooled memory available to applications.

13.5 Background

Memory virtualization technology follows from memory management architectures and virtual memory techniques.
In both fields, the path of innovation has moved from tightly coupled relationships between logical and physical
resources to more flexible, abstracted relationships where physical resources are allocated as needed.

Virtual memory systems abstract between physical RAM and virtual addresses, assigning virtual memory addresses
both to physical RAM and to disk-based storage, expanding addressable memory, but at the cost of speed. NUMA
and SMP architectures optimize memory allocation within multi-processor systems. While these technologies dy-
namically manage memory within individual computers, memory virtualization manages the aggregated memory of
multiple networked computers as a single memory pool.
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Memory Virtualization: Addressable Memory Implementation

Cluster implementing memory virtualization. Contributors 1...n contribute memory to the pool. The operating system connects to the
memory pool through the page cache system. Applications consume pooled memory via the operating system.

In tandem with memory management innovations, a number of virtualization techniques have arisen to make the best
use of available hardware resources. Application virtualization was demonstrated in mainframe systems first. The
next wave was storage virtualization, as servers connected to storage systems such as NAS or SAN in addition to, or
instead of, on-board hard disk drives. Server virtualization, or Full virtualization, partitions a single physical server
into multiple virtual machines, consolidating multiple instances of operating systems onto the same machine for the
purpose of efficiency and flexibility. In both storage and server virtualization, the applications are unaware that the
resources they are using are virtual rather than physical, so efficiency and flexibility are achieved without application
changes. In the same way, memory virtualization allocates the memory of an entire networked cluster of servers
among the computers in that cluster.

13.6 See also

e Virtual memory - Traditional memory virtualization on a single computer, typically using the translation looka-
side buffer (TLB) to translate between virtual and physical memory addresses

e Virtual memory management in Hypervisors - Hypervisors manage the physical memory of one server,
dynamically apportioning memory among operating system instances (VMware ESX, Xen Hypervisor)

e In Memory Data Grid - Employs data partitioning in a distributed environment, virtualizing and scaling out
the storage of large data sets (Gemfire, GigaSpaces, memcached, Oracle Coherence)

e In-memory database - Provides faster and more predictable performance than disk-based databases

e [/O virtualization - Creates virtual network and storage endpoints which allow network and storage data to
travel over the same fabrics (XSigo I/O Director)

e Storage virtualization - Abstracts logical storage from physical storage (NAS, SAN, File Systems (NFS, cluster
FS), Volume Management, RAID)

e Virtualization management hardware - Hardware solution to accelerate hypervisors (3Leaf Management So-
lution)

o RAM disk - Virtual storage device within a single computer, limited to capacity of local RAM.
o InfiniBand
o 10 Gigabit Ethernet

e Distributed shared memory
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Remote direct memory access (RDMA)

Locality of reference

Single-system image

Distributed cache
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Chapter 14

Storage virtualization

In computer science, storage virtualization uses virtualization to enable better functionality and more advanced
features in computer data storage systems.

Broadly speaking, a 'storage system' is also known as a storage array or disk array or a filer. Storage systems typi-
cally use special hardware and software along with disk drives in order to provide very fast and reliable storage for
computing and data processing. Storage systems are complex, and may be thought of as a special purpose computer
designed to provide storage capacity along with advanced data protection features. Disk drives are only one element
within a storage system, along with hardware and special purpose embedded software within the system.

Storage systems can provide either block accessed storage, or file accessed storage. Block access is typically deliv-
ered over Fibre Channel, iSCSI, SAS, FICON or other protocols. File access is often provided using NFS or CIFS
protocols.

Within the context of a storage system, there are two primary types of virtualization that can occur:

e Block virtualization used in this context refers to the abstraction (separation) of logical storage (partition)
from physical storage so that it may be accessed without regard to physical storage or heterogeneous structure.
This separation allows the administrators of the storage system greater flexibility in how they manage storage
for end users. [1]

¢ File virtualization addresses the NAS challenges by eliminating the dependencies between the data accessed
at the file level and the location where the files are physically stored. This provides opportunities to optimize
storage use and server consolidation and to perform non-disruptive file migrations.

14.1 Block virtualization

14.1.1 Address space remapping

Virtualization of storage helps achieve location independence by abstracting the physical location of the data. The
virtualization system presents to the user a logical space for data storage and handles the process of mapping it to the
actual physical location.

It is possible to have multiple layers of virtualization or mapping. It is then possible that the output of one layer of
virtualization can then be used as the input for a higher layer of virtualization. Virtualization maps space between
back-end resources, to front-end resources. In this instance, 'back-end' refers to a logical unit number (LUN) that is
not presented to a computer, or host system for direct use. A 'front-end' LUN or volume is presented to a host or
computer system for use.

The actual form of the mapping will depend on the chosen implementation. Some implementations may limit the
granularity of the mapping which may limit the capabilities of the device. Typical granularities range from a single
physical disk down to some small subset (multiples of megabytes or gigabytes) of the physical disk.

In a block-based storage environment, a single block of information is addressed using a LUN identifier and an offset
within that LUN - known as a logical block addressing (LBA).

57


https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Virtualization
https://en.wikipedia.org/wiki/Computer_data_storage
https://en.wikipedia.org/wiki/Disk_array
https://en.wikipedia.org/wiki/Fibre_Channel
https://en.wikipedia.org/wiki/ISCSI
https://en.wikipedia.org/wiki/Serial_attached_SCSI
https://en.wikipedia.org/wiki/FICON
https://en.wikipedia.org/wiki/Network_File_System_(protocol)
https://en.wikipedia.org/wiki/CIFS
https://en.wikipedia.org/wiki/Logical_disk
https://en.wikipedia.org/wiki/Disk_drive
https://en.wikipedia.org/wiki/Network-attached_storage
https://en.wikipedia.org/wiki/Logical_unit_number
https://en.wikipedia.org/wiki/Logical_block_addressing

58 CHAPTER 14. STORAGE VIRTUALIZATION

14.1.2 Meta-data

The virtualization software or device is responsible for maintaining a consistent view of all the mapping information
for the virtualized storage. This mapping information is often called meta-data and is stored as a mapping table.

The address space may be limited by the capacity needed to maintain the mapping table. The level of granularity,
and the total addressable space both directly impact the size of the meta-data, and hence the mapping table. For this
reason, it is common to have trade-offs, between the amount of addressable capacity and the granularity or access
granularity.

One common method to address these limits is to use multiple levels of virtualization. In several storage systems
deployed today, it is common to utilize three layers of virtualization."[2]

Some implementations do not use a mapping table, and instead calculate locations using an algorithm. These im-
plementations utilize dynamic methods to calculate the location on access, rather than storing the information in a
mapping table.

14.1.3 1/0 redirection

The virtualization software or device uses the meta-data to re-direct I/O requests. It will receive an incoming I/O
request containing information about the location of the data in terms of the logical disk (vdisk) and translates this
into a new I/O request to the physical disk location.

For example the virtualization device may :

e Receive a read request for vdisk LUN ID=1, LBA=32

e Perform a meta-data look up for LUN ID=1, LBA=32, and finds this maps to physical LUN ID=7, LBAO

Sends a read request to physical LUN ID=7, LBAO

Receives the data back from the physical LUN

Sends the data back to the originator as if it had come from vdisk LUN ID=1, LBA32

14.1.4 Capabilities

Most implementations allow for heterogeneous management of multi-vendor storage devices within the scope of a
given implementation's support matrix. This means that the following capabilities are not limited to a single vendor's
device (as with similar capabilities provided by specific storage controllers) and are in fact possible across different
vendors' devices.

14.1.5 Replication

Main article: Storage replication

Data replication techniques are not limited to virtualization appliances and as such are not described here in detail.
However most implementations will provide some or all of these replication services.

When storage is virtualized, replication services must be implemented above the software or device that is performing
the virtualization. This is true because it is only above the virtualization layer that a true and consistent image of the
logical disk (vdisk) can be copied. This limits the services that some implementations can implement - or makes
them seriously difficult to implement. If the virtualization is implemented in the network or higher, this renders any
replication services provided by the underlying storage controllers useless.

e Remote data replication for disaster recovery

e Synchronous Mirroring - where I/O completion is only returned when the remote site acknowledges the
completion. Applicable for shorter distances (<200 km)
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e Asynchronous Mirroring - where I/O completion is returned before the remote site has acknowledged the
completion. Applicable for much greater distances (>200 km)

e Point-In-Time Snapshots to copy or clone data for diverse uses

e When combined with thin provisioning, enables space-efficient snapshots

14.1.6 Pooling

The physical storage resources are aggregated into storage pools, from which the logical storage is created. More stor-
age systems, which may be heterogeneous in nature, can be added as and when needed, and the virtual storage space
will scale up by the same amount. This process is fully transparent to the applications using the storage infrastructure.

14.1.7 Disk management

The software or device providing storage virtualization becomes a common disk manager in the virtualized environ-
ment. Logical disks (vdisks) are created by the virtualization software or device and are mapped (made visible) to
the required host or server, thus providing a common place or way for managing all volumes in the environment.

Enhanced features are easy to provide in this environment :

e Thin Provisioning to maximize storage utilization

o This is relatively easy to implement as physical storage is only allocated in the mapping table when it is
used.

e Disk expansion and shrinking

e More physical storage can be allocated by adding to the mapping table (assuming the using system can
cope with online expansion)

o Similarly disks can be reduced in size by removing some physical storage from the mapping (uses for this
are limited as there is no guarantee of what resides on the areas removed)

14.1.8 Benefits
Non-disruptive data migration

One of the major benefits of abstracting the host or server from the actual storage is the ability to migrate data while
maintaining concurrent I/O access.

The host only knows about the logical disk (the mapped LUN) and so any changes to the meta-data mapping is
transparent to the host. This means the actual data can be moved or replicated to another physical location without
affecting the operation of any client. When the data has been copied or moved, the meta-data can simply be updated
to point to the new location, therefore freeing up the physical storage at the old location.

The process of moving the physical location is known as data migration. Most implementations allow for this to be
done in a non-disruptive manner, that is concurrently while the host continues to perform I/O to the logical disk (or
LUN).

The mapping granularity dictates how quickly the meta-data can be updated, how much extra capacity is required
during the migration, and how quickly the previous location is marked as free. The smaller the granularity the faster
the update, less space required and quicker the old storage can be freed up.

There are many day to day tasks a storage administrator has to perform that can be simply and concurrently performed
using data migration techniques.

Moving data off an over-utilized storage device.

Moving data onto a faster storage device as needs require

Implementing an Information Lifecycle Management policy

e Migrating data off older storage devices (either being scrapped or off-lease)
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Improved utilization

Utilization can be increased by virtue of the pooling, migration, and thin provisioning services. This allows users to
avoid over-buying and over-provisioning storage solutions. In other words, this kind of utilization through a shared
pool of storage can be easily and quickly allocated as it is needed to avoid constraints on storage capacity that often
hinder application performance.”[3]

When all available storage capacity is pooled, system administrators no longer have to search for disks that have free
space to allocate to a particular host or server. A new logical disk can be simply allocated from the available pool, or
an existing disk can be expanded.

Pooling also means that all the available storage capacity can potentially be used. In a traditional environment,
an entire disk would be mapped to a host. This may be larger than is required, thus wasting space. In a virtual
environment, the logical disk (LUN) is assigned the capacity required by the using host.

Storage can be assigned where it is needed at that point in time, reducing the need to guess how much a given host
will need in the future. Using Thin Provisioning, the administrator can create a very large thin provisioned logical
disk, thus the using system thinks it has a very large disk from day 1. it presents a logical view of the physical storage

Fewer points of management

With storage virtualization, multiple independent storage devices, even if scattered across a network, appear to be a
single monolithic storage device and can be managed centrally.

However, traditional storage controller management is still required. That is, the creation and maintenance of RAID
arrays, including error and fault management.

14.1.9 Risks
Backing out a failed implementation

Once the abstraction layer is in place, only the virtualizer knows where the data actually resides on the physical
medium. Backing out of a virtual storage environment therefore requires the reconstruction of the logical disks as
contiguous disks that can be used in a traditional manner.

Most implementations will provide some form of back-out procedure and with the data migration services it is at
least possible, but time consuming.

Interoperability and vendor support

Interoperability is a key enabler to any virtualization software or device. It applies to the actual physical storage
controllers and the hosts, their operating systems, multi-pathing software and connectivity hardware.

Interoperability requirements differ based on the implementation chosen. For example, virtualization implemented
within a storage controller adds no extra overhead to host based interoperability, but will require additional support
of other storage controllers if they are to be virtualized by the same software.

Switch based virtualization may not require specific host interoperability —if it uses packet cracking techniques to
redirect the I/O.

Network based appliances have the highest level of interoperability requirements as they have to interoperate with all
devices, storage and hosts.

Complexity

Complexity affects several areas :

e Management of environment : Although a virtual storage infrastructure benefits from a single point of logical
disk and replication service management, the physical storage must still be managed. Problem determination
and fault isolation can also become complex, due to the abstraction layer.
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o Infrastructure design : Traditional design ethics may no longer apply, virtualization brings a whole range of
new ideas and concepts to think about (as detailed here)

e The software or device itself : Some implementations are more complex to design and code - network based,
especially in-band (symmetric) designs in particular —these implementations actually handle the I/O requests
and so latency becomes an issue.

Meta-data management

Information is one of the most valuable assets in today's business environments. Once virtualized, the meta-data
are the glue in the middle. If the meta-data are lost, so is all the actual data as it would be virtually impossible to
reconstruct the logical drives without the mapping information.

Any implementation must ensure its protection with appropriate levels of back-ups and replicas. It is important to be
able to reconstruct the meta-data in the event of a catastrophic failure.

The meta-data management also has implications on performance. Any virtualization software or device must be able
to keep all the copies of the meta-data atomic and quickly updateable. Some implementations restrict the ability to
provide certain fast update functions, such as point-in-time copies and caching where super fast updates are required
to ensure minimal latency to the actual I/O being performed.

Performance and scalability

In some implementations the performance of the physical storage can actually be improved, mainly due to caching.
Caching however requires the visibility of the data contained within the I/O request and so is limited to in-band and
symmetric virtualization software and devices. However these implementations also directly influence the latency of
an I/0 request (cache miss), due to the I/O having to flow through the software or device. Assuming the software or
device is efficiently designed this impact should be minimal when compared with the latency associated with physical
disk accesses.

Due to the nature of virtualization, the mapping of logical to physical requires some processing power and lookup
tables. Therefore every implementation will add some small amount of latency.

In addition to response time concerns, throughput has to be considered. The bandwidth into and out of the meta-data
lookup software directly impacts the available system bandwidth. In asymmetric implementations, where the meta-
data lookup occurs before the information is read or written, bandwidth is less of a concern as the meta-data are a
tiny fraction of the actual I/O size. In-band, symmetric flow through designs are directly limited by their processing
power and connectivity bandwidths.

Most implementations provide some form of scale-out model, where the inclusion of additional software or device
instances provides increased scalability and potentially increased bandwidth. The performance and scalability char-
acteristics are directly influenced by the chosen implementation.

14.1.10 Implementation approaches

e Host-based
e Storage device-based

e Network-based

Host-based

Main article: Logical volume management

Host-based virtualization requires additional software running on the host, as a privileged task or process. In some
cases volume management is built into the operating system, and in other instances it is offered as a separate product.
Volumes (LUN's) presented to the host system are handled by a traditional physical device driver. However, a software
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layer (the volume manager) resides above the disk device driver intercepts the I/O requests, and provides the meta-data
lookup and I/O mapping.

Most modern operating systems have some form of logical volume management built-in (in Linux called Logical
Volume Manager or LVM; in Solaris and FreeBSD, ZFS's zpool layer; in Windows called Logical Disk Manager or
LDM), that performs virtualization tasks.

Note: Host based volume managers were in use long before the term storage virtualization had been coined.

Pros

e Simple to design and code
e Supports any storage type

e Improves storage utilization without thin provisioning restrictions

Cons

e Storage utilization optimized only on a per host basis

e Replication and data migration only possible locally to that host

e Software is unique to each operating system

e No easy way of keeping host instances in sync with other instances

e Traditional Data Recovery following a server disk drive crash is impossible

Specific examples

e Technologies:

e Logical volume management
e File systems, e.g., (hard links, CIFS/NFS)

e Automatic mounting, e.g., (autofs)

Storage device-based

Like host-based virtualization, several categories have existed for years and have only recently been classified as
virtualization. Simple data storage devices, like single hard disk drives, do not provide any virtualization. But even
the simplest disk arrays provide a logical to physical abstraction, as they use RAID schemes to join multiple disks in
a single array (and possibly later divide the array it into smaller volumes).

Advanced disk arrays often feature cloning, snapshots and remote replication. Generally these devices do not provide
the benefits of data migration or replication across heterogeneous storage, as each vendor tends to use their own
proprietary protocols.

A new breed of disk array controllers allows the downstream attachment of other storage devices. For the purposes
of this article we will only discuss the later style which do actually virtualize other storage devices.

Concept A primary storage controller provides the services and allows the direct attachment of other storage con-
trollers. Depending on the implementation these may be from the same or different vendors.

The primary controller will provide the pooling and meta-data management services. It may also provide replication
and migration services across those controllers which it is .
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Pros

e No additional hardware or infrastructure requirements
e Provides most of the benefits of storage virtualization

e Does not add latency to individual I/Os

Cons

e Storage utilization optimized only across the connected controllers

e Replication and data migration only possible across the connected controllers and same vendors device for long
distance support

e Downstream controller attachment limited to vendors support matrix
e [/O Latency, non cache hits require the primary storage controller to issue a secondary downstream I/O request
e Increase in storage infrastructure resource, the primary storage controller requires the same bandwidth as the
secondary storage controllers to maintain the same throughput
Network-based
Storage virtualization operating on a network based device (typically a standard server or smart switch) and using

iSCSI or FC Fibre channel networks to connect as a SAN. These types of devices are the most commonly available
and implemented form of virtualization.

The virtualization device sits in the SAN and provides the layer of abstraction between the hosts performing the I/O
and the storage controllers providing the storage capacity.

Pros

True heterogeneous storage virtualization

Caching of data (performance benefit) is possible when in-band

Single management interface for all virtualized storage

Replication services across heterogeneous devices

Cons

Complex interoperability matrices - limited by vendors support

Difficult to implement fast meta-data updates in switched-based devices

Out-of-band requires specific host based software

In-band may add latency to I/O

In-band the most complication to design and code


https://en.wikipedia.org/wiki/Fibre_channel
https://en.wikipedia.org/wiki/Storage_Area_Network

64 CHAPTER 14. STORAGE VIRTUALIZATION

Appliance-based vs. switch-based There are two commonly available implementations of network-based storage
virtualization, appliance-based and switch-based. Both models can provide the same services, disk management,
metadata lookup, data migration and replication. Both models also require some processing hardware to provide
these services.

Appliance based devices are dedicated hardware devices that provide SAN connectivity of one form or another. These
sit between the hosts and storage and in the case of in-band (symmetric) appliances can provide all of the benefits
and services discussed in this article. I/O requests are targeted at the appliance itself, which performs the meta-data
mapping before redirecting the I/O by sending its own I/O request to the underlying storage. The in-band appliance
can also provide caching of data, and most implementations provide some form of clustering of individual appliances
to maintain an atomic view of the metadata as well as cache data.

Switch based devices, as the name suggests, reside in the physical switch hardware used to connect the SAN devices.
These also sit between the hosts and storage but may use different techniques to provide the metadata mapping, such
as packet cracking to snoop on incoming I/O requests and perform the I/O redirection. It is much more difficult to
ensure atomic updates of metadata in a switched environment and services requiring fast updates of data and metadata
may be limited in switched implementations.

In-band vs. out-of-band

In-band, also known as symmetric, virtualization devices actually sit in the data path between the host and storage. All
I/O requests and their data pass through the device. Hosts perform I/O to the virtualization device and never interact
with the actual storage device. The virtualization device in turn performs I/O to the storage device. Caching of data,
statistics about data usage, replications services, data migration and thin provisioning are all easily implemented in
an in-band device.

Out-of-band, also known as asymmetric, virtualization devices are sometimes called meta-data servers. These
devices only perform the meta-data mapping functions. This requires additional software in the host which knows
to first request the location of the actual data. Therefore an I/O request from the host is intercepted before it leaves
the host, a meta-data lookup is requested from the meta-data server (this may be through an interface other than the
SAN) which returns the physical location of the data to the host. The information is then retrieved through an actual
I/0O request to the storage. Caching is not possible as the data never passes through the device.

14.2 File based virtualization

See also: Virtual file system, Installable File System and Filesystem in Userspace

14.3 See also

e Archive

e Automated tiered storage

e Storage hypervisor

e Storage Virtualization — Specific Implementations
e Backup

e Computer data storage

e Data proliferation

e Disk storage

o Information Lifecycle Management

e Information repository
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e Magnetic tape data storage
e Repository

e Spindle

14.4 References

[1] SearchStorage.com Definitions

[2] Need Citation

[3] “Stop Over-Provisioning with Storage Resource Management” . Dell.com. Retrieved 2012-06-30.

14.5 External links

e InfoStor Article - Virtualization, the foundation of data center transformation
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Chapter 15

Network virtualization

In computing, network virtualization is the process of combining hardware and software network resources and
network functionality into a single, software-based administrative entity, a virtual network. Network virtualization
involves platform virtualization, often combined with resource virtualization.

Network virtualization is categorized as either external virtualization, combining many networks or parts of net-
works into a virtual unit, or internal virtualization, providing network-like functionality to software containers on
a single network server.

In software testing, software developers use network virtualization to test software under development in a simulation
of the network environments in which the software is intended to operate. As a component of application perfor-
mance engineering, network virtualization enables developers to emulate connections between applications, services,
dependencies, and end users in a test environment without having to physically test the software on all possible hard-
ware or system software. Of course, the validity of the test depends on the accuracy of the network virtualization in
emulating real hardware and operating systems.

15.1 Components

Various equipment and software vendors offer network virtualization by combining any of the following:

Network hardware, such as switches and network adapters, also known as network interface cards (NICs)

Network elements, such as firewalls and load balancers

Networks, such as virtual LANs (VLANSs) and containers such as virtual machines (VMs)
e Network storage devices

Network machine-to-machine elements, such as telecommunications devices

e Network mobile elements, such as laptop computers, tablet computers, and smart phones

e Network media, such as Ethernet and Fibre Channel

15.2 External virtualization

External network virtualization combines or subdivides one or more local area networks (LANS) into virtual networks
to improve a large network's or data center's efficiency. A virtual local area network (VLAN) and network switch
comprise the key components. Using this technology, a system administrator can configure systems physically at-
tached to the same local network into separate virtual networks. Conversely, an administrator can combine systems
on separate local networks into a VLAN spanning the segments of a large network.
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15.3 Internal virtualization

also called Virtual Channel Internal network virtualization configures a single system with software containers,
such as Xen hypervisor control programs, or pseudo-interfaces, such as a VNIC, to emulate a physical network with
software. This can improve a single system's efficiency by isolating applications to separate containers or pseudo-
interfaces. [1]

15.3.1 Examples

Citrix and Vyatta have built a virtual network protocol stack combining Vyatta's routing, firewall, and VPN functions
with Citrix's Netscaler load balancer, branch repeater wide area network (WAN) optimization, and secure sockets
layer VPN.

OpenSolaris network virtualization provides a so-called “network in a box” (see OpenSolaris Network Virtualization
and Resource Control).

Microsoft Virtual Server uses virtual machines to make a “network in a box” for x86 systems. These containers
can run different operating systems, such as Microsoft Windows or Linux, either associated with or independent of a
specific network interface controller (NIC).

15.4 Use in testing

Network virtualization may be used in application development and testing to mimic real-world hardware and system
software. In application performance engineering, network virtualization enables emulation of connections between
applications, services, dependencies, and end users for software testing.

15.5 Wireless network virtualization

Wireless network virtualization can have a very broad scope ranging from spectrum sharing, infrastructure virtual-
ization, to air interface virtualization. Similar to wired network virtualization, in which physical infrastructure owned
by one or more providers can be shared among multiple service providers, wireless network virtualization needs the
physical wireless infrastructure and radio resources to be abstracted and isolated to a number of virtual resources,
which then can be offered to different service providers. In other words, virtualization, regardless of wired or wireless
networks, can be considered as a process splitting the entire network system.However, the distinctive properties of
the wireless environment, in terms of time-various channels, attenuation, mobility, broadcast, etc., make the prob-
lem more complicated. Furthermore, wireless network virtualization depends on specific access technologies, and
wireless network contains much more access technologies compared to wired network virtualization and each access
technology has its particular characteristics, which makes convergence, sharing and abstraction difficult to achieve.
Therefore, it may be inaccurate to consider wireless network virtualization as a subset of network virtualization. [2]

15.6 External links

o Global Environment for Network Innovations
e Future Internet Research and Experimentation

o AKARI Project

15.7 See also

e 2X_Software

e Application performance engineering


https://en.wikipedia.org/wiki/Operating_system%E2%80%93level_virtualization
https://en.wikipedia.org/wiki/Xen
https://en.wikipedia.org/wiki/Hypervisor
http://www.opensolaris.org/os/project/crossbow/faq/#vnic_what
https://en.wikipedia.org/wiki/Citrix
https://en.wikipedia.org/wiki/Vyatta
https://en.wikipedia.org/wiki/Protocol_stack
https://en.wikipedia.org/wiki/Load_balancer
https://en.wikipedia.org/wiki/Wide_area_network
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/OpenSolaris
https://en.wikipedia.org/wiki/OpenSolaris_Network_Virtualization_and_Resource_Control
https://en.wikipedia.org/wiki/OpenSolaris_Network_Virtualization_and_Resource_Control
https://en.wikipedia.org/wiki/Microsoft_Virtual_Server
https://en.wikipedia.org/wiki/X86
https://en.wikipedia.org/wiki/Microsoft_Windows
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Network_interface_controller
https://en.wikipedia.org/wiki/Application_performance_engineering
https://en.wikipedia.org/wiki/Global_Environment_for_Network_Innovations
https://en.wikipedia.org/wiki/Future_Internet_Research_and_Experimentation
https://en.wikipedia.org/wiki/AKARI_Project
https://en.wikipedia.org/wiki/2X_Software
https://en.wikipedia.org/wiki/Application_performance_engineering#Network_Virtualization_&_Testing

68 CHAPTER 15. NETWORK VIRTUALIZATION

e Avocent

e 1/O virtualization

e [EEE 802.1aq - Shortest Path Bridging (SPB)
e Network Functions Virtualization

e Network switch

o NVGRE

o Platform virtualization

e Virtual LAN

e Virtual machine

e Virtual private network

o VXLAN

15.8 Further reading

e Esposito, Flavio; Matta, Ibrahim; Ishakian, Vatche (2011). “Slice Embedding Solutions for Distributed Service
Architectures” . ACM Computing Surveys 26 (1). Retrieved March 2014.

o Chowdhury, N.M. Mosharaf Kabir; Boutaba, Raouf (2010). “A survey of network virtualization” . Computer
Networks 54 (5): 862—-876. doi:10.1016/j.comnet.2009.10.017. ISSN 1389-1286.

e Berl, Andreas; Fischer, Andreas; de Meer, Hermann (2009). “Using System Virtualization to Create Virtu-
alized Networks” . Electronic Communications of the EASST 17: 1-12. ISSN 1863-2122.

e Fischer, Andreas; Botero, Juan Felipe; Beck, Michael Till; de Meer, Hermann; Hesselbach, Xavier (2013).
“Virtual Network Embedding: A Survey”. IEEE Communications Surveys & Tutorials: 1-19. doi:10.1109/SURV.2013.013013.0
ISSN 1553-877X.
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Chapter 16

Software-defined networking

Not to be confused with ISDN (Integrated Services Digital Network).

Software-defined networking (SDN) is an approach to computer networking that allows network administrators
to manage network services through abstraction of lower-level functionality. This is done by decoupling the system
that makes decisions about where traffic is sent (the control plane) from the underlying systems that forward traffic
to the selected destination (the data plane). The inventors and vendors of these systems claim that this simplifies
networking.*[1]

SDN requires some method for the control plane to communicate with the data plane. One such mechanism,
OpenFlow, is often misunderstood to be equivalent to SDN, but other mechanisms could also fit into the concept.

16.1 History

The origins of software-defined networking (SDN) began shortly after Sun Microsystems released Java in 1995.7[2]7[3]

One of the first and most notable SDN projects was AT&T's GeoPlex. [4] AT&T Labs Geoplex project members
Michah Lerner, George Vanecek, Nino Vidovic, Dado Vrsalovic leveraged the network APIs and dynamic aspects
of the Java language as a means to implement middleware networks. “GeoPlex is not an operating system, nor does
it attempt to compete with one. It is networking middleware that uses one or more operating systems running on
computers connected to the Internet. GeoPlex is a service platform that manages networks and on-line services. ..
GeoPlex maps all of the IP network activities into one or more services” “[5]

As noted, GeoPlex did not concern itself with operating systems running on networking hardware switches, and
routers. AT&T wanted a “soft switch” that could reconfigure physical switches in the network and load them with
new services from an OSS. However when provisioning services GeoPlex could not reach deeply into the physical
devices to perform reconfiguration. The operating systems running on networked devices in the physical network
therefore became a barrier to early SDN-like service delivery.

In 1998, Mark Medovich, a senior scientist of Sun Microsystems and Javasoft, left Sun to launch a Silicon Valley soft
switch startup WebSprocket. Medovich designed a new network operating system, and an object oriented structured
runtime model that could be modified by a networked compiler and class loader in real time. With this approach,
applications could be written with Java threads that inherited WebSprocket kernel, network, and device classes and
later modified by the networked compiler/class-loader. WebSprocket's platform was designed such that devices had
the ability to instantiate network stack(s), interfaces, and protocols as multiple threads.”[6]

In July 2000, WebSprocket released VMFoundry, the Java to bare metal structured runtime compiler, and VM-
Server, a networked device compiler/classloader application server.”[7] Custom networked devices were preloaded
with images created by VMFoundry then deployed on the network and connected to VMServer via UDP or TCP
services plane, which could proactively or reactively load or extended network protocol methods and classes on the
target system. WebSprocket's version of SDN, therefore was not confined to a set of limited actions managed by
an SDN controller. Rather, WebSprocket's “control plane” contained code that could change, override, extend, or
enhance Network protocols on operating networked systems.”[8] Bill Yount (Stanford University Network) visited
WebSprocket's Sunnyvale lab to see a demonstration and expressed great enthusiasm about by the entire concept,
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especially the VMServer (SDN Controller) and prophetically stated SDN (WebSprocket) as " 10 years ahead of its
time” . In Summer of 2000, Ericsson's advanced network research engineers saw an immediate need and visited
WebSprocket to design and architect features of a next generation soft switch thus taking first steps to build the world's
first commercial soft switch.

Sometime during 2000, the Gartner Group recognized the emergence of programmable networks as the next big thing
for the Internet and introduced the "Supranet”, the fusion of the physical and the digital (virtual) worlds as “internet
of things” . and by October 2000 the Gartner Group selected WebSprocket as one of the top emerging technologies
in the world."[9]

In early 2001, Ericsson and WebSprocket entered into a license contract to create the first commercial soft switch.
Ericsson's entire (SCS) call control software stack was ported by Joe Kulig (WebSprocket) in a matter of days, a
feat that astounded Ericsson. An international consortium was formed to develop standards for the “Supranet” . In
March 2001, Kurt Dewitt, Supranet Consortium Chairman and Business Development Director for Ericsson's Data
Broadband and Optical Networks Division, announced the selection of WebSprocket as the enabling technology of
the Supranet Transaction Server (STS), a comprehensive framework to deliver any networked service."[10]

In April and May 2001, Anjaneya Prasad Calyam, a graduate student at the Ohio State University and researcher
at OARnet, ran the first SDN test and developed the first practical SDN use case for Internet2. After successful
completion of Calyam's tests, OARnet issued the following statement on May 8, 2001:

“We have witnessed the successful first step to the fulfillment of smart, interoperable networks
through the deployment of Supranet Transaction Server. A technology first was accomplished as a
new set of instructions was dynamically transmitted across the network, changing the behavior of the
requesting computer. There was no need to take down any part of the system and there was no interrup-
tion of service. Our testing will continue and we anticipate further advancement of the next generation
Internet through our partnership with Websprocket” — Pankaj Shah (Managing Director, OARnet)*[11]

Practical use cases of SDN as reconfigurable and extensible protocol services delivery from WebSprocket's platform
are contemplated in Calyam's Masters Thesis. “[12]

The telecom market deflated in 2001 and Ericsson's soft switch development program came to an end, thus stalling
the only known commercial SDN soft switch R&D effort at that time.

Software-defined networking (SDN) was continued with work done in 2003 by Bob Burke and Zac Carman developing
the Content Delivery Control Network patent application that eventually was issued as two US patents: 8,122,128
*[13] and 8,799,468."[14] In this seminal inception, SDN, named service preference architecture (SPA) in their
patent, was described as a collection of network embedded computing techniques used to control the operation of
Network Elements, namely content servers, routers, switches and gateways, with the objective being to safeguard
content from theft (P2P) or unwanted interception and to efficiently deliver content for paid services. CableLabs later
specified Digital Cable and CableCARD using what we now know as SDN, which debuted in 2007. SDN was again
moved ahead in work done at UC Berkeley and Stanford University around 2008."[15]

The Open Networking Foundation was founded in 2011 to promote SDN and OpenFlow.

At the 2014 Interop and Tech Field Day, software-defined networking was demonstrated by Avaya using Shortest
path bridging and OpenStack as an automated campus, extending automation from the data center to the end device,
removing manual provisioning from service delivery.”[16]"[17]

16.2 Concept

Software-defined networking (SDN) is an architecture purporting to be dynamic, manageable, cost-effective, and
adaptable, seeking to be suitable for the high-bandwidth, dynamic nature of today's applications. SDN architectures
decouple network control and forwarding functions, enabling network control to become directly programmable and
the underlying infrastructure to be abstracted from applications and network services. [18]

The OpenFlow protocol is a foundational element for building SDN solutions. The SDN architecture is:

o Directly programmable: Network control is directly programmable because it is decoupled from forwarding
functions.
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o Agile: Abstracting control from forwarding lets administrators dynamically adjust network-wide traffic flow to
meet changing needs.

e Centrally managed: Network intelligence is (logically) centralized in software-based SDN controllers that
maintain a global view of the network, which appears to applications and policy engines as a single, logical
switch.

e Programmatically configured: SDN lets network managers configure, manage, secure, and optimize network
resources very quickly via dynamic, automated SDN programs, which they can write themselves because the
programs do not depend on proprietary software.

e Open standards-based and vendor-neutral: When implemented through open standards, SDN simplifies net-
work design and operation because instructions are provided by SDN controllers instead of multiple, vendor-
specific devices and protocols.

16.3 Limitations of other networking technologies

Meeting current market requirements is virtually impossible with traditional network architectures. Faced with flat
or reduced budgets, enterprise IT departments are trying to squeeze the most from their networks using device-level
management tools and manual processes. Carriers face similar challenges as demand for mobility and bandwidth
explodes; profits are being eroded by escalating capital equipment costs and flat or declining revenue. Existing network
architectures were not designed to meet the requirements of today’ s users, enterprises, and carriers; rather network
designers are constrained by the limitations of current networks, which include:

Complexity that leads to stasis Networking technology to date has consisted largely of discrete sets of protocols
designed to connect hosts reliably over arbitrary distances, link speeds, and topologies. To meet business and
technical needs over the last few decades, the industry has evolved networking protocols to deliver higher
performance and reliability, broader connectivity, and more stringent security. Protocols tend to be defined in
isolation, however, with each solving a specific problem and without the benefit of any fundamental abstractions.
This has resulted in one of the primary limitations of today's networks: complexity. For example, to add or
move any device, IT must touch multiple switches, routers, firewalls, Web authentication portals, etc. and
update ACLs, VLANSs, quality of services (QoS), and other protocol-based mechanisms using device-level
management tools. In addition, network topology, vendor switch model, and software version all must be taken
into account.

Due to this complexity, today's networks are relatively static as IT seeks to minimize the risk of service disruption.
The static nature of networks is in stark contrast to the dynamic nature of today's server environment, where
server virtualization has greatly increased the number of hosts requiring network connectivity and fundamen-
tally altered assumptions about the physical location of hosts. Prior to virtualization, applications resided on
a single server and primarily exchanged traffic with select clients. Today, applications are distributed across
multiple virtual machines (VMs), which exchange traffic flows with each other. VMs migrate to optimize and
rebalance server workloads, causing the physical end points of existing flows to change (sometimes rapidly)
over time. VM migration challenges many aspects of traditional networking, from addressing schemes and
namespaces to the basic notion of a segmented, routing-based design.

In addition to adopting virtualization technologies, many enterprises today operate an IP converged network for
voice, data, and video traffic. While existing networks can provide differentiated QoS levels for different
applications, the provisioning of those resources is highly manual. IT must configure each vendor's equipment
separately, and adjust parameters such as network bandwidth and QoS on a per-session, per-application basis.
Because of its static nature, the network cannot dynamically adapt to changing traffic, application, and user
demands.

Inconsistent policies To implement a network-wide policy, IT may have to configure thousands of devices and
mechanisms. For example, every time a new virtual machine is brought up, it can take hours, in some cases
days, for IT to reconfigure ACLs across the entire network. The complexity of today's networks makes it
very difficult for IT to apply a consistent set of access, security, QoS, and other policies to increasingly mobile
users, which leaves the enterprise vulnerable to security breaches, non-compliance with regulations, and other
negative consequences.
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Inability to scale Asdemands on the data center rapidly grow, so too must the network grow. However, the network
becomes vastly more complex with the addition of hundreds or thousands of network devices that must be
configured and managed. IT has also relied on link oversubscription to scale the network, based on predictable
traffic patterns; however, in today's virtualized data centers, traffic patterns are incredibly dynamic and therefore
unpredictable.

Mega-operators, such as Google, Yahoo!, and Facebook, face even more daunting scalability challenges. These
service providers employ large-scale parallel processing algorithms and associated datasets across their entire
computing pools. As the scope of end-user applications increases (for example, crawling and indexing the entire
World Wide Web to instantly return search results to users), the number of computing elements explodes and
data-set exchanges among compute nodes can reach petabytes. These companies need so-called hyperscale
networks that can provide high-performance, low-cost connectivity among hundreds of thousands—potentially
millions—of physical servers. Such scaling cannot be done with manual configuration.

To stay competitive, carriers must deliver ever-higher value, better-differentiated services to customers. Multi-
tenancy further complicates their task, as the network must serve groups of users with different applications
and different performance needs. Key operations that appear relatively straightforward, such as steering a
customer's traffic flows to provide customized performance control or on-demand delivery, are very complex
to implement with existing networks, especially at carrier scale. They require specialized devices at the network
edge, thus increasing capital and operational expenditure as well as time-to-market to introduce new services.

Vendor dependence Carriers and enterprises seek to deploy new capabilities and services in rapid response to chang-
ing business needs or user demands. However, their ability to respond is hindered by vendors' equipment
product cycles, which can range to three years or more. Lack of standard, open interfaces limits the ability of
network operators to tailor the network to their individual environments.

This mismatch between market requirements and network capabilities has brought the industry to a tipping point. In
response, the industry has created the software-defined networking (SDN) architecture and is developing associated
standards.

16.4 The need for a new network architecture

The explosion of mobile devices and content, server virtualization, and advent of cloud services are among the trends
driving the networking industry to reexamine traditional network architectures.”[19] Many conventional networks are
hierarchical, built with tiers of Ethernet switches arranged in a tree structure. This design made sense when client-
server computing was dominant, but such a static architecture is ill-suited to the dynamic computing and storage
needs of today’ s enterprise data centers, campuses, and carrier environments. Some of the key computing trends
driving the need for a new network paradigm include:

Changing traffic patterns Within the enterprise data center, traffic patterns have changed significantly. In contrast
to client-server applications where the bulk of the communication occurs between one client and one server,
today's applications access different databases and servers, creating a flurry of “east-west” machine-to-machine
traffic before returning data to the end user device in the classic “north-south” traffic pattern. At the same time,
users are changing network traffic patterns as they push for access to corporate content and applications from
any type of device (including their own), connecting from anywhere, at any time. Finally, many enterprise data
centers managers are contemplating a utility computing model, which might include a private cloud, public
cloud, or some mix of both, resulting in additional traffic across the wide area network.

The “consumerization of IT” Users are increasingly employing mobile personal devices such as smartphones, tablets,
and notebooks to access the corporate network. IT is under pressure to accommodate these personal devices
in a fine-grained manner while protecting corporate data and intellectual property and meeting compliance
mandates.

The rise of cloud services Enterprises have enthusiastically embraced both public and private cloud services, re-
sulting in unprecedented growth of these services. Enterprise business units now want the agility to access
applications, infrastructure, and other IT resources on demand and a la carte. To add to the complexity, IT's
planning for cloud services must be done in an environment of increased security, compliance, and auditing
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requirements, along with business reorganizations, consolidations, and mergers that can change assumptions
overnight. Providing self-service provisioning, whether in a private or public cloud, requires elastic scaling
of computing, storage, and network resources, ideally from a common viewpoint and with a common suite of
tools.

“Big data”means more bandwidth Handling today's “big data” or mega datasets requires massive parallel pro-
cessing on thousands of servers, all of which need direct connections to each other. The rise of mega datasets
is fueling a constant demand for additional network capacity in the data center. Operators of hyperscale data
center networks face the daunting task of scaling the network to previously unimaginable size, maintaining
any-to-any connectivity without going broke.

16.5 Architectural components
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A high-level overview of the software-defined networking architecture

The following list defines and explains the architectural components:”[20]

SDN Application (SDN App) SDN Applications are programs that explicitly, directly, and programmatically com-
municate their network requirements and desired network behavior to the SDN Controller via a northbound
interface (NBI). In addition they may consume an abstracted view of the network for their internal decision
making purposes. An SDN Application consists of one SDN Application Logic and one or more NBI Drivers.
SDN Applications may themselves expose another layer of abstracted network control, thus offering one or
more higher-level NBIs through respective NBI agents.

SDN Controller The SDN Controller is a logically centralized entity in charge of (i) translating the requirements
from the SDN Application layer down to the SDN Datapaths and (ii) providing the SDN Applications with an
abstract view of the network (which may include statistics and events). An SDN Controller consists of one or
more NBI Agents, the SDN Control Logic, and the Control to Data-Plane Interface (CDPI) driver. Definition
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as a logically centralized entity neither prescribes nor precludes implementation details such as the federation of
multiple controllers, the hierarchical connection of controllers, communication interfaces between controllers,
nor virtualization or slicing of network resources.

SDN Datapath The SDN Datapath is a logical network device that exposes visibility and uncontended control over
its advertised forwarding and data processing capabilities. The logical representation may encompass all or
a subset of the physical substrate resources. An SDN Datapath comprises a CDPI agent and a set of one or
more traffic forwarding engines and zero or more traffic processing functions. These engines and functions
may include simple forwarding between the datapath's external interfaces or internal traffic processing or ter-
mination functions. One or more SDN Datapaths may be contained in a single (physical) network element—an
integrated physical combination of communications resources, managed as a unit. An SDN Datapath may also
be defined across multiple physical network elements. This logical definition neither prescribes nor precludes
implementation details such as the logical to physical mapping, management of shared physical resources, vir-
tualization or slicing of the SDN Datapath, interoperability with non-SDN networking, nor the data processing
functionality, which can include L4-7 functions.

SDN Control to Data-Plane Interface (CDPI) The SDN CDPI is the interface defined between an SDN Con-
troller and an SDN Datapath, which provides at least (i) programmatic control of all forwarding operations,
(ii) capabilities advertisement, (iii) statistics reporting, and (iv) event notification. One value of SDN lies in
the expectation that the CDPI is implemented in in an open, vendor-neutral and interoperable way.

SDN Northbound Interfaces (NBI) SDN NBIs are interfaces between SDN Applications and SDN Controllers and
typically provide abstract network views and enable direct expression of network behavior and requirements.
This may occur at any level of abstraction (latitude) and across different sets of functionality (longitude). One
value of SDN lies in the expectation that these interfaces are implemented in an open, vendor-neutral and
interoperable way.

16.6 SDN deployment models

Proactive vs Reactive*[21]°[22] If flows arrive at a switch, a flow table lookup is performed. Depending on the flow
table implementation this is done in a software flow table if a vSwitch is used or in an ASIC if it's implemented
in hardware. In the case when no matching flow is found a request to the controller for further instructions is
sent. In reactive mode the controller acts after these requests and creates and installs a rule in the flow table
for the corresponding packet if necessary. In proactive mode the controller populates flow table entries for all
possible traffic matches possible for this switch in advance. This mode can be compared with typical routing
table entries today, where all static entries are installed ahead in time. Following this no request is sent to the
controller since all incoming flows will find a matching entry. A major advantage in proactive mode is that all
packets are forwarded in line rate (considering all flow table entries in TCAM) and no delay is added.

In addition there exists a hybrid mode that follows the flexibility of a reactive mode for a set of traffic and the
low-latency forwarding (proactive mode) for the rest of the traffic.

16.7 Applications

One application of SDN is the infrastructure as a service (IaaS).

This extension means that SDN virtual networking combined with virtual compute (VMs) and virtual storage can
emulate elastic resource allocation as if each such enterprise application was written like a Google or Facebook
application. In the vast majority of these applications resource allocation is statically mapped in inter process com-
munication (IPC). However if such mapping can be expanded or reduced to large (many cores) or small VMs the
behavior would be much like one of the purpose built large Internet applications.

Other uses in the consolidated data-center include consolidation of spare capacity stranded in static partition of racks
to pods. Pooling these spare capacities results in significant reduction of computing resources. Pooling the active
resources increases average utilization.
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The use of SDN distributed and global edge control also includes the ability to balance load on lots of links leading
from the racks to the switching spine of the data-center. Without SDN this task is done using traditional link-state
updates that update all locations upon change in any location. Distributed global SDN measurements may extend the
cap on the scale of physical clusters. Other data-center uses being listed are distributed application load balancing,
distributed fire-walls, and similar adaptations to original networking functions that arise from dynamic, any location
or rack allocation of compute resources.

Other uses of SDN in enterprise or carrier managed network services (MNS) address the traditional and geo-distributed
campus network. These environments were always challenged by the complexities of additions, changes, mergers,
acquisitions, and movement of users. Based on SDN principles, it is expected that these identity and policy manage-
ment challenges could be addressed using global definitions decoupled from the physical interfaces of the network
infrastructure. On the other hand, existing infrastructure of potentially thousands of switches and routers can remain
intact.

It has been noted that this “overlay” approach raises a high likelihood of inefficiency and low performance by ignoring
the characteristics of the underlying infrastructure. Hence, carriers have identified the gaps in overlays and asked for
them to be filled by SDN solutions that take traffic, topology, and equipment into account.”[23]

Security using SDN paradigm

SDN architecture may enable, facilitate or enhance network-related security applications due to the controller’s central
view of the network, and its capacity to reprogram the data plane at any time. While security of SDN architecture itself
remains an open question that has already been studied a couple of times in the research community,*[24]* [251°[26]
the following paragraphs only focus on the security applications made possible or revisited using SDN.

Several research works on SDN have already investigated security applications built upon the SDN controller, with
different aims in mind. Distributed Denial of Service (DDoS) detection and mitigation,*[27]*[28] as well as bot-
net"[29] and worm propagation,”[30] are some concrete use-cases of such applications: basically, the idea consists
in periodically collecting network statistics from the forwarding plane of the network in a standardized manner (e.g.
using Openflow), and then apply classification algorithms on those statistics in order to detect any network anomalies.
If an anomaly is detected, the application instructs the controller how to reprogram the data plane in order to mitigate
it.

Another kind of security applications leverages the SDN controller by implementing some moving target defense
(MTD) algorithms. MTD algorithms are typically used to make any attack on a given system or network more diffi-
cult than usual by periodically hiding or changing key properties of that system or network. In traditional networks,
implementing MTD algorithms is not a trivial task since it is difficult to build a central authority able of determin-
ing - for each part of the system to be protected - which key properties are hid or changed. In an SDN network,
such tasks become more straightforward thanks to the centrality of the controller. One application can for example
periodically assign virtual IPs to hosts within the network, and the mapping virtual IP/real IP is then performed by
the controller.”[31] Another application can simulate some fake opened/closed/filtered ports on random hosts in the
network in order to add significant noise during reconnaissance phase (e.g. scanning) performed by an attacker.[32]

Additional value regarding security in SDN enabled networks can also be gained using FlowVisor'[33] and FlowChecker"[34]
respectively. The former tries to use a single hardware forwarding plane sharing multiple separated logical networks.
Following this approach the same hardware resources can be used for production and development purposes as well

as separating monitoring, configuration and internet traffic, where each scenario can have its own logical topology

which is called slice. In conjunction with this approach FlowChecker*[33] realizes the validation of new OpenFlow

rules that are deployed by users using their own slice.

Developing applications for software defined networks requires comprehensive checks of possible programming er-
rors. Since SDN controller applications are mostly deployed in large scale scenarios a programming model checking
solution requires scalability. These functionalities are provided among others through NICE*[35]

16.8 Access control

Remote access to the control plane is made available to administrators or users of the network, typically with a
role-based access control (RBAC) in order to provide security.
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16.9 See also

Active Networking

Frenetic (programming language)

IEEE 802.1aq

Intel Data Plane Development Kit (DPDK)
Network Functions Virtualization
OpenFlow

OpenStack

Software-defined data center
OpenDaylight Project

Software-defined Protection

List of SDN controller software
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Chapter 17

Network Functions Virtualization

Network Functions Virtualization (NFV) is a network architecture concept that proposes using IT virtualization
related technologies to virtualize entire classes of network node functions into building blocks that may be connected,
or chained, to create communication services.

NFYV relies upon, but differs from, traditional server virtualization techniques such as those used in enterprise IT.
A virtualized network function, or VNF, may consist of one or more virtual machines running different software
and processes, on top of industry standard high volume servers, switches and storage, or even cloud computing
infrastructure, instead of having custom hardware appliances for each network function.

For example, a virtualized session border controller function could be deployed to protect a network without the
typical cost and complexity of obtaining and installing physical units. Other examples of NFV include virtualized
load balancers, firewalls, intrusion detection devices and WAN accelerators. [1]

17.1 Background

Product development within the telecommunications industry has traditionally followed rigorous standards for stabil-
ity, protocol adherence and quality. While this model worked well in the past, it inevitably led to long product cycles,
a slow pace of development and reliance on proprietary or specialist hardware. The rise of significant competition
in communications services, from fast-moving organizations operating at large scale on the public Internet (such as
Google Talk), have spurred service providers to look for ways to disrupt the status quo.

17.2 History

In October 2012, an industry specifications group, “Network Functions Virtualisation” ,*[2] published a white paper
at a conference in Darmstadt, Germany on software-defined networking and OpenFlow."[3] The group, part of the
European Telecommunications Standards Institute (ETSI), was made up of representatives from the telecommuni-
cations industry from both Europe and beyond. [4]"[5]

Since the publication of the white paper, the group has produced several more in-depth materials, including a stan-
dard terminology definition”[6] and use cases for NFV that act as references for vendors and operators considering
implementing NFV.

17.3 NFV Framework

The NFV framework consists of three main components:*[7]

1. Virtualized Network Functions (VNF) are software implementations of network functions that can be de-
ployed on a Network Function Virtualization Infrastructure (NFVI).
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2. NFV Infrastructure (NFVI) is the totality of all hardware and software components which build up the
environment in which VNFs are deployed. The NFV-Infrastructure can span across several locations. The
network providing connectivity between these locations is regarded to be part of the NFV-Infrastructure.

3. Network Functions Virtualization Management and Orchestration Architectural Framework (NFV-
MANO Architectural Framework) is the collection of all functional blocks, data repositories used by these
functional blocks, and reference points and interfaces through which these functional blocks exchange infor-
mation for the purpose of managing and orchestrating NFVI and VNFs.

The building block for both the NFVI and the NFV-MANO is the NFV platform. In the NFVI role, it consists of both
virtual and physical compute and storage resources, and virtualization software. In its NFV-MANO role it consists
of VNF and NFVI managers and virtualization software operating on a hardware controller. The NFV platform
implements carrier-grade features used to manage and monitor the platform components, recover from failures and
provide effective security - all required for the public carrier network.

17.4 Practical aspects

A service provider who follows the NFV design will implement one or more virtualized network functions, or VNFs.
A VNF by itself does not automatically provide a usable product or service to the provider's customers. To build
more complex services, the notion of service chaining is used, where multiple VNFs are used in sequence to deliver
a service.

Another aspect of implementing NFV is the orchestration process. In order to build highly reliable and scalable
services, NFV requires that the network be able to instantiate VNF instances, monitor them, repair them, and (most
importantly for a service provider business) bill for the services rendered. These attributes, referred to as Carrier-
Grade"[8] features, are allocated to an orchestration layer in order to achieve high availability and security, and low
operations and maintenance costs. Importantly, the orchestration layer must be able to manage VNFs irrespective of
what the underlying technology within the VNF is. For example, an orchestration layer must be able to manage an
SBC VNF from vendor X running on VMware vSphere just as well as an IMS VNF from vendor Y running on KVM
(Kernel-based Virtual Machine).

17.5 Distributed NFV

The initial perception of NFV was that virtualized capability should be implemented in data centers. This approach
works in many — but not all — cases. NFV presumes and emphasizes the widest possible flexibility as to the physical
location of the virtualized functions.

Ideally, therefore, virtualized functions should be located where they will be the most effective and least expensive.
That means a service provider should be free to locate NFV in all possible locations, from the data center to the
network node to the customer premises. This approach, known as Distributed NFV, has been emphasized from
the beginning as NFV was being developed and standardized, and is prominent in the recently released NFV ISG
documents.”[9]

For some cases there are clear advantages for a service provider to locate this virtualized functionality at the cus-
tomer premises. These advantages range from economics to performance to the feasibility of the functions being
virtualized. [10]

17.6 NFV modularity benefits

When designing and developing the software that provides the VNFs, vendors may structure that software into soft-
ware components (implementation view of a software architecture) and package those components into one or more
images (deployment view of a software architecture). These vendor-defined software components are called VNF
Components (VNFCs). VNFs are implemented with one or more VNFCs and it is assumed, without loss of gener-
ality, that VNFCs map 1:1 to VM Images. Scale Up and scale Out enablement: By being able to allocate flexible
(virtual) CPU to each of the VNFC instance, the network management layer can scale UP & down VNFC resource
to follow up with the throughput/performance and scalability expectations over a single system or a single platform.


https://en.wikipedia.org/wiki/VMware
https://en.wikipedia.org/wiki/VSphere
https://en.wikipedia.org/wiki/Kernel-based_Virtual_Machine

80 CHAPTER 17. NETWORK FUNCTIONS VIRTUALIZATION

Similarly, the network management layer can scale OUT & down the VNFC instances over multiple platforms and
therefore reach out to the performance and architecture specifications whilst not compromising the other VNFC
function stabilities.

Early adopters of such architecture blueprints have already implemented the NFV modularity principles.”[11]

17.7 Relationship to SDN

SDN, or software-defined networking, is a concept related to NFV, but they refer to different domains.

In essence, Software-defined networking (SDN) is an approach to building data networking equipment and software
that separates and abstracts elements of these systems. It does this by decoupling the control plane and data plane
from each other, such that the control plane resides centrally and the forwarding components remain distributed. The
control plane interacts both northbound and southbound. In the northbound direction the control plane provides a
common abstracted view of the network to higher-level applications and programs using APIs. In the southbound
direction the control plane programs the forwarding behavior, using device level APIs, of the physical network equip-
ment distributed around the network.

Thus, NFV is not dependent on SDN or SDN concepts. It is entirely possible to implement a virtualized network
function (VNF) as a standalone entity using existing networking and orchestration paradigms. However, there are
inherent benefits in leveraging SDN concepts to implement and manage an NFV infrastructure, particularly when
looking at the management and orchestration of VNFs, and that's why multivendor platforms are being defined that
incorporate SDN and NFV in concerted ecosystems. [12]

An NFV infrastructure is more than simply adapting existing network applications to run on x86 technology. It needs
a central orchestration and management system that takes operator requests associated with a VNF, translates them
into the appropriate compute, storage and network configuration needed to bring the VNF into operation. Once in
operation, the VNF potentially needs to be monitored for capacity and utilization and adapted if necessary.

All these functions can be accomplished using SDN concepts and NFV could be considered one of the primary SDN
use cases in service provider environments. It is also apparent that many SDN use-cases could incorporate con-
cepts introduced in the NFV initiative. Examples include where the centralized controller is controlling a distributed
forwarding function that could in fact be also visualized on existing compute or routing equipment.

17.8 Industry impact

NFV has proven a popular standard even in its infancy. Its immediate applications are numerous, such as virtual-
ization of Mobile base stations, Platform as a Service, Content Delivery Networks (CDN), fixed access and home
environments. [ 13] The potential benefits of NFV is anticipated to be significant. Virtualization of network functions
deployed on general purpose standardized hardware is expected to reduce capital and operational expenditures, and
service and product introduction times. [14]"[15] Many major network equipment vendors have announced support
for NFV.*[16] This has coincided with NFV announcements from major software suppliers who provide the NFV
platforms used by equipment suppliers to build their NFV products.”[17]*[18]

However, to realize the expected benefits, the network equipment vendors need to improve IT virtualization technol-
ogy to incorporate carrier-grade attributes required by Cloud Service Providers (CSPs). They include fault, perfor-
mance, security, operations and administration management capabilities. [8]

17.9 MANO - Management and Orchestration

ETSI has already indicated that an important part of controlling the NFV environment should be done through au-
tomation and orchestration. There is a separate stream MANO within NFV outlining how flexibility should be con-
trolled. Mano at network-functions-virtualization.com
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Cloud computing metaphor: For a user, the network elements representing the provider-rendered services are invisible, as if obscured
by a cloud.

Cloud computing is a recently evolved computing terminology or metaphor based on utility and consumption of
computing resources. Cloud computing involves deploying groups of remote servers and software networks that
allow centralized data storage and online access to computer services or resources. Clouds can be classified as public,
private or hybrid.* [11°12]
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Another representation of the cloud computing model. Here, the emphasis is on the delivery of a service.

18.1 Overview

Cloud computing”[3] relies on sharing of resources to achieve coherence and economies of scale, similar to a utility
(like the electricity grid) over a network. [2] At the foundation of cloud computing is the broader concept of converged
infrastructure and shared services.

Cloud computing, or in simpler shorthand just “the cloud” , also focuses on maximizing the effectiveness of the
shared resources. Cloud resources are usually not only shared by multiple users but are also dynamically reallocated
per demand. This can work for allocating resources to users. For example, a cloud computer facility that serves
European users during European business hours with a specific application (e.g., email) may reallocate the same
resources to serve North American users during North America's business hours with a different application (e.g., a
web server). This approach should maximize the use of computing power thus reducing environmental damage as
well since less power, air conditioning, rack space, etc. are required for a variety of functions. With cloud computing,
multiple users can access a single server to retrieve and update their data without purchasing licenses for different
applications.

The term  “moving to cloud” also refers to an organization moving away from a traditional CAPEX model (buy the
dedicated hardware and depreciate it over a period of time) to the OPEX model (use a shared cloud infrastructure
and pay as one uses it).

Proponents claim that cloud computing allows companies to avoid upfront infrastructure costs, and focus on projects
that differentiate their businesses instead of on infrastructure.”[4] Proponents also claim that cloud computing allows
enterprises to get their applications up and running faster, with improved manageability and less maintenance, and
enables IT to more rapidly adjust resources to meet fluctuating and unpredictable business demand. [4]"[517[6] Cloud
providers typically use a “pay as you go” model. This can lead to unexpectedly high charges if administrators do
not adapt to the cloud pricing model."[7]

The present availability of high-capacity networks, low-cost computers and storage devices as well as the widespread
adoption of hardware virtualization, service-oriented architecture, and autonomic and utility computing have led to
a growth in cloud computing.”[8]7[9]°[10]

Cloud vendors are experiencing growth rates of 50% per annum.”[11]
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18.2 History

18.2.1 Origin of the term

The origin of the term cloud computing is unclear. The expression cloud is commonly used in science to describe a
large agglomeration of objects that visually appear from a distance as a cloud and describes any set of things whose
details are not inspected further in a given context.”[12]

In analogy to above usage the word cloud was used as a metaphor for the Internet and a standardized cloud-like shape
was used to denote a network on telephony schematics and later to depict the Internet in computer network diagrams.
With this simplification, the implication is that the specifics of how the end points of a network are connected are not
relevant for the purposes of understanding the diagram. The cloud symbol was used to represent the Internet as early
as 1994,"[13]"[14] in which servers were then shown connected to, but external to, the cloud.

References to cloud computing in its modern sense appeared early as 1996, with the earliest known mention in a
Compaq internal document.[15]

The popularization of the term can be traced to 2006 when Amazon.com introduced the Elastic Compute Cloud."[16]

18.2.2 The 1950s

The underlying concept of cloud computing dates to the 1950s, when large-scale mainframe computers were seen
as the future of computing, and became available in academia and corporations, accessible via thin clients/terminal
computers, often referred to as "dumb terminals”, because they were used for communications but had no internal
processing capacities. To make more efficient use of costly mainframes, a practice evolved that allowed multiple users
to share both the physical access to the computer from multiple terminals as well as the CPU time. This eliminated
periods of inactivity on the mainframe and allowed for a greater return on the investment. The practice of sharing
CPU time on a mainframe became known in the industry as time-sharing.”[17] During the mid 70s, time-sharing
was popularly known as RJE (Remote Job Entry); this nomenclature was mostly associated with large vendors such
as IBM and DEC.
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18.2.3 The 1990s

In the 1990s, telecommunications companies, who previously offered primarily dedicated point-to-point data circuits,
began offering virtual private network (VPN) services with comparable quality of service, but at a lower cost. By
switching traffic as they saw fit to balance server use, they could use overall network bandwidth more effectively. They
began to use the cloud symbol to denote the demarcation point between what the provider was responsible for and
what users were responsible for. Cloud computing extends this boundary to cover all servers as well as the network
infrastructure.”[18]

As computers became more prevalent, scientists and technologists explored ways to make large-scale computing
power available to more users through time-sharing. They experimented with algorithms to optimize the infrastruc-
ture, platform, and applications to prioritize CPUs and increase efficiency for end users.”[19]

18.2.4 Since 2000

In early 2008, Eucalyptus became the first open-source, AWS API-compatible platform for deploying private clouds.
In early 2008, OpenNebula, enhanced in the RESERVOIR European Commission-funded project, became the first
open-source software for deploying private and hybrid clouds, and for the federation of clouds. [20] In the same year,
efforts were focused on providing quality of service guarantees (as required by real-time interactive applications) to
cloud-based infrastructures, in the framework of the IRMOS European Commission-funded project, resulting in
a real-time cloud environment.”[21] By mid-2008, Gartner saw an opportunity for cloud computing “to shape
the relationship among consumers of IT services, those who use IT services and those who sell them” *[22] and
observed that “organizations are switching from company-owned hardware and software assets to per-use service-
based models” so that the “projected shift to computing ... will result in dramatic growth in IT products in some
areas and significant reductions in other areas.” *[23]

In July 2010, Rackspace Hosting and NASA jointly launched an open-source cloud-software initiative known as
OpenStack. The OpenStack project intended to help organizations offer cloud-computing services running on stan-
dard hardware. The early code came from NASA's Nebula platform as well as from Rackspace's Cloud Files plat-
form."[24]

On March 1, 2011, IBM announced the IBM SmartCloud framework to support Smarter Planet.”[25] Among the
various components of the Smarter Computing foundation, cloud computing is a critical piece.

On June 7, 2012, Oracle announced the Oracle Cloud.”[26] While aspects of the Oracle Cloud are still in devel-
opment, this cloud offering is posed to be the first to provide users with access to an integrated set of IT solutions,
including the Applications (SaaS), Platform (PaaS), and Infrastructure (IaaS) layers.* [2717[28]°[29]

18.3 Similar concepts

Cloud computing is the result of evolution and adoption of existing technologies and paradigms. The goal of cloud
computing is to allow users to take benefit from all of these technologies, without the need for deep knowledge about
or expertise with each one of them. The cloud aims to cut costs, and helps the users focus on their core business
instead of being impeded by IT obstacles."[30]

The main enabling technology for cloud computing is virtualization. Virtualization software separates a physical
computing device into one or more “virtual” devices, each of which can be easily used and managed to perform
computing tasks. With operating system-level virtualization essentially creating a scalable system of multiple in-
dependent computing devices, idle computing resources can be allocated and used more efficiently. Virtualization
provides the agility required to speed up IT operations, and reduces cost by increasing infrastructure utilization.
Autonomic computing automates the process through which the user can provision resources on-demand. By mini-
mizing user involvement, automation speeds up the process, reduces labor costs and reduces the possibility of human
errors. [30]

Users routinely face difficult business problems. Cloud computing adopts concepts from Service-oriented Architec-
ture (SOA) that can help the user break these problems into services that can be integrated to provide a solution.
Cloud computing provides all of its resources as services, and makes use of the well-established standards and best
practices gained in the domain of SOA to allow global and easy access to cloud services in a standardized way.

Cloud computing also leverages concepts from utility computing to provide metrics for the services used. Such
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metrics are at the core of the public cloud pay-per-use models. In addition, measured services are an essential part of
the feedback loop in autonomic computing, allowing services to scale on-demand and to perform automatic failure
recovery.

Cloud computing is a kind of grid computing; it has evolved by addressing the QoS (quality of service) and reliability
problems. Cloud computing provides the tools and technologies to build data/compute intensive parallel applications
with much more affordable prices compared to traditional parallel computing techniques.<ref name=HAM2012/

Cloud computing shares characteristics with:

e Client—server model —Client—server computing refers broadly to any distributed application that distinguishes
between service providers (servers) and service requestors (clients). [31]

e Grid computing — “A form of distributed and parallel computing, whereby a 'super and virtual computer' is
composed of a cluster of networked, loosely coupled computers acting in concert to perform very large tasks.”

e Mainframe computer —Powerful computers used mainly by large organizations for critical applications, typ-
ically bulk data processing such as: census; industry and consumer statistics; police and secret intelligence
services; enterprise resource planning; and financial transaction processing.

e Utility computing —The “packaging of computing resources, such as computation and storage, as a metered
service similar to a traditional public utility, such as electricity." *[321°[33]

e Peer-to-peer —A distributed architecture without the need for central coordination. Participants are both
suppliers and consumers of resources (in contrast to the traditional client—server model).

18.4 Characteristics

Cloud computing exhibits the following key characteristics:

o Agility improves with users' ability to re-provision technological infrastructure resources.

e Application programming interface (API) accessibility to software that enables machines to interact with
cloud software in the same way that a traditional user interface (e.g., a computer desktop) facilitates interac-
tion between humans and computers. Cloud computing systems typically use Representational State Transfer
(REST)-based APIs.

e Cost reductions claimed by cloud providers. A public-cloud delivery model converts capital expenditure to
operational expenditure.”[34] This purportedly lowers barriers to entry, as infrastructure is typically provided
by a third party and does not need to be purchased for one-time or infrequent intensive computing tasks.
Pricing on a utility computing basis is fine-grained, with usage-based options and fewer IT skills are required
for implementation (in-house).”[35] The e-FISCAL project's state-of-the-art repository”[36] contains several
articles looking into cost aspects in more detail, most of them concluding that costs savings depend on the type
of activities supported and the type of infrastructure available in-house.

e Device and location independence”[37] enable users to access systems using a web browser regardless of
their location or what device they use (e.g., PC, mobile phone). As infrastructure is off-site (typically provided
by a third-party) and accessed via the Internet, users can connect from anywhere."[35]

e Maintenance of cloud computing applications is easier, because they do not need to be installed on each user's
computer and can be accessed from different places.

e Multitenancy enables sharing of resources and costs across a large pool of users thus allowing for:

e centralization of infrastructure in locations with lower costs (such as real estate, electricity, etc.)
e peak-load capacity increases (users need not engineer for highest possible load-levels)

o utilisation and efficiency improvements for systems that are often only 10-20% utilised.”[38]"[39]

e Performance is monitored, and consistent and loosely coupled architectures are constructed using web services
as the system interface.”[35]°[40]"[41]
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e Productivity may be increased when multiple users can work on the same data simultaneously, rather than
waiting for it to be saved and emailed. Time may be saved as information does not need to be re-entered when
fields are matched, nor do users need to install application software upgrades to their computer.”[42]

e Reliability improves with the use of multiple redundant sites, which makes well-designed cloud computing
suitable for business continuity and disaster recovery.”[43]

e Scalability and elasticity via dynamic ( “on-demand” ) provisioning of resources on a fine-grained, self-
service basis in near real-time*[44]°[45] (Note, the VM startup time varies by VM type, location, OS and
cloud providers*[44]), without users having to engineer for peak loads. [46]"[47]"[48]

e Security can improve due to centralization of data, increased security-focused resources, etc., but concerns
can persist about loss of control over certain sensitive data, and the lack of security for stored kernels.”[49]
Security is often as good as or better than other traditional systems, in part because providers are able to devote
resources to solving security issues that many customers cannot afford to tackle.”[50] However, the complexity
of security is greatly increased when data is distributed over a wider area or over a greater number of devices,
as well as in multi-tenant systems shared by unrelated users. In addition, user access to security audit logs may
be difficult or impossible. Private cloud installations are in part motivated by users' desire to retain control over
the infrastructure and avoid losing control of information security.

The National Institute of Standards and Technology's definition of cloud computing identifies “five essential char-
acteristics":

On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without requiring human interaction with each service
provider.

Broad network access. Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
tablets, laptops, and workstations).

Resource pooling. The provider's computing resources are pooled to serve multiple consumers using
a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned
according to consumer demand.

Rapid elasticity. Capabilities can be elastically provisioned and released, in some cases automatically,
to scale rapidly outward and inward commensurate with demand. To the consumer, the capabilities
available for provisioning often appear unlimited and can be appropriated in any quantity at any time.

Measured service. Cloud systems automatically control and optimize resource use by leveraging a
metering capability at some level of abstraction appropriate to the type of service (e.g., storage, process-
ing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported,
providing transparency for both the provider and consumer of the utilized service.

—National Institute of Standards and Technology™[2]

18.5 Service models

Cloud computing providers offer their services according to several fundamental models:*[2]"[51]

18.5.1 Infrastructure as a service (IaaS)

See also: Category:Cloud infrastructure and Software-defined application delivery

In the most basic cloud-service model & according to the IETF (Internet Engineering Task Force), providers of
IaaS offer computers — physical or (more often) virtual machines — and other resources. (A hypervisor, such as Xen,
Oracle VirtualBox, KVM, VMware ESX/ESXi, or Hyper-V runs the virtual machines as guests. Pools of hypervisors
within the cloud operational support-system can support large numbers of virtual machines and the ability to scale
services up and down according to customers' varying requirements.) IaaS clouds often offer additional resources
such as a virtual-machine disk image library, raw block storage, and file or object storage, firewalls, load balancers,
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IP addresses, virtual local area networks (VLANSs), and software bundles.”[52] IaaS-cloud providers supply these
resources on-demand from their large pools installed in data centers. For wide-area connectivity, customers can use
either the Internet or carrier clouds (dedicated virtual private networks).

To deploy their applications, cloud users install operating-system images and their application software on the cloud
infrastructure. In this model, the cloud user patches and maintains the operating systems and the application software.
Cloud providers typically bill [aaS services on a utility computing basis: cost reflects the amount of resources allocated

and consumed.”[53]°[54]°[55]

18.5.2 Platform as a service (PaaS)

Main article: Platform as a service
See also: Category:Cloud platforms

In the PaaS models, cloud providers deliver a computing platform, typically including operating system, programming
language execution environment, database, and web server. Application developers can develop and run their software
solutions on a cloud platform without the cost and complexity of buying and managing the underlying hardware and
software layers. With some PaaS offers like Microsoft Azure and Google App Engine, the underlying computer and
storage resources scale automatically to match application demand so that the cloud user does not have to allocate
resources manually. The latter has also been proposed by an architecture aiming to facilitate real-time in cloud

environments.”[56]
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18.5.3 Software as a service (SaaS)

Main article: Software as a service

In the business model using software as a service (SaaS), users are provided access to application software and
databases. Cloud providers manage the infrastructure and platforms that run the applications. SaaS is sometimes
referred to as  “on-demand software” and is usually priced on a pay-per-use basis or using a subscription fee.

In the SaaS model, cloud providers install and operate application software in the cloud and cloud users access the
software from cloud clients. Cloud users do not manage the cloud infrastructure and platform where the application
runs. This eliminates the need to install and run the application on the cloud user's own computers, which simplifies
maintenance and support. Cloud applications are different from other applications in their scalability—which can
be achieved by cloning tasks onto multiple virtual machines at run-time to meet changing work demand.”[57] Load
balancers distribute the work over the set of virtual machines. This process is transparent to the cloud user, who sees
only a single access point. To accommodate a large number of cloud users, cloud applications can be multitenant,
that is, any machine serves more than one cloud user organization.

The pricing model for SaaS applications is typically a monthly or yearly flat fee per user, [58] so price is scalable and
adjustable if users are added or removed at any point.”[59]

Proponents claim SaaS allows a business the potential to reduce IT operational costs by outsourcing hardware and
software maintenance and support to the cloud provider. This enables the business to reallocate IT operations costs
away from hardware/software spending and personnel expenses, towards meeting other goals. In addition, with appli-
cations hosted centrally, updates can be released without the need for users to install new software. One drawback of
SaaS is that the users' data are stored on the cloud provider's server. As a result, there could be unauthorized access
to the data. For this reason, users are increasingly adopting intelligent third-party key management systems to help
secure their data.

18.5.4 Unified Communications as a Service

Main article: Unified communications

In the UCaaS model, multi-platform communications over the network are packaged by the service provider. The
services could be in different devices, such as computers and mobile devices. Services may include IP telephony,
unified messaging, video conferencing and mobile extension”[60] etc.

18.6 Cloud clients

See also: Category:Cloud clients

Users access cloud computing using networked client devices, such as desktop computers, laptops, tablets and smartphones.
Some of these devices — cloud clients — rely on cloud computing for all or a majority of their applications so as to be
essentially useless without it. Examples are thin clients and the browser-based Chromebook. Many cloud applications

do not require specific software on the client and instead use a web browser to interact with the cloud application.
With Ajax and HTMLS these Web user interfaces can achieve a similar, or even better, look and feel to native ap-
plications. Some cloud applications, however, support specific client software dedicated to these applications (e.g.,
virtual desktop clients and most email clients). Some legacy applications (line of business applications that until now
have been prevalent in thin client computing) are delivered via a screen-sharing technology.

18.7 Deployment models

18.7.1 Private cloud

Private cloud is cloud infrastructure operated solely for a single organization, whether managed internally or by a third-
party, and hosted either internally or externally.”[2] Undertaking a private cloud project requires a significant level and
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degree of engagement to virtualize the business environment, and requires the organization to reevaluate decisions
about existing resources. When done right, it can improve business, but every step in the project raises security
issues that must be addressed to prevent serious vulnerabilities.”[61] Self-run data centers”[62] are generally capital
intensive. They have a significant physical footprint, requiring allocations of space, hardware, and environmental
controls. These assets have to be refreshed periodically, resulting in additional capital expenditures. They have
attracted criticism because users “still have to buy, build, and manage them” and thus do not benefit from less
hands-on management, “[63] essentially "[lacking] the economic model that makes cloud computing such an intriguing
concept” ."[64]7[65]

18.7.2 Public cloud

A cloud is called a “public cloud” when the services are rendered over a network that is open for public use. Public
cloud services may be free or offered on a pay-per-usage model.”[66] Technically there may be little or no difference
between public and private cloud architecture, however, security consideration may be substantially different for
services (applications, storage, and other resources) that are made available by a service provider for a public audience
and when communication is effected over a non-trusted network. Generally, public cloud service providers like
Amazon AWS, Microsoft and Google own and operate the infrastructure at their data center and access is generally
via the Internet. AWS and Microsoft also offer direct connect services called “AWS Direct Connect” and “Azure
ExpressRoute” respectively, such connections require customers to purchase or lease a private connection to a peering
point offered by the cloud provider."[35]

18.7.3 Hybrid cloud

Hybrid cloud is a composition of two or more clouds (private, community or public) that remain distinct entities but
are bound together, offering the benefits of multiple deployment models. Hybrid cloud can also mean the ability to
connect collocation, managed and/or dedicated services with cloud resources.”[2]

Gartner, Inc. defines a hybrid cloud service as a cloud computing service that is composed of some combination of
private, public and community cloud services, from different service providers.”[67] A hybrid cloud service crosses
isolation and provider boundaries so that it can’ t be simply put in one category of private, public, or community cloud
service. It allows one to extend either the capacity or the capability of a cloud service, by aggregation, integration or
customization with another cloud service.
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Varied use cases for hybrid cloud composition exist. For example, an organization may store sensitive client data in
house on a private cloud application, but interconnect that application to a business intelligence application provided
on a public cloud as a software service.”[68] This example of hybrid cloud extends the capabilities of the enterprise
to deliver a specific business service through the addition of externally available public cloud services.

Another example of hybrid cloud is one where IT organizations use public cloud computing resources to meet tem-
porary capacity needs that can not be met by the private cloud.”[69] This capability enables hybrid clouds to employ
cloud bursting for scaling across clouds.”[2] Cloud bursting is an application deployment model in which an applica-
tion runs in a private cloud or data center and “bursts” to a public cloud when the demand for computing capacity
increases. A primary advantage of cloud bursting and a hybrid cloud model is that an organization only pays for
extra compute resources when they are needed.”[70] Cloud bursting enables data centers to create an in-house IT
infrastructure that supports average workloads, and use cloud resources from public or private clouds, during spikes
in processing demands.[71]

18.7.4 Others
Community cloud

Community cloud shares infrastructure between several organizations from a specific community with common con-
cerns (security, compliance, jurisdiction, etc.), whether managed internally or by a third-party, and either hosted
internally or externally. The costs are spread over fewer users than a public cloud (but more than a private cloud), so
only some of the cost savings potential of cloud computing are realized.[2]

Distributed cloud

Cloud computing can also be provided by a distributed set of machines that are running at different locations, while
still connected to a single network or hub service. Examples of this include distributed computing platforms such
as BOINC and Folding@Home. An interesting attempt in such direction is Cloud@Home, aiming at implementing
cloud computing provisioning model on top of voluntarily shared resources “[72]

Intercloud

Main article: Intercloud

The Intercloud”[73] is an interconnected global “cloud of clouds”*[74]"[75] and an extension of the Internet “network
of networks” on which it is based. The focus is on direct interoperability between public cloud service providers,
more so than between providers and consumers (as is the case for hybrid- and multi-cloud).” (761" 1771°[78]

Multicloud

Main article: Multicloud

Multicloud is the use of multiple cloud computing services in a single heterogeneous architecture to reduce reliance
on single vendors, increase flexibility through choice, mitigate against disasters, etc. It differs from hybrid cloud in
that it refers to multiple cloud services, rather than multiple deployment modes (public, private, legacy).* [791"[80]

18.8 Architecture

Cloud architecture, [81] the systems architecture of the software systems involved in the delivery of cloud comput-
ing, typically involves multiple cloud components communicating with each other over a loose coupling mechanism
such as a messaging queue. Elastic provision implies intelligence in the use of tight or loose coupling as applied to
mechanisms such as these and others.
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18.8.1 Cloud engineering

Cloud engineering is the application of engineering disciplines to cloud computing. It brings a systematic approach
to the high-level concerns of commercialization, standardization, and governance in conceiving, developing, operating
and maintaining cloud computing systems. It is a multidisciplinary method encompassing contributions from diverse
areas such as systems, software, web, performance, information, security, platform, risk, and quality engineering.

18.9 Security and privacy
Main article: Cloud computing issues

Cloud computing poses privacy concerns because the service provider can access the data that is on the cloud at
any time. It could accidentally or deliberately alter or even delete information. [82] Many cloud providers can share
information with third parties if necessary for purposes of law and order even without a warrant. That is permitted
in their privacy policies which users have to agree to before they start using cloud services."[83] Solutions to privacy
include policy and legislation as well as end users' choices for how data is stored.”[84] Users can encrypt data that is
processed or stored within the cloud to prevent unauthorized access.”[84]

There is the problem of legal ownership of the data (If a user stores some data in the cloud, can the cloud provider
profit from it?). Many Terms of Service agreements are silent on the question of ownership.”[85]

Physical control of the computer equipment (private cloud) is more secure than having the equipment off site and
under someone else's control (public cloud). This delivers great incentive to public cloud computing service providers
to prioritize building and maintaining strong management of secure services. [86] Some small businesses that don't
have expertise in IT security could find that it's more secure for them to use a public cloud.

There is the risk that end users don't understand the issues involved when signing on to a cloud service (persons
sometimes don't read the many pages of the terms of service agreement, and just click “Accept” without reading).
This is important now that cloud computing is becoming popular and required for some services to work, for example
for an intelligent personal assistant (Apple's Siri or Google Now).
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Fundamentally private cloud is seen as more secure with higher levels of control for the owner, however public cloud
is seen to be more flexible and requires less time and money investment from the user.”[87]

18.10 Cloud Marketplaces

Cloud providers and other third-party brokers offer to end-users and developers cloud solutions through online mar-
ketplace environments. [88] These e-commerce sites have as primary objective to simplify the consumers' access
to the various cloud products and services and optimize and facilitate their management across the cloud stack lay-
ers. The cloud marketplaces operate either as part of the cloud provider's ecosystem or as independent business
entities which sell cloud-based solutions using resources and services from public clouds.”[89] Through the cloud
marketplaces, software, technologies and cloud resources are tailored together and merchandised as bundles, exploit-
ing techniques for automated instantiation, deployment and management, and allowing for centralized monitoring,
accounting and billing.”[90] These bundles include application servers, databases, software libraries and virtual ma-
chines but practically any type of software and technology can be attached using orchestration and configuration tools
such as Chef, Puppet and Juju.

Cloud marketplaces also incorporate the typical features of the modern online marketplaces for rating and feedback
on the various offerings from the consumers, settlement, payments and analytics, which are adapted for cloud-based
software and service products. Additionally, cloud marketplaces may also provide mechanisms for SLA Negotiation
and Management, “[91] analysis of application requirements and dependencies,”[92] trust management,”[93] flexible
pricing (e.g. spot instances) “[94] and cost calculation. In that sense, the consumers can focus on the application
features and its business aspects, using the marketplace as the single point of access for the various technologies and
cloud resources required for the delivery of the application.

18.11 Other services that require it

Other services require the use of Cloud Computing:

e Intelligent personal assistant : The “intelligent” part of it is usually done in the cloud for being computationally
expensive (For example for Apple's Siri “[95]"[96]).

18.12 The future

According to Gartner's Hype cycle, cloud computing has reached a maturity that leads it into a productive phase.
This means that most of the main issues with cloud computing have been addressed to a degree that clouds have
become interesting for full commercial exploitation. This however does not mean that all the problems listed above
have actually been solved, only that the according risks can be tolerated to a certain degree.”[97] Cloud computing
is therefore still as much a research topic, as it is a market offering."[98] What is clear through the evolution of
Cloud Computing services is that the CTO is a major driving force behind Cloud adoption. [99] The major Cloud
technology developers continue to invest billions a year in Cloud R&D, in 2011 Microsoft for example committed
90% of its $9.6bn R&D budget to Cloud*[100]

18.13 See also
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Chapter 19

Elasticity (cloud computing)

In cloud computing, elasticity is defined as the degree to which a system is able to adapt to workload changes by
provisioning and deprovisioning resources in an autonomic manner, such that at each point in time the available
resources match the current demand as closely as possible.”[1] It is a defining characteristic, that differentiates it from
previously proposed computing paradigms, such as grid computing. This dynamic variation in the use of computer
resources to meet a varying workload is called “elastic computing” .*[2]"[3] In general an elastic cloud application
or process has three elasticity dimensions, “[4] Cost, Quality, and Resources, enabling it to increase and decrease its
cost, quality, or available resources, as to accommodate specific requirements.

19.1 Example

Let us illustrate elasticity through a simple example of a service provider who wants to run a website on an IaaS cloud.
At moment ¢ , the website is unpopular and a single machine (most commonly a virtual machine) is sufficient to serve
all web users. At moment ¢; , the website suddenly becomes popular, for example, as a result of a flash crowd, and a
single machine is no longer sufficient to serve all users. Based on the amount of web users simultaneously accessing
the website and the resource requirements of the web server, it might be that ten machines are needed. An elastic
system should immediately detect this condition and provision nine additional machines from the cloud, so as to serve
all web users responsively.

At time 5 , the website becomes unpopular again. The ten machines that are currently allocated to the website are
mostly idle and a single machine would be sufficient to serve the few users who are accessing the website. An elastic
system should immediately detect this condition and deprovision nine machines and release them to the cloud.

19.2 Purpose

Elasticity aims at matching the amount of resources allocated to a service with the amount of resources it actually
requires, avoiding over- or under-provisioning. Over-provisioning, i.e., allocating more resources than required,
should be avoided as the service provider often has to pay for the resources that are allocated to the service. For
example, at the time of this writing, Amazon EC2 charges $0.480/hour for an “extra large” virtual machine. If
a service is allocated two virtual machines, instead of one required, the service provider wastes $4,205 every year.
Hence, the service provider's expenses are higher than optimal and the profit is reduced.

Under-provisioning, i.e., allocating fewer resources than required, must be avoided, otherwise the service cannot
serve its users with a good service. In the above example, under-provisioning the website may make it seem slow or
unreachable. Web users eventually give up on accessing it, thus, the service provider loses customers. On the long
term, the provider's income will decrease, which also reduces the profit.

19.3 Problems
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19.3.1 Resources provisioning time

One potential problem is that elasticity takes time. A cloud virtual machine (VM) can be acquired at any time by the
user, however, it may take up to several minutes for the acquired VM to be ready to use. The VM startup time is
dependent on factors, such as image size, VM type, data center location, number of VMs, etc.”[5] Cloud providers
have different VM startup performance. This implies any control mechanism designed for elastic applications must
consider in its decision process the time needed for the elasticity actions to take effect,“[6] such as provisioning another
VM for a specific application component.

19.3.2 Monitoring elastic applications

Elastic applications can allocate and deallocate resources (such as VMs) on demand for specific application compo-
nents. This makes cloud resources volatile, and traditional monitoring tools which associate monitoring data with a
particular resource (i.e. VM), such as Ganglia or Nagios, are no longer suitable for monitoring the behavior of elastic
applications. For example, during its lifetime, a data storage tier of an elastic application might add and remove
data storage VMs due to cost and performance requirements, varying the number of used VMs. Thus, additional
information is needed in monitoring elastic applications, such as associating the logical application structure over
the underlying virtual infrastructure.”[7] This in turn generates other problems, such as how to aggregate data from
multiple VMs towards extracting the behavior of the application component running on top of those VMs, as dif-
ferent metrics might need to be aggregated differently (e.g., cpu usage could be averaged, network transfer might be
summed up).

19.3.3 Elasticity requirements

When deploying applications in cloud infrastructures (IaaS/PaaS), requirements of the stakeholder need to be con-
sidered in order to ensure proper elasticity behavior. Even though traditionally one would try to find the optimal
trade-off between cost and quality or performance, for real world cloud users requirements regarding the behavior
are more complex and target multiple dimensions of elasticity (e.g., SYBL"[8]).

19.3.4 Multiple levels of control

Cloud applications can be of varying types and complexities, with multiple levels of artifacts deployed in layers.
Controlling such structures must take into consideration a variety of issues, an approach in this sense being rSYBL."[9]
For multi-level control, control systems need to consider the impact lower level control has upon higher level ones and
vice versa (e.g., controlling virtual machines, web containers, or web services in the same time), as well as conflicts
which may appear between various control strategies from various levels. [10]

19.4 See also

e Amazon Elastic Compute Cloud

e CELAR: Cloud ELAsticity pRovisining
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Chapter 20

Platform as a service

Platform as a service (PaaS) is a category of cloud computing services that provides a platform allowing customers
to develop, run and manage Web applications without the complexity of building and maintaining the infrastructure
typically associated with developing and launching an app.[1]"[2]"[3] Paa$S can be delivered in two ways: as a public
cloud service from a provider, where the consumer controls software deployment and configuration settings, and the
provider provides the networks, servers, storage and other services to host the consumer's application; or as software
installed in private data centers or public infrastructure as a service and managed by internal IT departments.”[4]"[5]
The two primary programming languages for Paa$S are Java and .NET,"[1] according to Gartner.[6]

20.1 Development and uses

The idea of PaaS was pioneered on the Web by Amazon Web Services (AWS) and Salesforce.com. In April 2008,
Google launched App Engine, with a free trial version limited to 10,000 developers.“[7] This was said to have “turned
the Internet cloud computing space into a fully-fledged industry virtually overnight.” *[8]

The original intent of PaaS was to simplify the code-writing process for developers, with the infrastructure and
operations handled by the PaaS provider. Originally, all PaaSes were in the public cloud. Because many companies did
not want to have everything in the public cloud, private and hybrid PaaS options (managed by internal IT departments)
were created.”[9]

PaaS provides an environment for developers and companies to create, host and deploy applications, saving de-
velopers from the complexities of the infrastructure side (setting up, configuring and managing elements such as
servers and databases). PaaS can improve the speed of developing an app, and allow the consumer to focus on
the application itself. With PaaS, the consumer manages applications and data, while the provider (in public PaaS)
or IT department (in private PaaS) manages runtime, middleware, operating system, virtualization, servers, storage
and networking."[4]"[10] Development tools provided by the vendor are customized according to the needs of the
user.”[11] The user can choose to maintain the software, or have the vendor maintain it."[4]

PaaS offerings may also include facilities for application design, application development, testing and deployment, as
well as services such as team collaboration, web service integration, and marshalling, database integration, security,
scalability, storage, persistence, state management, application versioning, application instrumentation, and devel-
oper community facilitation. Besides the service engineering aspects, PaaS offerings include mechanisms for service
management, such as monitoring, workflow management, discovery and reservation.”[12]*[13]

20.2 Advantages and disadvantages

The advantages to PaaS are primarily that it allows for higher-level programming with dramatically reduced complex-
ity; the overall development of the application can be more effective, as it has built-in infrastructure; and maintenance
and enhancement of the application is easier.”[3] It can also be useful in situations where multiple developers are
working on a single project involving parties who are not located nearby. [2]

The primary disadvantage would be the possibility of being locked in to a certain platform. However, most PaaSes
are relatively lock-in free.”[8] Other possible disadvantages, according to Forbes, include the relative youth of the
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cloud service model, the lack of support for .NET by many providers, and that the value and definition of PaaS has
been at times misunderstood by those working in IT."[9]

20.3 Types

20.3.1 Public, private and hybrid

There are several types of Paa$, including public, private and hybrid.”[9] PaaS was originally intended as an appli-
cation solution in the public cloud, before expanding to include private and hybrid options.”[9]

Public PaaS$ is derived from software as a service (SaaS),"[7] and is situated in cloud computing between SaaS and
infrastructure as a service (IaaS).”[1] SaaS$ is software that is hosted in the cloud, so that it doesn't take up hard drive
or server space. IaaS provides virtual storage from a provider with adjustable scalability.”[1] With IaaS, the user still
has to manage the server, whereas with Paa$S the server management is done by the provider."[14]

A private PaaS can typically be downloaded and installed either on a company's on-premises infrastructure, or in a
public cloud. Once the software is installed on one or more machines, the private PaaS arranges the application and
database components into a single hosting platform.”[15] Private PaaS vendors include Apprenda, which started out
on the Microsoft .NET platform before rolling out a Java PaaS; Red Hat's OpenShift and Pivotal Cloud Foundry."[16]
Apprenda and Microsoft are considered to be two of the only PaaSes that provide superior .NET support.”[9]

20.3.2 Mobile PaaS

Initiated in 2012, mobile PaaS (mPaaS) provides development capabilities for mobile app designers and develop-
ers.”[17] The Yankee Group identified mPaas as one of its themes for 2014, naming a number of providers including
Kinvey, CloudMine, AnyPresence, FeedHenry, FatFractal and Point.io."[18]*[19]

20.3.3 Open PaaS

Open PaaS does not include hosting, but rather it provides open source software allowing a PaaS provider to run
applications in an open source environment. For example, AppScale allows a user to deploy some applications written
for Google App Engine to their own servers, providing datastore access from a standard SQL or NoSQL database.
Some open platforms let the developer use any programming language, database, operating system or server to deploy
their applications.* [207°[21]

20.3.4 PaasS for Rapid Development

In 2014, Forrester Research defined Enterprise Public Cloud Platforms for Rapid Developers as an emerging trend,
naming a number of provides including OutSystems, Mendix, Salesforce.com, and Acquia.”[22]

20.3.5 System types

PaaS is found on the following types of systems:

Add-on development facilities These facilities customization of existing SaaS applications, often requiring PaaS
developers and their users to purchase subscriptions to the add-on Saa$S application.“[23]

Stand alone environments Stand-alone PaaS environments do not include technical, licensing or financial depen-
dencies on specific SaaS applications or web services, and are intended to provide a generalized development
environment.”[23]

Application delivery-only environments Delivery-only PaaS offerings generally focus on hosting services, such as
security and on-demand scalability. The service does not include development, debugging and test capabilities,
though they may be supplied offline (via an Eclipse plugin, for example).*[23]
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20.4 Providers

There are various types of PaaS providers. All offer application hosting and a deployment environment, along with
various integrated services. Services offer varying levels of scalability and maintenance.”[8] Developers can write an
application and upload it to a PaaS that supports their software language of choice, and the application runs on that
PaaS."[24]

Public PaaS providers and private PaaS vendors include:
e AppearlQ
e Apprenda
e AppScale
o AWS Elastic Beanstalk
e Cloud Foundry
e CloudControl
e Cloudera
e Engine Yard
e Google App Engine
e Heroku
e IBM Bluemix
e Microsoft Azure Web Sites
e Mendix
e Nodejitsu
e OpenShift
e OutSystems
e QlikView
e Salesforce

o WaveMaker

20.5 See also

e Network as a service
e Software as a service
e Infrastructure as a service

e Mobile Backend as a service
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Chapter 21

Software as a service

Software as a service (SaaS; pronounced /s@s/ or /sa:s/*[1]) is a software licensing and delivery model in which soft-
ware is licensed on a subscription basis and is centrally hosted.”[2][3] It is sometimes referred to as “on-demand soft-
ware”."[4] Saa$ is typically accessed by users using a thin client via a web browser. Saa$S has become a common deliv-
ery model for many business applications, including office & messaging software, payroll processing software, DBMS
software, management software, CAD software, development software, gamification, virtualization,*[4] accounting,
collaboration, customer relationship management (CRM), management information systems (MIS), enterprise re-
source planning (ERP), invoicing, human resource management (HRM), content management (CM) and service desk
management.”[5] SaaS has been incorporated into the strategy of all leading enterprise software companies. One of
the biggest selling points for these companies is the potential to reduce IT support costs by outsourcing hardware and
software maintenance and support to the SaaS provider. [6]

According to a Gartner Group estimate, [7] Saa$ sales in 2010 reached $10 billion, and were projected to increase
to $12.1bn in 2011, up 20.7% from 2010. Gartner Group estimates that SaaS revenue will be more than double its
2010 numbers by 2015 and reach a projected $21.3bn. Customer relationship management (CRM) continues to be
the largest market for SaaS. SaaS revenue within the CRM market was forecast to reach $3.8bn in 2011, up from
$3.2bn in 2010."[8]

The term  “software as a service” (SaaS) is considered to be part of the nomenclature of cloud computing, along
with infrastructure as a service (IaaS), platform as a service (PaaS), desktop as a service (DaaS), backend as a service
(BaaS), and information technology management as a service (ITMaa$S)."[9]

21.1 History

Centralized hosting of business applications dates back to the 1960s. Starting in that decade, IBM and other mainframe
providers conducted a service bureau business, often referred to as time-sharing or utility computing. Such services
included offering computing power and database storage to banks and other large organizations from their worldwide
data centers.

The expansion of the Internet during the 1990s brought about a new class of centralized computing, called Application
Service Providers (ASP). ASPs provided businesses with the service of hosting and managing specialized business
applications, with the goal of reducing costs through central administration and through the solution provider's spe-
cialization in a particular business application. Two of the world's pioneers and largest ASPs were USI, which was
headquartered in the Washington, D.C. area, and Futurelink Corporation, headquartered in Orange County Califor-
nia.

Software as a service essentially extends the idea of the ASP model. The term Software as a Service (SaaS), however,
is commonly used in more specific settings:
e Whereas most initial ASPs focused on managing and hosting third-party independent software vendors' soft-

ware, as of 2012 SaaS vendors typically develop and manage their own software.

e Whereas many initial ASPs offered more traditional client-server applications, which require installation of
software on users' personal computers, SaaS solutions of today rely predominantly on the Web and only require
a web browser to use.
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e Whereas the software architecture used by most initial ASPs mandated maintaining a separate instance of the
application for each business, as of 2012 SaaS solutions normally utilize a multi-tenant architecture, in which
the application serves multiple businesses and users, and partitions its data accordingly.

The SAAS acronym allegedly first appeared in an article called “Strategic Backgrounder: Software As A Service,”
internally published in February 2001 by the Software & Information Industry Association's (SIIA) eBusiness Divi-
sion.”[10]

DbaaS (Database as a Service) has emerged as a sub-variety of SaaS."[11]

21.2 Distribution

The Cloud (or SaaS) model has no physical need for indirect distribution since it is not distributed physically and is
deployed almost instantaneously. The first wave of SaaS companies built their own economic model without including
partner remuneration in their pricing structure (except when there were certain existing affiliations). It has not been
easy for traditional software publishers to enter into the SaaS model. Firstly, because the SaaS model does not bring
them the same income structure, secondly, because continuing to work with a distribution network was decreasing
their profit margins and was damaging to the competitiveness of their product pricing. Today a landscape is taking
shape with SaaS and managed service players who combine the indirect sales model with their own existing business
model, and those who seek to redefine their role within the 3.0 IT economy.”[12]

21.3 Pricing

Unlike traditional software which is conventionally sold as a perpetual license with an up-front cost (and an optional
ongoing support fee), SaaS providers generally price applications using a subscription fee, most commonly a monthly
fee or an annual fee.”[ 13] Consequently, the initial setup cost for SaaS$ is typically lower than the equivalent enterprise
software. SaaS vendors typically price their applications based on some usage parameters, such as the number of
users using the application. However, because in a SaaS environment customers' data reside with the SaaS vendor,
opportunities also exist to charge per transaction, event, or other unit of value.”[14]

The relatively low cost for user provisioning (i.e., setting up a new customer) in a multi-tenant environment enables
some Saa$ vendors to offer applications using the freemium model.”[14] In this model, a free service is made available
with limited functionality or scope, and fees are charged for enhanced functionality or larger scope.”[14] Some other
SaaS applications are completely free to users, with revenue being derived from alternate sources such as advertising.

A key driver of SaaS growth is SaaS vendors' ability to provide a price that is competitive with on-premises software.
This is consistent with the traditional rationale for outsourcing IT systems, which involves applying economies of
scale to application operation, i.e., an outside service provider may be able to offer better, cheaper, more reliable
applications..

21.4 Architecture

The vast majority of SaaS solutions are based on a multi-tenant architecture. With this model, a single version of the
application, with a single configuration (hardware, network, operating system), is used for all customers ( “tenants”
). To support scalability, the application is installed on multiple machines (called horizontal scaling). In some cases,
a second version of the application is set up to offer a select group of customers with access to pre-release versions of
the applications (e.g., a beta version) for testing purposes. This is contrasted with traditional software, where multiple
physical copies of the software —each potentially of a different version, with a potentially different configuration, and
often customized —are installed across various customer sites.

While an exception rather than the norm, some SaaS solutions do not use multi-tenancy, or use other mechanisms
—such as virtualization—to cost-effectively manage a large number of customers in place of multi-tenancy."[15]
Whether multi-tenancy is a necessary component for software-as-a-service is a topic of controversy. [16]
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21.5 Characteristics

While not all software-as-a-service applications share all traits, the characteristics below are common among many
SaaS applications:

21.5.1 Configuration and customization

SaaS applications similarly support what is traditionally known as application customization. In other words, like
traditional enterprise software, a single customer can alter the set of configuration options (a.k.a., parameters) that
affect its functionality and look-and-feel. Each customer may have its own settings (or: parameter values) for the
configuration options. The application can be customized to the degree it was designed for based on a set of predefined
configuration options.

For example: to support customers' common need to change an application's look-and-feel so that the application
appears to be having the customer's brand (or—if so desired—co-branded), many SaaS applications let customers
provide (through a self service interface or by working with application provider staff) a custom logo and sometimes
a set of custom colors. The customer cannot, however, change the page layout unless such an option was designed
for.

21.5.2 Accelerated feature delivery

Saa$ applications are often updated more frequently than traditional software,”[17] in many cases on a weekly or
monthly basis. This is enabled by several factors:

The application is hosted centrally, so an update is decided and executed by the provider, not by customers.

The application only has a single configuration, making development testing faster.

The application vendor has access to all customer data, expediting design and regression testing.

The solution provider has access to user behavior within the application (usually via web analytics), making it
easier to identify areas worthy of improvement.

Accelerated feature delivery is further enabled by agile software development methodologies.”[18] Such method-
ologies, which have evolved in the mid-1990s, provide a set of software development tools and practices to support
frequent software releases.

21.5.3 Open integration protocols

Since SaaS applications cannot access a company's internal systems (databases or internal services), they predomi-
nantly offer integration protocols and application programming interfaces (APIs) that operate over a wide area net-
work. Typically, these are protocols based on HTTP, REST, SOAP and JSON.

The ubiquity of SaaS applications and other Internet services and the standardization of their API technology has
spawned development of mashups, which are lightweight applications that combine data, presentation and function-
ality from multiple services, creating a compound service. Mashups further differentiate SaaS applications from
on-premises software as the latter cannot be easily integrated outside a company's firewall.

21.5.4 Collaborative (and “social”) functionality

Inspired by the success of online social networks and other so-called web 2.0 functionality, many SaaS applications
offer features that let its users collaborate and share information.

For example, many project management applications delivered in the SaaS model offer—in addition to traditional
project planning functionality—collaboration features letting users comment on tasks and plans and share documents
within and outside an organization. Several other SaaS applications let users vote on and offer new feature ideas.

While some collaboration-related functionality is also integrated into on-premises software, (implicit or explicit)
collaboration between users or different customers is only possible with centrally hosted software.
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21.6 Adoption drivers

Several important changes to the software market and technology landscape have facilitated acceptance and growth
of SaaS solutions:

e The growing use of web-based user interfaces by applications, along with the proliferation of associated prac-
tices (e.g., web design), continuously decreased the need for traditional client-server applications. Conse-
quently, traditional software vendor's investment in software based on fat clients has become a disadvantage
(mandating ongoing support), opening the door for new software vendors offering a user experience perceived
as more “modern” .

e The standardization of web page technologies (HTML, JavaScript, CSS), the increasing popularity of web
development as a practice, and the introduction and ubiquity of web application frameworks like Ruby on Rails
or languages like PHP gradually reduced the cost of developing new SaaS solutions, and enabled new solution
providers to come up with competitive solutions, challenging traditional vendors.

e The increasing penetration of broadband Internet access enabled remote centrally hosted applications to offer
speed comparable to on-premises software.

e The standardization of the HTTPS protocol as part of the web stack provided universally available lightweight
security that is sufficient for most everyday applications.

e The introduction and wide acceptance of lightweight integration protocols such as REST and SOAP enabled
affordable integration between SaaS applications (residing in the cloud) with internal applications over wide
area networks and with other SaaS applications.

21.7 Adoption challenges
Some limitations slow down the acceptance of SaaS and prohibit it from being used in some cases:

e Since data are being stored on the vendor’ s servers, data security becomes an issue.”[19]

e SaaS$ applications are hosted in the cloud, far away from the application users. This introduces latency into the
environment; so, for example, the SaaS model is not suitable for applications that demand response times in
the milliseconds.

e Multi-tenant architectures, which drive cost efficiency for SaaS solution providers, limit customization of ap-
plications for large clients, inhibiting such applications from being used in scenarios (applicable mostly to large
enterprises) for which such customization is necessary.

e Some business applications require access to or integration with customer's current data. When such data
are large in volume or sensitive (e.g., end users' personal information), integrating them with remotely hosted
software can be costly or risky, or can conflict with data governance regulations.

o Constitutional search/seizure warrant laws do not protect all forms of SaaS dynamically stored data. The end
result is that a link is added to the chain of security where access to the data, and, by extension, misuse of these
data, are limited only by the assumed honesty of 3rd parties or government agencies able to access the data on
their own recognizance.* [201°[217°[22]7[23]

e Switching SaaS vendors may involve the slow and difficult task of transferring very large data files over the
Internet.

e Organizations that adopt SaaS may find they are forced into adopting new versions, which might result in
unforeseen training costs or an increase in probability that a user might make an error.

e Relying on an Internet connection means that data are transferred to and from a SaaS firm at Internet speeds,
rather than the potentially higher speeds of a firm’ s internal network.”[24]

The standard model also has limitations:
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e Compatibility with hardware, other software, and operating systems."[25]

e Licensing and compliance problems (unauthorized copies of the software program putting the organization at
risk of fines or litigation).

e Maintenance, support, and patch revision processes.

21.8 Emerging trends

As a result of widespread fragmentation in the SaaS provider space, [26] there is an emerging trend towards the
development of SaaS Integration Platforms (SIP)."[27] These SIPs allow subscribers to access multiple SaaS appli-
cations through a common platform. They also offer new application developers an opportunity to quickly develop
and deploy new applications. This trend is being referred to as the “third wave” in software adoption - where SaaS
moves beyond standalone applications to become a comprehensive platform. Zoho and Sutisoft are two companies
that offer comprehensive SIPs today. Several other industry players, including Salesforce, Microsoft, and Oracle are
aggressively developing similar integration platforms. Another trend deals with the rise of software products that
combine functions for human resource management, payroll accounting, and expense management as an all-in-one
solution in promoting collaboration between an employer and an employee. This supplements the ongoing effort of
many businesses to create Employee Self-Service tools for their workforce.

21.9 Data escrow

Software as a service data escrow is the process of keeping a copy of critical software-as-a-service application data
with an independent third party. Similar to source code escrow, where critical software source code is stored with an
independent third party, SaaS data escrow is the same logic applied to the data within a SaaS application. It allows
companies to protect and insure all the data that resides within Saa$S applications, protecting against data loss.”[28]

There are many and varied reasons for considering SaaS data escrow including concerns about vendor bankruptcy,
unplanned service outages and potential data loss or corruption. Many businesses are also keen to ensure that they
are complying with their own data governance standards or want improved reporting and business analytics against
their SaaS data. A research conducted by Clearpace Software Ltd. into the growth of SaaS showed that 85 percent
of the participants wanted to take a copy of their SaaS data. A third of these participants wanted a copy on a daily
basis. [29]

21.10 Criticism

One notable criticism of SaaS comes from Richard Stallman of the Free Software Foundation referring to it as
Service as a Software Substitute (SaaSS).”[30] He considers the use of SaaSS to be a violation of the principles of
free software.[31] According to Stallman,

With SaaSS, the users do not have a copy of the executable file: it is on the server, where the users
can't see or touch it. Thus it is impossible for them to ascertain what it really does, and impossible to
change it. SaaS inherently gives the server operator the power to change the software in use, or the users'
data being operated on.

This criticism does not apply to all SaaS products. In 2010, Forbes contributor Dan Woods noted that Drupal Gardens,
a free web hosting platform based on the open source Drupal content management system, is a “new open source
model for SaaS” . He added, “Open source provides the escape hatch. In Drupal Gardens, users will be able to press
a button and get a source code version of the Drupal code that runs their site along with the data from the database.
Then, you can take that code, put it up at one of the hosting companies, and you can do anything that you would like
to do.” "[32]

Andrew Hoppin, a former Chief Information Officer for the New York State Senate, refers to this combination of
SaaS and open source software as OpenSaaS and points to WordPress as another successful example of an OpenSaaS
software delivery model that gives customers “the best of both worlds, and more options. The fact that it is open
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source means that they can start building their websites by self-hosting WordPress and customizing their website to
their heart’ s content. Concurrently, the fact that WordPress is SaaS means that they don’ t have to manage the
website at all -- they can simply pay WordPress.com to host it.” *[33]

21.11 See also

Servicizing
Cloud-based integration

Application service provider
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Chapter 22

Cloud computing issues

Cloud Computing has become a social phenomenon being used by most people everyday. As with every important
social phenomenon there are issues that limit its widespread adoption.

Most issues start from the fact that the user loses control of his or her data, because it is stored on someone else's
computer (the cloud provider). This happens when the owner of the remote servers is a person or organisation
other than the user, as their interests may point in different directions, for example, the user may wish that his or
her information is kept private, but the owner of the remote servers may want to take advantage of it for their own
business.

There are many issues relating to cloud computing, some of which are discussed here:

22.1 Threats and opportunities of the cloud

Critical voices including GNU project initiator Richard Stallman and Oracle founder Larry Ellison warned that the
whole concept is rife with privacy and ownership concerns and constitute merely a fad.”[1]

However, cloud computing continues to gain steam"[2] with 56% of the major European technology decision-makers
estimate that the cloud is a priority in 2013 and 2014, and the cloud budget may reach 30% of the overall IT bud-
get.”[3]

According to the Techinsights Report 2013: Cloud Succeeds based on a survey, the cloud implementations generally
meets or exceeds expectations across major service models, such as Infrastructure as a Service (IaaS), Platform as a
Service (PaaS) and Software as a Service (SaaS)."[4]

Several deterrents to the widespread adoption of cloud computing remain. Among them are reliability, availability
of services and data, security, complexity, costs, regulations and legal issues, performance, migration, reversion, the
lack of standards, limited customization and issues of privacy. The cloud offers many strong points: infrastructure
flexibility, faster deployment of applications and data, cost control, adaptation of cloud resources to real needs, im-
proved productivity, etc. The early 2010s cloud market is dominated by software and services in SaaS mode and IaaS
(infrastructure), especially the private cloud. PaaS and the public cloud are further back.

22.2 Privacy

The increased use of cloud computing services such as Gmail and Google Docs has pressed the issue of privacy
concerns of cloud computing services to the utmost importance.”[5] The provider of such services lie in a position
such that with the greater use of cloud computing services has given access to a plethora of data.”[5] This access
has the immense risk of data being disclosed either accidentally or deliberately.[5] Privacy advocates have criticized
the cloud model for giving hosting companies' greater ease to control—and thus, to monitor at will-——communication
between host company and end user, and access user data (with or without permission). Instances such as the secret
NSA program, working with AT&T, and Verizon, which recorded over 10 million telephone calls between American
citizens, causes uncertainty among privacy advocates, and the greater powers it gives to telecommunication companies
to monitor user activity. [6]“[7] A cloud service provider (CSP) can complicate data privacy because of the extent of

112


https://en.wikipedia.org/wiki/Cloud_Computing
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/GNU
https://en.wikipedia.org/wiki/Richard_Stallman
https://en.wikipedia.org/wiki/Larry_Ellison
https://en.wikipedia.org/wiki/Room_641A
https://en.wikipedia.org/wiki/Room_641A
https://en.wikipedia.org/wiki/AT&T
https://en.wikipedia.org/wiki/Verizon

22.3. PRIVACY SOLUTIONS 113

virtualization (virtual machines) and cloud storage used to implement cloud service.”[8] CSP operations, customer
or tenant data may not remain on the same system, or in the same data center or even within the same provider's
cloud; this can lead to legal concerns over jurisdiction. While there have been efforts (such as US-EU Safe Harbor)
to “harmonise” the legal environment, providers such as Amazon still cater to major markets (typically to the United
States and the European Union) by deploying local infrastructure and allowing customers to select ‘“regions and
availability zones” ."[9] Cloud computing poses privacy concerns because the service provider can access the data
that is on the cloud at any time. It could accidentally or deliberately alter or even delete information.”[10] This
becomes a major concern as these service providers, who employ administrators which can leave room for potential
unwanted disclosure of information on the cloud.”[5]

22.2.1 Sharing information without a warrant

Many cloud providers can share information with third parties if necessary for purposes of law and order even without
awarrant. That is permitted in their privacy policies which users have to agree to before they start using cloud services.

There are life-threatening situations in which there is no time to wait for the police to issue a warrant. Many cloud
providers can share information immediately to the police in such situations.

Example of a Privacy Policy that allows this
The Dropbox Privacy policy states that “[11]

We may share information as discussed below -+

Law & Order. We may disclose your information to third parties if we determine that such disclosure
is reasonably necessary to (a) comply with the law; (b) protect any person from death or serious bodily
injury; (c) prevent fraud or abuse of Dropbox or our users; or (d) protect Dropbox's property rights.

Previous situation about this

The Sydney Morning Herald reported about the Mosman bomb hoax, which was a life threatening situation, that:
"[12]

As to whether NSW Police needed a warrant to access the information it was likely to have, Byrne
said it depended on the process taken. “Gmail does set out in their process in terms of their legal
disclosure guidelines [that] it can be done by a search warrant ... but there are exceptions that can apply
in different parts of the world and different service providers. For example, Facebook generally provides
an exception for emergency life threatening situations that are signed off by law enforcement.”

Another computer forensic expert at iT4ensics, which works for large corporations dealing with
matters like internal fraud, Scott Lasak, said that police “would just contact Google” and “being of
a police or FBI background Google would assist them” .

“Whether or not they need to go through warrants or that sort of thing I'm not sure. But even for just
an IP address they might not even need a warrant for something like that being of a police background.

NSW Police would not comment on whether it had received help from Google. The search giant also
declined to comment, instead offering a standard statement on how it cooperated with law enforcement.

A spokesman for the online users' lobby group Electronic Frontiers Australia, Stephen Collins, said
Google was likely to have handed over the need information on the basis of “probable cause or a warrant”
, which he said was “perfectly legitimate” . He also said “It happens with relative frequency. -*-Such
things are rarely used in Australia for trivial or malevolent purposes.”

22.3 Privacy solutions

Solutions to privacy in cloud computing include policy and legislation as well as end users' choices for how data is
stored.”[5] The cloud service provider needs to establish clear and relevant policies that describe how the data of each
cloud user will be accessed and used.”[5] Cloud service users can encrypt data that is processed or stored within the
cloud to prevent unauthorized access.”[5]
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22.4 Compliance

To comply with regulations including FISMA, HIPAA, and SOX in the United States, the Data Protection Directive
in the EU and the credit card industry's PCI DSS, users may have to adopt community or hybrid deployment modes
that are typically more expensive and may offer restricted benefits. This is how Google is able to “manage and meet
additional government policy requirements beyond FISMA” “[13]°[14] and Rackspace Cloud or QubeSpace are able
to claim PCI compliance.*[15]

Many providers also obtain a SAS 70 Type II audit, but this has been criticised on the grounds that the hand-picked
set of goals and standards determined by the auditor and the auditee are often not disclosed and can vary widely. [16]
Providers typically make this information available on request, under non-disclosure agreement.”[17]"[18]

Customers in the EU contracting with cloud providers outside the EU/EEA have to adhere to the EU regulations on
export of personal data.”[19]

U.S. Federal Agencies have been directed by the Office of Management and Budget to use a process called FedRAMP
(Federal Risk and Authorization Management Program) to assess and authorize cloud products and services. Federal
CIO Steven VanRoekel issued a memorandum to federal agency Chief Information Officers on December 8, 2011
defining how federal agencies should use FedRAMP. FedRAMP consists of a subset of NIST Special Publication 800-
53 security controls specifically selected to provide protection in cloud environments. A subset has been defined for the
FIPS 199 low categorization and the FIPS 199 moderate categorization. The FedRAMP program has also established
a Joint Accreditation Board (JAB) consisting of Chief Information Officers from DoD, DHS, and GSA. The JAB is
responsible for establishing accreditation standards for 3rd party organizations who perform the assessments of cloud
solutions. The JAB also reviews authorization packages, and may grant provisional authorization (to operate). The
federal agency consuming the service still has final responsibility for final authority to operate.”[20]

A multitude of laws and regulations have forced specific compliance requirements onto many companies that collect,
generate or store data. These policies may dictate a wide array of data storage policies, such as how long information
must be retained, the process used for deleting data, and even certain recovery plans. Below are some examples of
compliance laws or regulations.

o United States, the Health Insurance Portability and Accountability Act (HIPAA) requires a contingency plan
that includes, data backups, data recovery, and data access during emergencies.

e The privacy laws of Switzerland demand that private data, including emails, be physically stored in Switzerland.

e In the United Kingdom, the Civil Contingencies Act of 2004 sets forth guidance for a business contingency
plan that includes policies for data storage.

In a virtualized cloud computing environment, customers may never know exactly where their data is stored. In

fact, data may be stored across multiple data centers in an effort to improve reliability, increase performance, and

provide redundancies. This geographic dispersion may make it more difficult to ascertain legal jurisdiction if disputes
. *

arise. [21]

22.5 Legal

As with other changes in the landscape of computing, certain legal issues arise with cloud computing, including
trademark infringement, security concerns and sharing of proprietary data resources.

The Electronic Frontier Foundation has criticized the United States government during the Megaupload seizure pro-
cess for considering that people lose property rights by storing data on a cloud computing service."[22]

One important but not often mentioned problem with cloud computing is the problem of who isin “possession” of
the data. If a cloud company is the possessor of the data, the possessor has certain legal rights. If the cloud company
is the “custodian” of the data, then a different set of rights would apply. The next problem in the legalities of
cloud computing is the problem of legal ownership of the data. Many Terms of Service agreements are silent on the
question of ownership. [23]

These legal issues are not confined to the time period in which the cloud-based application is actively being used.
There must also be consideration for what happens when the provider-customer relationship ends. In most cases, this
event will be addressed before an application is deployed to the cloud. However, in the case of provider insolvencies
or bankruptcy the state of the data may become blurred. [21]
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22.6 Vendor lock-in

Because cloud computing is still relatively new, standards are still being developed.”[24] Many cloud platforms and
services are proprietary, meaning that they are built on the specific standards, tools and protocols developed by a
particular vendor for its particular cloud offering.”[24] This can make migrating off a proprietary cloud platform
prohibitively complicated and expensive. [24]

Three types of vendor lock-in can occur with cloud computing:*[25]

e Platform lock-in: cloud services tend to be built on one of several possible virtualization platforms, for example
VMWare or Xen. Migrating from a cloud provider using one platform to a cloud provider using a different
platform could be very complicated.

e Data lock-in: since the cloud is still new, standards of ownership, i.e. who actually owns the data once it lives
on a cloud platform, are not yet developed, which could make it complicated if cloud computing users ever
decide to move data off of a cloud vendor's platform.

e Tools lock-in: if tools built to manage a cloud environment are not compatible with different kinds of both
virtual and physical infrastructure, those tools will only be able to manage data or apps that live in the vendor's
particular cloud environment.

Heterogeneous cloud computing is described as a type of cloud environment that prevents vendor lock-in, and aligns
with enterprise data centers that are operating hybrid cloud models.”[26] The absence of vendor lock-in lets cloud
administrators select his or her choice of hypervisors for specific tasks, or to deploy virtualized infrastructures to
other enterprises without the need to consider the flavor of hypervisor in the other enterprise. [27]

A heterogeneous cloud is considered one that includes on-premise private clouds, public clouds and software-as-a-
service clouds. Heterogeneous clouds can work with environments that are not virtualized, such as traditional data
centers.”[28] Heterogeneous clouds also allow for the use of piece parts, such as hypervisors, servers, and storage,
from multiple vendors. [29]

Cloud piece parts, such as cloud storage systems, offer APIs but they are often incompatible with each other.”[30]
The result is complicated migration between backends, and makes it difficult to integrate data spread across various
locations. [30] This has been described as a problem of vendor lock-in."[30] The solution to this is for clouds to
adopt common standards."[30]

Heterogeneous cloud computing differs from homogeneous clouds, which have been described as those using con-
sistent building blocks supplied by a single vendor.”[31] Intel General Manager of high-density computing, Jason
Waxman, is quoted as saying that a homogeneous system of 15,000 servers would cost $6 million more in capital
expenditure and use 1 megawatt of power.”[31]

22.7 Open source

See also: Category:Free software for cloud computing

Open-source software has provided the foundation for many cloud computing implementations, prominent examples
being the Hadoop framework*[32] and VMware's Cloud Foundry.* [33] In November 2007, the Free Software Foun-
dation released the Affero General Public License, a version of GPLv3 intended to close a perceived legal loophole
associated with free software designed to run over a network. " [34]

22.8 Open standards

See also: Category:Cloud standards

Most cloud providers expose APISs that are typically well documented (often under a Creative Commons license“[35])
but also unique to their implementation and thus not interoperable. Some vendors have adopted others' APIs and there
are a number of open standards under development, with a view to delivering interoperability and portability.[36]
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As of November 2012, the Open Standard with broadest industry support is probably OpenStack, founded in 2010 by
NASA and Rackspace, and now governed by the OpenStack Foundation. [37] OpenStack supporters include AMD,
Intel, Canonical, SUSE Linux, Red Hat, Cisco, Dell, HP, IBM, Yahoo and now VMware."[38]

22.9 Security

Main article: Cloud computing security

As cloud computing is achieving increased popularity, concerns are being voiced about the security issues introduced
through adoption of this new model.”[39]"[40] The effectiveness and efficiency of traditional protection mechanisms
are being reconsidered as the characteristics of this innovative deployment model can differ widely from those of
traditional architectures.”[41] An alternative perspective on the topic of cloud security is that this is but another,
although quite broad, case of “applied security” and that similar security principles that apply in shared multi-user

mainframe security models apply with cloud security.”[42]

The relative security of cloud computing services is a contentious issue that may be delaying its adoption.”[43] Phys-
ical control of the Private Cloud equipment is more secure than having the equipment off site and under someone
else's control. Physical control and the ability to visually inspect data links and access ports is required in order to
ensure data links are not compromised. Issues barring the adoption of cloud computing are due in large part to the
private and public sectors' unease surrounding the external management of security-based services. It is the very na-
ture of cloud computing-based services, private or public, that promote external management of provided services.
This delivers great incentive to cloud computing service providers to prioritize building and maintaining strong man-
agement of secure services. [44] Security issues have been categorised into sensitive data access, data segregation,
privacy, bug exploitation, recovery, accountability, malicious insiders, management console security, account con-
trol, and multi-tenancy issues. Solutions to various cloud security issues vary, from cryptography, particularly public
key infrastructure (PKI), to use of multiple cloud providers, standardisation of APIs, and improving virtual machine
support and legal support.* [4117°[45]7[46]

Cloud computing offers many benefits, but is vulnerable to threats. As cloud computing uses increase, it is likely
that more criminals find new ways to exploit system vulnerabilities. Many underlying challenges and risks in cloud
computing increase the threat of data compromise. To mitigate the threat, cloud computing stakeholders should
invest heavily in risk assessment to ensure that the system encrypts to protect data, establishes trusted foundation to
secure the platform and infrastructure, and builds higher assurance into auditing to strengthen compliance. Security
concerns must be addressed to maintain trust in cloud computing technology.“[39]

Data breach is a big concern in cloud computing. A compromised server could significantly harm the users as well
as cloud providers. A variety of information could be stolen. These include credit card and social security numbers,
addresses, and personal messages. The U.S. now requires cloud providers to notify customers of breaches. Once
notified, customers now have to worry about identity theft and fraud, while providers have to deal with federal in-
vestigations, lawsuits and reputational damage. Customer lawsuits and settlements have resulted in over $1 billion in
losses to cloud providers. [47]

22.10 Sustainability

Although cloud computing is often assumed to be a form of green computing, there is currently no way to measure
how “green” computers are.”[48]

The primary environmental problem associated with the cloud is energy use. Phil Radford of Greenpeace said “we
are concerned that this new explosion in electricity use could lock us into old, polluting energy sources instead of the
clean energy available today.” “[49] Greenpeace ranks the energy usage of the top ten big brands in cloud computing,
and successfully urged several companies to switch to clean energy. On Thursday, December 15, 2011, Greenpeace
and Facebook announced together that Facebook would shift to use clean and renewable energy to power its own
operations. [50]“[51] Soon thereafter, Apple agreed to make all of its data centers ‘coal free” by the end of 2013
and doubled the amount of solar energy powering its Maiden, NC data center.”[52] Following suit, Salesforce agreed

to shift to 100% clean energy by 2020."[53]

Citing the servers' effects on the environmental effects of cloud computing, in areas where climate favors natural
cooling and renewable electricity is readily available, the environmental effects will be more moderate. (The same
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holds true for “traditional” data centers.) Thus countries with favorable conditions, such as Finland, [54] Sweden
and Switzerland,“[55] are trying to attract cloud computing data centers. Energy efficiency in cloud computing can
result from energy-aware scheduling and server consolidation.”[56] However, in the case of distributed clouds over
data centers with different sources of energy including renewable energy, the use of energy efficiency reduction could
result in a significant carbon footprint reduction.”[57]

22.11 Abuse

As with privately purchased hardware, customers can purchase the services of cloud computing for nefarious pur-
poses. This includes password cracking and launching attacks using the purchased services.”[58] In 2009, a banking
trojan illegally used the popular Amazon service as a command and control channel that issued software updates and
malicious instructions to PCs that were infected by the malware.*[59]

22.12 IT governance
Main article: Corporate governance of information technology

The introduction of cloud computing requires an appropriate IT governance model to ensure a secured computing
environment and to comply with all relevant organizational information technology policies.”[60]*[61] As such, or-
ganizations need a set of capabilities that are essential when effectively implementing and managing cloud services,
including demand management, relationship management, data security management, application lifecycle manage-
ment, risk and compliance management.”[62] A danger lies with the explosion of companies joining the growth in
cloud computing by becoming providers. However, many of the infrastructural and logistical concerns regarding
the operation of cloud computing businesses are still unknown. This over-saturation may have ramifications for the
industry as a whole.*[63]

22.13 Consumer end storage

The increased use of cloud computing could lead to a reduction in demand for high storage capacity consumer end
devices, due to cheaper low storage devices that stream all content via the cloud becoming more popular. In a Wired
article, Jake Gardner explains that while unregulated usage is beneficial for IT and tech moguls like Amazon, the
anonymous nature of the cost of consumption of cloud usage makes it difficult for business to evaluate and incorporate
it into their business plans.”[63]

22.14 Ambiguity of terminology

Outside of the information technology and software industry, the term “cloud” can be found to reference a wide
range of services, some of which fall under the category of cloud computing, while others do not. The cloud is often
used to refer to a product or service that is discovered, accessed and paid for over the Internet, but is not necessarily a
computing resource. Examples of service that are sometimes referred to as “the cloud” include, but are not limited
to, crowd sourcing, cloud printing, crowd funding, cloud manufacturing.”[64][65]

22.15 Performance interference and noisy neighbors

Due to its multi-tenant nature and resource sharing, cloud computing must also deal with the “noisy neighbor” effect.
This effect in essence indicates that in a shared infrastructure, the activity of a virtual machine on a neighboring core
on the same physical host may lead to increased performance degradation of the VMs in the same physical host, due
to issues such as e.g. cache contamination. Due to the fact that the neighboring VMs may be activated or deactivated
at arbitrary times, the result is an increased variation in the actual performance of cloud resources. This effect seems
to be dependent on the nature of the applications that run inside the VMs but also other factors such as scheduling
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parameters and the careful selection may lead to optimized assignment in order to minimize the phenomenon. This
has also led to difficulties in comparing various cloud providers on cost and performance using traditional benchmarks
for service and application performance, as the time period and location in which the benchmark is performed can
result in widely varied results.”[66] This observation has led in turn to research efforts to make cloud computing
applications intrinsically aware of changes in the infrastructure so that the application can automatically adapt to
avoid failure.[67]

22.16 Monopolies and privatization of cyberspace

Philosopher Slavoj ZiZek points out that, although cloud computing enhances content accessibility, this access is
“increasingly grounded in the virtually monopolistic privatization of the cloud which provides this access” . According
to him, this access, necessarily mediated through a handful of companies, ensures a progressive privatization of global
cyberspace. Zizek criticises the argument purported by supporters of cloud computing that this phenomenon is part
of the “natural evolution” of the Internet, sustaining that the quasi-monopolies “set prices at will but also filter the
software they provide to give its “universality” a particular twist depending on commercial and ideological interests.”
"[68]

22.17 See also

e Cloud computing
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Chapter 23

Cloud computing comparison

The following is a comparison of some cloud computing software and providers. A more comprehensive list can be
found at the foot of this page.

23.1 General information

23.2 Supported Hosts

(what the cloud software runs on)

23.3 Supported Clients

(what the cloud software will run as a virtual instance)

23.4 Providers

Paa$ providers which can run on IaaS providers ( “itself” means the provider is both PaaS and IaaS):

PaaS pricing comparison of hosting services:

23.5 Features

e Failover - supports automatic handling of hardware failures (Failover) (partial indicates failovers of controller
nodes are not supported)

e OCCI - supports Open Cloud Computing Interface
e vCloud - supports vCloud migration

e S3 - supports Amazon S3 volumes

23.6 See also
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23.8 Text and image sources, contributors, and licenses
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